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POLICE PERCEPTIONS OF USING REMOTE MONITORING SOFTWARE TO MANAGE
CONVICTED ONLINE CHILD SEX OFFENDERS
C. M. Lilley
ABSTRACT
The last 20 years have seen an explosion in the availability, ownership and use of devices used
to access the internet. Simultaneously, technology has facilitated the distribution of child
abuse material, but is also used to prevent and identify offending. The central argument of
this thesis is that while technology is already used in the investigation of online child sexual
abuse, including the prosecution of offenders, its use in their risk assessment and ongoing
management is still in its nascence. This thesis explores the use of one type of technology remote monitoring software (RMS) - to manage the computer activity of adult offenders
convicted of online child sexual abuse crimes, who are now living in the community. Remote
monitoring software can be installed on offenders’ devices and runs constantly in the
background, monitoring their device use for inappropriate content. If it detects a violation,
the software takes a screen grab and sends it to a secure server that can be monitored
remotely. At the time of the research remote monitoring software was in use in 17 of the
United Kingdom’s 45 police forces. The central research question of this thesis is ‘What are
the views of police offender managers about using remote monitoring software with convicted
online child sex abuse offenders and what are the implications of their opinions and
experiences?’ The research involved in-depth qualitative interviews with 47 police officers
from 40 U.K. police forces. What results is an original and so-far unique contextual study
examining the benefits and drawbacks of using RMS to manage these offenders, as perceived
by officers. This thesis concludes that remote monitoring software has a range of potential
benefits for police forces, but that these benefits are qualified by significant drawbacks and
the lack of an evidence base about how and when it is best deployed. The legal framework
underpinning its use presents ambiguities for officers, who need more guidance on virtually
all aspects of its deployment. The effective adoption of remote monitoring software requires
greater clarity about the aims and objectives of using it, and how to measure the these.
Recommendations are made about bring a greater level of understanding and consistency to
this area of developing policing practice.
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Glossary
To assist the reader, some of the most frequently used acronyms and technical terms are explained
here, along with some terms and explanations for their use within the thesis. The list of definitions is
not exhaustive as many terms are defined when they are discussed within the main text of the thesis.

The Association of Chief Police Officers (ACPO). Superseded in 2015 by the National Police
Chiefs’ Council (NPCC). It is the representative body for British police chief officers. Key
functions include the coordination of national operations, operational implementation of
standards and policy, and the development of joint national approaches on criminal justice.
Capture
See ‘Remote monitoring software’.
The Child Exploitation and Online Protection (CEOP) Centre is a U.K. policing agency
dedicated to identifying the main threats to children and coordinating activity against these
threats to bring offenders to account. They have a focus on the sexual abuse of children,
both online and offline. It is a sub-command of the National Crime Agency (NCA).
Child abuse material
Child abuse material includes visual records of the sexual abuse of a child, and can include
still images (photographs, pseudo-photographs, drawings, tracings) as well as moving
images (videos, animations and films which are streamed live). It can also include written
material.
Child abuse image database (CAID)
A database of child abuse images produced by the Home Office to help U.K. law
enforcement reduce duplication and speed up investigations in internet/online child sexual
abuse cases.
Child abuse images legislation
The Protection of Children Act 1978 in England and Wales (including amendments made by
the Criminal Justice and Public Order Act 1994 and the Criminal Justice and Immigration Act
1988), made it an offence for anyone to take, or permit to be taken or to make, to
distribute, to possess or to publish or cause to be published any indecent photograph or
pseudo-photograph of a child. In the U.K. images are graded on a three point scale,
established by the Sentencing Council.
Child pornography
The term ‘child pornography’ remains a legal term in many jurisdictions and is commonly
used in the media, but is not used in U.K. legislation, which uses the term ‘indecent images
of children’. The terms ‘child abuse images’ and ‘child abuse material’ are also commonly
used. Referring to images of child abuse as ‘pornography’ detracts from the seriousness of
the crime by implying that there is consent from the children involved and that it is neither
abusive nor harmful.
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Civil orders
This term encompasses a range of different types of order designed to protect children from
individuals who present a risk of serious sexual harm. The Sexual Offences Act 2003
contained three types of orders: Sexual Offences Prevention Orders (SOPOs), Foreign
Travel Orders (FTOs), and Risk of Sexual Harm Orders (ROSHO). Each had to be worded as a
prohibition of specific stipulated activities, as opposed to a requirement. The Anti-Social
Behaviour, Crime and Policing Act 2014 repealed these orders and replaced them with two
new orders: Sexual Harm Prevention Orders (SHPOs) and Sexual Risk Orders (SROs). At the
time of conducting the field research for this thesis, the new orders had only recently begun
to be used by police and so some participants used the terms ‘SOPOs’ and ‘ROSHOs’ and
others used ‘SHPOs’ and ‘SROs’. In the interests of consistency in this thesis, the term ‘civil
orders’ will be used to cover all of these orders.
‘Contact’ offences/offenders
Any kind of child sexual abuse in which physical contact between the child and perpetrator
took place; internet or online child sexual abuse may also have simultaneously taken place.
Directed Surveillance Authority
Permission obtained from the Investigatory Powers Commissioner’s Office to conduct
surveillance on an individual. Surveillance is ‘directed’ in circumstances when it is: covert,
but not intrusive; conducted for the purposes of a specific investigation or operation; likely
to result in the obtaining of private information about any person.
Electronic monitoring
The use of any kind of technology to monitor an offender’s behaviour. The most common
types are electronically monitored curfews (tagging) and satellite tracking.
Field forensic triage search tools
Also known as a ‘triage’ tool. Typically, this is a memory stick that a police officer puts into a
computer in an offender’s home. The pre-programmed software on the stick conducts a
very fast scan of the computer’s contents to establish if it merits seizure and full forensic
examination – a more comprehensive and time consuming examination of the computer’s
memory - in the police laboratory.
High Tech Crime Units (HTCU) are located within police forces and undertake the forensic
examination and retrieval of evidence or intelligence from computers, computer-related
media and other digital devices.
Indecent image of a child offences
Any offence under Section 1 of the Protection of Children Act 1978, including the taking,
distribution, possession or publication of indecent images of children. It includes tracings or
derivatives of photographs and pseudo-photographs of children. It does not include
offences under Section 62 of the Coroners and Justice Act 2009, which is targeted at nonphotographic images, including computer generated images, cartoons, manga images and
drawings.
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Internet/online child sexual abuse
See definitions explored in chapter 2.
Internet/online child sexual exploitation
See definitions explored in chapter 2.
Internet enabled device
Any device capable of accessing the internet, including desk top computers, laptop
computers, tablets, mobile phones, e-readers, smart televisions etc.
Internet Watch Foundation (IWF)
An independent U.K. charity and public hotline that receives public reports about online
indecent images of children and then works with the police and U.K. ISPs to advise the latter
which images should be removed.
On-licence
Offenders sentenced to 12 months or more in prison are released at the halfway point in
their sentence, unless they are considered too dangerous. They remain ‘on licence’ in the
community for the rest of their sentence.
Multi-Agency Public Protection Arrangements (MAPPA)
The arrangements by which local criminal justice agencies in England and Wales must work
in partnership to assess and manage the risk posed by sexual and violent offenders in their
area. MAPPA is not a statutory body but is a mechanism through which agencies can
discharge their statutory responsibilities and protect the public in a co-ordinated manner.
Non-contact sexual abuse offences
Sexual offences involving no physical contact with the victim. In all cases, during the
research for this thesis, when officers mentioned non-contact offences they meant
internet/online sexual abuse (see definition above) and in particular offences related to
indecent images of children. However these offences do not necessarily have to involve the
use of the internet or technology.
Notification requirements
All registered sex offenders are subject to notification requirements, obliging them to visit a
police station periodically and provide a range of information at that time, to agree to home
visits and to notify the police of changes to their circumstances such as a change of name or
address.
Offender manager
This term is used interchangeably with ‘officer’ throughout this thesis, though in one case
includes a civilian member of police staff who was heavily involved in the management of
sex offenders.
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Police National Network (PNN)
A computing network to which most police computers are attached. The network is
connected to the wider Government Secure Intranet, enabling data to be transferred
securely between local authorities and the police.

Public Protection Unit (PPU)
A unit within the police that leads on issues relating to child protection, neglect and abuse
investigations, the management of dangerous offenders, domestic abuse, rape and sexual
assault and the protection of vulnerable adults. Specialist internet child sexual abuse teams
often sit within these units and are known by a variety of names: Paedophile/Police Online
Investigation Team (POLIT); Child Internet Exploitation Team (CIET); Safeguarding Children
Online Team (SCOLT).
Regulation of Investigatory Powers Act 2000 (RIPA)
This Act regulates the powers of the police (and other public bodies) to carry out
surveillance and investigation, covert and otherwise. It covers the interception of
communications, and the authorisation of directed surveillance.
Registered sex offender (RSO)
A registered sex offender is any offender convicted under Part 2 of the Sexual Offences Act
2003, including changes made to them by the Anti-Social Behaviour, Crime and Policing Act
2014 and the Sexual Offences Act 2003 (Notification Requirements) (England and Wales)
Regulations 2012. Also subject to these requirements are offenders who have a qualifying
offence under Schedule 3 of the Sexual Offences Act 2003. (See also Violent and Sex
Offender Register).
Remote monitoring software (RMS)
Software that can be installed on offenders’ computers and runs constantly in the
background, monitoring their computer use for inappropriate images (still and moving),
words and phrases, which are held in pre-defined libraries. If it detects a violation the
software takes a screen grab (also known as a ‘capture’) and sends it to a secure server that
police officers can log on to and monitor remotely. It is also known as ‘risk management
software’. Variations can include software that only monitors online activity, and software
that monitors all computer activity. In this thesis, it is the software that monitors all
computer activity which is under examination.
Risk management software
See ‘Remote monitoring software’
Securus Software
The manufacturer of one type of remote monitoring software in the U.K.. Originally
designed for use in schools, at the time of this research it was being used by 14 U.K. police
forces to monitor registered sex offenders, making it the dominant provider at that time.
The company ceased providing the software to the police in 2016.

xxi

The Lucy Faithfull Foundation is a charity which aims to prevent child sexual abuse. They
work with people who have sexually harmed or fear they may harm a child, including those
who commit offences on the internet. They offer services such as support for partners, a
group work programme for anyone who has been arrested, cautioned or convicted for
internet offences involving indecent images of children, and the Stop It Now! Helpline, an
anonymous helpline for anyone concerned about their own sexual thoughts or behaviour.
Violent and Sex Offender Register
A shared access database of records of those subject to the notification requirements under
the Sexual Offences Act 2003, those imprisoned for more than 12 months for violent
offences, and unconvicted people thought to be at risk of offending.
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PART ONE: CONTEXT, METHODS AND THEORY

Chapter one: Introduction

1.1 Introduction and research question
This thesis considers the views of sex offender managers in United Kingdom (U.K.) police
forces about the use of remote monitoring software in the management of adult offenders
living in the community, having been convicted of a sexual offence that involved the use of
technology, and in which the victim was a child1.

Remote monitoring software (RMS) is software that can be installed on offenders’
computers and runs constantly in the background, monitoring their computer use for
inappropriate images (still and moving), words and phrases, which are held in pre-defined
libraries. If it detects a violation, the software takes a screen grab (also known as a
‘capture’) and sends it to a secure server that police officers can access and monitor
remotely. At the time of the research, RMS was being used by 17 of the U.K.’s 452 police
forces for the purpose of managing these offenders.

1

As will be discussed in chapter two of this thesis, this includes crimes where there was no specific victim
recorded, but rather the crime was classified as a ‘Miscellaneous crime against society’ under the Home Office
Counting Rules, for example taking/making/distributing indecent photographs or pseudo photographs of
children.
2
43 in England and Wales, plus Scotland and Northern Ireland. City of London and British Transport Police
were excluded.

1

The research for this thesis did not attempt to evaluate the effectiveness of RMS. This was
because I recognised at the outset that the effectiveness of any single tool involved in the
management of sex offenders could not be robustly evaluated:
(i)

in isolation from the other treatment programmes and management tools
previously and currently in operation by both police and the probation service;

(ii)

without having more precise data about the exact crimes, modus operandi and
psychological profiles of those offenders whose internet use it was being used to
manage;

(iii)

in the time frame and with the resources available to me as a part-time
Professional Doctorate student.

Therefore I decided that it would be advisable to formulate a more modest research aim.
Given the dearth of existing literature about RMS (see chapter two), I decided that the best
contribution I could make at this juncture would be to provide a more in-depth analysis of
the advantages and drawbacks of RMS, as perceived by police sex offender managers, than
had previously been undertaken. By doing so I hoped to lay the groundwork for future
researchers, by identifying any consistent themes in the experiences of sex offender
managers, be they major obstacles to or benefits of the use of RMS, as well as defining
areas for further exploration and clarification.

My original research question was: How is remote monitoring software used by police in the
U.K. to protect the public from those convicted of internet child sexual abuse? The aims and
objectives of the research, as established in the original research ethics application were to:
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•

Establish the extent to which police services are currently using RMS to manage
those convicted of offences related to internet child sexual abuse who are living in
the community;

•

Gain a better understanding of the possible benefits and drawbacks to police and
public protection of using RMS to remotely monitor the computer use of this group
of offenders;

•

Gain a better understanding of which offenders officers think this software is most
effective with, and under what circumstances.

However, during the research, it quickly became clear that the formulation of the research
question using the interrogative ‘how’ led to a risk of there being too great a focus on
describing the experiences of police, rather than hearing and understanding these, and
subsequently interrogating these views in the wider context and in view of the available
relevant literature. Although some measure of description was to be expected, this being an
exploratory study on a topic that hasn’t received much focus to date, to meet the criteria
for a Professional Doctorate, I needed to go beyond description and demonstrate my ability
to interpret and critically analyse the new knowledge I had created through original
research.

Therefore it is important to acknowledge at the outset of this thesis that the substance of
the research question developed as the research and analysis progressed, and can be more
accurately said to have been, ‘What are the views of police offender managers about using
remote monitoring software with convicted online child sex abuse offenders and what are
the implications of their opinions and experiences?’. This reframed research question

3

situates police participants as expert witnesses, but also recognises that the use of
technology to manage offenders is an emerging area of policing practice, about which there
is therefore little consensus of opinion.

Likewise, although aspects of the original three primary aims and objectives remained
consistent, their focus also developed over the course of the research. The revised aims and
objectives of the research were to:
•

Establish the variety of ways in which police services are currently using RMS to
manage those convicted of offences related to internet child sexual abuse who are
living in the community, and the benefits and drawbacks to public protection they
perceive through doing so;

•

Investigate the extent to which valid claims can be made about the efficacy of RMS
for the purpose of managing online child sex offenders;

•

Explore the legal and ethical frameworks underpinning the police use of RMS for this
purpose, including human rights considerations;

•

Consider the impact on police of using this type of software;

•

Probe the knowledge created in terms of (i) its applicability to the police use of other
forms of technology, beyond RMS, for the purpose of managing online child sexual
abuse offenders, and (ii) in terms of its potential contribution to situational crime
prevention theories.

The research used a mixed methods approach in order maximise the chances that data
would be obtained. The predominant methods of data collection were a questionnaire
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which could be answered either in writing or verbally, and semi-structured interviews,
which were mainly conducted over the telephone.

1.2 Rationale
Underpinning the choice of research topic is the hypothesis that while technology has
facilitated the distribution of child sexual abuse material, it may also be our strongest
defence in trying to combat this offending by helping to prevent and identify it, and
subsequently manage offenders. In particular, RMS works on the theory that technology
‘offers powerful surveillance mechanisms that can be used to monitor these activities and
thus constitutes a powerful tool for law enforcement in crime detection’ (Eneman, 2011,
p.204).

In examining the use of one particular type of technology by sex offender managers,
it is hoped that the research will contribute a unique understanding of the benefits and
challenges experienced by police when applying that technology to the management of
online child sex offenders. Although this research focused on just one type of technological
tool, the information gathered about how police use it in their practice, and the implications
of this, will hopefully be more widely relevant and could potentially inform the use of other
technologies.

In recent years there has been a focus within policing on the identification and prosecution
of offenders. This thesis makes the case that there has been a lack of focus on the

5

subsequent management of these offenders. Given that the number of registered sex
offenders is rising steadily (Ministry of Justice, 2017), and that part of the reason for this is
attributed to a rise in successful prosecutions for making and distributing indecent
photographs, of children and adults, through the use of internet and mobile phones (Office
of National Statistics, 2015), better information about what constitutes the effective
management of these offenders is needed, and research is needed to fill this gap.

This study does not provide the answer to the question of whether or not technology is
effective when used in the management of online child sex offenders and if so, the
circumstances in which that is most likely. Nor does it answer this question in relation to the
specific technology under examination, RMS. Given the wide number of contextual factors
at play in the management of any one online child sex offender, and the lack of agreement
about what the intention of any such management tool is (detection of reoffending, or
prevention of reoffending), it is arguable that no study could ever definitively conclude that
a particular technology works with a clearly defined offender group under a certain set of
circumstances. This study focuses on the analysis of just one perspective – that of offender
managers. It illustrates the variety of ways officers are using technology in their day-to-day
practice, and the variety of ways they are interpreting the legal and regulatory systems
underpinning the use of technology. It explores the extent to which their views are
evidenced in the existing literature, or can be justified in other ways.

It seeks to provoke debate and research about whether and how technology might be used
in the management of offenders who used technology to offend. This research also points
to some lessons that could be learnt for the deployment of technology in this context,
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providing evidence-based themes for technologists working with the police and probation
services to consider at the design stage of their product development.

This thesis is an original contribution to the existing literature because it is the first known
study to examine the experiences of so many police officers from such a large number of
different forces about the use of RMS, in so much depth. It contributes to our understanding
of how RMS is being and could be used to manage internet child sex offenders, as well as to
our understanding of the unresolved legal and ethical questions in relation to doing so. This
thesis highlights the potential police see in RMS as a tool to manage these offenders, but
also the frustrations of many officers, and varied ways they use RMS in practice. My hope is
that this thesis will have impact by provoking policy development and strategic leadership in
relation to RMS and other technologies so that they can be deployed to their maximum
potential to tackle online child sexual abuse.

1.3 Motivation
There were several motivations for conducting research into this particular topic.

Firstly, RMS is a management tool widely deployed by police forces and yet the evidence
base for it is scarce. Two evaluations of RMS have taken place in the U.K.: one involving 11
offenders and two offender managers which was peer-reviewed (Elliott, Findlater and
Hughes, 2010), the other involving 18 offenders and three offender managers which was
not peer-reviewed (Elliott and Findlater, 2010). Therefore there was more that could be
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learnt from a larger sample size of offender managers about what they think valuable about
RMS as a management tool.

Secondly, it is timely and important to tackle this crime and those who commit it at all
stages of its lifecycle – not just in terms of its prevention, investigation and prosecution, but
also its assessment, treatment and management. The evidence base about the
characteristics of those who commit this type of crime has grown rapidly in recent years, as
has the momentum for evidence-based action. Online child sexual exploitation has been
identified as a strategic threat priority for several years by the National Crime Agency, and
the approach in the U.K. has worldwide implications given that the U.K. is frequently seen as
the global benchmark for combating this form of child abuse (Demos, 2017). Policing
operations have shown that impact is possible and that active policing of this form of crime
can increase the number of offenders arrested and children protected3. However, arguably
not enough attention has yet been paid to the question of how best to manage the larger
numbers of offenders coming through the penal system as a result.

The potential ability of technology to ‘scale up’ management of offenders is also of interest.
The number of registered sex offenders in England and Wales has risen every year for the
past decade (Ministry of Justice, 2017), as has the number of police-recorded offences for

3

For example, as part of a year-long pilot operation run by Norfolk Police, officers operated online in forums
and chatrooms, to identify and disrupt offenders. 43 arrests were made and 19 people charged, nine of whom
were identified as repeat offenders and 11 of whom were registered sex offenders. An estimated 25 children
were safeguarded. See: https://www.gov.uk/government/news/home-secretary-gives-20-million-boost-totackle-online-grooming [Accessed 1 July 2018].
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‘Obscene Publications’ (the miscellaneous category of Home Office Counting Rules under
which child sexual abuse image crimes are included) (Home Office, 2017). This is likely to be
attributable to targeted and coordinated activity by the police against online sexual
exploitation and abuse (NSPCC, 2017a). These trends show no sign of abating (National
Crime Agency, 2017) and so a greater number of effective solutions are needed to tackle the
offence process at every stage. As offenders come out of prison or reach the end of their
probation period, they will be managed solely by police offender managers because of their
civil order and notification requirements. Tools that are effective in the community
management of online offenders are likely to become ever more important. In the context
of policing budget cuts, efficiency will be key.

Likewise, the potential of technology to keep pace with innovations in its own sector is of
interest, and whether this is something the police could assimilate, or if a ‘principles’ based
approach would be more fruitful. The National Crime Agency (NCA) has said that the pace of
technological change is unlikely to slow (NCA, 2017) and that offenders are adapting their
behaviour according to the technology available. Artificial intelligence, the internet of
things, the dark web, cloud storage, encryption, virtual private networks and virtual
currencies4 are all examples of technologies that have the potential to increase online child
sexual abuse offending.

4

Artificial intelligence is intelligence learnt and used by machines, in contrast to the natural intelligence
displayed by humans and other animals; the ‘Internet of Things’ is the connection of everyday devices (such as
heating systems or fridges) to the internet to transmit information; the ‘dark-web’ is the part of the internet
that is only accessible by means of special software, allowing users to remain anonymous; cloud storage is a
service where data is remotely maintained, managed, and backed up, enabling users to store files online, so
that they can access them from any location via the Internet; a virtual private network is a type of technology
that creates a safe and encrypted connection over a less secure network, such as the internet; virtual
currencies are assets that only exist electronically
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The potential of technology to personalise the management of online child sex offenders,
given the heterogenous nature of this offending group, is fascinating. Could technology help
officers to make context specific, real time decisions about an offender’s risk level, based on
technologically based analysis, and incorporating their knowledge of the offender they are
monitoring? As both the technology and our understanding of perpetrator behaviour
improve, a greater focus on perpetrators rather than victims could be possible, and is
desirable.

Finally, but most importantly, a key motivation was to contribute to a knowledge base that
might stop children being abused. In the context of Childline reporting a 44 per cent
increase in counselling sessions about child sexual exploitation online in 2016/17 (NSPCC,
2017a), anything that prevents children being harmed should be considered. Although
recidivism rates for this offending population are thought to be low (Seto, Hanson and
Babchishin, 2011), a ‘zero tolerance’ approach to this offending means that a laissez-faire
attitude to tertiary prevention of offending is not an option. Tools that take a precautionary
approach and prevent offenders being emboldened can contribute to a hostile situational
environment to offending, and aid rehabilitation.

In outlining my motivations for researching this topic, some of my biases as a researcher
are implied, but it is useful to discuss them explicitly, and acknowledge that these may have
influenced the form of my research and analysis.
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Firstly, I recognise that I had and continue to have a pro-technology bias and am optimistic
about the potential for technology to bring advances and benefits to both offenders and
offender managers in terms of helping to manage, moderate and mediate t online activity
and to help offenders desist from committing further crime. Technology has facilitated an
explosion of online child sexual abuse, but I believe it may also offer ways to contribute to
combatting these crimes. Specifically in relation to RMS, it has begun to be recognised that
‘technology offers powerful surveillance mechanisms to monitor these activities and thus
constitutes a powerful tool for law enforcement’ (Eneman, 2011) but it is my belief that
technological innovation will evolve to enable practitioners and technologists to push the
boundaries of what is possible, as much in relation to the management of offenders as their
identification and prosecution.

Secondly, I recognise that my automatic disposition is to believe that police officers,
especially those working in public protection units or their equivalent, are honest public
servants who are doing their best under difficult circumstances, and who are trying their
best to serve their communities and protect children. This bias is probably driven by both
the professional interactions which I had had with these officers prior to beginning this
research, previous interactions with senior officers from ACPO, relationships with friends or
colleagues who were police officers, as well as my admiration of them for doing such a
difficult job.

Thirdly, although I am liberally minded and an advocate for the human rights of all to be
upheld, when it comes to the protection of children from sexual abuse, I have a bias which
means I adopt what some might consider a draconian approach to offender rights. For
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example, I see no reason why convicted offenders should not be required to pay for the
costs associated with monitoring their computer use if they are financially able to. This
must be because I regard the sexual abuse of children as the most significant violation of a
child’s innocence possible. The child’s right to live free from having their body violated in
this way, with all the possible attendant psychological impacts, to me far out-weighs any
rights an offender may claim. Ultimately I think that child sex offenders should be punished
for their crimes, and that when police are considering how they should be managed, the
primary considerations are those which seek to minimise the risk of reoffending against
their victims or any other child.

I hope that these biases will not be obvious to the reader in this thesis. However, it is
important for me to write about them, both as a way to be transparent to the reader, but
also as a way of holding myself to account, to ensure as far as possible that my analysis is
not influenced by them.

1.4 Structure
The main body of this thesis is divided into three sections. The first includes an overview of
the research and policy context, the theoretical frameworks informing the work and an
outline of the research process. The second part presents key findings from the research.
The third section draws together discussion, conclusions and implications for policy, practice
and research that emerge.
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Part one: background to the study - research and policy context; theoretical framework and
methodology

Chapter two explores the key definitions relevant to this thesis, before going on to outline
the results of a literature review of what is known about adult online child sex offenders,
including their key characteristics, behaviours and motivations, as well as offence
prevalence and recidivism rates. It outlines the statutory framework governing their
management, and presents an overview of the existing evidence base regarding the use of
RMS in the management of this particular type of offender.

Chapter three details the three theoretical frameworks that have underpinned this
research. Firstly, it covers theories about sex offender management and in particular how
the Good Lives Model might usefully be applied to online child sex offenders. Secondly,
situational crime prevention theories are covered, in which the internet-accessible device
may be considered an important environmental consideration. Thirdly, I explore rights
debates which are relevant to the ability of online child sex offenders to access the
internet. This includes an analysis of the most pertinent court judgements, in particular
when they are relevant to the use of RMS as a management tool.

Chapter four outlines the methodology for the research including details of the sample, data
collection and analysis alongside the ethical issues involved. Limitations of the research are
also covered.
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Part two: findings from primary data collection with police officers

Chapters five to seven provide the substantive findings from the research with police
officers about their use of RMS to manage online child sex offenders.

Chapter five explores how police officers are using RMS in practice, including decision
making, governance, officer training, and how its use links with other methods of offender
management like home visits. It identifies similarities and inconsistencies in how police are
using RMS, and briefly explores officers’ views about the broader context of the role of
technology in addressing the scale of the challenge posed by online child sex offending.

Chapter six explores the strengths of RMS as perceived by police officers. Major and minor
strengths are identified and cover the benefits to police, public protection, and offenders
and their families.

Chapter seven outlines the corollary: interviewees’ accounts of what they perceived to be
the weaknesses or limitations of RMS. These relate primarily to the functionality and
technical aspects of the software, the resource implications attached to its use, and the
competence level of both offenders and officers.

In chapter eight the legal framework for the use of RMS in offender management is
considered, and how police officers interpreted issues like consent, collateral intrusion,
proportionality and necessity. Officer views about the application of civil orders are also
presented, as are their thoughts about the role of courts and judges.
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Part three: discussion, conclusions and recommendations

Chapter nine concludes the thesis by discussing the major themes arising from the research
and summarising the contribution to knowledge in this field. This is followed by a
consideration of the implications of these findings for policy, practice and research.
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Chapter two: Literature and policy context

2.1 Introduction
This chapter is divided into three main sections. Firstly, it provides an overview of the
literature in relation to online child sex offenders and offending. Secondly, it outlines the
range of ways in which child sex offenders are managed in the U.K.’s 45 police forces (43 in
England and Wales, plus Northern Ireland and Scotland), including online offenders, and the
legal and regulatory frameworks underpinning that management. Thirdly it considers
specifically the use of remote monitoring software as a tool for the management of online
child sex offenders, examining the evidence base supporting its current use by police forces
in the U.K.

2.2 Defining the problem
Literature review
A literature review was undertaken, initially in 2012 and regularly updated at various points
during the period of study, most recently in November 2018. This included consultation of
the following databases: the University of Bedfordshire’s library catalogue, Social Care
Online, PubMed, the NSPCC Child Protection Catalogue, Ingenta Connect, Cambridge
Journals, Oxford Journals, Sage Journals and Science Direct. LexisNexis was also used in
targeted searches to find the text of court judgments. A time span of 1990-2018 was
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applied. A start date of 1990 was chosen with the intention of capturing grey literature
outlining the thinking of both police and the government in the decade preceding the UK’s
first major policing operation into online child sexual abuse, Operation Ore (which was in
1999).

In order to ensure that relevant studies were not missed, the search terms remained broad,
and changed as the research question evolved. Initially the search terms were: (“child abuse
image” or “child pornography” or “indecent image”) and (“online” or “internet” or
“computer” or “digital” or “cyber” or “web”) and (“post-conviction” or “probation” or
“licence” or “community supervision”) and then (“warning” or “splash” or “alert”) or
(“electronic monitoring” or “GPS” or “radio frequency”) or (“polygraph”) or (“field search”
or “forensic search” or “triage”).

Search terms used in the most recent literature reviews were: (“online” or “internet” or
“computer” or “digital” or “cyber” or “web”) and ("offender*) and ("rights*" or "consent" or
"collateral intrusion") or ("recidivism") or ("treatment" or "management" or "monitoring" or
"risk assessment") or ("investigation" or "prosecution" or "prevention" or "deterrence") or
("risk") or ("court" or "judge" or judiciary" or “law”) or ("police") and ("training"). Article
titles and abstracts were then screened to identify those most relevant to the research
question. I did not include the words ‘child’ or ‘juvenile’ because the focus of the research
was on offenders, and I had already predetermined via a series of test searches that this
would risk omitting articles which focused on, for example, offender risk assessment.

Using the articles identified in this way, reference harvesting was also used to identify
further material. Open source searches were also used, in particular to identify grey
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literature and the most recent policy and practice developments in the field. This was
necessary due to the fast-evolving nature of the topic under examination, and the need to
identify new information gleaned from reputable current affairs sources.

Definitions

Definitions in the law

The statutory definition of child sexual abuse in England is as follows:
Child sexual abuse involves forcing or enticing a child or young person to take part in
sexual activities, not necessarily involving a high level of violence, whether or not the
child is aware of what is happening. The activities may involve physical contact,
including assault by penetration (for example, rape or oral sex) or non-penetrative
acts such as masturbation, kissing, rubbing and touching outside of clothing. They
may also include non-contact activities, such as involving children in looking at, or in
the production of, sexual images, watching sexual activities, encouraging children to
behave in sexually inappropriate ways, or grooming a child in preparation for abuse
(including via the internet). Sexual abuse is not solely perpetrated by adult males.
Women can also commit acts of sexual abuse, as can other children (Department for
Education, 2015, p. 93).

Child sexual exploitation (CSE) meanwhile is understood in U.K. policy terms to be a form or
subset of child sexual abuse, but which has particular characteristics that distinguish it as a
specific form of child sexual abuse. What distinguishes CSE from CSA is an additional aspect
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of exchange between the perpetrator and the child, in which the victim and or perpetrator
receives something in return for sexual activity (Beckett and Walker, 2018). This may be an
emotional or a material good.

[CSE] occurs where an individual or group takes advantage of an imbalance of power
to coerce, manipulate or deceive a child or young person under the age of 18 into
sexual activity (a) in exchange for something the victim needs or wants, and/or (b)
for the financial advantage or increased status of the perpetrator or facilitator. The
victim may have been sexually exploited even if the sexual activity appears
consensual. Child sexual exploitation does not always involve physical contact; it can
also occur through the use of technology. (Department for Education, 2017, p.5).

Terminological changes made to the Sexual Offences Act 2003 by the Serious Crime Act
2015 created confusion. All mentions of ‘child prostitution’ and ‘child pornography’ were
replaced with ‘Sexual exploitation of children’, without any accompanying change to the
acts associated with these crimes. This means there is a disparity between the public policy
and legislative definitions in use, which has implications for police practice, including in
relation to indecent images of children (Beckett and Walker, 2018, p.13).

Both child sexual abuse and child sexual exploitation can occur online and offline, separately
or concurrently, and the specific offences which they include are not defined by the medium
through which they occur. Many offenders will engage in both online and offline abuse
simultaneously, and this makes it challenging to understand patterns of offender behaviour.
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As technology constantly develops, the methods used by offenders to sexually abuse
children online also evolve and new forms of abuse emerge.

Definition of internet/online child sexual abuse

There is no single, specific criminal offence or agreed definition of, or indeed nomenclature
for internet/online child sexual abuse, which has also been called ‘technology assisted child
sexual abuse’ (Hamilton-Giachritsis et al., 2017)5. This is the case globally, and whether the
framework is a legal, academic or practice based one. Online child sexual abuse can
manifest itself in many forms, including accessing, possessing, producing and/or distributing
child sexual abuse images; grooming of children for sexual purposes; sextortion and live
sexual abuse via webcam through live streaming.

In the academic community, research has largely failed to distinguish between the different
types of online child sexual abuse, such as image offences and online grooming offences and
it has been argued that it is harmful to ignore potential differences between these different
types of offences, as well as differences between those perpetrating them (Seto, 2013;
Gillespie, 2014; Dervley et al., 2017). Some studies refer to ‘online offenders’ but are
focused on indecent image offenders specifically, while some use the same term to mean
perpetrators of any online child sexual abuse offence. Some studies refer to dual offending,
meaning both contact and non-contact offending, and very few distinguish online child
sexual grooming as a phenomenon in its own right – perhaps because many such offenders

5

There is also much debate internationally: the closest to a consensus of opinion are the definitions outlined
in ‘The Luxembourg Guidelines’, a publication by a high-level interagency group containing representatives
from 18 countries (Interagency Working Group on Sexual Exploitation of Children, 2016).
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will also be in possession of indecent images of children, potentially obtained from children
themselves as part of the grooming process, though this is not always the case (Webster et
al., 2012).

Developments in the legal framework have also occurred in recent years in an attempt to
keep up with the ways child sex offenders are using the internet, in particular to plug or
tighten loopholes in relation to child sexual grooming, particularly online and in recognition
of the fact that the end goal of an offender may not be a face to face meeting with the child:
there were amendments to the Malicious Communications Act 1988 (s1), and the Sexual
Offences Act 2003 (s15) and a new offence of ‘Sexual communication with a child’ within
the Serious Crime Act 2015 (s67). In addition, the Sentencing Council for England and Wales
(2014) published new guidelines about sexual offences, taking into account the increased
use of technology in offending.

Some argue that gaps in the legal framework and definitions remain, including in relation to
indecent images of children (Gillespie, 2005). One such gap is the fact that ‘fantasy
conversations’ between people about the sexual abuse of a child are not illegal in the UK,
but some of the offender managers interviewed for the purpose of this research said that
this type of activity would definitely be of interest to them in assessing an offender’s risk
level.
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Definitions used in this research and thesis

For the purpose of this research and thesis, the terms ‘internet child sexual abuse’ and
‘online child sexual abuse’ are used interchangeably, to refer to crimes committed by
offenders who are using Information Communications Technology (ICT) and/or the Internet
to facilitate the sexual abuse of children.

In my conception of the research, these terms include but are not limited to adult offenders
who have been convicted for the following offences:
a) Section 1 of the Protection of Children Act 1978: ‘The taking, distribution, possession
or publication of indecent images of children, by any means, illegal’ (Protection of
Children Act, 1978).
b) Section 8 of the Sexual Offences Act 2003: ‘Causing or inciting a child under 13 to
engage in sexual activity’ (Sexual Offences Act, 2003).
c) Sections 10-15A of the Sexual Offences Act, 2003: ‘Child sex offences’ excluding
section 13 ‘Child sex offences committed by children or young persons’ (Sexual
Offences Act, 2003).
d) Sections 17 – 19 of the Sexual Offences Act 2003: ‘Abuse of position of trust’ (Sexual
Offences Act,2003).
e) Sections 47-50 of the Sexual Offences Act, 2003: ‘Sexual exploitation of children’
(Sexual Offences Act, 2003).

However, the participants I interviewed during the course of this research were never given
a list of particular offences like this by me, and so were free to interpret the term
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‘internet/online child sexual abuse’ as they wished, and to apply it to the range of offenders
they saw fit. On reflection, I could have been crisper with police about the specific
categories and definitions of offenders and offences that I wanted them to think about
during their interviews with me, so that there was no confusion or room for interpretation
about whether they were talking about adult or child offenders, and about indecent image,
grooming or ‘dual’ offenders. In practice, participants did not distinguish between online
child sexual abuse and online child sexual exploitation, using these terms interchangeably.
Police will generally not use the term ‘child pornography’ (Gillespie, 2005) and this was
borne out in the research, in which police officers consistently used terms such as ‘child
abuse material’ or ‘indecent images’.

Who are online child sex offenders?

Just as there is no agreed definition of online child sexual abuse, there is no agreement as to
whether online sexual offending is what happens when ‘conventional’ sexual offenders have
access to the internet, or whether the internet has helped to create a new type of offender
(Seto and Hanson, 2011; Seto, 2015). A growing body of research seeks to understand the
differences between offline offenders, online offenders and those who offend both online
and offline, as well as the links between them and in particular whether online offending
can be a predictor of contact offending.

Academic research has largely failed to distinguish between the different types of behaviour
that can be included in a definition of online child sexual abuse, and between the different
types of offender who perpetrate them. This includes distinguishing whether the offender
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was an adult or a child, a significant omission given that research and crime statistics
suggest that anywhere from one-fifth to two-thirds of sexual abuse is committed by other
children and young people (Hackett, 2014; Radford et al., 2011). This means that there is
scant evidence on which to base decisions about how individual offenders should be
managed, and why they might need to be managed differently to contact/offline offenders.
Many who engage in internet child sexual abuse do not fit neatly into one offending group,
creating challenges for analysis (Whittle and Hamilton-Giachritsis, 2017), as well as for the
development of strategies to manage each.

There is evidence that sex offender theory can go some way in explaining the range of
phenomena demonstrated by online sex offenders, but it is cautioned that the application
of sex offender theory to online offenders may not capture ‘the individual qualities of this
offence type that could allow us to construct better methods of prevention, assessment and
treatment’ (Elliott and Beech, 2009, p.191). It is argued that at the very least, the technology
specific application of sex offender theory should differ depending on the subtype of online
offender being targeted for change (Briggs, Simon and Simonsen, 2011; Elliott, 2016;
Kettleborough and Merdian, 2017).

Many studies have focused on comparisons between online/non-contact and
offline/contact offenders, or online/non-contact offenders with offenders who have
committed both online and offline child sexual abuse offences. These studies have found
differences similarities and differences between the two groups (Babchishin, Hanson and
Hermann, 2011). Not many studies have made comparisons between online offenders and
the general population, an exception being Babchishin, Hanson and Hermann (2011).
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In addition, much of the literature does not distinguish between the different types of
behaviour or activities that online offenders may engage in, and researchers have tended to
use the terms ‘online offenders’ as a proxy for ‘child abuse image’ offenders, rather than
distinguishing the particular behaviours involved. This may be because the use of indecent
images is so ubiquitous among online child abuse offenders.

The fact that the majority of research has been conducted with convicted offenders already
known to the authorities is a significant drawback to the evidence base.

Characteristics

Differences have been established between online and offline only child sex offenders
across a number of areas. In terms of demographics and background, online offenders are
more likely to be younger and Caucasian than offline only child sex offenders (Babchishin,
Hanson and Herman, 2011). They are more likely to have higher levels of education and to
have never lived with a partner or with children (Jung et al., 2013) but not more likely to
have a previous criminal conviction (Webb, Craissati and Keen, 2007; Niveau, 2010; Shelton
et al., 2016). Indecent image offenders meanwhile can be considered to be heterogenous
(Niveau, 2010; Aslan, 2011; Martellozzo, 2012), with relative diversity in occupation and
marital status (Shelton et al., 2016).
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Sexuality, self-perception, and social skills

Sexuality problems and rates of sexual deviancy and sexual interest in children have been
found to be higher in online offenders than offline only child sex offenders (Babchishin,
Hanson and Hermann, 2011; Hanson and Morton-Bourgeon, 2005; Henshaw, Ogloff and
Clough, 2017; Seto et al., 2011) although they also have greater self-control and lifestyle
and psychological barriers preventing them from acting out their sexual deviancy
(Babchishin, Hanson and Hermann, 2011; Babchishin, Hanson and Van Zuylen 2015).

Online child sexual abuse offenders have been found to be overly self-conscious, lack
assertiveness, lack empathy in relationships and demonstrate low levels of self-efficacy
(Laulik, Allam and Sheridan, 2007). They may have difficulty regulating their emotions, feel
lonely, inadequate and have poor self-esteem as well as be characterised by self-doubt and
negative self-appraisal (Middleton et al., 2006; Henry et al., 2010).

In terms of social skills, online offenders are more likely than offline only child sex offenders
to have more pro-social skills in the community (Webb, Crassati and Keen, 2007; Henshaw,
Ogloff and Clough, 2017), but yet lower impression management (Babchishin, Hanson and
Hermann, 2011). For some, the internet may be a social outlet for individuals who have
difficulty in initiating and maintaining relationship with other appropriate adults (Middleton
et al., 2006; Laulik, Allam, and Sheridan, 2007).
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Victim perception

Online offenders may engage in sexual fantasy about children, appreciate that it is morally
wrong, and not act on it even when the opportunity presents itself (Elliott and Beech, 2009;
Elliott, et al., 2009). Others may downplay the seriousness of their crimes (Winder and
Gough, 2010) whilst not necessarily reporting high levels of cognitive distortions about
children and sex (Quayle et al., 2006). It has been argued that the key factor in
distinguishing among these groups was offence-supportive attitudes (Elliott, Beech and
Mandeville-Norden, 2013; Kettleborough and Merdian, 2017), and consequently that
internet offenders have less entrenched pro-offending beliefs and therefore are less likely
to escalate their offending and more likely to be receptive to treatment (Whittle and
Hamilton-Giachritsis, 2017). They have significantly less victim empathy distortions than
contact offenders (Babchishin, Hanson and Hermann, 2011; Elliott et al., 2009) as well as
lower levels of emotional congruence with children (Elliott, Beech and Mandeville-Norden,
2013). They had significantly higher identification with fictional characters than contact
offenders, and an increase in scores on scales of fantasy and under-assertiveness (Elliott et
al., 2009).

Behaviours and motivations

Indecent images of children may be used for the purposes of sexual arousal and
gratification; to lower children’s inhibitions; for blackmail; as a medium of exchange; for
profit (Lanning, 2001). A small proportion of offenders suggest that they access indecent
images as a way to avoid contact offending (Seto, Reeves and Jung, 2010) or as a way of
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dealing with or avoiding difficult emotional states such as depression, anxiety, and stress
(Morahan-Martin and Schumacher 2000; Taylor and Quayle, 2004; Quayle et al., 2006,
Quayle, Vaughan and Taylor, 2006), although this view of internet child sex offenders having
particular difficulties with emotional avoidance is not uncontested (Wall, Pearce and
McGuire, 2011).

Media reports (Glendinning and Berry, 2008) support the argument that technology enables
offenders to amass, exchange, store and even produce vast quantities of images with ease,
speed and in anonymity (Taylor and Quayle, 2004). For example, one study of 120 offenders
found the number of images possessed per offender to range between 4 and 199,832, with
a media of 787 (Long, Alison and McManus, 2013). It is argued (Taylor and Quayle, 2004;
Quayle et al., 2006) that large collections of images may fulfil various functions for offenders
beyond achieving sexual arousal or gratification. These may include acting as trophies or
memorabilia, or as a self-justification mechanism for offender behaviour, serving to
normalise the interest. Offenders may be obsessed with collecting a complete series of
images, be able to associate different emotions with different images in their collection,
take satisfaction in sophisticated systems of categorisation, and see collecting as a process
which is not static but dynamic, in that each stage is contingent on what had been collected
already, and information about the availability of what was left to collect.

It has been argued that the size and organization of the collection, the presence of new and
private material, and the age of victims may be indicative of increasing seriousness and risk
posed by the collecting offender (Taylor, Holland and Quayle, 2001), but the evidence base
for these assertions is not substantial. The nature of the images in the collection and the
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time spent managing may also be taken into consideration as measures of deviance and
motivation (Fortin, Paquette, and Leclerc, 2019).

Typologies

A number of typologies of online child sex offenders have been developed. Lanning’s early
typology identified the categories of situational, preferential and miscellaneous offenders
(Lanning, 2001). Later typologies established a distinction between fantasy driven and
contact driven offenders (Beech et al., 2008; Elliott and Beech, 2009; Briggs, Simon and
Simonsen, 2011; Merdian et al., 2013). Alternative motivations for accessing images may be
to facilitate commercial gain or because of emotional deregulation and prurience, causing
images to be accessed impulsively, sporadically or as part of a larger interest in pornography
(Beech et al., 2008; Elliott and Beech, 2009). Henry et al. (2010) established a typology of
‘normal’, ‘inadequate’ and ‘deviant’ online offenders. Krone (2004) developed a typology of
online indecent image offending based on nine levels of involvement: browser; private
fantasy; trawler; non-secure collector; secure collector; groomer; physical abusers;
producer; distributor.

Technological skill level and relationships with other offenders

The technological skill of offenders varies (Jenkins, 2009) and depending on their ability they
may exchange images or information via the open web, dark web, peer-to-peer software or
via encrypted private messaging apps (BBC, 2019a; Interpol, 2019). They will also adapt their
behaviour to take advantage of new communications channels or use existing channels in
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innovative ways, for example by hosting links in so-called ‘child abuse discovery apps’
available on popular app stores, which would then direct users to groups on popular
encrypted apps containing child abuse images (BBC Online, 2018).

Offenders may also use a variety of strategies and platforms to communicate with one
another, whether to exchange images or share paedophile manuals, engage in ‘fantasy
chat’, or to share information, for example about which platforms to use to groom children.
Such communications provide support and can encourage emotional and sexual
relationships with children in both online and offline settings (Holt, Blevins and Burkert,
2010).

Communication may be very casual and tread the grey area between legal and illegal
behaviour, such as making sexualised comments on videos of children engaged in everyday
activities (Mostrous, Bridge and Gibbons, 2017). Offender communication and behaviour
may also appear to be completely benign to the untrained eye, only be understood when
the wider context is also understood. In an offline context the possession of children’s
clothing catalogues or school photographs has been cited as an example of such activity
(Taylor and Quayle, 2004), and now such activity may take place on a wide range of
completely legitimate websites, a challenge faced by both police and the major social media
companies on a daily basis. Indeed, during the course of this research, offender managers
gave examples of online behaviour that they knew indicated an escalating risk level for their
individual offender, such as buying train tickets or browsing the websites of football trophy
retailers, but which on the face of it were completely innocent.
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Offenders who groom

While some offenders will be satisfied by the consumption of child abuse images, other
offenders will want to victimise children online by grooming them for sexual purposes, and
the literature about this group in particular is slowly developing. Grooming children online
can encompass many types of behaviour, and the nature and extent of preparation, the
time taken, the types of platforms used and the intensity and style of contact may all differ
greatly depending on both the offender and their target victim (Webster et al., 2012).

Adolescents are the most common victims (Wolak et al., 2008) and offenders may make
initial contact with possible victims via a variety of online platforms, including chat rooms,
social networks, photo-sharing apps, dating apps, and gaming websites. Once contact with a
child is established, a common modus operandi is to establish an emotional connection
before moving the child to a private more heavily encrypted space (Berson, 2003).

Groomers may employ a wide range of strategies to groom a child including explicit
and direct language; trust development strategies; and testing victim compliance
(Williams, Elliott and Beech, 2013, Lorenzo-Dus, Izura and Pérez-Tattam, 2016); the
process is not a linear one (Webster et al., 2012). Some will spend time researching
their victim and then cultivating a relationship with a single child, flattering them
and seeking to understand their vulnerabilities. Others may engage in sexualised
conversations with multiple victims from the outset, or seek to desensitise them by
sharing adult pornography, sending nude photos or videos or encouraging the child
to send revealing images, or conduct sexual acts on webcam or via livestreaming
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(National Crime Agency, 2018). They may flatter, compliment and make promises,
or use blackmail, bullying tactics or coercion, in particular the threat of further
dissemination of an image that the child themselves produced (Gámez-Guadix,
2018; Lorenzo-Dus and Izura, 2017).

The assertion that groomers use fake or more desirable profiles of themselves in order to
create a persona more likely to be trusted by their possible victims is not as common as
might be thought, with just five per cent of offenders pretended to be younger (Wolak,
Finkelhor and Mitchell, 2004). Groomers are just as likely to be known to the child as be
strangers online (Dombrowski et al., 2004; Mitchell, Wolak and Finkelhor, 2005; Wolak et
al., 2008).

The ultimate goal may be to meet the child in person to sexually abuse them, and in one
study the majority of grooming offenders communicated with victims via the telephone
(including texting) and attempted to arrange an in-person meeting (Winters, Kaylor and
Jeglic, 2017). This demonstrates the fluidity of offender behaviour and a willingness to
utilise all potential communications channels. Equally, the goal may be to abuse the child
online only, and sometimes the grooming process may involve sexual solicitation and abuse
but the end goal may actually be financial exploitation (National Crime Agency, 2018).

Twenty years ago the grooming process was said to be hard to define because it was a
lengthy process with many stages (Gillespie, 2002). The evidence shows that offender
behaviour has changed however, with some offenders now more likely to move to overt
immediate sexualisation (Kloess, Beech and Harkins, 2014), assessing risk and victimisation
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potential very quickly (Black et al., 2015), introducing sexual topics after as little as three
minutes (Martellozzo, 2012) completing the grooming process within18 minutes (LorenzoDus and Izura, 2016).

Various models of online child sexual grooming have been suggested (O’Connell, 2003;
Olsen et al., 2007; Webster et al., 2012; Elliott 2015), as well as typologies of groomers:
intimacy seeking, hyper sexualised and adaptable (Webster et al., 2012) or expert, cynical,
attention focused or sex focused (Tener, Wolak and Finkelhor, 2015). The literature suggests
that grooming involves a lone offender, typically a male adult and that these offenders form
a diverse group that cannot be characterised using a single dimension (Choo, 2009).

Why do these offences matter?

While some offenders seek to justify or minimise their use of child sexual abuse abuse
material through a variety of excuses (Quayle and Taylor, 2002a; Winder and Gough, 2010;
Kettleborough and Merdian, 2017) these offences are important because a child is sexually
abused in order to produce that image, and because when those images circulate further,
children experience re-victimisation (Leonard, 2010). Likewise, offenders may engage in
cognitive dissonance strategies to persuade themselves that by not physically meeting or
touching a young person their online grooming behaviour is less harmful than contact
offending (Webster et al., 2012). In fact, there is no evidence to suggest that children who
are groomed online suffer less harm than those who are abused offline even if they never
meet them (Whittle, Hamilton-Giachritsis and Beech, 2013) and may even cause extra
psychological effects (Hamilton-Giachritsis et al., 2017). The dynamics of online grooming
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and the involvement of images may intensify children’s sense of shame in particular ways
(Quayle, Jonsson and Lööf, 2012) and worsen impact (Hanson, 2017).

Prevalence
Technology has facilitated a huge increase in internet child sexual abuse since the advent of
the internet. Prior to the existence of the internet, the possession, dissemination and
production of child abuse material was largely an underground phenomenon. The huge
expansion in the trading of child abuse material, and other forms of virtual violence against
children, such as sexual grooming online, was linked to the expansion of information
communication technologies and the wide scale use of web browsers (ECPAT, 2005), and
more recently to the widespread use of social media sites.

Internet child sexual abuse increased because technological advances lowered the cost of
production of indecent images of children, dramatically increased their availability and
reduced the likelihood of those producing and possessing them being detected (Davidson et
al., 2010). In addition, the internet provides accessibility, affordability and anonymity for
offenders (Cooper, 1998), enables paedophiles to communicate with each other, and acts as
a conduit by which to groom potential victims. The converging technologies of the internet
and mobile phones are facilitating new forms of child abuse such as online grooming and
the dissemination of self-generated images, so-called ‘sexting’.

In recent years, the National Crime Agency’s annual National Strategic Assessments of
Serious and Organised Crime (2014, 2015, 2016, 2017) have repeatedly emphasised the
scale of the challenge, the fact that it is increasing, and that ‘we may never know the full
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extent of the problem’ (National Crime Agency, 2015, p.5). The number of images reported
globally by technology companies to the National Centre for Missing and Exploited Children
in the United States has nearly doubled, from 10.2 million in 2017 to 18.4 million in 2018
(NCMEC, 2019). Policing strategy began to be described in terms of prioritisation and
targeting, coordination and proactivity (National Police Chief’s Council, 2015). This was
partly responsible for the rise in prosecution figures, but so too was ‘a new streamlined
approach’ to prosecuting offenders in which not every image seized needed to be
forensically examined (Her Majesty’s Government 2017, p.16).

In an attempt to improve the ability to identify such crimes within police recorded crime
figures, the Home Office developed a ‘cyber flag’ that enables forces to highlight, within
police recorded crime figures, which crimes which have taken place online (Home Office,
2013b). Under the Home Office rules for counting recorded crime, there are now crime flags
for: online crime, child sexual abuse, child sexual exploitation (Home Office, 2018b) which
may start to give us a better understanding of the scale of the problem of online child sexual
abuse.

In the academic literature, estimates about the extent of the problem can vary widely. We
can attempt to get a sense of the potential number of offenders who need to be managed
by police by examining the issue from three different angles. Firstly, data gained from
research with offenders. Secondly from data gathered by criminal justice agencies. Lastly,
by charting the reported experiences of victims.

35

Offenders
The number of registered sex offenders in England and Wales being managed under MultiAgency Public Protection Arrangements (MAPPA) has increased at an average annual rate of
seven per cent since 2009. In 2017/18 the figure was 58,637 (Ministry of Justice, 2018b).
The number of these who have an online dimension to their offending, or who engaged in
the abuse of a child, is unknown.

In 2013 CEOP estimated that there were 50,000 individuals involved in downloading and
sharing child abuse images in the U.K. in 2012 (CEOP, 2013); by 2016 they had revised this
estimate to at least 100,000 (Gallagher, 2016). Less conservative commentators say it could
be as high as 590,000 people (NSPCC, 2016, p.19).

Offences – reported and convicted

In 2016-17 in England, Wales and Scotland there were a total of 50,464 recorded sexual
offences against children under 16 years old, and 1,875 against children under 18 years old
(NSPCC, 2018b). Using freedom of information data, the National Society for the Prevention
of Cruelty to Children establish that of these recorded offences, at least 5,653 involved the
internet (based on information from 39 police forces). This was an increase of 44 per cent
compared to 2015/16 (NSPCC, 2017b). It is unclear whether these figures include indecent
image offences.

In 2018/19 the number of police-recorded offences in England and Wales for ‘Obscene
Publications’ (the miscellaneous category of Home Office Counting Rules under which
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indecent image crimes are included (Home Office, 2018c) was 6229, more than double what
it had been in 2015/16 (Home Office, 2019). In the five years from 2010-2016 the number of
police recorded offences for ‘Obscene Publications’ more than doubled in all four nations of
the U.K. (NSPCC, 2016). In the past this upward trajectory has been attributed by the Office
of National Statistics to a rise in offences relating to making and distributing of indecent or
pseudo-photographs, of children and adults, through the use of internet and mobile phones
(Office of National Statistics, 2015, p.86).

Reported victimisation

The under reporting of sexual abuse has been a long-standing challenge (Allnock and Miller,
2013) which also extends to the internet. Estimating the prevalence of online child sexual
abuse is dependent not only on the data collection criteria, systems and definitions used,
but also on the child’s awareness and recognition of the problem, as well as knowledge or
availability of support mechanism to facilitate reporting or negative experiences. Under
reporting of online child sexual abuse can also be caused by an offender’s use of coercion
and threats to silence a child (Bryce, 2010). One large scale victimisation study conducted
two decades ago in the USA found that 19 per cent of children aged 10-17 had received a
sexual solicitation online (Finkelhor, Mitchell and Wolak, 2000). In Europe, 14 per cent of
11-16 year olds across Europe had received sexual messages online in 2010 but this reduced
to 12 per cent in 2014 (Livingstone et al., 2014). In both of these studies it was not defined
whether the person thought to be responsible was an adult or a child. Meanwhile in the UK,
five per cent of 12-16 year olds said they had been sent a naked or semi naked picture from
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an adult, and five per cent of 12-16 year olds had received a sexual message from an adult
online (NSPCC, 2018a).

Recidivism and risk
Offending histories

A number of studies indicate a relationship between child abuse image offences and
previous contact sex offences against children. The ‘Butner study’ found that 85 per cent of
indecent image offenders had at least one contact victim (Bourke and Hernandez, 2009) but
this study has been largely discredited (Wollert and Skelton, 2017). The USA’s National
Juvenile Online Victimization study found that 40 per cent of arrested child abuse image
possessors were dual offenders (Wolak, Finkelhor and Mitchell, 2005). In another study,
approximately half of online offenders admitted to committing a previous contact sexual
offence even though just 12 per cent have an officially known contact sexual offence history
at the time of their index offence (Seto, Hanson, and Babchishin, 2011), while another metaanalysis found a correlation of 55 per cent (McManus, Long and Alison, 2011).

Recidivism rates for indecent image offenders

Studies about recidivism rates for online child sexual abuse offenders have focused on
indecent image offenders, whose recidivism rates have been found by a variety of studies to
be low, and lower than for contact child sex offenders (Osborn et al., 2010; Hanson and
Morton-Bourgon, 2005). One study of indecent image offenders (n=2630) found that 4.6 per
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cent of online offenders committed a new sexual offense of some kind during a 1.5 to six
year follow-up; 2.0 per cent committed a contact sexual offense and 3.4 per cent committed
a new indecent image offence (Seto, Hanson and Babchishin, 2011). In another study of
indecent image offenders (n=541), four per cent were charged with new contact sex
offences, and seven per cent were charged with a new indecent image offence during a
follow up period of 4.1 years (Eke, Seto and Williams, 2011).

It has been argued that such low recidivism rates suggest that there may be a distinct
subgroup of online-only offenders who pose relatively low risk of committing contact sexual
offenses in the future (Seto, Hanson and Babchishin, 2011) and that indecent image
offences do not necessarily facilitate and reinforce future contact offending behaviour (Seto
and Eke, 2005; Osborn et al., 2010; Smid et al., 2015). Thus the idea that all those who
download indecent images are at a high risk of committing a future contact offence is
disputable (Seto, 2015), which has clear implications for offender management practices.

No studies were found related to the recidivism rates of those who had sexually groomed
children online.

Meanwhile those convicted of both online/non-contact and offline/contact child sexual
abuse – so called ‘dual’ or ‘mixed’ offenders - have been found to have higher recidivism
rates for contact sex offences than offenders with solely indecent image offences (Goller,
Graft, Frei, and Dittmann, 2010; Goller et al., 2016) and be more likely to be convicted of
further indecent image offences (Goller et al., 2016).There is therefore an argument that
this is where police should focus their resources.
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Recidivism risk factors

Research is beginning to emerge on the factors that predict recidivism among internet child
sex offenders. For indecent image offenders, studies have shown that factors such as
offender age at time of first arrest, prior criminal history, and failure on prior conditional
release (such as bail or parole) can predict sexual recidivism (Seto and Eke, 2005; Eke, Seto
and Williams, 2011). The ratio of content depicting boys compared to girls can also be a
predictor (Eke and Seto, 2012), which is in line with research showing that contact sex
offenders who target boys are more likely to be paedophiles and more likely to sexually
reoffend than those who target girls (Seto, 2008). Those indecent image offenders who are
motivated by a sexual interest in children (as opposed to for example being compulsive
offenders) have been found to pose a greater risk of future contact offending (Seto, 2008).

Osborn and colleagues (2010) assessed the relevance of recidivism of indecent image
related factors such as image severity and size of collection. They found that the offenders
classified as low and medium-risk were more frequently reported to have images at the
higher levels of severity, as well as have the largest reported collections. However they
cautioned that this finding should be treated with caution given the small size of the sample
on which it was based. It has been suggested that the amount of time spent per week
accessing indecent images of children might also be a recidivism risk factor (Laulik, Allam
and Sheridan, 2007).
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No evidence was found to indicate whether factors including employment and relationship
status, completion of a training programme, or consumption of legal adult pornography
impacted on recidivism rates.

The low rates of recidivism found in research studies indicate that community-based
sentences and interventions might be appropriate for some offenders (Goller et al., 2016).
Several policing leaders repeatedly attempted to start a debate about how to treat and
manage the volume of online offenders and what the possible alternatives to arrest might
be (Ramesh, 2014; Dodd, 2017; Hamilton, 2017). Reactions to the idea that offenders
should be dealt with by mental health services, and given counselling rather than a criminal
justice response have been mixed (Hudson, 2017). As yet, there are few established norms
in terms of things like ethics, risk tolerance and thresholds for intervention when it comes to
the effective management of online offenders. A huge policy debate is on the horizon, and
to resolve it, policy makers, politicians, criminal justice practitioners and academics will
need to square the circle between prioritising the prevention, at scale, of internet child
sexual abuse, with the allocation of limited resources in an environment of competing
national security priorities. In this context, technological solutions may offer promise as
lower-cost and less resource intensive alternatives to both custody and established forms of
police and probation monitoring.
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2.3 Management of online child sex offenders
Over the last five years, the scale of the developing challenge in relation to online child sex
offenders has been acknowledged by a plethora of public policy and practice initiatives, but
the focus has been on the prevention, investigation and prosecution of these offenders,
with comparatively little focus on the need to develop risk assessment, treatment and
management tools that take into account the particular characteristics of online child sex
offenders. For the limited number of interventions which do exist, there has been a lack of
systematic evaluation of their effectiveness (Perkins et al., 2018).

Risk assessment

The ability to accurately risk-assess internet offenders and understand their offending in
order to inform their treatment and management is a crucial area of developing online child
sex offender research. As far back as 2002, commentators were saying that ‘Until
practitioners include questions about pornography and the internet in their assessment,
which ultimately informs research, there is little hope of bringing clarity to this complex
area’ (Quayle and Taylor, 2002b, p.873). It is still the case that ‘risk assessments with online
offenders are hampered by the fact that traditional risk measures do not take internet
specific variables into account’ (Gillespie et al., 2016, p.4). It has been argued that that
availability of digital evidence offers a ‘window’ into the hitherto hidden lives of child sex
offenders and that ‘it is possible to regard downloaded material as a golden opportunity to
analyse unequivocal evidence of sexual and possibly also personality deviance associated
with risk’ (Glasgow, 2010, p.87).
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However, tailored risk assessment tools are needed (Henshaw, Ogloff and Clough, 2017) but
have been relatively slow to emerge. The Kent Internet Risk Assessment Tool (KIRAT) was
developed from the PhD research of a serving police officer, and is now being adopted
across Europe (University of Liverpool, 2013). Its aim is to prioritise adult male child abuse
image suspects according to their risk of committing contact sexual offences against
children. It has been evaluated as having a 97.6 per cent accuracy rate for the classification
of high-risk suspects, and a 62.3 per cent accuracy rate for the classification of low or
medium-risk suspects (Long et al., 2016). The Child Pornography [sic] Offender Risk Tool
(CPORT) attempts to predict recidivism amongst child abuse material offenders (Seto and
Eke, 2015) and has recently been validated as successful in predicting recidivism of any
sexual offence, as well as child abuse image recidivism specifically (Eke, Helmus and Seto,
2018).

More commonly, police are using the Active Risk Management System (ARMS), a dynamic
risk management tool applicable to all sex offenders which ensures each has a personalised
risk management plan. Access to and use of technology is not included specifically within
the risk and protective factors assessed within the ARMS framework (Ministry of Justice,
2018a).

Treatment

A specially designed Internet Sex Offender Treatment Programme was accredited by the
National Probation Service for use in the community in 2006 (Middleton, MandevilleNorden and Hayes, 2009). Early findings were encouraging but current status of the
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programme is unclear (Perkins et al., 2018): eligibility is determined by Risk Matrix 2000 (a
framework for assessing the risk posed by sex offenders) which has since been
supplemented by the aforementioned ARMS framework. A variety of other support and
treatment programmes are available from specialist independent services (Perkins et al.,
2018), such as the Lucy Faithful Foundation’s community-based psycho-educational
programme, ‘Inform Plus’ which has been favourably evaluated (Gillespie et al., 2016).
However, it remains the case that the majority of available treatment programs are
primarily designed for contact sexual offenders (Gillespie et al., 2016) and so the particular
risks and needs of online offenders are not being particularly well catered for.

Management

Within police forces, commonly there will be one team or department with responsibility
for managing the highest risk offenders, who have committed violent or sexual crimes.
Often this team will sit within the Public Protection Unit. Increasingly, dedicated units are
being established within police forces to deal with online crime. This was notable during the
course of my field work, with the departments that participants came from including those
called ‘the Safeguarding Children Online Team’, ‘the Child Internet Protection Team’, and
the ‘Child Exploitation and Online protection Team’. In several cases officers noted that
these teams had been established relatively recently, or that new teams with this focus
were in the process of being established within their force.

The Sex Offenders Act 1997 introduced notification requirements for all sex offenders,
thereby giving police responsibility for managing offenders as well as investigating and
prosecuting them. The Criminal Justice Act 2003 requires local criminal justice agencies
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working in partnership to make arrangements to assess and manage the risk posed by
sexual and violent offenders in their area. Supporting that legislation is the statutory
guidance and regulations that offender managers are required to follow, including the Multi
Agency Public Protection Arrangements (MAPPA), the notifications regime and the civil
order regime. All sex offenders who are living in the community post-conviction may be
subject to a range of measures designed to manage their activities and behaviour, and
prevent reoffending. This management structure is the same for all child sex offenders, and
is agnostic of whether or not they used technology as part of their offending.

MAPPA

There are three categories of violent and sexual offenders who are managed through
MAPPA (Ministry of Justice, 2018a). Category one is the one most relevant to this thesis
because it covers all registered sexual offenders, who are required to notify the police of
their name, address and other personal details (see below), and who may be required to
register with the police for between 12 months and life, depending on the age of the
offender, the age of the victim, the nature of the offence and the sentence received.

Within this category there are three levels of MAPPA management. Level 1 refers to
‘ordinary’ agency management and is for lower risk offenders who can be managed by one
or two agencies (usually the police and/or probation service) who share information with
one another. Levels 2 and 3 require more active multi-agency management involving several
agencies. There is no evidence to indicate which management level online child sex
offenders are most likely to need management at.
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The only reference to using technology to manage online offenders contained in MAPPA
guidance is that examples of monitoring and control used to manage the risk posed by
offenders may include ‘Surveillance and electronic monitoring’ and polygraph examinations
(Ministry of Justice, 2018a, p.68).

Notification requirements

All registered sex offenders are subject to notification requirements under Part 2 of the
Sexual Offences Act 2003 (although not all offenders convicted of sexual offences become
subject to the notification requirements; there are thresholds based on age, disposal and
sentence length). Also subject to the notification requirements are offenders who have a
qualifying offence under Schedule 3 of the Sexual Offences Act 2003, which includes
offences related to ‘indecent images of children’. Notification requirements oblige relevant
offenders to visit a police station periodically, to agree to home visits and to notify the
police of changes to their circumstances such as a change of name or address (Home Office,
2016).

Online child sex offender management

MAPPA guidance does not establish any particular additional requirements for the
monitoring of online child sex offenders which take into account the fact that their
offending took place online; offender managers are required to undertake the same
management processes with these offenders, such as home visit schedules, as they are with
any other kind of sex offender. Nor are there any notification requirements specific to those
whose child sex offences were committed online.
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For example, under the current MAPPA regime, all RSOs are required to notify the police of
a variety of things such as their name, address, any foreign travel plans, any change in their
circumstances including a change of address, their passport, credit card, bank account and
national insurance number details, whether they are in a house with a child present for
more than 12 hours. They may also be required to attend a police office at regular intervals,
and consent to having their photograph and fingerprints taken, as well as to home visits at
regular intervals (Home Office, 2018a).

However, in the case of online child sex offenders, much of this information may be
completely irrelevant to their risk level or modus operandi. There is no requirement to
notify the police of any information that might pertain to their ability or risk of committing
child sexual abuse online. Additional, or alternative notification requirements could be
feasible with this particular group of offenders, and could take better account of the
internet as the ‘scene’ of their crime. For example, this could include things like a
requirement to notify the police of the purchase of a new device or attendance at an IT
course, the number and type of all the internet enabled devices to which they have access,
or a requirement to log how many hours of internet they are consuming every day.

The fact that such requirements are currently missing from the relevant management
regime points to the fact that the evidence base to support such requirements does not yet
exist and that there are great challenges in making them practical and future proofed. Policy
makers may have learned their lessons from previous attempts to undertake this challenge:
in 2007 a Government policy document (Home Office, 2007) proposed a requirement for all
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RSOs to notify the police of any email addresses, but such plans never materialised,
reportedly because of human rights concerns (Beckford and Stokes, 2010). The practicality
and likely efficacy of the proposal had also come under fire (Williams, 2009), the increased
availability of free email accounts in the intervening years having rendered the proposal
unworkable.

But the fact that for some, their offending has taken place online only, is a reason why they
need to be managed differently from offline only child sex offenders, in a way which takes
account of the fact that their crimes have been virtual rather than physical. This is a big gap
in the current management regime.

Civil order regime

In this thesis the term ‘civil orders’ includes a range of different types of order designed to
protect the public from individuals who present a risk of serious sexual harm. The Sexual
Offences Act (2003) contained three types of orders: Sexual Offences Prevention Orders
(SOPOs), Foreign Travel Orders (FTOs), and Risk of Sexual Harm Orders (ROSHO). Each had
to be worded as a prohibition of specific stipulated activities, as opposed to a requirement.
The Anti-Social Behaviour, Crime and Policing Act 2014 repealed these orders and replaced
them with two new orders: Sexual Harm Prevention Orders (SHPOs) and Sexual Risk Orders
(SROs).

At the time of conducting the field research for this thesis, the new orders had only recently
begun to be used by police and so some participants used the terms ‘SOPOs’ and ‘ROSHOs’
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and others used ‘SHPOs’ and ‘SROs’. In the vast majority of cases, when participants spoke
about civil orders as part of this research, they were referring to Sexual Offences Prevention
Orders. In the interest of consistency in this thesis, the term ‘civil orders’ will be used to
cover all of these orders.

Civil orders are particularly important in terms of the management of an offender because
they must be tailored to meet the facts and circumstances of each individual case.
Therefore each must be tailored to take into account the specific circumstances of each
individual offender and whether their offences were committed online or offline or a mix of
both. Any conditions or prohibitions included must be proportionate to the offender’s risk
and necessary to protect the public, and can be open to challenge if they are
disproportionate, unnecessary, too wide in scope or generally unenforceable (Oganah, Lilley
and Findlater, 2014). They must be phrased as prohibitions rather than requirements. When
a court is considering whether or not to impose a civil order, it will look primarily at the
perceived risk which an offender poses (Gillespie, 2011). However, as outlined earlier in this
chapter, the evidence base about the risk and recidivism levels posed by internet child sex
offenders is still in development.

In the case of online child sex offenders in particular, they can be used to place restrictions
on the offender’s use of computers or access to the internet, in cases where it is judged
necessary to prevent the defendant from reoffending and to protect the public from sexual
harm. Over the years, courts have adopted varying approaches to the issue of limiting
internet access through civil orders (Gillespie, 2011). This will be explored in depth in the
next chapter, but restrictions can include prohibiting an offender access to internet-enabled
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devices, unless they adhere to certain conditions, one of which could be the installation of
monitoring software. However, a complete ban on internet use is now only permissible in
extremely rare circumstances.

Of the 58,637 registered sex offenders subject to management under the MAPPA regime,
just 5551 were subject to a Sexual Harm Prevention Order in 2017/18 (Ministry of Justice,
2018b). This was despite a 2015/16 change to the criteria required for civil order to be
granted which made their imposition more lenient than for previous orders - an offender
must now present a risk of sexual harm, as opposed to the previous criterion of a risk of
serious sexual harm (Ministry of Justice, 2018b).

Situation specific management

Overall, innovation in solutions for managing online child sex offenders does not seem to
have kept pace with technological developments in offender behaviour. This was
acknowledged by the Home Office over a decade ago (Home Office, 2007) but little progress
seems to have been made towards rectifying that. The exceptions to this are the technical
tools that can be used by police to manage offender behaviour whilst they are using
technological devices: field forensic triage search tools and remote monitoring software.

Field forensic triage software can be used by police to examine offender devices during
home visits. Typically, the triage tool is a memory stick containing pre-programmed
software that the police officer plugs into the offender’s device. It conducts a scan of the
computer’s contents to establish if it merits seizure and full forensic examination in the
police laboratory (Parsonage, 2009). The research for this thesis found that 37 police forces
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said they were using field forensic triage search tools, making this the form of technology
most commonly adopted by police to manage sex offenders.

The use of triage tools is covered by the Codes of Practice which accompany the Police and
Criminal Evidence Act 1984 (Home Office, 2013a), but there are no central guidelines about
their use and forces vary greatly in the way they utilise them (Police Professional, 2012). The
Association of Chief Police Officers (ACPO) said that recommendations about the use of
triage as a process would be written (ACPO, 2009; 2011).

The Home Office Centre for Applied Science and Technology has tested eight commercially
available triage tools and evaluated the tools’ features (not their processes or impacts)
against various scenarios, one of which was a planned raid on a suspected paedophile’s
home (Lawton, 2011). The products tested ranged from 36 per cent to 82 per cent success
rate against the weighted criteria set, which included criteria such as ‘Keywords related to
indecent images of children activities’, ‘Hash set of indecent images of children related files
and indicative material’ as well as more generic things such as the time taken and
functionality.

The use of remote monitoring software by police is the focus of this thesis. At the time of
the research for this thesis in 2015, sixteen police services in England and Wales were using
remote monitoring software. The evidence base for its use is examined in the next section.
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2.4 Remote monitoring software

Remote monitoring software is a relatively recent addition to the suite of tools available to
sex offender managers. It can be installed on offenders’ computers and runs constantly in
the background, monitoring their computer use for inappropriate images and words and
phrases, which are held in extensive pre-defined libraries, including those specifically
related to internet child sexual abuse. If it detects a violation the software takes a screen
grab along with available evidential information and sends it to a secure server that officers
can log on to and monitor remotely.

Once installed on the computer of a convicted offender it enables police or risk
management staff to detect inappropriate online behaviour, capture evidence of violations
and react swiftly to child protection issues. Proponents say that this type of remote
monitoring has several practical advantages over traditional forensic examinations: it makes
assessments in real time, and so is a dynamic tool; it is more efficient because officers can
monitor internet use without having to visit an offender’s home; it doesn’t require a great
deal of technical expertise on the part of offender managers; it represents a strengthsbased approach to offender management by promoting and identifying positive computer
use; and it allows offenders to remain in households where a computer exists for use by
family members (Bowker and Gray, 2004; Tanner, 2007; LaMagna and Berejka, 2009; Elliott,
Findlater and Hughes, 2012). A major advantage is that it enables offenders to have access
to communications technologies, whilst removing the perception of anonymity and
providing them with a sense of accountability (Elliott, Findlater and Hughes, 2010).
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The evidence base for the use of monitoring software is scarce. One evaluation of Securus
Software has been conducted in one police service area in the U.K., with 11 volunteer
offenders, representing a mix of online and contact sexual offenders, and their offender
managers (Elliott, Findlater and Hughes, 2010). This evaluation found that overall ‘the
software demonstrated a capacity to enhance the monitoring of registered sex offenders in
a manner that was constructive for both participants and police officers’ (Elliott, Findlater
and Hughes, 2010, p.16). The police interviewed said that the system was user friendly, and
the soft intelligence acquired by using it helped build a valuable picture of the offenders’
behaviour. Offenders interviewed said that the software was unobtrusive and preferable to
home visits, provided guardianship and acted as a deterrent without being overbearing, and
allowed them to evidence good behaviour. Some offenders expressed reservations related
to consent, privacy and data protection.

A further (not peer reviewed) study with a sample of 18 offenders and three offender
managers (Elliott and Findlater, 2010) made recommendations on how the process of
remote monitoring could be developed and refined, and established that the provision of a
remote monitoring service, managed by an external provider, was feasible for forces who
did not want to dedicate officer time to monitoring.

Another small-scale study in the USA based on interviews with nine professionals found that
offender supervision agencies were not sufficiently staffed or funded to take advantage of
the capabilities that remote computer and internet management systems offer, and that
this gave offenders greater leeway than their conditions of release would suggest or intend
(LaMagna and Berejka, 2009).
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There are operational and ethical challenges. These days, it is not just one household
computer that needs to be monitored, but the variety of internet-enabled devices that an
offender has access to. In the first U.K. pilot, the software was not compatible with certain
computer operating systems, some home computers were so primitive or chaotic that
installation was complex, and there were a large number of false-positive captures (Elliott
and Findlater, 2010). Libraries of words need to be kept up to date, false positives need to
be reduced, intelligence about individual offender behaviour online needs to be improved,
police capacity to respond needs to match demand and offender compliance needs to be
addressed in cases where a civil order is used to require the use of monitoring software
against the offender’s will (Elliott, Findlater and Hughes, 2010).

2.5 Summary
A number of gaps in the literature which is pertinent to this thesis have been identified in
this chapter. The online sexual abuse of children is a topic about which a lot of research is
now being undertaken, and so an evidence base to help fill these gaps is fast emerging. At
the same time however, as technology changes, so too does offender behaviour and so new
gaps continue to emerge, for example about how offenders might use livestreaming
technology to sexually abuse children online. Gaps identified in this literature review
included those related to the ability of offender managers to accurately assess and manage
the risk posed by online child sexual abuse offenders, and why they might need to be
managed differently to those whose offending had been contact based. Furthermore, much
of the literature does not distinguish between the different types of behaviour or activities
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that online offenders may engage in, instead homogenising online child sexual abuse
offenders into one amorphous group, which does not help support the development of
effective management tools. The literature regarding offenders who want to victimise
children online by grooming them for sexual purposes is particularly nascent. There is a
significant gap in our knowledge about the offending pathways of these online child sexual
abuse offenders and in particular the risk of contact offending posed by those who
download indecent images. Another major gap was in the literature related to the factors
that predict recidivism among internet child sex offenders – for example, no evidence was
found to indicate whether factors including employment and relationship status,
completion of a training programme, or consumption of legal adult pornography impacted
on recidivism rates. Finally, there is the gap identified in relation to the fact that the grey
literature available to date focuses on the investigation and prosecution of these offenders,
and not on their management.

These gaps in the evidence and literature base have implications for the way online child sex
offenders are managed because there is currently a lack of robust evidence to support doing
so in a way which tackles the particular risks and behaviours they may exhibit. Therefore
online only child sex offenders are not currently managed in a substantially different way to
‘traditional’ offline only child sex offenders. There are three good reasons why this needs to
change. The first reason is a very practical one. The growth in the number of registered sex
offenders, thought to be in part caused by the identification of online child sexual abuse
offending, means that online child sex offending can now be considered a volume crime. In
order to cope with the sheer number of online child sex offenders in the justice system,
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management strategies that are cost-effective and not resource intensive are needed. For
several years now, policing leaders have been warming up the media and the general public
for an extremely difficult debate about how best to manage the sheer number of online
child sex offenders that are thought to exist. In 2013, police chiefs admitted that there was
not enough policing capacity to arrest all the people they know are downloading images
(ITV, 2013), stated, “we are not going to simply arrest our way out of this problem” (BBC,
2014) and most recently introduced a risk based approach to managing registered sex
offenders in order to target resources (NPCC, 2017).

Secondly, the nature of their crime is fundamentally different in that it may never involve
physical contact with a child, but be limited to virtual contact. This in itself offers additional
opportunities for crime deterrence and reduction that may be specific to the online
environment and screen as the ‘scene’ of the crime. Whilst these crimes may be hidden and
the offender think themselves to be more anonymous, in fact the digital footprint left by all
but the most sophisticated offenders may offer a window through which the offenders’
activities become more visible and therefore open to detection and challenge. Such
methods may range from subtle prompts to overt alerts, from inobtrusive monitoring to
conspicuous blocking.

Thirdly and finally, research about the personality traits and characteristics displayed by
online only child sex offenders supports the theory that situational interventions may be
effective in the management of a distinct sub-set of online only offenders. The literature
review has demonstrated some evidence that online only child sex offenders are both
distinct and different in some ways to offline or dual offenders. For example, if they do
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indeed have less entrenched pro-offending beliefs, greater levels of self-control and more
psychological barriers to offending than offline or dual offenders, then they may be
receptive to management techniques specific to the online device they are using, which
help de-escalate their journey to offending.

Managing use of the internet is emerging as an essential component of sex offender
supervision, particularly for offenders who have used the internet to commit child sexual
abuse. However, the effective and wide scale management may remain elusive because the
technological environment is changing so rapidly. There are few established norms in terms
of things like ethics, risk tolerance and thresholds for intervention when it comes to the
effective management of online offenders. Of course, interventions online and additional
management tools like RMS may be effective with those who are already minded to desist,
but are not likely to have much impact on more committed offenders, or those who are
motivated by commercial gain. They may also not work with dual offenders.

However, proponents have asserted that computer monitoring is one of the more promising
strategies in the management of online sex offenders (LaMagna and Berejka, 2009). They
advocate that monitoring software coupled with computer search and seizure serves as the
least intrusive and restrictive method for controlling the risk posed by most online sex
offenders (Bowker and Gray, 2004) and that it represents a strengths-based approach to
offender management by promoting and identifying positive computer use. It could equally
be argued that a system of constant surveillance is the antithesis of a strengths-based
approach.
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In the next chapter, I examine these differing views in more detail, as well as the theoretical
perspectives that support an analysis of the use of RMS as part of the suite of tools available
to police to manage internet child sex offenders living in the community. It considers the
applicability of established sexual offence theories to internet offenders, human rights
perspectives on offender management, and the relevance of theories of situational crime
prevention.
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Chapter three: Theoretical frameworks

3.1 Introduction
In this chapter the main theoretical perspectives that informed the shape of this research
are explored. They can be divided into three areas, but their relevance to the use of RMS
with online child sex offenders is often interlinked.

The first are strength-based theories about the treatment and management of child sex
offenders, and in particular the Good Lives Model (GLM). Very little work has been done to
assess the applicability of the GLM to child sexual abuse that takes place online, the main
exceptions to this being Elliott (2016) and Elliott and Beech (2009)6. The analysis aims to
highlights any synergies or drawbacks between the dominant principles and aims of the
GLM, and the use of RMS as an offender management tool by police.

Secondly, in an attempt to try to identify the factors that may be unique to the
management of offending which takes place online, situational crime prevention theories
are examined, focusing on the immediate situational variables that might provoke an
offence. The huge rise in the number of people looking at child abuse images over the last
20 years, facilitated by the internet, would seem to be consistent with the view of the
situational approach that the bulk of crime is committed by people who in other

6

Here I exclude work that has been done on the applicability of wider etiological theories to online offenders,
such as Middleton et al., 2005.
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circumstances would not necessarily act in a criminal way. This is an area of internet sex
offender theory which has received some focus from academics over the last decade.

The third set of theories is less a set of theoretical perspectives and more a set of different
standpoints on the current and controversial ethical and legal debate about the rights of
offenders, in particular in relation to managing their online access.

Broadly speaking, this thesis hypothesizes that the aims of the Good Lives Model of sex
offender management can only truly be realised in relation to online child sex offenders
when the situational aspect of their crime is recognised; furthermore that after recognising
the need to account for this this situational aspect, the utility of RMS as a situational and
strengths based risk management tool for these online child sex offenders can only be
maximised when the relevant ethical and legal questions about the rights of these offenders
in relation to the use of RMS have been adequately resolved.

3.2 The Good Lives Model

Criminal justice policy in the U.K. has been dominated for decades by a ‘tough on crime’
approach to offenders, and the idea of being seen as ‘soft’ on sex offenders as particularly
politically intolerable (Home Office, 2011). However, the failure of punitive approaches to
reduce recidivism (Wormith et al., 2007) and economic pressure caused by dramatic
increases in levels of incarceration (Ogloff and Davis, 2004; Andrews and Bonta, 2010) gave
policy makers pause for thought.
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Strengths-based approaches to offender management on the other hand, are concerned
with helping offenders live fulfilling lives, arguing that this is the best way to reduce risk
(Ward, 2002; Ward and Stewart, 2003). Proponents argue that it is not enough merely to
equip people with skills to control or manage their risk factors, they must also be ‘given the
opportunity to fashion a more adaptive personal identity, one that bestows a sense of
meaning and fulfilment’ (Ward, Polaschek and Beech, 2006, p.304). A variety of strengthsbased approaches have been suggested in recent years but the model that has been used
most in relation to sex offenders is the ‘Good Lives Model’ (GLM), primarily developed by
Ward (2002).

The GLM asserts that a good life is one characterised by the existence of primary goods or
valued outcomes, and becomes possible when an individual possesses the necessary
physiological, psychological and social conditions for achieving these goods or outcomes
(Ward, 2002). The ethos of the GLM is one of basic respect for the individual offender,
based on the assumption that all people can be valued, and is in keeping with a
management approach that tries to maintain their rights as far as possible (discussed later
in this chapter).

The aims of GLM treatment are defined in terms of what clients will achieve and gain; rather
than in terms of what they will cease to think or do, but are still focused on achieving
reductions in recidivism (Ward, 2002; Ward and Stewart, 2003; Ward, Mann and Gannon,
2007; Fortune, Ward and Mann, 2015). Authors of the theory argue this approach is more
likely to resonate with the client’s intrinsic motivation to change, in that change is more
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appealing if the results are life-enhancing (Ward, 2002; Ward and Stewart, 2003; Ward,
Mann and Gannon, 2007; Fortune, Ward and Mann, 2015).

The GLM is applicable to offenders of any kind. In relation to sex offenders, it recognises
that many have had adverse childhood experiences, and approaches them as people who
have lacked the support necessary to live offence-free lives (Ward, 2002; Ward and Stewart,
2003; Ward, Mann and Gannon, 2007; Fortune, Ward and Mann, 2015). Sexual offending
represents an attempt to achieve primary goods that are desired but where the skills or
capabilities necessary to achieve them are not possessed, or is an attempt to relieve the
sense of incompetence, conflict or dissatisfaction that arises from not achieving valued
primary goods (Ward, 2002; Ward and Stewart, 2003; Ward, Mann and Gannon, 2007;
Fortune, Ward and Mann, 2015). Therefore, the risk of sexual offending can be reduced by
assisting offenders to develop the necessary skills and capabilities to achieve the full range
of primary human goods through prosocial means (Ward, 2002; Ward and Stewart, 2003;
Ward, Mann and Gannon, 2007; Fortune, Ward and Mann, 2015).

What is not yet clear, in relation to online child sex offending, is whether access to the
internet can be considered a primary good, a secondary need i.e. a necessary condition to
achieving primary goods, or a dynamic risk factor. The theoretical analysis that exists on this
point has taken the view that the internet is a means of achieving primary goods, but is not
one in itself (Sheath, 2009), but that the acquisition of these primary goods in the online
domain may be to the detriment of their offline lives (Elliott, 2016).
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Applicability of the Good Lives Model to online child sex offenders

Very little work has been done to assess the applicability of strengths-based approaches to
child sexual abuse that takes place online. Despite this lack of theoretical assessment, the
GLM is already used as a basis for the National Probation Service accredited Internet Sex
Offender Treatment Programme (O'Brien, and Webster, 2010).

In a paper about the practice elements of the GLM, Ward, Mann and Gannon (2007)
provided a detailed examination of what they saw as 11 assessment and treatment
implications arising from it. In the following section I illustrate, using three of the 11, how
these implications may differ or need to be adapted in the management of online child
sexual offenders.

Firstly, in what Ward, Mann and Gannon (2007) called ‘case formulation’ at the outset of
the assessment, treatment and management process, it is important for professionals to
identify: (1) problems offenders present with and what criminogenic needs are evident
(cognitive distortions, empathy deficits, social difficulties, emotional problems, and deviant
arousal); (2) primary goods directly or indirectly linked to the sexually abusive actions; (3)
overarching good; (4) secondary goods; (5) identification of the contexts or environments
the person is likely to be living in once they complete the programme undertaken. It is this
latter ecological aspect of the GLM that is so relevant to online offenders and, as will be
argued later in this chapter, the adoption of a situational approach to prevention of online
child sexual abuse. It is essential to understand the context in which the person is living their
day-to-day life, including the circumstances of their internet use (for example, is it for
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personal or employment purposes or both?), in order to put in place relapse prevention
strategies.

Secondly, the importance of understanding, challenging and restructuring offence
supportive beliefs is highlighted, including the need to teach offenders that their offending
did not just happen, but resulted from a number of contributing factors (Ward, Mann and
Gannon, 2007). This is relevant to online child sex offender rationalisations, in which the use
of denial, self-distancing and other permission-giving mechanisms have been identified
(Quayle and Taylor, 2002a; Winder and Gough, 2010; Kettleborough and Merdian, 2017).
Research suggests that the cognitive distortions of internet offenders are a mixture of valuebased judgments - about the willingness of the children in the material to participate, about
the severity of the harm caused to the child relative to other types of sexual offending – and
action-based judgments that the offender’s use of child abuse images is at a distance from
any possible harm they depict (Elliott, 2016). Elliott argues that although existing sex
offender theory accounts for offender perceptions of a consenting and sexually
sophisticated child, it does not necessarily do so in the online context, where for example
the child may be posting sexually explicit images of themselves (Elliott, 2016). Linked to this
is the implication and the need for victim impact and empathy training for offenders
(though challenges are beginning to emerge to this received wisdom – see Mann and
Barnett, 2012). However, the evidence base about the impact of abuse on internet victims is
just starting to emerge (for example in the work of Hanson, 2017; Hamilton-Giachritsis et
al., 2017) and so it may be too early to incorporate this in online child sex offender
treatment programmes.
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Thirdly, Ward, Mann and Gannon (2007) highlight the implications of the GLM for relapse
prevention and the need to identify personal risk factors in order to manage them
adequately. Typically this will include individualised external support and monitoring and
should include risk strategies for living within specific communities. In the case of online
child sex offenders, those specific communities could include virtual communities such as
online forums or social media groups. It may also include prompting the offender to
consider the decisions they take in the online environment - which buttons to press and
which pathways to follow online. This is where RMS could play a role in risk management.
Ward, Mann and Gannon (2007) also emphasise the need for ‘strategies for responding to
problematic situations in which the smooth functioning of the offender's life is disrupted or
threatened’ (Ward, Mann and Gannon, 2007, p.104) – could this include for example, the
offender gaining access to a new internet enabled device with additional functionality?

In relation to the management of online child sexual offenders, the GLM assumes that
humans are dependent on their immediate context and therefore any rehabilitation plan
should take into account the environments offenders are being released into as well as their
personal characteristics (Ward, Polaschek and Beech, 2006). This may include online
environments and so this links to a situational approach to tackling online offending (see
next section of this chapter).

Critiques of the GLM comment that it is in its nascency and requires development and
validation (Ogloff and Davis, 2004), that it offers little that is new and may encourage weak
assessment (Andrews, Bonta and Wormith, 2011). They highlight the lack of any long-term
outcome evaluation of the GLM on reducing recidivism (Marshall et al., 2017) and say that
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its applicability to sex offenders in general is limited because it is too idealistic and simplistic
(Ward, Mann and Gannon, 2007), paying insufficient attention to risk factors (Gannon et al.,
2011; Harkins et al., 2012).

For online child sex offenders, the question remains as to whether access to the internet
should be seen as a primary good within the GLM. If it is conceived as a primary good then
its use by internet child sex offenders still needs to be monitored to ensure desistance from
crime. For me, it raises particular questions about how the social media aspect of online
child sex offender activity can be treated and managed effectively, given the GLM’s
assertion that ‘...because human beings are naturally social animals any kind of flourishing
life can only be achieved in a social context’ (Ward, 2002, p.517). If it is not conceived as a
primary good, then this may fail to recognise that ‘the specific form that a conception [of a
Good Life] will take depends on the actual abilities, interests and opportunities of each
individual and the weightings he or she gives to specific primary goods’ (Ward, Polaschek
and Beech, 2006, p.305) and be at odds with the value put on internet access by some
offenders.

The GLM’s preference for a tailored treatment and management approach which accepts
that different offenders value different primary goods (Ward, 2002) is a challenge for police
public protection units given what we know about the sheer number of online child sex
offenders. A truly individualised treatment and management approach may only be a
realistic possibility for a relatively small number of offenders.
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If the internet was not considered a life enhancing ‘primary good’ by online child sex
offenders and their offender managers prior to 2020 and the Coronavirus pandemic, then it
may have become regarded as such during that year, when many more people than ever
before came to rely on the internet for maintenance of social interaction and employment,
and other primary goods that the GLM would assert as necessary to support rehabilitation.
With many agencies reporting increased risk to children from online child sex offenders
during the pandemic, the situational aspect of risk managing the risk of online child sex
offenders came to the fore (Europol, 2020; UNICEF, 2020).

3.3 Situational crime prevention
Situational crime prevention asserts that criminals are not born, but rather are made by
their individual background, current circumstances and by the situations they find
themselves in (Clarke, 1980), thus enabling exploration of the phenomenological difference
between different types of crimes, so that prevention measures can be tailored to different
kinds of offence and offender.

It wasn’t until 25 years later, that situational crime prevention theories that had been
developed in the intervening years (Cornish, 1994; Clarke, 1997; Wortley 1997, 1998, 2001;
Cornish and Clarke 2003) began to be considered in relation to the sexual abuse of children.
One hypothesis for this is that until this time the prevailing view of sexual offending against
a child was that it was a behavioural disposition, and that these offenders ‘possess
motivations that are pathological and long standing and that separate them from nonsexual offenders’ (Wortley and Smallbone, 2006, p.10). The idea that the decision to commit
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a crime might be influenced by immediate situational variables may previously have been
thought of as a non-starter in relation to child sexual abuse, but theories began to emerge
to suggest that immediate environmental factors might also be important.

Application to online sexual abuse

Situational crime prevention theories have been applied to internet child sexual abuse over
the last decade. While the internet is not intrinsically criminogenic, the application of
situational crime prevention theories to online sexual abuse is attractive because there are
a number of ways in which the ‘situation’ of an internet connected device may increase the
potential for offending. The following reasons have been suggested:

1.

Using the internet may alter an individual’s mood, including those who already have

problematic sexual behaviours (Quayle et al., 2006). Situations don’t just enable the
offending to occur – they play a more active role by psychologically readying the individual
to respond in a certain way (Wortley, 1997). Thus, it could be argued that aspects of the
internet, such as the free speech of social media and chat rooms and forums, and the
licentiousness of legally available ‘teen porn’ on the biggest adult entertainment sites,
contribute to an environment that could be interpreted by some as permissive. Before the
advent of widespread availability of the internet, Marshall and Barbaree (1990, p.260)
argued that certain circumstances (such as alcohol, anger, stress, anonymity) can disinhibit
well established social controls, and called these ‘transitory situational factors’. It could be
argued that the internet can act in this way for some people some of the time. Elliott (2016)
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makes the case that the online environment can reciprocally affect both behaviour and
cognition over the long term as well, arguing that for indecent image offenders the online
environment may have a unique impact on psychological functioning because ‘increasing
use of the internet causes changes at neuropsychological level that manifest in further
clinically observable indicators such as skill acquisition, increased sexual fantasy, risk taking,
empowerment and validation/normalization of attitudes and beliefs demonstrated by
online groups’ (Elliott, 2016, p.526).

2.

An individual’s mood and visceral state may alter their use of the internet. For

example, a heightened sexual arousal may influence decision making and online search
activities, increasing risk taking and changing perception of the cost of sexually exploitative
behaviour (Taylor and Quayle, 2006).

3.

The internet may increase an individual’s perception of anonymity (Taylor and

Quayle, 2006).

4.

The internet may aid with the creation of justifying behaviours and thoughts, for

example through easier communication with like-minded individuals who help each other to
validate and justify behaviour, and offer a way to exchange child sexual abuse material
(Quayle et al., 2006).

5.

Using the internet may lessen social risk and remove inhibitions, enabling multiple

self-representations (Quayle et al., 2006), and the construction of a belief that the person
committing online offences is not the ‘real me’.
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6.

Online, there are inadequate barriers and deterrents to child sexual abuse and so the

transition from pre-criminal situation to pre-criminal opportunity to criminal act is very easy
(Taylor and Quayle, 2006, p.177; Taylor and Quayle, 2008). It has been said that the growth
in the number of people accessing child abuse images online is linked to the inadequacy of
deterrents that are specific to the situation in which the crime takes place i.e. the internet
connected device (Taylor and Quayle, 2008).

7.

There is a lack of effective guardianship online because the social structure of the

internet doesn’t depend on government or civil society but on competitive private
companies and self-regulation (Taylor and Quayle, 2006).

8.

The internet may fuel compulsive behaviours in some offenders, for example, those

who like to collect images (Taylor and Quayle, 2008).

Some theorists have argued that internet child sexual abuse is a classic example of an
opportunity led phenomenon because offender behaviour is determined both by user
requirements and also by the available systems (Wortley, 2009). Others have argued that
the crime prevention focus should be crime specific: the focus should be on the online
searching, downloading, trading and collecting of child sexual abuse material, rather than
focus on the sexual aspects (masturbation, fantasy) which are consequential to these
activities. “…our understanding of these kinds of offences and offenders may be improved if
we turn attention away from the sexual qualities of these offences, and focus more on the
processes whereby offending takes place” (Taylor and Quayle, 2006, p.183).
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Advantages

An approach to the prevention of internet child sexual abuse crimes and the management
of offenders that takes into account the internet connected device as the situation of the
crime, as the use of RMS does, offers promise.

Firstly, it focuses on the immediate criminal event and environment of offending, with the
potential of using technology to limit opportunity and make accessing child abuse material
riskier and more difficult. For example, online search tools and engines have been identified
as a potentially limiting situational factor in an offender’s quest for child abuse images
(Taylor and Quayle, 2006).

There is on-going potential for technological situational crime prevention methods to be
applied to internet child sexual abuse because of the potential for technological
development to contribute to the prevention of crime as much as it does to its commission
(Clarke, 1997). This offers potential given the dynamic nature of child sexual abuse, and how
some offenders change their behaviours based on events and circumstances (Wortley,
1998; Kaufman et al., 2006; Wortley and Smallbone, 2012).

Secondly, given the heterogenous nature of online offenders (McCarthy, 2010; Whittle and
Hamilton-Giachritsis, 2017), using a situational crime prevention model enables more
attention to be paid to the individual offenders’ current circumstances and the immediate
features of their setting. These are given more explanatory difference than in dispositional
theories, and so explanations could be developed for different types of internet child sexual
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abuse crime (grooming, images etc) and different typologies and motivations of offender.
As research develops and knowledge about the particular characteristics of internet child
sexual abuse offenders becomes more refined, situational crime prevention strategies could
become more effective depending on the ‘type’ of offender - opportunistic or committed
(Tonry and Farrington, 1995), ‘adolescence limited’ or ‘life course persistent’ (Moffitt, 1993),
‘part-time’, ‘committed’ and ‘opportunistic’ offenders (Clarke and Mayhew 1980) or the
‘mundane’, ‘anti-social’ and ‘provoked’ offenders (Cornish and Clarke, 2003), or depending
on the offender’s motivation (sexual vs. non-sexual).

For example, Wortley and Smallbone (2012) have argued that the majority of these
offenders do not have a deep-seated sexual attraction to children, and are not that
sophisticated in their offending strategies (Wortley and Smallbone, 2012). If internet child
sexual abuse is seen to be the product of the person-situation interaction, then there are
opportunities to completely deter less motivated offenders, and slow down prolific ones.

Thirdly, a situational crime prevention approach allows for the online disinhibition effect, in
which some people behave differently than they would in person (Suler, 2004). This online
disinhibition has also been termed an online ‘‘moral holiday’ akin to a reduction of belief in
online community norms, values and regulations’, 2006, p.43). Sykes and Matza (1957)
described this as ‘neutralisation’ (Sykes and Matza,1957), a psychological method for people
to neutralise certain values within themselves which would normally prohibit them from
carrying out something they themselves perceive as wrong.
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Suler (2005) outlined six factors which can help account for disinhibition online. Perhaps
the most relevant of these to, for example, those who download child sexual abuse material
involving children are ‘dissociative anonymity’ (in which the anonymity of the internet
enables the individual to detach their online actions from their in-person lifestyle) and
‘physical invisibility’ (the idea that not having to look someone in the eye creates a
disinhibiting effect). Both of these could help offenders to maintain the belief that looking at
child sexual abuse material is a victimless crime. A tool such as RMS could help to break the
cycle of dissociative anonymity for an offender, by connecting their online actions to their
in-person responsibilities (if only to their offender manager).

The literature demonstrates a range of rationalisation and justification techniques on the
part of offenders (Quayle and Taylor, 2002a; Winder and Gough, 2010; Kettleborough and
Merdian, 2017), including assigning responsibility for their actions to the medium itself
(Quayle and Taylor, 2002a). This online disinhibition effect may help to explain why major
policing operations cracking down on child abuse image offenders, such as Operation
Notarise in 2014, usually identify offenders who in every other aspect of their lives are
trusted members of the community – lawyers, doctors, teachers, police officers and so forth
(BBC Online, 2014; BBC Online, 2015).

Fourthly, optimism is possible using a situational crime prevention framework. As situational
crime prevention theories have developed, they have become more relevant and applicable
to internet offending. Where the opportunity reduction model focuses on reacting,
repelling and target hardening, the situational approach seeks to intervene earlier by
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designing environments and situations in a way that prevents criminal intentions
formulating in the first place (Wortley, 1998).

Aetiological theories are also ripe for development within a situational crime prevention
framework. For example, if we take Finkelhor’s four stage ‘Preconditions model’ (Finkelhor,
1984), it is easy to see how two of his preconditions - lack of internal barriers and lack of
external barriers – could have bearing on an approach that emphasises the situational
dimension of this form of crime.

Likewise, the application of an interdisciplinary approach to the situational prevention of
internet child sexual abuse crimes could reap rewards. It has been argued that the personsituation dynamic currently exists as two separate literatures, one rooted in behavioural
sciences and the other in computer science, focused on the technical aspects of offending
and requiring the expertise of a computer scientist to deliver (Wortley and Smallbone,
2012). What is currently lacking is research to bring them together.

Furthermore, online child sexual abuse is unique in that it involves major international
commercial companies in a way that no other form of child abuse does. It is not just about
policing the internet but requires involvement from those who create and curate it. Tackling
these crimes has to involve all actors including those industries producing the software and
hardware which make up the situation and environment in which the offending takes place
(Taylor and Quayle, 2006; Wortley and Smallbone, 2012). When they do, success can
follow: for example, in 2015 a focus on child sexual abuse related search queries by Google
and Microsoft led to a 67 per cent reduction in the related query volume (Steel, 2015).
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Drawbacks

There are practical and conceptual challenges to adopting a situation-based approach to
managing online offenders.

Firstly, practically, the scene of the crime is both on a device connected by high-speed
internet to the entire world, as well as behind closed doors in a single private home. Whilst
the internet enabled device as the situation of the crime has the potential to give police a
window into an offender’s habits and risk level, it is difficult for offender managers to keep
track of the devices an offender may be using to access illegal material, given the plethora
of devices widely and cheaply available. Therefore, there is not one ‘situation’ for police to
deal with, but many possible situations, including many that may be unseen.

Secondly, conceptually, the situation in question is not just the physical setting, but also the
virtual environment in which the images exist, and which is notoriously difficult to control.
Specialist skills are needed to police this environment adequately: to control behaviour in
any given situation, ‘the controllers have to understand the environment at least as well as
the controlees, and preferably better’ (Cornish, 1994, p.190). It is questionable whether the
technological capabilities of offender managers in the police are able to keep up with online
child sex offenders, particularly those who are digitally adept. It has been argued that the
technological skills required are beyond the capacity of law enforcement (Jenkins, 2009). A
tool such as RMS seeks to bridge this gap, by ‘seeing’ everything that the offender sees on
their screen, and capturing what it is believes is suspicious, for police to review.
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Thirdly, we are far from understanding the crime commission process for online child sexual
abuse because it is such a new form of crime. Very little is known about the crime onset
stage (with notable exceptions being the work of Prichard, Watters and Spiranovic, 2011
and the Lucy Faithfull foundation 2013).

Finally, there are moral and ethical disadvantages. The situational crime prevention
approach has been criticised for conflicting with civil liberties (Felson and Clarke, 1997). For
example, RMS, the focus of this thesis, has been criticised as draconian because it doesn’t
take into account any contextual information as part of the monitoring process (Gillespie,
2011).

This thesis will argue that it is likely that the potential of RMS as a situational and strengthsbased risk management tool for online child sex offenders can only be fully realised when a
range of practical challenges have been overcome, including that some foundational legal
questions about the rights of these offenders in relation to the use of RMS have been
adequately resolved. These rights are explored in the next section.

3.4 A right to internet access?
When it comes to the management of online child sexual abuse offenders, to what extent
can it be said that they have the right to access the internet and technology, and to what
extent is it proportionate to curtail or in some way manage their access in order to protect
the public? For the majority of offenders, curtailment or withdrawal of access would likely
not be advisable under a strengths-based approach such as the Good Lives Model, but the
management of their access in a controlled manner, as offered by RMS, could be a solution.
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Underpinning this debate is the broader question of whether or not access to the internet
can be considered a right for all citizens, not just online offenders.

Those in favour of seeing the internet as a human right, such as Amnesty International,
argue that in practical terms, internet access is inseparable from freedom of expression and
association, and freedom of access to information (Edwards, 2012), these being protections
established in the major human rights treaties such as the Universal Declaration on Human
Rights (United Nations, 1948), and the European Convention on Human Rights (European
Court of Human Rights, 2010). The Internet can also be regarded as an essential means of
democratic and economic inclusion, particularly post COVID-19.

In 2011, in the wake of the Arab Spring, when the United Nations’ Human Rights Council
adopted the report of the Special Rapporteur on the Promotion and Protection of the Right
to Freedom of Opinion and Expression (United Nations, 2011). This report concluded that
the internet had become an indispensable tool for realising a range of human rights, that
there should be as little restriction on the flow of information via the internet as possible,
and that ensuring universal access to the internet should be a priority for all states. It
identified a range of illegitimate internet restrictions such as arbitrary blocking or filtering
and the criminalisation of legitimate expression, as well as legitimate restrictions, such as in
relation to child sexual abuse material and hate speech.

Another significant moment was in 2016 when the United Nations General Assembly
adopted a resolution from the Human Rights Council on the promotion, protection and
enjoyment of human rights on the Internet (United Nations, 2016) which enumerated well-
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established rights, such as the right to freedom of expression, for which it said the internet
had become an indispensable means. However, despite media reports to the contrary (for
example Jackson, 2011; Boyle, 2016) neither of these occasions brought about any change
in the law or created a new human right.

While it may not be possible to identify a positive right specifically to internet access in
domestic and international law (in which the state is required to provide internet access to
all citizens), deliberately restricting available internet access has been seen, not only by the
United Nations, but also by the European Parliament and others as a human rights violation,
and so can be considered a negative obligation on states (European Parliament Debates,
2009; Gillespie, 2011; Wagner, 2012; Rithkopf, 2015): it is not the Internet itself but rather
the access to the Internet which should be an enshrined right.

There is also the argument that inflating the number of human rights could diminish the
value of existing rights and that therefore when arguing for a new fundamental right we
should be careful that it can be justified (De Hert and Kloza, 2012). Rather we should look to
the flexibility of existing human rights, which may be sufficient to protect both content and
connectivity of the internet against unlawful interference (De Hert and Kloza, 2012).
Then there are those who argue that we are currently in the process of forging a new
human right and that technological developments are likely to force the creation of new
human rights (Brownswood and Goodwin, 2012). They make the case that human rights are
‘situated rights’ - living legal instruments, that evolve and emerge in certain contexts at
certain times to reflect developments in society rather than eternal truths about the state
to humankind (De Hert and Kloza, 2012).
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Offenders’ rights online

International human rights documents such as the Universal Declaration of Human Rights
(United Nations, 1948), the UN Convention against Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment (United Nations, 1984), the UN International Covenant
on Civil and Political Rights (United Nations, 1996) and the European Convention on Human
Rights (ECHR) (European Court of Human Rights, 2010) protect the rights of all people
including criminals, no matter what their crime. They do this by holding that human rights
apply to everybody as a basic principle, and are therefore afforded equally to everybody, no
matter what their circumstances.

Some rights are recognised as being absolute, and the state cannot restrict them in any
circumstances, such as in the ECHR the right to life (Article Two), the prohibition on torture
(Article Three), the right to a fair trial (Article Six), freedom from slavery (Article Four).
Meanwhile other rights can be restricted such as the right to privacy (Article Eight) in
recognition of the idea that there are situations where some offender rights can be
restricted if they are outweighed by the interests of society.

There are also a number of international documents setting out more specifically the rights
of those whose freedom has been curtailed. These include the Standard Minimum Rules for
the Treatment of Prisoners (United Nations, 1957), the UN’s Body of Principles for the
Protection of All Persons under Any Form of Detention or Imprisonment (1988) and the
UN’s Basic Principles for the Treatment of Prisoners (1990). While these documents reaffirm
the ideas that prisoners should be treated with humanity and respect, and that
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rehabilitation should be an aim of their imprisonment, unlike the Good Lives Model, they do
not go so far as to say there is a positive obligation to provide prisoners with the ability to
realise their full range of rights. Therefore those rights which are not absolute, such as the
right to freedom of expression (Article Ten of the ECHR), will not necessarily be protected.
In practice in relation to technology and the media, what this means in the UK, is that
prisoners are subject to a range of restrictions. For example, prisoners aren’t allowed to
access social networking websites (such as Facebook or Twitter) while they’re in custody
(UK Government, 2019) and mobile phones are supposedly banned. Controversy can arise
when these rules appear to have been broken (Daynes, 2016; Simpson and Badshah, 2016;
Wood, 2019).

In terms of those offenders who have been released from prison or who are living in the
community, there are tensions between the individual’s right to privacy and the
government’s need to uphold the law. For example, whose computers should be searched
and on what basis? Under what circumstances can the removal of access to the internet be
justified? Given the ubiquity of technology in our modern lives, how essential a part of any
given crime does the internet have to play before removal of it from offenders can be
justified as necessary and proportionate?

The Regulation of Investigatory Powers Act 2000 (RIPA) is a key piece of legislation, and one
which was cited often by those interviewed for this research. This Act, along with the
Investigatory Powers Act (2016) (passed following the completion of the fieldwork for this
thesis) regulates the powers of the police, security services and other public bodies to carry
out surveillance and investigation, covert and with consent, including accessing people's
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phone and internet records. They cover the interception of communications, and the
authorisation of directed surveillance, and established the Investigatory Powers
Commissioner's Office in order to provide independent oversight. During the passage of
both Acts there was much public debate regarding the extent to which the powers
contained in them interfere with people’s rights to privacy and a family life, and to what
extent they represent a level of intrusion which is justifiable and proportionate in the
interests of public protection. During the passage of the 2016 Act, the Government argued
that the powers within the legislation were necessary to tackle child sexual exploitation
(Home Office, 2015a).

General sexual offenders’ rights online

Those who advocate a human rights approach to the treatment and management of sex
offenders (including online child sex offenders), do so on ethical, pragmatic and therapeutic
grounds (Ward, Gannon and Birgden, 2007). Marshall’s seminal paper (1996) made the case
that sex offenders are neither monster nor victim but everyman, and in treatment should be
treated with dignity and respect. More specifically in relation to their rights, it is argued that
these offenders retain their fundamental human rights by virtue of being human, despite
the crimes that they have committed: ‘offenders can be human rights-violators, dutybearers, and also rights-holders all at the same time’ (Ward and Birgden, 2007, p.636). The
state may impose limitations on the offender’s ability to exercise these rights (Vess, 2009),
but they exist nonetheless.
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Arguably, over the last two decades and beyond there has been an erosion of sex offender
rights on all fronts, including the technological, as successive U.K. governments have wanted
to be seen to be tough on crime. Ward, Gannon and Birgden (2007, p.197) argue that sex
offenders in general have been subject to curtailment of their rights to liberty, privacy,
health and well-being, and that ‘there has been virtually no attention paid to the application
of a human rights perspective to clinical practice with offenders, that is, the assessment,
treatment, and monitoring of individuals who have committed crimes’.

Online child sexual abuse offenders’ rights online

There has been some limited debate about the extent to which those convicted of online
child sexual abuse have rights online, and to what extent their ability to access the internet
should be curtailed. For some the effective management of online child sex offenders in the
community includes the systematic monitoring of, at the very least, high risk offenders
(Davidson, 2007). The primary rights under question are the right to a private and family life
and the right to freedom of expression. At the crux of the debate is the need to balance
offenders’ rights with public protection and effective rehabilitation in a way that is
proportionate, practical and productive.

It has been argued that denying the application of a human rights framework to online child
sex offenders is counterproductive, and could actually increase their risk level, by
reinforcing pre-existing bias away from adults towards children (Ward, Gannon and Birgden,
2007) and by making it harder for them to find jobs, participate in social networks and
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function in contemporary society (Extein, 2015). Granting internet access to sex offenders
might help to prevent abuses of power against children (Glaser, 2010), by helping to prevent
social isolation and by enabling means of democratic and economic inclusion, and freedom
of expression (Gillespie, 2011). An alternative approach of respecting their rights could
make them more likely to comply and be motivated to change their behaviour (Vess, 2009)
because ‘Effective rehabilitation cannot occur in a context in which only the appreciation of
others’ rights is acknowledged’ (Ward, Gannon and Birgden, 2007, p.197). In therapeutic
terms, it has been argued that a human rights framework resonates strongly with strengthsbased approaches to offender treatment such as the Good Lives Model (Ward and Birgden,
2007) and contributes to the best possible chance of rehabilitation.

It is claimed that the argument that online child sexual abuse offenders do have rights, and
that a total ban on internet use is disproportionate has been won (Roche, 2013); that the
case of R. v. Smith (R. v. Smith, Clarke, Hall and Dodd, 2011) settled this debate. Although
the Court did not use the language of human rights per se, the judgement was widely
interpreted as meaning that a complete prohibition of the right to internet access could only
be justified in the most exceptional of circumstances.

There are also those to whom the idea of ascribing human rights to online child sex
offenders is anathema. To them, offenders forfeit their human rights because of the crimes
they have committed and therefore the state is entitled to curtail their freedom. It is also
argued that by focusing on issues such as freedom of expression and privacy, states are
failing their moral and legal obligations to protect children. Instead, the right of the child not
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to be abused should be prioritised, rather than the rights of offenders to access the internet
(Eneman, 2005).

The rights of children particular to the online environment are increasingly being recognised
(Council of Europe, 2018). Article Three of the European Convention of Human Rights holds
that no one shall be subject to torture or inhuman or degrading treatment or punishment.
This of course includes children, and the significant harm that online sexual abuse may
cause them. The United Nations Convention on the Rights of the Child (UNICEF, 1989)
elaborates the rights held by children, not only to protection from violence, abuse and
neglect (Article 19), and specifically protection from sexual exploitation (Article 34) but also
to freedom of expression (Article 13) and access to information (Article 17), both of which
require access to the internet in the modern era. In particular, children who have been
victims of sexual abuse, whether offline or online, have the right to be safe from abuse,
including being revictimized by the images of their abuse being viewed by offenders online.

Most theorists adopt a balanced position: that the rights to a private and family life and
freedom of expression are not absolute rights, and that interferences can be justified where
they are lawful, necessary, proportionate and for a legitimate purpose (Ward, Gannon and
Birgden, 2007; Eneman, 2010; Gillespie 2011). It is incumbent on governments and courts to
act in a proportionate way, even if they have popular support for more draconian
restrictions, given the importance of proportionality in a human rights framework (Gillespie,
2011). Restrictions of freedom should be designed to target the risk of harm the individual
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poses and should curtail their freedom only as much as necessary to prevent criminal
behaviour and protect the community. The possibility of a small level of risk does not justify
the imposition of significant constraints on the freedom of online child sex offenders.

As new forms of technology ‘produce more refined forms of control and regulation for
offenders’ (Padgett, Bales and Blomberg, 2006, p.86), the aim is to use technology in a way
that has maximum impact on offender behaviour and recidivism rates, with minimum
imposition. This in turn brings new ethical, moral and ideological challenges emerge for
both police and the courts. To meet these challenges, a more tailored approach to the
implementation of internet restrictions is necessary (Brant, 2009; Elliott, 2016; Gillespie,
2011), and the ‘courts must objectively weigh the totality of the circumstances for each
offender and the offender's crime, and impose computer and internet restrictions
accordingly’ (Brant, 2009, p.811).

Whilst the use of covert operations (including those conducted online to identify child
sexual abuse offenders) are subject to strict laws, codes of practice and monitoring, for
example to ensure that they do not represent entrapment, there has been a relative lack of
research and theoretical attention applied to offenders’ moral, social or legal rights in the
deployment of technological tools designed to manage them post-conviction.
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Relevant court judgements

It used to be the case that a blanket ban on owning a computer or accessing the internet
was a possible condition for child abuse image offenders (National Probation Service, 2004),
but this quickly became viewed as unworkable. For some years U.K. judges took different
approaches, with some preventing offenders from possessing devices capable of internet
access without informing the police (R. v. Mortimer, 2010) whilst others ruled a complete
ban to be draconian, unnecessary and disproportionate (R. v. R. and C., 2010).

A variety of other judgments over the years have highlighted a range of civil order
conditions that the courts noted or deemed inadmissible which are relevant, including the
reliance on the co-operation of offenders’ partners in order to limit or monitor computer
use (R. v. Hemsley, 2010), the necessity of enabling offenders’ access to technology for the
purposes of employment (R. v. Collard, 2004), the importance of not drawing the civil order
conditions so widely that they would effectively prevent offenders’ families from accessing
the internet (R. v. Collard, 2004), the fact that civil orders had to be enforceable (R. v.
Mortimer, 2010), the need for downloading restrictions to be limited to child abuse content
(R. v. Hammond, 2008) and the need for any conditions related to ICT use to be drafted as
prohibitions rather than requirements (R. v. Smith, 2009) .

These court cases highlight not only that appropriate civil order conditions around computer
use can mitigate risk (R. v. Terrell, 2007), but the need to carefully consider ethical questions
about the rights of those convicted of child abuse images offences, and how these can be
applied in practice in an increasingly technologically connected world. They also highlight
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that the development of the law in this area appears to be piecemeal; even within the
different divisions of the Court of Appeal, different decisions have been reached (Walden
and Wasik, 2011).

In the case of Regina V. Smith (R. v. Smith, Clarke, Hall and Dodd, 2011), the Court of Appeal
considered the terms, wording and scope of civil orders more broadly in four conjoined
appeals. It reviewed previous decisions and commented on the drafting of civil orders. In
relation to computer use and internet access it made the following recommendations:
1. That a blanket prohibition on computer use or internet access is impermissible and
disproportionate ‘because it restricts the defendant in the use of what is nowadays
an essential part of everyday living for a large proportion of the public, as well as a
requirement of much employment’;
2. That limiting internet access to a certain number of activities such as checking the
weather is too prohibitive because the purposes for which it might be used in the
future cannot be foreseen;
3. That offenders should not have to inform the police when they got a new internetenabled device, this being too onerous for both the police and the offender.

The Court in this case saw fewer problems with conditions that limited access to devices
which had software installed designed to prevent access to indecent images of children,
though noted the risk that there may be uncertainty about exactly what is required and the
how to police such a condition. They did not rule out the possibility that in some cases it
might be necessary to prohibit offenders from communicating via the internet with anyone
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under the age of 16, as well as prohibit them from using social networking sites or other
forms of chatroom.

This judgement also commented that in most cases, the civil order would not need to grant
police powers of forcible entry to an offender’s home in order to inspect computer
equipment (as had been given in R. v. Smith, 2009). This condition was disproportionate
because it effectively gave the police too wide a power to access a defendant’s home.
Instead, they ruled it as adequate that the offender be required to preserve a readable
internet history and to make this available for inspection on request.

The following year, the Court of Appeal court overturned the terms of a SOPO, which sought
to prohibit the offender from owning or having in their home any device that could access
the internet, saying that it was now unreasonable to stop anyone from having access to the
internet in their home (R. v. Jackson, (2012). Commentators (Clark, 2012) said that the ruling
effectively renders access to the internet a human right, and denial of access a breach of an
offenders’ right to a private and family life under Article Eight of the European Convention
on Human Rights (ECHR) (European Court of Human Rights, 2010), enshrined in British law
as the Human Rights Act 1998. Article Ten of the ECHR, the right to freedom of expression,
is also relevant.
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3.5 Remote monitoring software
If it is now an unreasonable restriction to stop anyone from having access to the internet in
their home, then those managing online child sex offenders are faced with the challenge of
supporting offenders to desist from offending, whilst simultaneously maintaining their
access to the place which was the ‘situation’ of their crime in the first place. In England and
Wales, restrictions to internet access are now subject to a strict test of necessity and a
general principle of proportionality; the Courts strike down restrictions where they believe
that the crime or behaviour does not demonstrate the need of restrictions. The hypothesis
behind this research was that RMS has the potential to play a role in proportionately
restricting offenders’ internet access, whilst supporting the realisation of the full range of
their rights, and in a manner that continues to provide adequate public protection.

The use of RMS can enable a balance to be struck between the realisation of an offender’s
rights and the right of the child to be protected from abuse (as per Article Three of the
ECHR). It is this which justifies the use of RMS because all children have the right to live free
from ‘inhuman or degrading treatment’. The use of software such as RMS can be justified
given the serious impact and harm sexual abuse can have on children.

As was explored earlier in this chapter, the right to privacy is not an absolute right, and
interferences can be justified where they are lawful, necessary, proportionate and for a
legitimate purpose. Those who have been convicted of online child sexual abuse offences
may expect that some targeted limitations on their right to privacy will be necessary for the
purpose of monitoring their risk levels and protecting the public. In one sense the
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availability of RMS has the potential to bolster the access of offenders to the internet, and
its availability is said to be one reason the US Federal Courts Circuits decided that outright
bans of the internet were not justified (Gillespie, 2011).

However, it has also been argued that the requirement to use monitoring software –
effectively monitoring every action of the individual online - could be considered draconian,
and amounts to an interference against correspondence, constituting a violation of in Article
Eight of the ECHR, the right to respect for private and family life (Gillespie 2011). It has been
argued that ‘all privacy is eliminated’, and that ‘the barriers the software imposes on finding
employment and maintaining financial security’ should not be underestimated (Extein,
2015). The use of RMS can also involve or require the cooperation of a third party, such as
the co-owner of a shared device, and so infringements of rights may be experienced by
linked individuals, even if they are proportionate and justifiable when applied to the
offender themselves. Another disadvantage, from a rights point of view, is that although the
National Probation Service have stated that the covert use of this technology would not be
acceptable (Davidson, 2007), it is a tool that can be introduced against the offenders’ will via
a civil order restriction and so in these cases, both offender compliance and realisation of
offender rights may be an issue.

The application of a rights-based framework to these offenders also resonates strongly with
strengths-based approaches to offender treatment and contributes to the best possible
chance of rehabilitation, arguably an approach which is a benefit to the realisation of the
offender’s rights in the longer term. In relation to RMS, several theorists have argued that it
is strongly linked to a Good Lives approach (Bowker and Gray, 2004; Tanner, 2007; LaMagna
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and Berejka, 2009; Sheath, 2009; Elliott, Findlater and Hughes, 2012; Elliott, 2016) and that
whereas denying or restricting access to sex offenders could be viewed as punitive and
counterproductive, this monitoring approach represents a positive method of offender
management (Elliott, Findlater and Hughes, 2010, p.16).

RMS respects the offender’s capacity to make certain decisions themselves and accept their
status as an autonomous individual, something that has been argued as essential to a GLM
treatment plan (Ward, Polaschek and Beech, 2006). Nevertheless, it could also be argued
that RMS is mainly a risk management tool which is based on avoidance of the potential
problem, and so does not represent a Good Lives approach at all. Rather, it is a system of
constant surveillance and is the antithesis of a strengths-based approach.

As mentioned earlier in this chapter, the GLM assumes that humans are dependent on their
immediate context and therefore any rehabilitation plan should take into account the
environments offenders are being released in to (Ward, Polaschek and Beech, 2006). In
relation to online child sex offenders these environments will necessarily include their
online environments, including any virtual communities that they interact with. RMS
operates at the device level; that device being the ‘situation’ which it is monitoring for any
potential online child sexual abuse crimes. Monitoring at the device level in this way,
effectively taking into account all keyboard strokes and actions by the offender (as opposed
to, for example, monitoring only usage patterns or for specific text strings) is open to
criticism (as above) for being too privacy invasive, but is the only way to effectively monitor
the offender’s interaction with the online situation.
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Captures made by RMS, combined with the offender manager’s pre-existing knowledge of
their offender’s dispositional and other risk factors, can therefore help offender managers
to gain an even better understanding of the person-situation interaction, potentially in realtime. For example, the sequence and timing of a set of captures may help an offender
manager understand the situations online that the offender has been in (be they search
queries or results, interactions on forums, porn consumption etc) which led to that offender
either consuming online child sexual abuse material or desisting from doing so. In this way
the offender manager then has more - potentially very valuable - information on which to
base or tailor their risk management strategies for that offender. Depending on the
offender, it might be rare that without the use of any additional tools like RMS, an online
child sex offender will have the capacity for self-managed self-control to access the internet
for legitimate purposes like grocery shopping but refrain from using it for illegitimate
reasons such as accessing child sexual abuse material. A situational management tool such
as RMS can provide the framework necessary to support desistence at the immediate scene
of any potential offending, whilst maintaining access and rights.

3.6 Summary
The role that RMS can play in resolving the tension inherent in the balancing act between
offender rehabilitation, public protection, and the rights of offenders, children and the
public, all in the context of an online environment, has been neatly summarised by Elliott,
Findlater and Hughes (2010):
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On one hand, criminal justice agencies are required to manage and monitor the
conduct of sexual offenders in the interests of public protection. This necessitates
preventative measures to ensure that sexual offenders do not have unsupervised
access to potential victims, which may involve unsupervised access to
communications technologies (i.e. where there is a risk of online grooming). On the
other hand, there is growing opinion that the management and treatment of
offenders should make provision for the offender’s attempts to lead an offence-free
life and achieve personal goals of agency, education, and intimacy that may be
hindered by restricted access to the internet. Hence what is required is a way in
which offenders can be provided with full access to communications technologies,
but with adequate monitoring in place that removes the perception of anonymity
and provides them with a sense of guardianship and accountability (Elliott, Findlater
and Hughes, 2010, p.238).

The rest of this thesis draws on and reflects on these discourses and attempts to
demonstrate their relevance, applicability and connectiveness. The three theoretical bodies
of literature discussed in this chapter are highly relevant to the thesis topic, demonstrate a
high degree of interrelatedness to one another, and were commonly reflected in the
research interviews conducted (not always explicitly but by inference).
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Chapter four: methodology

4.1 Introduction

The aim of this study is to create new knowledge about how RMS is currently being used by
police officers in the U.K. to manage online child sex offenders, how useful they find it (or
not) for that purpose, and the implications of that. In an attempt to maintain the focus of
this thesis on its potential to have impact on policy and police practice, the research was
focused on the perspective of police officers and did not include interviews with convicted
offenders.

The main purpose of the research is exploratory, examining as it does a relatively new
phenomena which has not received much academic attention. It has been argued that in
such formulative studies, ‘ingenuity and good luck will inevitably play a part in determining
its productiveness’ (Sellitz, Wrightsman and Cook, 1976, p.92), and this was indeed
experienced, especially in regard to the support of gatekeepers in accessing research
participants. It is hoped that the research will provide a critical exploration of current
policing practice in relation to the use of RMS, and enable the formulation of more precise
research questions for the future. The research design therefore also functions as a means
of ‘establishing priorities for further research…[or] providing a census of problems’ (Sellitz,
Wrightsman and Cook, 1976, p.91). The research aims were theory-building rather than
hypothesis-testing and this partly determined the methodological approaches used. The
research was designed to meet the objectives of a professional doctorate by trying to learn
as much as possible about the subject matter via the expertise of the practitioners working
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directly with convicted sex offenders, and subsequently interpreting this in the light of the
available relevant research. In doing so, hopefully any findings from the research can be
translated into evidence-based recommendations for policy, practice and research, and
ultimately used to improve the risk management of convicted internet child sex offenders.

4.2 Ontology and Epistemology

When establishing the ontological perspective on this research, a naturalistic and inductive
approach was taken for several reasons. In the context of modern policing, an area of much
debate and disagreement, there are so many factors at play that the complexity and
importance of things like context and motivations constantly interact and overlap, and
cannot be prescribed. Therefore, it had to be assumed that all participants from police
forces would have different frames of reference, levels of experience, technological ability,
pressures on them etc, and that therefore there would not be one perspective or truth
about RMS, but many. It is also the case that the policing of online crimes is an area of
emerging thinking and practice. It was clear from the outset of the research, that it would
not discover established ways of doing things: police officers at all ranks and in all forces are
experimenting to see what works. Finally, my own pro-technology bias was understood
from the outset, and it was recognised that it isn’t possible or desirable to eliminate such
biases or expectations (Rubin and Rubin, 2012).

The implications of all of this had strong resonances with the naturalist focus on themes
that are true at some time or in some places, while trying to understand which elements of
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a complex environment affected what was seen or heard (Rubin and Rubin, 2012). For all of
these reasons, it was important to build the research inductively, from the ground up,
acknowledging that there are multiple realities but that they cannot be measured directly,
only perceived by people, each of whom views the topic subjectively depending on their
experiences, knowledge and expectations.

This meant that the epistemological aim was to explain the use of RMS and all the attendant
complexities without simplifying it. By describing the experiences of using RMS through the
multiple perspectives of the participants, the aim was to arrive at common themes so that
recommendations for policy and practice could be made. When there was disagreement or
lack of consensus about certain themes or topics this was reported, in acknowledgement
that many truths are possible and that there is room for overlapping or contending views.
For that reason, the voices and interpretations of research participants are prominent in this
thesis.

This theoretical perspective led to a grounded theory approach to the methodology, and in
particular its constructivist and situational varieties which have emerged over the last two
decades and which are highly compatible (Clarke, Friese and Washburn, 2017). Grounded
theory approaches reject using literature to generate themes, concepts or the ideas
between them, and instead categories emerge inductively from examination of the data by
researchers who study it, as far as possible, without preconceptions (Glaser and Strauss,
1967). For that reason it is very useful for exploratory research topics such as this thesis, for
which there is little literature to draw from.
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The constructivist grounded theory approach meanwhile fitted with the view of data as
mutually constructed by the researcher and the research participants, as well as enabling
the creation of ‘interpretative understandings located in these particularities [of time, space
and situation]’ (Charmaz, 2011, p.168).

Of particular interest was situational grounded theory, in which the situation (the context
and people, their relations, actions and interactions) becomes the unit of analysis and
understanding its elements and their relations are its primary goal (Clarke, 2005, 2009;
Clarke and Friese, 2007, Clarke, Friese and Washburn, 2017). The idea that the analysis
would be grounded ‘deeply and explicitly in the broader situation of inquiry of the research
project’ (Clarke, 2009, p.198) very much appealed, and felt appropriate for such an
exploratory topic, particularly one in which the situational dimension of the offending was
so pertinent. The approach recognises that ‘Adequate analyses of situations being
researched must include the non-human explicitly and in considerable detail’ (Clarke, 2009,
p.203) and therefore linked with the exploration of situational crime prevention theories in
the research, and the importance of the interaction with offenders and internet connected
devices. It is an approach that enables a focus on ‘non-human actants’ (Clarke, 2009, p.202)
that is suitable for application to the constantly changing technological environment for
both offenders and offender managers. The idea that non-human actants may have agency
and that the social and the technical can become interconnected (Clarke, Friese and
Washburn, 2017) also links with ideas about online disinhibition explored in chapter three,
and earlier work about how computers might influence the agency of their users (Woolgar,
1991, cited in Clarke, 2009).
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It is said that ‘The most innovative part of situational analysis as a project is also to bring the
social – the full situation of inquiry – further around the interpretative turn and to ground it
in new analytic approaches’ (Clarke, Friese and Washburn, 2017, p.115). Therefore to
understand how RMS is being used by officers, the research also needed to try to
understand the other management processes used by managers, such as home visits and
other types of technology, and how they interacted (if at all) with RMS. In the future, as the
research literature and evidence about the interconnectedness of the online and offline
lives and risks posed by this group of offenders grows, this is an area which may become
rich for analysis.

Situational grounded theory requires the researcher to construct three types of maps during
the course of their research. The first map, a situational map, lays out every aspect of the
situation, whether the aspect be historical, symbolic, cultural, human, nonhuman,
technological, legal, discursive or political. This established the complexity of the ecosystem
in which officers were using RMS and was useful in understanding where the boundaries
around the research should be placed, to limit its scope and maximise its usefulness.

The second type of map required is a map of the social world or arena of the research,
showing all the actors and the arenas of commitment within which they are engaged in
ongoing discourse and negotiation. This map illuminates the social, organisational and
institutional dimensions of the situation, and so was useful in helping to understand the
relative impact of aspects like officer rank, and, for example, the relationships between
police officers and court professionals, and between offender and offender manager.
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Positional maps are the third type of map required by situational grounded theory and aim
to establish all the major positions taken and not taken in the data against particular axes of
concern and controversy (Clarke, Friese and Washburn, 2017). In the case of this research,
these axes of controversy emerged during the process of research and were particularly
heard in relation to the rights of offenders, the legal compliance of RMS and the impact of
targets on policing practice.

Alongside this ongoing mapping, the process of memo writing also assisted with sustained
and successive analysis of the emerging categories (Charmaz, 2011) and helped to create
connections that may otherwise have been missed.

Situational grounded theory therefore informed the process of research design and data
collection, and in particular the interviewing style, as outlined in the next section. It also
influenced the process of coding, categorising and analysing the data gathered, providing a
framework to avoid imposing preconceptions on the data, and allowing findings to emerge
from the bottom up, and from groups of concepts within the data. The comparative nature
of grounded theory leads to ideas about the dimensions and properties of a category
(Glaser and Strauss, 1967) and this was applied in this thesis in an attempt to provide a
sense of scale within the reporting of a qualitative research project.

4.3 Research design
Due to the exploratory nature of the research, in determining the data collection methods,
an iterative and flexible design approach was taken. At the outset it was unknown how
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many forces were using RMS, or how many officers would be willing to participate. To
maximise the chance of getting some information to work with, the research design took a
mixed methods approach, including both a short questionnaire containing both quantitative
and qualitative elements, and a qualitative semi-structured interview.

Questionnaires are generally considered unsuitable to exploratory research because they
have ‘little value for examining complex social relationships or intricate patterns of
interaction’ (Marshall and Rossman, 1989, p.85). However in this case they were judged an
appropriate method for the specific purpose of obtaining the minimum basic information
from forces, such as whether or not they were using RMS, without taking up too much of
their time. This was in recognition of the fact that some forces or officers may not have
been willing to participate further, and was the case with two forces.

The semi-structured interview meanwhile was intended to obtain more detailed and
reflective information from individual officers. They are appropriate to an exploratory study,
and a flexible way of exploring different avenues of thought with those with empirical
knowledge, allowing a wide variety of information and topics to be covered, and facilitating
follow up questions and clarifications.

During the pilot phase of the research (see below for more details), the proposal of using a
web or paper-based questionnaire was identified as problematic for data security reasons.
The merits of several other options were considered and a telephone-based questionnaire
decided upon. There is some evidence that this method can lead to higher response rates in
general population questionnaires than the face-to-face mode (Groves and Khan, 1979) but
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no evidence was found to indicate the utility of this method in relation to smaller samples,
or surveys of expert witnesses (Steeh and Piekarski, 2007). Intuitively this method seemed
to offer a high chance of success, and gave more control over the confidentiality of the data
and participants than other methods could allow.

Influence of the theoretical approach on research design

The theoretical frameworks outlined in chapter three had a mixed influence on my research
design and analysis.

At the research design stage, I was very aware that online offending could be said to have a
unique situational dimension, and that there are a variety of ways in which this might
influence offender behaviour. Ideally, offender management practices should also take this
situational dimension into consideration. There was ample opportunity for offender
managers to reflect on this in the semi-structured interview, in particular when considering
the potential strengths of RMS in relation to managing online child sex offenders.

By including question 20 in the questionnaire, I made an explicit attempt to understand
forces’ ability and willingness to understand and account for the situational dimension of
online child sexual offending in their management practices. This question asked about the
types of technology – other than RMS – used by forces to manage online child sex
offenders, and was intended as a barometer of each force’s general outlook on the use of
technology to manage offenders, and how open minded they were to this concept.
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However, disappointingly the results were not valuable for this purpose and gave little
indication of a forces willingness or ability to engage in technology-based management
solutions. The approach neglected to account for the influence of the views or abilities of
the individual officers answering the questionnaire, or the quality of the force’s internal IT
system and its compatibility with external forms of technology. Furthermore, I had not
understood at the outset the extent to which decisions about which technological tools to
use were driven by individual officers rather than strategic intent.

My research design also focused quite heavily on the opportunity for RMS to contribute to
the practical reduction of risk in online child sex offenders, and the ways in which RMS could
simultaneously support them to obtain a ‘Good Life’ whilst providing adequate public and
child protection. The semi-structured interview guide prompted officers to consider the
type of offender that RMS might be most impactful with, given their particular personal
circumstances. Officers had also been asked to reflect on the benefits of RMS to offenders,
and this sought to draw out any benefits linked to strengths-based approaches to offender
management.

The semi-structured interview guide had also prompted officers to reflect on the relevance
of any human rights issues they perceived to exist in the use of RMS, and this, combined
with the variety of ways in which officers were interpreting the legal and regulatory
framework within which they were operating, became a dominant theme. The latter had
not been anticipated by me at the research design stage: the variety of interpretations of
the legal underpinnings had not arisen during the pilot interviews. These themes became
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clear during my data analysis phase, and multiple codes were created in order to adequately
capture the range of legal questions that emerged.

Pilot interviews

Pilot interviews took place in three forces in 2014, two with forces who were using RMS and
one with a force that was not. To access these participants forces were approached
directly, using my pre-existing contacts. As a result of the first pilot substantial amendments
were made to both the questionnaire and semi-structured topic guide; after the second
further amendments were made to the questionnaire; after the third minor amendments
were made to the semi-structured topic guide. Results from the pilots were not included in
the final analysis.

Supervisor role
Prior to the start of the field-work, in June 2014 it was arranged for the professional
doctorate supervisors to have a demonstration of RMS from the company that was
providing the software to the greatest number of police forces in the U.K., Securus
Software. This was an online webinar demonstration into which participants logged in
remotely. The purpose of the webinar was to give the supervisors a greater understanding
of the functionality and limitations of the software in managing online offenders.
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4.4 Sampling and recruiting participants
Recruiting participants

I had an existing working relationship with the ACPO (now NPCC) National Policing Lead for
Child Protection Abuse Investigation, Chief Constable Simon Bailey, and his staff officer,
Detective Superintendent Paul Sanford. This was through my role at the time as Head of
Child Safety Online at the NSPCC. In April 2015, at my request, Paul Sanford sent an email
drafted by me but accompanied by a note from him, to all heads of Public Protection Units
(PPUs) (or equivalent units) in police forces to request their assistance with the research. A
copy of the content of this email is included at appendix E. Attached to this email was the
Information Sheet for Professionals (appendix A) and the letter from the ACPO Policing Lead
(appendix D). These officers subsequently put me in touch with whoever they judged to be
the most appropriate person to respond to their request. This might have been the head of
the Violent and Sex Offender Unit (ViSOR) (or equivalent) within the PPU, or another lower
ranking officer. In some cases the PPU or ViSOR heads participated themselves. Some
participants responded directly via these email chains to indicate that they would like to
participate in the research, and in some cases, after three days, I took a more proactive
approach and sent those who hadn’t already responded an individualised email asking them
to participate. In some forces an appropriate participant was reached quickly and in other
cases a series of follow up emails and snowball sampling was necessary in order to reach the
eventual participant.

ACPO agreed to connect me with these head of PPUs without any provisos or conditions
about the information subsequently gained, saying that ‘this research relates to a critical
104

area of risk for policing and that our level of understanding on the subject needs to
improve’. They offered to distribute a summary version of the findings to all forces when
the research was completed. They did request that any information that might be of use to
offenders be redacted from the final publicly available thesis and any subsequent
publications, something that had been planned already and which was included in the ethics
application for the research. It was not the case that ‘police agencies…require contracts
containing ominous provisions stipulating that the police approve any research findings
before they are communicated’ (Haggerty, 2004, p.392). Only the Metropolitan Police
Service required the completion of any additional documentation, an Information Sharing
Agreement.

The assistance of these gatekeepers was essential in gaining authorisation from the
appropriate level of officer within each force. It made the process of accessing participants
much quicker than it might otherwise have been, and may have been important in
indicating to officers that the study had both the support of senior officers, as well as
potential value to forces beyond their own.

Building trust

One dilemma had been whether I should present myself to forces as purely a doctoral
student, or whether to be transparent about my (then) professional role at the NSPCC. It
was decided that complete separation of these roles was not possible, ethical or advisable.
It was not possible because I might have had previous contact with officers in my
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professional capacity; not ethical because transparency was preferable; not advisable
because mentioning both roles might add legitimacy to my aims.

The police perception of me, and their trust in me as a researcher may have been influenced
by the fact that I was initially introduced to them by ACPO (see Appendices D and E) who
supported the need for the research. My strong connection to the NSPCC could have been
either a help or a hindrance depending on individual officer views of the charity. I believe
that at that time it was more likely to have given me credibility with police due to some
successful campaigning work the NSPCC had been leading at that time, related to sexual
offending, and which had been warmly welcomed by the police.

Although I was clearly researching police practice from the perspective of being an
‘outsider’, I had a big advantage normally only afforded to ‘insider’ researchers: that of
access to participants as a result of my pre-existing policing connections. It has been said
that even if the researcher is permitted to access part of the group, they may have limited
access to other subgroups (Brannick and Coghlan, 2007). It has been argued that those
officers working in sex offender management units "make much of their perceived
‘seperatedness’ from other police colleagues” (Nash, 2016 p.411) and are frequently
marginalised by their colleagues (who call them ‘scum cuddlers’ for example). They can
therefore be classed as such a subgroup. Nonetheless, my experience was still of being
able to access this sub-group with relative ease.

It’s been said that speaking the same language as the research participants is a second key
benefit to those with insider status (Brannick and Coghlan, 2007) but again, I did not find
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this a particular barrier. This was perhaps because participants did credit me with
knowledge of certain aspects of their work such as the relevant law and regulations, or
because the ‘language’ in relation to online offending is so new and developing all the time,
so that norms – not only of linguistics but also of technology use and interpretation - have
not yet been firmly established. In addition, I was perhaps perceived by them as someone
who had both had knowledge of and interest in a relatively niche piece of technology, about
which many of them were hungry for information.

Overall participants seemed to welcome me, despite the fact that the police are generally
perceived as a closed organisation. Interviews were never antagonistic or combative. I was
not ‘one of them’, but my familiarity with the topic area meant I was not a true ‘outsider’
either: I had some detailed appreciation of the issues they were facing. Nonetheless there
may have been topics that participants might have been more willing to share their
experiences about if I had been a ‘true’ insider (Berger, 2015), for example their feelings and
emotions related to the psychological impact of using RMS, and the trauma associated with
the ongoing potential for viewing child abuse material.

I was at either end of the insider/outsider continuum, but rather was in the ‘space in
between’ (Corbin-Dwyer and Buckle, 2009). To navigate this adequately I had to ensure
that I was aware of my own positionality on this spectrum (and aware of where the research
participants put me on it), that I remained aware of my own biases and beliefs, and of my
lack of experience relative to these officers. As an outsider, I was able to approach
participants as experts, and myself as keen to hear their experiences.
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During interviews, as discussed later/earlier in this chapter, I tried my best to maintain my
position on the insider/outsider spectrum, and the trust of officers, by positioning myself as
someone who understood the challenges they articulated, as a child protection advocate as
well an academic researcher, and by being careful not to express any judgement about what
they said. With hindsight, I hope that it was true that for me that, “the core ingredient is not
insider or outsider status but an ability to be open, authentic, honest, deeply interested in
the experience of one’s research participants, and committed to accurately and adequately
representing their experience” (Corbin-Dywer and Buckle, 2009, p59).

The sampling approach
The sampling approach was primarily purposive and the frame used was all U.K. police
forces, the initial aim being to speak to officers from as many of them as possible about
their views of RMS, whether they were using it or not. A criterion sampling approach could
have been used, with a focus solely on forces that were using RMS, but one hypothesis was
that there were valuable insights to be gleaned from forces not using RMS about their
reasons for not doing so. This was later proven not to be the case, but nonetheless, the
sampling approach at the outset of the research was to sample participants from as many
U.K. police forces as possible.

Within this overall sampling frame, sampling was also stratified and purposive in terms of
officer rank and specialism. The aim was to speak to officers from whatever unit managed
online child sex offenders, in many cases this being the Public Protection Unit. In forces that
were using the software the aim was to conduct two interviews, the first with a senior
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officer (defined as inspector rank or above) in order to get a strategic level perspective,
followed by an interview with an operational level officer. This approach was successful: in
the nine forces where two interviews were conducted, the majority (n=7) of first interviews
were conducted with a more senior level officer than fielded for the second interview.

Extreme or deviant cases were not intentionally sampled, but because an officer from
almost every U.K. force was interviewed, forces were encountered whose experience was
outside the experience of the majority. For example, there was a single force who had had a
significant legal challenge to their use of RMS, and the participants from this force had very
specific views and feedback about the implications of that court case.

The sample of participants obtained

Forty-four forces were initially approached to participate in the research – 42 in England and
Wales (City of London not contacted as their sex offender management comes under the
Metropolitan Police Service, not was the British Transport Police), Northern Ireland and
Scotland.

Of the 44 forces contacted, 40 responded. Of these 40 forces, two answered the
questionnaire sent to them via email only; the other 38 answered it as part of the telephone
or face-to-face interview conducted. A total of 48 interviews took place between May and
October 2015: 47 with police officers, and one with a team leader from the Lucy Faithfull
Foundation. Twenty-five interviews were conducted with 17 forces who were using the
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software. This thesis focuses on the data gathered from those 25 interviews, however, table
1 sets out the total number of interviews undertaken, for completeness and the avoidance
of any confusion.

Three manufacturers of RMS were identified, though one was clearly dominant.

TABLE 1: Responses to initial contact
Total number

Forces identified as
using RMS

17

Number of forces
that participated in
interviews
17

Number of
interviews held

Forces not using
RMS
Did not respond to
request for
participation in the
research
Other participants
Total

23

21

4

N/A

25 (18 on the
telephone, 7 face to
face)7
22 (all on the
telephone)
N/A

1
45

N/A
38

1
48

Number of
paper-based
responses only
0

2
N/A

N/A
2

TABLE 2: Ranks of officers interviewed (base = all interviews conducted in forces using RMS))
Rank of officer
Detective Chief Inspector
Detective Inspector
Detective Sergeant
Detective Constable
Police Constable
Civilian
Total

Of the 25 interviews held with forces using RMS
1
6
6
10
3
1
27
(N.B. Two interviews had two participants in them but were counted as
a single interview)8

Participants from forces using RMS

7

Of those interviews that took place in person, five were conducted within the force at either their HQ or a
police station, one took place at my place of work, and one took place at the police HQ of a third party police
force.
8
In the interviews that had two participants, it was often difficult to distinguish between the two voices on the
recording. When it wasn’t possible to tell which officer was speaking from the recording or the context, quotes
in the text were attributed to the more senior of the two officers (in the two interviews where there was a
difference).
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25 interviews were conducted with 17 forces who were using the software. However the
findings chapters of this thesis refers to 16 forces because two forces have a joint force
arrangement and so their responses were counted as one. In the initial email I had sent to
forces, I had requested an interview with an officer with strategic oversight of the offender
management unit within each force. As a result, at least one interview was held with a
participant from every force that was using RMS, and the rank of officers fielded ranged
from constable to chief inspector. In nine forces these officers who were initially consulted
agreed to let me conduct a second interview with an officer with a more operational
perspective. As well as fulfilling their primary research and data gathering purpose, it could
also be said that these initial interviews functioned as an additional layer of gate-keeping on
the part of these senior officers: they may have been using them as an opportunity to assess
if I was capable, knowledgeable, trustworthy, and whether participation in the research
would be a good use of their officers’ limited time , before they agreed to give me access to
an officer to talk about the nitty gritty of the operationalization of RMS. This was never
stated explicitly, it was just a sense I had.

Ultimately therefore, in nine out of these 16 forces, two interviews were conducted with
different officers. Of these nine interviews, seven were conducted with a more junior
ranking officer than had been was interviewed first (see table three), and one was with a
civilian member of police staff. One second interview was conducted with an officer of the
same grade and none with a more senior officer.

In my analysis of these interviews, participants’ contributions were treated equally, with no
more weighting given to the views of senior officers (defined as inspector or above) than to
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operational level ones. This was for two main reasons. Firstly, because most of the senior
officers interviewed were very knowledgeable about the practicalities and day-to-day
working of RMS in their forces, and the challenges it brought. Clearly there could be a
research bias here in that those who agreed to speak to me were those interested and
knowledgeable enough to agree to an interview in the first place.

Secondly, because the same themes in terms of the drawbacks, benefits and issues with
RMS were identified with a high degree of consistency by officers no matter what their rank.
Where differences of opinion were noted, this was not necessarily between officers of
different ranks, but seemed to be based on fundamental ideological differences between
officers to do with their baseline views on the rights of offenders, and the importance of
issues like consent and proportionality.

However, it should be noted that senior officers did bring a level of strategic insight to the
interviews which their more junior colleagues, who were more focused on operational
practicalities, did not all bring so consistently. On the whole I noted that the more senior the
officer, the more likely they were to expand their views of RMS from its day-to-day
operation to issues like resource allocation and prioritisation, legal repercussions, and the
long-term implications and issues for forces beyond their own.

Analysis was undertaken of the forces in which two interviews were held, in order to
ascertain if there were any differences of opinion between officers of a different rank within
the same force. There were not, with one exception, that being a force where the two
participants disagreed about the quality of the training on RMS their force received. Broadly
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speaking though, participants from the same force tended to hold the same views about
RMS as one another.

TABLE 3: Ranks of officers interviewed (baseline = interviews with participants from forces
that were using RMS)
Number of
force
participating
1
2

Rank of officer
in first interview

Rank of officer(s) in
second interview

How interview(s)
conducted

Team (if stated)9

PC
DS

N/A
N/A

Telephone
Telephone

3

DS

PC

Both on telephone

4
5
6
7
8

DS
DC
DS
DI
DC

N/A
N/A
N/A
PC
DC

9

DS

DC

10
11
12

DI
DS
DCI

DC
N/A
Civilian

13
14

DI
DI

DC
DC and DC

15

DI

DC and DC

16

ADI

N/A

Telephone
Telephone
Telephone
Both on telephone
1st interview on the
telephone; 2nd in person
1st interview on
telephone; 2nd in person
Both on the telephone
In person
1st interview on
telephone; 2nd in person
Both on phone
1st interview on the
telephone; 2nd in person
with 2 DCs together at a
conference
Both interviews in
person, 2nd interview
with 2 DCs together
Telephone

Visor team
Dangerous Persons
Management unit
Sex offender
management team
Public Protection Unit
Public Protection Unit
Visor team
Public Protection Unit
MAPPA unit

9

Visor team
Visor team
Public Protection Unit
Public Protection Unit
Visor team
Public Protection Unit

Public Protection Unit

Dangerous Persons
Management unit

In two cases the names of the team stated has been changed to ‘Public Protection Unit’ in order to ensure
anonymity as the team name was unique and potentially identifiable.
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Forces that were not using the software

Of all the participating police forces (n=42), 27 forces were not using the software;
responses were received from 23 of these and a total of 21 interviews conducted (two
submitted paper-based responses only). In interviewing officers from these forces, I wanted
to explore whether they were aware of RMS, and if they were their reasons for not using it whether these were to do with ideological or practical reasons, and factors that might make
them consider using RMS. I wanted to explore how their understanding of RMS differed
from those officers in forces that were already using it, with the hypothesis that their
perspective might be different in terms of their willingness to adopt technology as a way of
managing offenders.

Offender managers from these forces were asked a related but different set of questions
(see appendix B, section 2, questions A-I), focused on what these officers said about why
they would consider using RMS, why they would not, and what if anything would convince
them to do so. All officers except one had heard of the software prior to being contacted by
me. These interviews were transcribed and a full analysis undertaken using Nvivo, the same
process as was followed for the forces that were using RMS.

Whilst interviewing these officers it quickly became clear that in the vast majority of cases,
the decision not to use RMS was not because officers were not aware of the software or had
not considered whether or not it might be of benefit to their force. In fact, I was struck by
the fact that many officers had given the use of RMS a great deal of detailed consideration,
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and had gone to great lengths to understand whether or not it might be a useful tool to
deploy in the management of the RSOs in their force.

A detailed analysis of these interviews is available from the author on request. I decided not
to include a full analysis of these interviews in this thesis because many of the major themes
that arose from the interviews with these offender managers were, broadly speaking, very
similar to those raised by the participants from forces that were using RMS. Where there
were differences between those that were using RMS and those who weren’t, the
differences were largely around the operational aspects of using RMS – for example, those
not using RMS did not identify the customer service of a particular provider as a strength –
understandably as they had no experience of this. Overall, however I judged it more useful
to use this thesis to focus on exploring the perceptions of those who were currently using
RMS in as much depth as possible.

4.5 Data collection
Questionnaire and interviews
After I had identified an individual from a participating police force who was willing to
participate in the research, I sent them a copy of the questionnaire I wanted them to
answer via email. This was prior to any verbal contact taking place. This questionnaire (see
Appendix B), contained a maximum of 22 questions, though the initial email to forces made
it clear that all questions were optional. Participants were invited to respond in writing or
verbally. The majority of officers contacted chose to not to answer the questionnaire in
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written form but instead preferred to respond to me verbally over the telephone or face-toface (see table three). I got the impression that offender managers had no preference about
whether they wanted to answer the questionnaire or do the semi-structured interview; they
were happy for me to use the time they were willing to give me in whatever way was useful
to me. In effect therefore, in the vast majority of cases both the questionnaire and the semistructured interview took place during the same phone call. One result of these two data
collection methods being combined was a minimisation of the time burden on offender
managers of participating, as well a reduction of the burden of logistical arrangements to be
made to facilitate the research.

As a result, once the interview began, and offender managers started to talk, it quickly
became inadvisable to try to separate the contents of the questionnaire (appendix B) from
the contents of the semi-structured interview guide (appendix C). In practice, offender
managers had plenty to say on the topic of RMS and gave the answers to the questions I had
prepared spontaneously, without any prompting from me, though not necessarily – of
course – in the order in which I had set out the questions.

As the interviews progressed, I was constantly trying to keep abreast of which question of
the questionnaire, and sections of the semi-structured interview guides the offender
managers had already covered, in order that I didn’t either ask questions that would be
repetitive or miss asking questions that I had prepared. As a result, not all offender
managers were explicitly asked each question or about each topic by me, if I judged that the
relevant areas had already been covered. In particular, in the nine forces where two
interviews were held, to a large extent the answers to the questionnaire were captured
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during the first interview, meaning that the second interview could be focused on the
questions on the semi-structured interview sheet. However the second interview was also
used by me to plug any gaps identified in the answers to the questionnaire that I identified
had not been answered during the first interview.

It was also true that offender managers raised topics beyond the scope of both the
questionnaire and the semi-structured interview guide, which I had not anticipated. Such
spontaneously raised topics may reflect the relative importance or relevance of the issue to
the interviewee – though where others did not spontaneously mention it, it could either be
because it was not a big issue for them, or because they were not prompted to discuss it.
For example, I had not predicted that the topics of courts and judges would come up so
frequently in the interviews. This topic was first raised during the first interview I held, and
so in this case I was able to update the semi-structured interview guide to include this as a
possible prompt. However if an additional topic was raised for the first time during, for
example the tenth interview, then not all interviewees would necessarily have been asked
about that particular aspect of RMS, and so the analysis in this thesis is based on
spontaneous mentions by offender managers.

On the whole, my intention was to let officers talk with as little prompting as possible (see
section on ‘Interviewing style’ below). This, combined with the enthusiasm of offender
managers to talk about RMS, means that the data gathered during this research should be
regarded as as much spontaneously offered as prompted, and therefore my analysis should
be read in the knowledge of this background.
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The majority of telephone interviews were conducted with an individual officer, and none
made any mention of another department being involved in preparing their answers to the
questionnaire (as would be the case if for example, a Freedom of Information request had
been made) or of the responses to this questionnaire being ‘official’ force policy. This
presented a later challenge as to whether to record the answers to these questions as being
made on behalf of the force, or the individual officers who completed it. Given that many
officers responded to this questionnaire during the same phone call in which the semistructured interview was also being held, it was difficult to disentangle their individual views
from what might be considered the view of their force. To address this issue, quotations
from the interviews are reported as individual officer viewpoints. Quantitative sections of
the questionnaire are reported as being force level responses (whether it was completed
verbally or in writing) and are footnoted for clarity. Responses are reported with fidelity to
the statement posed or question asked, and the number of responses given.

All interviews were recorded so that they could be transcribed, and hand-written notes
were also taken in case of technical malfunctions and loss of recordings. Interviews took
between 18 and 124 minutes, with a mean interview time of 43 minutes. Telephone
interviews were conducted either at my home or in a private office at my place of work. As
far as possible, the length of each interview was dictated by the officers: they were told at
the start of each interview that it could be done in 20 minutes but in the vast majority of
cases they were willing (and desirous) to talk for longer.
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Interviewing style

A ‘responsive interviewing’ style was deployed that was judged consistent with both my
personality, and the expertise of those being interviewed. The goal of this style is to ‘to build
a solid, deep understanding of whatever you are studying based on the perspectives and
experience of your interviewees’ (Rubin and Rubin, 2012 p.38) as well as an environment
conducive to sharing knowledge. This style of interviewing emphasises building trust, being
respectful, adopting a friendly tone of voice, and avoiding confrontations. It assumes a
degree of reciprocity, and for this reason it was important to adopt ‘thematic competence’
(Pfadenhauer, 2009, p.86) which is argued to be a necessary condition for a successful
interview with a technical expert. Formally structured and standardised questions do not
allow participants to exert any element of control over the interview process (Lofland and
Lofland, 1995) and so were avoided in order to enable participants to explore aspects of
RMS use that were thus far unknown to me, as well as those that were known.

Responsive interviewing also emphasises the importance of flexibility, and the interview
structure was designed to include topics and open questions that might open up
information sharing. Many theorists (Seidman, 2006, Pfadenhauer, 2009) advise not to be
slaves to the interview guide, but instead to use it cautiously in recognition that in-depth
interviewing ‘is designed to ask participants to reconstruct their experience and to explore
meaning. The questions most used in an in-depth interview follow from what the
participant has said’ (Seidman, 2006, p.92) and should maintain ‘the fiction of an interesting
conversation’ (Oppenheim, 2000, p.70). In many cases, the topics on the interview guide
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were raised spontaneously by the participants without any prompt and it was not hard to
get them to express views on the main topics of interest.

Reservations about the interviews include a concern that in the early interviews I talked too
much and was at risk of giving more than a ‘navigational nudge’ to participants (Seidman,
2006, p.79). Other anxieties were that the recordings might become lost and that the
information gathered would go out of date quickly.

Research parameters

My intention was to focus the research specifically on adult offenders who were living in the
community following a conviction for a child sexual abuse offence, and in which the use of
the internet or technology had played a role. This included, for example, both indecent
images offences, as well as online behaviour which could lead to contact sexual offences
(i.e. grooming offences).

With hindsight it should be noted that I was not always as clear and consistent in all
communications with participants about stating these parameters of the research as I could
have been.

For example, in the information sheet for professionals, the initial email sent to police
forces and in the questionnaire, I referred to ‘people’ or ‘offenders’ who had been convicted
of offences related to online child sexual abuse but was not explicit that the research would
be focused on adult offenders.
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Whilst I cannot rule out that some offender managers might have interpreted my questions
as being about any sexual offender, be they adult or child, it is my belief that in the vast
majority of cases, the offender managers I interviewed were talking about adult offenders
during their interviews with me. This is because the statutory responsibility for the
management of children with harmful sexual behaviour who are re-entering the community
following a custodial sentence or time in secure accommodation lies with the Youth
Offending Service, in conjunction with children’s social care and coordinated via a multiagency meeting.

No participants sought to clarify this question and my assumption at the time was that they
understood that adult offenders were the specific group of interest to me. In addition, the
anecdotes and examples frequently given during the interviews with offender managers
were about adults. Had they been speaking about a child offender, then it’s my belief that
the role of the parent would have been raised in the interview, given the role allocated to
parents in managing sex offenders under the age of 18 (Home Office, 2018a, p.20). In the
few anecdotes they gave which featured children, it was always the case that these were
examples given of where the use of RMS was not appropriate. For example, one force
highlighted they had previously used RMS with a child who had been looking at child abuse
images, but did not judge this a success because he had ‘horrendous learning problems’ and
‘he was 17 and didn’t understand that what he had done was wrong in the first place’ (P45,
civilian).
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Another example of where I might have been more specific in both the research documents
(professionals information sheet, initial email to forces) and at the outset of the interviews,
was in relation to which offenders I was interested in, in terms of the offences they had
committed. My intention was to focus on those whose offences had an online aspect –
whether this was sexual offending online, or online behaviour leading to contact sexual
offending offline. In retrospect there is a risk that some participants might have focused
their answers on offenders convicted of solely internet-based offences such as downloading
indecent images, and not included those convicted for online offences which had an
intention to lead to contact sexual offending, such as sexual communication with a child.

However I think that the risk of this having been the case is relatively low. This is because
one of the main purposes of the questionnaire which was sent to police forces was to
establish the sorts of offences those subject to RMS had been convicted for. To that end,
question 12 of the questionnaire asked, ‘Of the offenders with whom you use remote
computer monitoring software, approximately what percentage have convictions for, or are
there risks in relation to:


Non-contact sexual offences against children (including but not limited to section
1 of the Protection of Children Act 1978 and indecent images of children)



Contact sexual offences against children (including but not limited to sections 5-9
and 15 of the Sexual Offences Act 2003 - rape, sexual assault, sexual activity,
meeting a child following sexual grooming)



A mixture of contact and non-contact sexual offences against children’
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The topics of non-contact offending, the process of grooming and the role of the internet in
those types of offences came up often in interviews and therefore I remain satisfied that
offender managers had not limited themselves unduly to solely online-only offenders during
the course of the interviews.

With hindsight I should have been both explicit and consistent in defining the scope of the
research across all of the research documents and at the start of all interviews. This could
have brought greater clarity to participants and resulted in readers of this thesis having a
higher level of confidence in its findings.

4.6 Ethics

The ethical framework was overseen by the University of Bedfordshire research ethics
committee, which gave approval for the approach taken. The core conditions of informed
consent, confidentiality, anonymity and reciprocity had been explored in the ethics
application, and details of the protocols ultimately followed are contained in the
Professionals Information Sheet, which is included at Appendix A.

Being trauma informed

It has been increasingly recognised that when researching sensitive topics such as child
abuse it is important to think about the well-being of all participants involved in the process
and to take a trauma informed approach (Smeaton, 2019; Goodwin, J. and Tiderington,
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2020). This means that the researcher must be able to recognise the signs of trauma
(whether physical, behavioural, emotional etc), must acknowledge the impact of traumatic
experiences, and must actively seek to avoid re-traumatising participants. A traumainformed approach to research means reflecting six core principles within the research
design: safety, trustworthiness and transparency, collaboration, empowerment, choice, and
intersectionality (SAMHSA, 2014; Bowen, E.A. and Murshid, 2016).

Law enforcement agencies have traditionally been perceived to have a strong internal
culture and this perhaps even more pronounced in sex offender management units within
the police (Nash, 2016). It may be challenging for an individual officer to admit that they
found a particular incident traumatic, and there may be stigma attached to seeking help, as
well as scepticism about the value of psychological support (Papazoglou and Tuttle, 2018).

There is an emerging body of research about secondary traumatic stress levels among those
who investigate child abuse through the internet (Bourke and Craun, 2014a; 2014b; Hurrel,
Draycott and Andrews, 2018; Krause, 2009; Perez et al., 2010; Wolak and Mitchell, 2009) as
well as an increasing body of evidence about the need for an organisational response to
trauma in the police (Home Office, 2018). In the UK this has resulted in a number of
initiatives such as the launch of the National Police Wellbeing Service in 2019. Therefore,
the high potential for police to have experienced trauma (Miller, 2018), combined with a
culture in which it this trauma may be buried, means that it is particularly important to
conducting any research with police officers in a trauma informed way.
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From the outset my task was to build a trauma-informed approach into my research design,
and to implement this design, whilst continuously reviewing and updating it in order to
recognise, reduce and respond to the potential of the research to re-traumatise
participants. I tried to help participants feel safe before and during the interviews by
employing a range of measures such as emphasising the confidentiality of the data
generated, signposting them to sources of support, and by giving officers options, such as
making it clear they could terminate the interview at any time, or decline to answer a
particular question. I was officer centred in the logistics of arranging the interview, which
took place at a time and a location and in a medium (phone vs. in person) that was chosen
by them.

I tried to be an active listener at all time, to pace the interviews appropriately, to engage in
a non-judgemental way, and to use language that was appropriate and not emotional or
inflammatory. I did not systematically ask participants about officer welfare in relation to
RMS; questions focused on the practical application of RMS, and questions that had the
potential to evoke feelings, or that were potentially intrusive or personal were avoided. At
times, I was circumspect in not pressing on an aspect of a particular answer too much, and
tried to be sensitive to cultural issues within policing such as hierarchies. The impact of
asking questions that officers had perhaps never considered before had to be considered.
Several officers commented that no one had ever asked them about their use of the
software before, or given them time to reflect on it.

To my knowledge no officers became distressed during interviews, although several
proactively raised the issue of staff welfare in their teams in relation to using RMS (see
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chapter seven for further discussion). Officers focused on the practical application of the
tool itself, and only on a very small number of occasions discussed the child abuse content
that RMS had identified; instead they were more often concerned with the content the tool
captured that was not child abuse and their frustration at having to wade through it.

With hindsight, I did not give enough consideration in the research design phase to ensuring
the maintenance of my own welfare during the research. Fortunately, given that I was
already working in this field, I had some positive coping strategies and practices already in
place, which helped to maintain my wellness and avoid vicarious trauma. For example,
although much of the work was done in my home environment, there was a dedicated
space for this work, so that I was able to leave it behind in a physical sense, which helped
me to mentally dissociate from it. Having both a full-time job and a family, I had no choice
but to pace myself to get the work done, which was helpful in balancing the emotional
demands involved. Finally, I was able to discuss how I felt about the research with close
relatives.

Informed consent

It was clear from the outset that ‘decisions taken around access, re-access and gaining
consent can be closely bound up with questions of ethics’ (Mauthner et al., 2005, p.66). All
participants were sent a Participant Information Sheet in advance of the interview (see
Appendix A), which included information about consent, ethics, confidentiality and
anonymity. In the introductory email to police forces from the ACPO staff officer (appendix
E), it was stated that ‘This research is supported by our office but participation with the
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project is at your discretion’, hence it was clear that participation was not mandatory. In
addition, in this introductory email, I stated that ‘Recognising that the answers to many of
the questions may be confidential, all questions are optional’.

Nevertheless, achieving continuous consent was viewed as an on-going process (Miles and
Huberman, 1994; Mauthner et al., 2005). At the start of each interview, the voluntary
nature of participation was reiterated, and verbal consent obtained both for participation
and for recording each interview. It was also reiterated that participants could withdraw
consent at any time, choose which questions they answered and withdraw answers at any
time. Explicit written consent was not sought because officers had already indicated their
consent in three ways: by responding via email to the initial invitation to participate in the
research; by participating in the process by arranging a time and date on which to conduct
the interview; by verbally consenting at the start of each interview.

However it should be noted that in many cases officers were nominated for participation by
a more senior colleague, and so may have felt unable to exercise choice around consenting
to participate. This concern was addressed by following up the initial introduction made a
maximum of twice before desisting, and by not copying the nominating senior officer into
email correspondence with the nominated participants. The generosity of all officers with
their time when being interviewed gave the impression that none of them had felt coerced
into participating in the process.

It may have been that some officers would like to have participated in this research, but
were excluded because they were not given the opportunity to do so.
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Confidentiality of data and anonymity of participants

A key aspect of the ethical application concerned the need to ensure that all data was
collected and retained in a way that would preserve its confidentiality. The main reason for
this was to ensure that no offender would be able to use the information gathered to
understand how to circumnavigate offender management strategies, including the use of
RMS, or to understand which police forces were doing the most (or least) to tackle online
child sexual offending.

Anonymity was important for officers who wanted to speak candidly, so that neither they as
an individual, nor their force area could be identified in any future publication connected to
this research. To ensure anonymity of respondents, minor alterations were made to some
transcripts. For example, one offender manager consistently and unusually referred to
offenders as ‘chaps’ and so this was changed to ‘offenders’ for fear that this choice of noun
might make them too easily identifiable. Likewise, in transcripts of the two interviews with
officers from the Metropolitan Police Service, ‘borough’ was changed to ‘area’ so that these
officers could not be identified.

It is noteworthy that a third of all those who agreed to be interviewed (n=16) felt that an
aspect of the topic was so sensitive that they wanted reassurance about how their views
might be used, even in the context of an anonymous study. Officers sought this assurance
by checking that anything they said would be anonymous before proceeding, by divulging
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information but afterwards emphasising that it be excluded from the final thesis, and by
alluding to the fact that they were not revealing everything they really thought.

Topics these participants were nervous about were to do with the limitations of the
software, the leadership of senior management, data measurement, the expertise of courts
and judges, human rights debates, details of policing processes, the quality of their force’s IT
provision, the general public’s perception about the management of sex offenders, and how
something they said could be taken out of context.

In all cases the wishes of officers were respected. To respect the wishes of some officers,
redaction of some sensitive content will be necessary at the publication stage of this thesis.

Reciprocity

As well as viewing ethics as a process of on-going renegotiation (Miles and Huberman,
1994), it was also helpful to consider the importance of reciprocity and motivation to
participate as part of the ethical procedures (Wax, 1982). Sex offender managers were
taking time out of their busy schedules to participate, taking them away from their vital dayto-day public protection work. How could the diversion of their time be justified, and what,
if anything was the benefit to them?

No incentives to participation were provided. Most officers seemed happy for someone to
listen to their views and to recognise the need for research into this area of activity, hoping
the study would contribute to the development of a better evidence base.
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A third of officers interviewed wanted to have some sort of information about RMS. They
wanted information about the range of RMS providers in existence, about how their use of
RMS compared to that of other forces, or about any good practice ideas from other forces
to overcome perceived limitations of the software. Information on this was not provided at
the time, but a commitment was made to circulate a summary of the research findings to
participants when it was completed.

4.7 Data management and analysis
Transcription

Given the number of interviews, transcription was a time-consuming task, though was made
significantly quicker by the use of the voice recognition software, the technical accuracy of
which has improved greatly in recent years (Matheson, 2007). All interviews were
transcribed in full. This avoided premature judgements about what was important and what
was not (Seidman, 2006) and helped to ensure that the analysis was constrained ‘by a
context of concrete empirical materials’ (Lofland, 1976, p.11). It was also important because
every single interview contained at least one new piece of information not previously
revealed. Transcription also enabled immersion in the data and exploration of the richness
of every interview, by writing memos and annotations during the transcription process.

The transcription method employed was ‘edited’ transcription, in which parts of the
interviews recorded, such as silences, were omitted without losing any meaning. Half or
unfinished sentences were included, and any striking content such as laughter. It was
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decided not to include every single word, interruption, mumble, background noise or facial
expression as one might if using ‘verbatim’ transcription. It has been argued that ‘the
reliability of the interpretation of transcripts may be gravely weakened by a failure to
transcribe apparently trivial, but often crucial pauses and overlaps’ (Silverman, 2006, p.230).
However, because the research did not involve a method in which the analysis of linguistics
was a vital component (such as discourse analysis), in this case the idea of ‘complete’ data
or a ‘perfect’ transcript can be considered a false one (Sacks, 1995, p.26).

All interviews were transcribed by December 2015. In this thesis, to aid the reader, obvious
spelling mistakes in participant quotations have been amended without the use of square
brackets. Other errors have been retained and are followed by the use of ‘[sic]’. To aid
transparency, quotations from participants in the text are followed in parentheses by their
participant code number and police officer rank10.

A note on quantifiers

Although interviews asked predominantly qualitative questions, quantifying words such as
‘some’, ‘many’ or ‘several’ are used in the analysis to guide the reader as to the relative
importance placed by interviewees on the particular aspect under analysis. The exact
numbers of officers taking each viewpoint is not included in the text but is available from
the author on request. These terms are defined in table four. The aim of including these
quantifiers is to make the research findings as transparent as possible, to increase their
reliability and validity, and to enable the reader to be confident in their ability to critically

10

PC – Police Constable; DC – Detective Constable; DS – Detective Sergeant; DI – Detective Inspector; DCI –
Detective Chief Inspector.
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appraise them. It was also a way of ensuring that my own pre-existing values and beliefs did
not unduly influence the analysis.

TABLE 4: Definition of quantifiers

‘majority’ or ‘most’
‘many’
‘several’ or ‘some’ or a ‘minority’
‘a few’ or ‘a small number’
Specific number used

Chapters five – eight (25 interviews)
13 or more officers
10, 11 or 12 officers
6,7,8 or 9 officers
3, 4 or 5 officers
1 or 2 officers

Coding

All transcriptions were imported securely into NVivo for Mac (version 11.3.2), a computer
assisted qualitative data analysis system (CAQDAS), and then coded. Given the large amount
of data (over 38 hours of recordings), Nvivo was invaluable in managing, organising and
coding the data and in searching and retrieving relevant segments of text and creating links
between them. NVivo was used to a limited extent as a tool of analysis, for example by
counting frequencies, but was not used to draw conclusions or build theories. It was mainly
a way of helping to manage the data. There were many benefits of using computer aided
analysis: a reduction in analysis time, reduction in drudgery, more systematic and explicit
procedures, and enhanced completeness, refinement and flexibility in analysis procedures
(Tesch, 1989).

In NVivo, interviews were divided into those forces that were, and those that were not using
RMS, and analysed them separately. To that extent, what Saldana calls ‘attribute coding’
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(Saldana, 2009, p.55) was used. At this point there was a dilemma about which category to
include a particular force in, given that they self-identified as not using RMS, though they
actually were using it with one offender. It was decided that a separate category would not
prove enlightening and that it was best to include them in the category they chose. Hence,
the starting point was ‘a concern to understand the world of the research participants as
they construct it’ (Jones, 1985, p.56).

Thoughts had already begun to synthesise about potential themes and codes arising from
the interviews in two main ways. Firstly, immediately at the end of each interview notes
were written on the cover sheet of the interview document. This was used to capture
aspects that would not have been captured on the recording made. For example, how
enthusiastic or reflective the officer appeared to be, any caveats to their participation
stated before recording began, or any actual or potential follow up action required.
Secondly, at the end of each transcription a bullet point overview of the interview was
produced, outlining for example, the dominant themes of the interview, the particular
circumstances of that force or, as the interviews went on, any new piece of information that
had arisen in the course of the interview that had not arisen before. Neither of these sets of
artefacts were coded, but helped to begin the process of synthesising thinking about the
most important concepts arising from the interviews.

Initially line-by-line coding was experimented with but quickly abandoned this because it did
not appear to be that useful – often officers were discussing complex conceptual issues like
human rights, and so applying a code to a single line would risk losing the context of the
inter-related concepts in the sentence or paragraph around it. A segment of text might have
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several codes that were applicable to it, and so simultaneous coding was often employed.
This helped to investigate interrelationships between passages of text (Saldana, 2009, p.64),
though the danger of applying simultaneous coding too readily, or of not being precise
enough in the coding was ever present.

Coding was a two stage process: initial or ‘open’ coding followed by a round of focused
coding, to identify and create sub-codes (Saldana, 2009). Some codes emerged that had not
been anticipated at the outset of the research, for example the code about courts and
judges. It is argued that codes like this, which emerge progressively during data collection
are ‘better grounded empirically’ (Miles and Huberman, 1985, p.62). Following this two
stage process, a process of ordering and reordering categories of codes was begun, whilst
trying to avoid ‘incrementally adding, removing, or reconfiguring codes [which] produces a
ragbag that usually induces a shapeless, purely opportunistic analysis’ (Miles and
Huberman, 1994, p.62).

An attempt was made to impose some conceptual and structural order on the codes,
ensuring that they covered the three theoretical frameworks examined and the original
research questions, but whilst also staying true to the data gathered. The complexity and
inter-relatedness of the data began to emerge from this process, and the challenge was that
it was necessary to ‘fracture the data in order to grasp and manipulate them; but the
process of doing so by parcelling them into separate categories during coding makes it
difficult to retain a sense of the relationships between the various elements in the data’
(Jones, 1985, p.69). Simultaneous coding and immersion in the data during a short coding
period both helped to manage this process and mitigate the risk of incoherence. The coding
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and theories of the research emerged directly from the interview data, through analytical
induction (Rubin and Rubin, 2012) and so were consistent with the grounded theory
approach.

Validating meaning

It has been said that the qualitative researcher must inform what they do by concepts of
credibility, transferability, dependability and confirmability (Lincoln and Guba, 1985), and
that validity is partly produced through strategies of efforts to avoid error and bias during
data collection, and efforts to estimate frequencies and magnitudes (Lofland et al., 2006).
An attempt was made to achieve these goals through the research methodology chosen,
and by reporting the data and my own biases in as transparent a way as possible.

To avoid error and bias various strategies have been adopted. For example, through the
selection of the sampling frame, by as far as possible interviewing two participants from
each force using RMS, by being clear when reporting whether themes were mentioned by
many participants (major themes) or only a few (minor themes), and by only making
recommendations based on major themes arising from the research.

Secondly, an attempt has been made to give a sense of both the frequency with which a
particular topic was discussed by participants, as well as the magnitude and intensity of
their expression of it. This was most striking when comparing the strengths versus the
weaknesses of RMS that officers articulated, the perceived weaknesses eliciting much
greater depth of feeling. In doing so, I tried to maintain analytical honesty, protecting
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against their own biases, by acquiring an indication of the extent to which beliefs or
behaviours are actually represented within in a large data-set and its emerging
categorisation (Lofland et al., 2006).

Of course this does not preclude the possibility that I imposed my own ideas on the data by
things like which codes were chosen. Therefore, in keeping with the grounded theory
approach, the criticism of the idea of objectivity that underlies notions of reliability and
validity is an attractive one. Kvale (1996) sees the issue of validity as a question of ‘the
quality of craftsmanship’ (p.241) of the researchers as they make defensible knowledge
claims, an issue perhaps of particular relevance for relatively novice researchers.

Limitations of the methodology

The sample: size and selection

The number of officers interviewed represents a small number of the total officers who are
using RMS on a regular basis. Due to this, it cannot be ruled out that some bias crept into
the sample of officers interviewed. It may have been that those officers with particularly
strong opinions were more likely than other officers to be nominated by the head of the
PPU (or equivalent unit) to participate in the research. In some cases participation was selfselecting and in some cases officers were nominated to participate by senior officers.
However, given the breadth of sample ultimately achieved, it is to be hoped that any sampl
bias did not skew the research dramatically.

136

Methodology

A grounded theory study is complete when new cases produce no change in the themes.
The major themes of this research began to emerge quite early on in the process of
interviewing, transcription and analysis, but arguably, saturation was never reached. This is
because in every single interview, at least one piece of new information, or a new
perspective on a particular aspect emerged. Therefore in a strict interpretation of theory
building using grounded theory, this research study is incomplete. However, it can be
argued that saturation was reached because the new information that emerged in the latter
interviews built on the key findings that had already been established by that point, and did
not have the potential to change the relative importance of the themes of the coding
structure. The fact that minor variances continued to emerge right up to the last interview
was demonstrative of the variety of ways RMS was being used by officers.

Analysis

Initially, the intention had been to include comparative analysis of the data gathered based
on factors such as how long forces had been using the software, whether they were
predominantly an urban or a rural force, what size of force they were and if they had a
dedicated internet child sex offender unit. Attribute coding to begin this analysis could have
been used. However, ultimately, no systematic analytical comparisons of this sort were
made. This was partly because the data gathered was so dense that the analysis undertaken
already felt very rich in the insights gained so that supplementary analysis seemed
unnecessary, and partly because when the sample was dissected in these ways, the sample
size might have been too small to make any findings gained reliable. As analysis of the data
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has not been fully exhausted there remains opportunity for further exploration of it in this
way at a future date, building on the key themes established in this thesis.

The questionnaire

Despite conducting three pilot interviews, several questions on the questionnaire did not
generate useful data (See Appendix B to review the questionnaire). For example, two
questions (14 and 15 which asked for numerical data) were too detailed and no force was
able to answer them. Question 20 analysed the extent to which forces used other types of
technology in the management of sex offenders. This has been intended as a barometer of
each force’s general outlook on the use of technology to manage offenders, and how
forward thinking they were. However it was not valuable for this purpose: most forces were
using field forensic triage software and nothing else, and the officers interviewed had a wide
range of attitudes towards the use of technology.

Experts

The initial research proposal had included interviewing a number of professionals with a
particular expertise that was relevant to the use of RMS by police forces (for example the
Interception of Communications Commissioner11). During the process of transcription and
analysis, it became less clear what such interviews would contribute to the research. The
officers who had initially been conceived of as generalist sex offender managers were in fact
experts in the deployment of RMS, if not in the use of technology more generally. Their
expertise and the amount of time they were willing to be interviewed for meant that the

11

This body has been disbanded since the initial research proposal was written.
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depth, richness, and detail of these interviews easily qualified them as ‘thick description’
(Geertz, 1973). Meanwhile it was recognised that the professionals that it had been
proposed to interview as ‘experts’ were indeed experts, though not necessarily in the use of
RMS specifically but perhaps in a narrower sense such as the application of a particular
aspect of the law to RMS. Therefore it was decided that this thesis could make a meaningful
contribution to knowledge without the input of these individuals.

4.8 Summary

It has been said that ‘the goal of rigor in qualitative research is to accurately represent study
participants’ experiences’ (Streubert-Speziale, 2007, p.49). It is hoped that the
methodological approach used has enabled this to happen, reflecting all the inconsistencies
and anomalies that emerged, whilst identifying themes of significance.
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PART TWO: RESEARCH FINDINGS
Chapter five: Practical application and processes

5.1 Introduction

The analysis in this chapter (and chapters six, seven and eight) is based on interviews with 25
officers from 16 forces who self-identified that they were using RMS.12 This chapter aims to
shed light on the practical processes and everyday application of the software.

It starts by exploring how many and what type of offenders RMS is being used with and the
basis for these decisions. The chapter then studies the use of RMS within the structure of
forces and where decision making, responsibility and accountability for its use lie. It
investigates how it fits in with other management strategies, and the guidance and training
received by police to support its use. The chapter ends on a more abstract note, exploring
officer opinions of the scale of the challenge RMS is trying to meet and the role that
technology and commercial companies might play in this.

Each force had been sent a questionnaire at the outset of the research (see Appendix C). As
mentioned in chapter four, a small number of forces returned this via email, but the majority
answered the questionnaire verbally. This chapter incorporates the responses to many of the

12

In the case of two interviews, the officers interviewed were representing (the same) two forces that were in
an alliance, and so this was counted as one force. The 16 forces included here do not include one force that
said that they were not using the software, even though they were using it with one offender; officers
regarded their approach to their management as ad hoc rather than part of a conscious decision to use RMS.
The 16 forces do include one force who were not currently using RMS but had previously done so and were in
a temporary hiatus as they tendered for a new contract.
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survey questions asked. Where questions were factually based, they have been interpreted
to represent a force level response, and are referred to as such in this chapter. Where
questions sought a viewpoint, they are articulated here, as in other chapters, as being the
views of individual officers.

5.2 On the ground utility

How many offenders and how many devices?

Forces were using RMS with between ten and 150 RSOs13 - see table five for a breakdown of
how many RSOs forces were using RMS with. Most forces sought to use all their licences at
all times and took RMS off and on the devices of offenders in order to prioritise those who
they considered represented the greatest risk, whereas four forces said they had more
licences paid for than they were currently using (as many as 50 in one case). A small number
of officers said they were using more licences than they were paying for and put this down to
a close working relationship with the software provider.

TABLE 5: Number of offenders RMS is in use with, against number of forces
Number of RSOs RMS in use with

Number of forces

0-25

2

26-50

7

51-99

2

100+

5

Total

16

13

Question eight.
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When asked how many devices on average RMS was installed on for each offender14, many
forces said that usually it was installed on just one device. The largest number of devices a
force reported having it installed on for one offender was four.

Officers differed in their understanding of whether each licence was for use per user or per
device. They might deploy one licence per device used by an offender, one licence per
offender to cover a potentially unlimited number of devices, or one licence per user, so that
for example one device with two separate log-ons for the offender and their partner would
need two licences.

Which offenders are subject to RMS?

Of the forces using RMS in the management of RSOs, all forces except one said that they were
currently using 100 per cent of their licences with RSOs15. That force was also using RMS to
manage those who were subject to a Risk of Sexual Harm Prevention Order16. A majority of
forces said that a majority or 90 per cent or more of their RMS licences were in use with those
who posed a risk solely in relation to children, be that the risk of contact or non-contact sexual
abuse (as opposed to adults, or a risk to both children and adults)17.

Of these, many forces were using ‘the majority’ or 75 per cent or more of their licences with
those who had been convicted of non-contact sexual offences involving children18. Usually

14

Question nine.
Question four.
16
Question one.
17
Question five.
18
Question 12.
15
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this was the possession of indecent images of children, though some forces did mention other
non-contact offences such as ‘inciting a child to engage in sexual activity’. A majority of forces
were also using a (small) proportion of their available licences in the management of
offenders convicted of a contact sexual offence against a child19.

A few forces said that they had a small number of licences in use with a RSO who posed a risk
to adults or otherwise, but not to children. The examples given were related to sexual activity
with an animal, harassment or stalking and the use of extreme pornography20.

A small number of forces said that they were aware that the software was being used in their
force area to manage offenders other than RSOs21. These offenders included domestic
extremists, violent offenders who used the internet to research or contact potential victims,
a compulsive gambler, and a woman who had been the victim of domestic abuse but who had
also been inciting underage girls to participate in sexual activity.

Officers also made suggestions for additional ways they thought RMS could be usefully
deployed. This included for counter terrorism purposes, by parents on a voluntary basis if
they thought their child was at risk of radicalisation, or with children who are at risk of child
sexual exploitation.

19

Question 12. Two forces did not know the breakdown in their force.
Question five.
21
Question two.
20
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Choosing who to use it with

Building on the telephone survey, interviews sought to understand more about the
offenders that officers sought to use RMS with. The importance of being able to justify the
use of RMS was a frequent theme, and officers were clear that ‘to get a SOPO condition
with a monitoring software clause in it you’d have to have some sort of evidence or
justification that there had been some element of use of a computer’ (P1, PC).

In the majority of interviews those convicted of offences related to indecent images of
children were mentioned as an obvious target group, with some officers putting them ‘top
of the queue without fail’ (P20, DC). For most officers, those who had groomed or
attempted to groom a child with a view to committing a contact offence were a clear
priority, in some cases far more so than image only offenders because of the potential to
prevent a serious contact offence.

There was a recognition that the evidence base for officers to make these decisions did not
exist.
I think that is one of the areas that it would be helpful to have a bit more guidance
around, is actually which of my offenders would benefit most from this because
sometimes it feels like sticking a pin and saying and I think it’s him. And I think
downloaders are a classic example. I mean how many of them are likely to go on to
commit further offending, how many are likely to be committing further offending in
parallel to downloading and how many of them are not? (P18, DI).

Some officers would ideally have liked to use RMS on anybody who had committed a child
abuse image offence but were constrained by the cost and resourcing practicalities but
recognised that they needed to be ‘more selective in the cohort of people that we target it
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at’ (P42, DI) and advocated a risk based and targeted approach, whilst recognising that risk
could not be completely eliminated, only managed (a core principle of MAPPA). Risk
assessment might be based on past convictions, or on a review of current individual
circumstances. Past conviction information considered relevant by officers included the
volume and grade22 of images involved, and whether offenders had downloaded them or
sought to share them, as well as ‘was it just the internet cache, the browser history cache,
or where are they saved into separate folders on the hard drive. So I will look at the
behaviour effectively’ (P17, DS). When discussing the risk factors of an offender’s current
circumstances, officers often mentioned the new risk assessment tool, Active Risk
Management System (ARMS), rolled out to the police in 201523,24 as a positive step.

It goes on the risk assessment, if there are things, if there are protective factors
involved – they have been caught doing something and their life has moved on, the
risk is a lot lower than someone who is sat there twiddling their thumbs with three or
four devices all wired up to the internet (P12, DC).

In forces where there was a limited number of licences available, the allocation of these was
based on risk, and was constantly under review. ‘We are risk assessing each case as it comes
in and the lower risk cases which we are currently using Securus with at the moment, we
are having to drop off to then enable a licence to be used with a higher risk offender’ (P36,
PC).

A small number of officers described a policy of deliberately using it with online child sex
offenders for short periods of time, which was not necessarily driven by a lack of licences,

22

Indecent images of children are graded on a three point scale, as defined by the Sentencing Council, 2014.
Further information on ARMS and its implementation can be found here:
https://www.justice.gov.uk/downloads/offenders/psipso/psi-2015/pi-15-2015-ai-16-2015-arms.pdf
24
One force also mentioned the Kent Internet Risk Assessment Tool (KIRAT).
23

145

‘it changes all the time because some just have it for a short period of time if they are going
through a bad stage where their triggers are higher and we can talk them into getting some
monitoring software to protect them’ (P46, A/DI).

Several mentioned RMS potentially being more useful with offenders in particular
circumstances. These included:


‘Those that are unemployed, single - on their own’ (P23, DS)



‘Ones that don’t have much technical knowledge themselves’ (P30, DI)



‘generally the older person. The younger ones are better at hiding’ (P43, DC)



‘the people who are prolific, who can’t help themselves’ (P43, DC)



‘it is very good for compliant people, people that want to be helped’ (P44, DC)

A small number of officers were less willing to take a view on whether RMS might be more
useful with some types of offenders than with others: ‘I don’t know we are getting into the
realms of psychology now’ (P24, DI), or said that there were too many individual variables to
bear in mind such as what their conviction and sentence was, and whether they had had any
treatment. A few officers did not have a clear view of which offenders they were more
likely to put RMS onto, or who they thought it would work best with, they simply said they
would put it on ‘because their SOPO says they’ve got to have it’ (P6, DS) or because of
‘general concerns about their behaviour’ (P6, DS) or because they had a ‘gut feeling’ (P48,
DC).

Many officers also mentioned that they used RMS with offenders on a voluntary basis. This
could be in a variety of circumstances including if the offender’s civil order had ended but
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they wanted to continue to be monitored, and in one case was because the father of a
seriously disabled man wanted RMS to be used with his son, even though there hadn’t been
enough evidence to proceed with the initial prosecution. (See section on ‘Consent’ in
chapter eight for more examples of the circumstances in which offenders used RMS on a
voluntary basis).

Who not to use RMS with

Officers also gave examples of online child sex offenders who they had considered using
RMS with, but had decided that this was not a good use of a licence. The main category of
offender mentioned here were those who had high levels of IT knowledge (see chapter
seven). Other examples included those who had special educational needs and whose
computer use was being monitored closely by another responsible adult, and a 19 year-old
who had been looking at images of 15 and 16-year olds, which the officer considered to be
almost age appropriate. There were clearly no hard-and-fast rules, ‘it is every one on its
merits’ (P17, DS) and offender manager judgement was usually the overriding factor.

5.3 Who is responsible
Decision to utilise

At the time of the interviews, forces had been using the software for between six months and
seven years. Five forces had been using the software for five years or more; nine for three or
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four years; one for one or two years and one for less than one year.25 Forces identified a total
of four different RMS products26. Fourteen forces were using Securus Software, one was using
‘Future Digital’ software, one force was using NetNanny27 as well as Securus Software, and
one force was using a product they called ‘Digital Forensic’.28

Officers reported a wide variety of reasons why their force had started to use RMS in the
first place, including:


Offenders transferring in from other forces who had the relevant condition on their
civil order;



An officer was using monitoring software with his children at home and saw the
relevance of it to offenders;



They did a trial or pilot (following a demonstration from the software provider) and
decided to continue;



Another force with which they worked in close collaboration was already using it so
they decided to try it;



They ‘fell across it’ (P6, DS).

It was frequently the case that one officer, who had identified it as having merit, initially
championed the use of the software.

25

Question seven.
Question six.
27
NB NetNanny monitors activity on the internet; Securus and Future Digital software monitors all activity
undertaken on the device, whether it is done on the internet or on other progammes like Microsoft Office, or
via a computer’s DVD drive. This thesis is concerned only with products that monitor all the activity
undertaken on a computer i.e. Securus and Future Digital.
28
I have not been able to find any evidence of a product called ‘Digital Forensic’ being available and given that
the officer was unsure of the name of the product, it may be they were thinking of ‘Future Digital’ instead.
26
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It’s not been a strategic decision to start using Securus, it was me saying we need it
and them saying put your application in to get it then. [So it was driven from a practice
based need?] Yes, this has come from the ground up for me, not from ACPO down, we
have had to push it because we want it so we can monitor them, as opposed to them
saying why aren’t we using this? (P6, DS)

A few officers commented that subsequent to the initial deployment of RMS, their
colleagues became reliant on the goodwill and interest of one or two of their team
members in order to maintain the use of RMS, and that to ‘just pass it onto the next person
that has got an interest’ (P36, PC) was not a reliable or sustainable strategy.

Authorising and monitoring

When asked which rank of officer had to authorise the use of RMS with an individual
offender29, a variety of responses were received. Mostly commonly the answer was the
offender manager himself or herself at the rank of Constable, with officers saying, ‘it is not a
rank thing, the officers are in charge of managing their offender’ (P42, DI). Other forces
were more hierarchical, and authorisation had to be given by a Sergeant, an Inspector, a
Superintendent or a civilian within the force.

In parallel, it might be the case that ‘it doesn’t go through any authorising regime’ (P12, DC)
within the police because ‘in a lot of cases we don’t have a choice because it is on the civil
order because the courts have said it’ (P42, DI).

29

Question 11 of the telephone survey
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The number of officers reported as using RMS on a regular basis varied from seven in one
force to more than 100 in another30. The mean number of officers reported as operating
RMS across forces was 14. Several forces reported that all sex offender managers were
trained and regularly used RMS. In all forces it was only sex offender managers who had
responsibility for monitoring the screen captures of their offenders, and in the majority of
cases these were officers based in several locally based teams.31 In three forces, the
monitoring function was performed by a central team, including one force who said this
made sense to them because they were a small, rural force and another force who said it
made sense to them, being a large, metropolitan force.

In some forces all sex offender managers were empowered to use RMS, in others it was only
a small number of selected officers. In five forces a central team had formerly monitored
the RMS captures, but individual offender managers now performed this function instead.
The knowledge of offender managers and their skill in being able to interpret the triggers
and risk factors of those they managed was considered a major advantage over a system of
using a dedicated officer or officers to review all the RMS captures. ‘They are not going to
know every individual case. All you’re going to get is a line on Visor saying Securus checked,
nothing of note, but then what is of note to the person who’s checking may not be of note
to the offender manager’ (P28, DS).

Officers also held the view that by spreading the workload of reviewing the captures among
the whole sex offender management team, the task could be more manageable and

30
31

Question 16.
Question 10.
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efficiently achieved, rather than one individual reviewing them all. This wasn’t seen as a
solution to the problem of the sheer number of captures that needed to be reviewed, but
rather spreading the load, ‘That causes a pinch point at the front end as much as it did here,
it just makes it amongst seven different units rather than one person’ (P29, DCI).

In one force offender managers did the day-to-day monitoring, but there was one civilian
dedicated to doing all installations and removal of RMS. In another force there was also a
unit in their headquarters who conducted some monitoring, for example if an offender
manager was on holiday, or ‘it will ping up to them when there are alarming events such as
suicidal issues’ (P41, PC). One force outsourced their monitoring of RMS captures to the
Lucy Faithfull Foundation because they considered it too time-consuming for officers to do.
If this was mentioned to officers in other forces, their responses were polarised from
viewing it as ‘highly problematic’ (P30, DI) to those who said, ‘I don’t see technically any
reason why not’ (P42, DI) as long as the necessary ethical and safeguarding processes had
been followed.

The Lucy Faithfull Foundation

Officers from five forces were aware of offenders in their area who were currently using the
software voluntarily under management from another organisation, which in some cases
they knew to be the Lucy Faithfull Foundation (although in one case it was the wife of an
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offender).32 This might have been if the offender was on bail, or if they chose to have the
software installed voluntarily, either before or after conviction. This was seen as plugging a
gap that the police were unable to meet due to legal or resource limitations, though there
were different views about who should pay for the software licence in these circumstances.

If the Lucy Faithfull Foundation monitored the offender whilst on bail, in most cases officers
reported that they then transferred to police monitoring after conviction. Just one officer
questioned how this relationship worked in terms of the information flow through to
offender managers and the ability of external analysts to identify information that might
indicate an elevated risk level for an individual offender who they had never met.
There has always been a question mark there because we are obviously seeing
everything that comes through and they are only sending stuff that would be
inappropriate or what they deem inappropriate. So each offender would have his own
sort of interests, which may form part of your risk management so you need to see
everything really and I don’t think we have done for a number of years (P12, DC).

During the process of monitoring, the Lucy Faithfull Foundation refers clear breaches of bail
or civil order conditions to the offender’s manager but in some cases will also intervene and
make direct contact with the offender. This raises questions about their remit, and what
the limitations of their role were compared to that of offender managers.

32

Question three.
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The Lucy Faithfull Foundation approach33

The Lucy Faithfull Foundation (www.lucyfaithfullfoundation.org.uk) have been
using RMS for the last seven years as part of the suite of services offered to their
clients. This service costs £42 per month, with a minimum commitment of 12
months, though this is negotiable if, for example, the client has recently lost their
job as a result of their conviction.

The majority of clients are those on bail for offences related to indecent images of
children, with 50 per cent having RMS as a bail condition, and 50 per cent having
RMS voluntarily. The Foundation reports that the majority of people are
signposted to them by the police, and that the main reason people opt to have
RMS is because ‘a partner would want some sort of backup if you like that
somebody is keeping an eye on what they are up to and what they are looking at.’

Three former police officers are employed to monitor 98 offenders and alleged
offenders, checking captures every day, and in seven years these captures have
led to six further arrests. The Foundation refers clear breaches of conditions to the
offender’s manager but will also intervene directly.

I would probably pick up the phone to the person and say is everything okay
because I have noticed that for the last week or so your usage has increased
and some of the sites you are looking at are perhaps not healthy although
not illegal. Those will be the ones where if I saw, blimey we have had three
33

Information gathered via personal communication with an employee of the Lucy Faithfull Foundation on 6th
October 2015, and correct at that time.
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or four days of a real hard hitter looking at stuff, I need to have a word with
him, then that is what we would do.

The ex-officer interviewed noted a difference in attitude to RMS between and
within forces, saying that some were ‘not quite on-board with Securus. But then
other places within the same force area they are quite switched on with it’. The
officer did not mention the fact that one force sub-contracted their monitoring to
the Lucy Faithfull Foundation and I did not ask about this as at the time I didn’t
know, having not yet interviewed the force in question.

How often to check it?

The frequency with which officers said they checked the captures made by RMS varied
greatly, whether it was daily, weekly or monthly. Several officers expressed a desire to
check it more regularly than they were doing, but said that this was ‘Physically impossible,
there is absolutely no way that anybody who is doing my job has the time to sit down and
do it every day...You are playing catch up the whole time’ (P1, PC).

They cited several barriers to more regular checking, in particular a lack of available time
and other priorities such as the need to complete statutory MAPPA visits. Some officers
reported always checking the RMS prior to a home visit, or said that the frequency of
checking depended on the offender, with higher risk offenders being checked more often.
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The frequency of checking depended somewhat on the officers themselves, their willingness
to use the software and how they chose to manage their time.

A small number of officers described how their force had consciously tried to improve their
practice in relation to checking RMS, judging it to have been too sporadic in the past, and
agreeing solutions such as ‘when we work our weekends on which is Saturday and Sunday
every three weeks, that is when it will be ‘Securus Sunday’’ (P28, DS).

Leadership and oversight

Where expressed, views of how the senior management in forces engaged with the use of
RMS were mixed. A few officers were assured in the view that ‘we’ve got backing right at
the top’ (P7, DS) and reported positive endorsement for RMS from the senior ranks of their
force.

However, an equally small number of junior officers34 were not confident that senior
officers really understood the software’s capabilities, associated risks and how best to
deploy it, ‘That is where a lot of the police bosses go: “We should be able to arrest lots of
people, how many have we arrested this month?” No, because we have got to balance it
with the behaviour modification... I have prevented three people committing offences
because they don’t understand that, they don’t get that’ (P12, DC). Policing managers were
reported as favouring an increase in arrest rates and not understanding the preventative
value of RMS, but the opposite was also true.

34

Sergeants and Constables.
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I get the feeling where we work that the powers that be are not keen on it because it
increases crime, do you see what I mean? It increases the crime figure. They like the
reactive stuff so that – the stuff that has happened, the police go out, they deal with
it, and they might get a result – that is good. But we are generating crime figures, we
are bringing it to them (P48, DC).

A small number of officers were frustrated at the lack of strategic input from senior officers
to aid the successful deployment of RMS, but recognised why this might be.

We are the ones that are using it, going and finding faults with it and then we will
report to them, to Securus that is, our management will be aware of it, but at what
level does it go beyond that to where the big power meetings are...because we beat
all of all the drums all the time, but it gets lost all the way, they are never going to
get it (P37, DC).

Officers from seven forces said they had the equivalent of a Single Point of Contact (SPOC)
for RMS in their force, whose roles varied but included disseminating information, dealing
with technical issues, installing software, training new officers, maintaining spreadsheets of
data collection and maintaining an overview of the number of licences available for use.

When discussing whose responsibility it was to develop the evidence base and technological
solutions for use by the police in the management of online child sex offenders in general
terms, officers primarily looked to national policing bodies to take the lead – the National
Crime Agency, the College of Policing, the Association of Chief Police Officers (now the
National Police Chiefs’ Council) and most commonly, the Home Office. They also saw a role
for academics, working alongside practitioners. With the exception of one officer, they did
not see a role for commercial companies in designing and producing technical products for
use by the police.
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One of the main reasons officers gave for wanting the Home Office to be responsible was
that they wanted consistency of provision of technological products across all forces. Other
reasons were that they wanted any tools provided to meet the specific requirements of
police offender managers – to have ‘constraints...some focus’ (P20, DC) , and because they
did not consider that it should be ‘the little Bobby on the street trying to work it out’ (P12,
DC).

Officers commonly said that they would like to see national level assessment, evaluation
and guidance for technological products like RMS, and a better evidence based
underpinning their use, ‘I don’t think we are intelligent in terms of who we apply to, I think
it is opportunistic...it is not as scientific as I would like’ (P29, DCI). A small number of officers
also noted a tension between consistency and autonomy. These officers wanted
‘consistency in terms of best practice’ (P42, DI) but not to be dictated to in decision making
about operational policing, or whether and how to use the technological tools available with
the different cohorts of offenders in their force areas.

Measurement of impact and prevention

When asked to quantify specific aspects of their RMS use as part of the telephone
questionnaire35, officers were only ever able to make estimates of what the figures might be.
Questions were about things like how many of the offenders who were subject to RMS had

35

Question 14.
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been convicted of child sexual abuse offences, how many had a civil order, and how many
breaches of civil order conditions had been identified as a result of using RMS36.

Officers were able to give a very rough ‘guestimate’ of the figures for their area of the force,
but in all but one force37 there was no centralised collection or analysis of data on a force
level. Officers said they were ‘only really aware of the immediate environment, the office
that I work in’ (P25, DC) and even when forces had a SPOC or similar, they were only
collecting certain basic types of information such as the names of offenders who have it
installed and the names of their offender managers.

To establish data other than these basics would be a significant amount of manual work
involving ‘somebody spending weeks reading through peoples’ records and things’ (P1, PC).
A few officers questioned the value of producing such statistics and figures, saying that
there were ‘so many variables’ (P30, DI) and the numbers were so small, that any analysis of
statistics could not be meaningful.

Perhaps one of the reasons that there was a lack of measurement in relation to the use and
impact of RMS was because there was no clear understanding of what the successful
deployment of it involved. For some officers, success was the prevention of potential
offending, or intelligence gathering about that offender’s daily life and ‘if you’re looking at

36

In response to question 14, five/16 forces were able to identify that monitoring software had led to the
identification of a breach by at least one offender within the last 12 months. One force said they had identified
10 breaches within the last year by using the software. Two forces said they had identified zero breaches since
they had been using the software. Four forces simply answered that they didn’t know, one said ‘a few’, another
said ‘not many’.
37
This was a force that got offender managers to complete a monthly return document.
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something and there is an opportunity to either safeguard or to step in and prevent
something happening then that is what you should be doing’ (P12, DC). It was
acknowledged that it is inherently difficult to measure a tool that, at least in part, aims to
prevent reoffending.

The problem is you can’t measure a negative. We don’t know, we could have saved a
child’s life, there could be a child out there that would have been abducted and
raped and murdered but that person is now sitting in prison for indecent images of
children because of Securus (P42, DI).

Only a few officers viewed success partly (though never exclusively) on the ability to use
RMS to identify current offending and reconvict the offender. Success could be interpreted
to mean either the prevention or identification of offending, or both, ‘If none of our RSOs
never committed another offence that is success. If they then go on to breach their SOPO
and we catch them, that is a success’ (P32, DI).

Two senior officers brought the lens of proportionality to the question of success,
hypothetically asking how many child sex offences needed to be identified or prevented by
RMS in order to justify the resources required to utilise it.

If we potentially saved even one child’s life is it all worth it? Really, really difficult
question to answer. It is very hard for us to say whether the good done by Securus
has outweighed - not the harm, but has outweighed the sheer demands the system
requires (P42, DI).

Lack of measurement combined with a lack of clear understanding of what success looks
like, or the factors that contribute to it (including offender behaviour and officer experience,
technological ability, tenaciousness and investigatory capacity) means that there is very
little opportunity for police to engage in evidence-based policing in relation to RMS. The lack
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of data collection about the outcomes of offender management using RMS means that
officers are reliant on anecdotal evidence to make decisions.

5.4 Support structures

Home visits and other forms of management

Interviews explored the interface between the use of RMS and other more established
forms of managing sex offenders, such as the home visits conducted as part of the
notifications regime.

There were no officers who advocated the exclusive use of one method or the other, but a
small number did express a preference for one over the other. They were either of the view
that ‘good old-fashioned policing and knocking on doors trying to find out what they are
doing’ (P6, DS) was the approach with most value, or that RMS was more valuable than a
home visit, either because of the potential ability to gain a more complete picture of the
offender’s lifestyle, or because it could give officers more regular information about an
offender’s lifestyle than a six-monthly visit.

Most officers saw the use of technology (particularly RMS) and ‘old-fashioned policing’ (P23,
DS) as complementary, and that relying on one or the other exclusively was not the best
approach. They saw RMS as a tool that could be deployed to support home visits and other
methods of management, but could never ‘replace any of the current checks and balances
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that we have. I think it is supportive... you need to understand the context in which you are
using it’ (P32, DI). This context included the quality of the rapport between the offender
and their manager: ‘the problem with Securus is that it is as good as the relationship we
have with that offender’ (P7, DS) in the sense that the officer’s role is to interpret whether
the information provided by RMS is a reflection of the offender’s likely behaviour and risk. A
senior officer welcomed the use of RMS and technology more broadly, but said it was the
role of officers to use their expertise to make sense of the information the technology was
giving them.

I think technology is great, I think it is not going to police for us – that is the first
distinction, technology will not be the law-enforcement... it comes back to staffing, it
is people who can actually deal with intelligence, because that is what it is, and then
go out and do something about it. So you can use all the IT you like to gather lots and
lots of data but the key is the people who understand the data because the IT won’t
do it for us (P29, DCI).

Unannounced visits were seen to be important as a means to identify the use of undeclared
devices (many officers gave first-hand examples of this), to check devices in case the RMS
was not operating as it should for some reason, and to verify behaviour, ‘actually seeing
with your own eyes what the history is on the computer’ (P41, PC). In the context of limited
time and resources, officers also prioritised them over checking RMS captures because they
are a requirement under MAPPA guidance (Ministry of Justice, 2018a).

Captures on RMS might trigger a home visit with a view to preventing reoffending. This
could be because the lack of captures might indicate that the offender was using another
device to access the internet, or because ‘we might see that they are getting a bit close to
the line with their searches which allows us to go and do a visit on them’ (P46, A/DI).
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Alternatively, RMS might identify that the offender had already committed an offence and
needed to be arrested.

A few officers said that RMS was a useful tool because ‘It gives you loads of stuff to talk
about on the home visit’ (P28, DS), or because it can enable a more accurate completion of
an ARMS assessment during a visit.

The meeting with the individual can last up to an hour and a half, when they go
through them and that is wholly reliant on their co-operation and honesty, and as you
can appreciate we don’t always get that. So then if we are able to throw it back at
them - look your viewing of pornography on the internet has increased tenfold over
the last three weeks, what is the trigger, what is going on, why is this happening, and
then potentially we can look at further interventions if need be (P24, DI).

One more senior officer articulated the dilemma of resource allocation within forces, and
whether it was better to spend officer time on reviewing RMS captures, or on other
methods of policing. If, for example, a breach of civil order had been identified via the use of
RMS, he questioned,

...how much work went into that one and was there another way of doing that
through more active management? Less time looking at a computer, more time in
the company of the offender, tasking the allocation of work to safer neighbourhood
teams, locally based patrols etc. So I think there are other measures and that is back
to the old-fashioned policing perspective. Are we too reliant on IT to tell us what the
solution is? (P29, DCI).

Other technologies

In an attempt to understand the willingness of forces to use technology to manage online
child sex offenders more broadly than just their use of RMS, a specific question was included
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in the telephone survey38. It asked about the use of field forensic tools (for computers and
mobile phones), polygraphy and electronic tagging.39

Most forces said they were using field forensic triage tools for computer analysis when they
conducted home visits. Just two forces were using field forensic triage tools for mobile phone
analysis when they did home visits. Many forces did not use electronic tagging, and while two
seemed to say that they were using electronic tagging with RSOs, they were not categorically
clear that this was with online offenders. The same issue presented itself in relation to
polygraphy: most forces were not using it (though their probation service was), and of those
who were using it, it was not clear if this was definitely with online offenders. The other type
of tool, mentioned by just a few officers, was ‘Wi-Fi sniffers’.

On reflection and with the benefit of hindsight, this question did not give a true reflection of
the willingness of individual police officers to adopt new technologies to manage offenders.
Many officers expressed a willingness to use new technological products to help to manage
offenders, as long as they were ‘quick and convenient’ (P23, DS).

Officers also gave the impression that there was a general willingness at force and individual
level to adopt new technologies and ways of approaching online child sexual abuse offenders.
Many forces reported that a dedicated unit within the force had either recently, or was
currently in the process of being set up, variously called the Child Internet Investigation Team,

38

Question 20.
The survey did not ask about other potential types of technology such as pupilometry, thermal imaging,
voice stress testing and penile plethysmography due to a lack of evidence in the literature that these
techniques were being used at all by police or probation services in the U.K.
39

163

the Safeguarding Children Online Team, the Paedophile/Police Online Investigation Team, or
the Online Abuse Unit. The focus in these units was described as being the investigation and
prosecution of offenders (including the use of technological tools in order to do so). Whilst
the focus on this type of offending was welcomed by officers, a small number did express
concern about the subsequent impact on their offender management teams. ‘If they have got
convictions and they have got the word ‘sex’ in the title that funnel comes all the way down
to the bottom into my unit, and I have not had an increase in manpower now for nine years
(P17, DS).

Guidance, training and welfare

Guidance40

The majority of forces said they had a Standard Operating Procedure (SOP) or other guidance
specifically about the use of RMS, though forces may have interpreted this question to include
access to the software provider’s helpdesk. Several forces had written their own guidance,
manual or SOP and two were waiting for national guidance or Authorised Professional
Practice from ACPO (as was) or the College of Policing before they drafted their own local
guidelines. A few officers were under the impression that guidance by ACPO already existed,
but it was confirmed with the staff officer for the relevant ACPO lead that this was not the
case.

40

Question 17.
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The benefit of guidance on RMS was not universally agreed. Two officers said that creating
guidance would just ‘over-complicate it’ (P1, PC), saying ‘there is no guidebook and I don’t
think you need it’ (P48, DC). The exception to this was the wording of civil order conditions,
which several officers said they would like consistent guidance on, written by ACPO or the
Home Office (see section on civil orders in chapter eight).

Other types of guidance mentioned by a small number of officers as existing in their force
included guidance for all covert activity (which they said covered the use of RMS), guidance
from their High-Tech Crime Units about how to present RMS captures evidentially in court,
and guidance in relation to officer welfare and the use of RMS, because of the risk to officers
of repeated viewing of child abuse material.

Training41

All forces said that their officers had received initial training in the use of RMS. In the majority
of cases the software provider was the initial training provider. Following this initial training,
training for new staff or refresher training was usually provided from within the force, and
often the role of an individual within the team was crucial in this: ‘It has just been a case of
whoever has the most interest in Securus or whatever it might be what kind of take it on
really’ (P36, PC).

41

Questions 18 and 19.
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Refresher training or training for new offender managers was usually provided by this person,
and the limitations of this were recognised by officers, who said that their force was too
reliant on one person, or that ‘training is only as good as that colleague’s knowledge’ (P44,
DC).

Just two officers said they had never had training of any kind on RMS but that they had to
‘find my own way around’ (P36, PC) or ‘muddle through’ (P23, DS).

Welfare

Only a small number of officers mentioned the issue of staff welfare. One officer (P28, DS)
described an experienced detective in their unit who was ‘crumbling’ because of what she
had seen when monitoring RMS. Risks identified were not only the necessity of viewing
child abuse material as part of the monitoring process, but also the anxiety caused by the
thought that you never knew what you were going to find when you reviewed RMS
captures, as well as the need to view large amounts of legal pornography. One senior officer
identified the risk (to both the individuals and the force involved) of staff from other
departments being brought in to help review backlogs of RMS captures without any
occupational health support. It appeared that only a small number of forces were thinking
carefully about ‘the support we give our staff around the sort of material we’re asking them
to review and the impact that might have on their home and family life as well’ (P42, DI).
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5.5 Summary

The analysis in this chapter has demonstrated that the practical application of RMS varies a
great deal from force to force, and even from officer to officer within the same force.
Inconsistencies exist in almost every aspect of how RMS is being used and managed at
operational level, but also in the ethos of how it is conceived at a strategic level. Overall,
there was more variety of interpretation about almost every aspect of the use of RMS
between officers and forces than there was consistency. This lack of uniformity will also be
demonstrated in chapter eight, which discusses the understanding and application of the
legal framework within which the use of RMS sits.

It is important to note that this chapter is not an exhaustive analysis of the myriad ways in
which officers were using RMS differently. The inconsistencies elaborated on in this chapter
are those that were mentioned by several officers. There were a range of other areas of
practical application and understanding where there was also a lack of consistency, but
which were not examined in detail because they were mentioned by only two or three
officers. These included: whether or not it was possible for forces to edit the word libraries
used by RMS to make screen captures; whether the force had set up RMS in a way that
reminded offenders that it was installed on their computers every time they logged on, or
did not; and how many RMS captures of a child abuse image officers said would trigger the
re-arrest of an offender.

In an effort to maximise the utility of this Professional Doctorate to practitioners, a list of
additional aspects of their RMS practice that officers highlighted during the interview
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process were captured. Many of these were ideas they considered effective, but which
were not mentioned by any other officer, and so may not be ideas in widespread use. It
cannot be claimed that they represent ‘best practice’ in this field, but officers using RMS
may find the ideas of their colleagues instructive, or at least thought provoking. They are
included at Appendix F.

The practical processes outlined by offender managers in this chapter, may be both at odds
with, and in support of offenders’ realising their rights and living a ‘Good Life’. The lack of
consistency in the actual monitoring of RMS that officers described indicates a significant
variation in the practical application of any rights framework to the use of RMS. The
realisation of an offenders’ rights with respect to RMS seemed to be highly dependent on a
number of factors, which varied between and within forces. These included the technical
competence and ideological bias of individual offender managers to support (and challenge)
the offender, decision making processes, as well as the financial, technological and
manpower resources available within forces. It is unlikely that all of these varied processes
and interpretations can simultaneously be in keeping with best practice in the management
of offenders, the realisation of their rights and the pursuit of a management plan that
enables them to live as fulfilling a life as possible.

Often, offenders were subject to monitoring by RMS because of a ‘gut feeling’ on the part of
their offender manager, or because offender managers felt that intuitively, those who had
committed indecent image offences were an obvious choice for the use of RMS. This is not
supported by the literature base, given findings about the low recidivism rate in these
offenders (Seto, Hanson and Babchishin, 2011).
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In the vast majority of cases, an offender’s use of RMS was managed by an individual officer
who was known to them, rather than a centralised team within a force. In addition, there
were no officers who viewed the success of RMS as being wholly dependent on its ability to
identify breaches of civil orders. Both of these factors are, in theory at least, in keeping with
the Good Lives approach to offender management, in that they enable officers to support
individual offenders to live fulfilling lives characterised by the realisation of as many rights
and primary goods as possible, and to use RMS as a tool with the potential to do more than
just identify reoffending.

It could be argued that officers who kept their allocation of licences under constant review
based on dynamic risk levels indicated in ARMS were the most supportive of an approach to
the use of RMS that was sympathetic to an offender’s rights; they were able to take into
account the changing physiological, psychological and social conditions that an offender was
operating under, and change their risk management approach, and related restrictions
accordingly.
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Chapter six: Police assessment of remote monitoring software:
strengths

6.1 Introduction

All officers using RMS were able to identify at least one benefit of it. Eight areas of strength
were identified, largely focusing on the benefits to police and to public protection.

6.2 Major strengths

‘Major’ strengths are those mentioned by a third or more of all officers interviewed (i.e.
eight or more) and are described below.

Intelligence gathering and prevention

The most commonly mentioned benefit, cited by an overwhelming majority of officers,
including at least one from every force that responded42, related to the ability to gather
background intelligence on the lifestyle and habits of online child sex offenders, and thus to
assist in the prevention of offending.

42

This was also covered in question 21, statement one of the telephone survey. All forces agreed that
‘Remote monitoring software is a useful intelligence gathering and risk management tool’, 11/16 of them
agreeing strongly.
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These officers described this type of software as ‘an early warning system’ (P42, DI) that
provided them with ‘priceless’ (P12, DC) intelligence. They said that they were able to gain
information about who offenders were talking to via emails or on social media platforms
and what they are talking about, which in turn enabled them to have better information
about the offender’s state of mind, lifestyle, and any child protection issues that needed to
be addressed, for example if they were dating a woman with a child. Within this a few
officers cited the value of intelligence gathered about the offender’s childhood and
background, any past mental health issues and any potentially suicidal thoughts. One officer
mentioned the value of information gleaned from other people who are in contact with the
offender (relevant to the issue of collateral intrusion, discussed in chapter eight). Officers
said that all of this information helped them to more accurately risk assess offenders,
identify triggers, intervene early to modify behaviour before it escalated into criminal
activity and ultimately act as an aid to the management of that offender.

You do see a build-up in their behaviour on the computer, you do see a build-up in
what they are accessing and that is... I’m sure on many cases we have prevented them
reoffending because we have nipped it in the bud and paid them a visit and kind of
given them a warning as soon as we know – ‘we know what you are looking at’. And
then that devolves into the risk management meeting that we have with them and
hopefully quite often they will tell us – ‘well yes I was doing it for these reasons, my
relationship is suffering, I’m unhappy, I’m turning to drink’ and from what we pick up
on Securus it really does help us gauge a better picture of them (P7, DS).

Officers said RMS gave them intelligence that they might not get from a home visit with an
offender, because on home visits ‘they tell you what they want you to hear’ (P12, DC). RMS
gave officers the opportunity to ‘uncover all kinds of stuff - like you might find them looking
for car hire, looking for hotels, for train timetables, so all that stuff that they would never
discuss or tell you about (P12, DC).

171

Given that home visits might only happen twice a year, it was seen as a benefit that RMS
enabled police soft intelligence to be updated more regularly, perhaps even daily. In turn
this ‘offers obviously the opportunity of early intervention, if you are seeing things it gives
you a chance to intervene before an offence is committed’ (P12, DC).

Officers mentioned the ability to understand more about the precursors to indecent image
offending for their individual offender, such as looking at school websites, or the children’s
section of clothing retailers’ websites. In particular the ability to understand more about
the pornography consumption of their offenders, and when this might begin to present a
heightened risk factor was seen by officers as a benefit:

If somebody is looking at porn half an hour once a week and all of a sudden that has
gone up to two or three times a week and then four or five times a week then from a
management perspective you can see that their risk is elevating significantly (P24, DI).

Most officers distinguished between offenders who were interested in viewing indecent
images of children, and those who might also (or instead) have an interest in grooming a
child or family in order to commit a contact offence. They talked about the ability to identify
online grooming of a child or family preparatory to offending, perhaps via social media
platforms, as a particularly effective aspect of RMS. This distinction, between the different
types of online offence, is not one systematically made in most assessment, treatment and
management models, and is an area of weakness.

Many officers thought it gave them the opportunity to intervene early with online child sex
offenders who were on a ‘slippery slope’ (P28, DS) and who were ‘going near the edge
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where they are accessing chat rooms which are not necessarily illegal, they are not on chat
with children etc, they are not kind of grooming but it is on the cusp’ (P7, DS). Intelligence
gathered might not be useful in its own right, but might be information that sounded an
alarm bell in the officer’s head, which caused them to ‘think I will go and see them this week
instead of in a month’s time’ (P32, DI). Of the 20 officers who highlighted the intelligence
gathering and crime prevention benefits of RMS, many specifically cited as a benefit that the
software might trigger a home visit or phone call to the offender, in order to provide a check
on their online behaviour and react quickly to the potential escalation of risk.

Many officers talked about the importance of the offender manager having knowledge of
the history, motivations, risk and protective factors for the offenders they managed, and
therefore a more nuanced understanding of what the captures made by the software were
telling them than might be apparent at face value.

It is an understanding of what Securus is telling you because Securus will give you
some indication of lifestyle – they are not typing in ‘teen sex’ which is probably what
they were using previously. So you have to be a bit more subtle. So if you are looking
to Securus to tell you when they are searching for indecent images then they are
probably not going to be (P32, DI).

Identification of offending

The vast majority of officers were able to cite examples of cases when RMS had led directly
to the identification of reoffending, or a breach of a condition on an online child sex
offender’s civil order at some point during the time the force had been using the software,
leading to re-arrest. For example, one officer described how in the three years they had
been using RMS:
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We have had some success, I’d say about six or seven positive hits, positive captures
where although they know they are being monitored they have continued to
download indecent images of children….off the top of my head two have gone to
prison, two are still awaiting court and two are still awaiting the results of the
computer examination (P14, DC).

The value of this information about reoffending was not only to enable re-arrest, but as an
aide to on-going risk management (officers described that the identification of an offender
downloading a single indecent image of child would not always lead to the immediate rearrest of that offender):

As an offender manager if my offender is accessing indecent images I want to know
about it. Not only because obviously it is a criminal offence, but the behaviour
indicates to me the risk is still current, it is still there and as an offender manager, I
need to be taking actions to prevent further offences. I mean the biggest fear for any
offender manager is that those images no longer fulfil that offender’s need and that
they have got to move onto contact offending. If you are just looking at the indecent
images from websites that is one thing but if they are grooming a child and they’re
sending them images that is something which we really need to know about and we
need to be able to act on (P20, DC).

The offence most commonly mentioned by officers as having been identified using RMS was
downloading indecent images of children, but other offences identified included having
deletion software installed on a device, inciting a child to sexual activity, ‘grooming’ and
‘identity offences’. One officer described a case where the installation of RMS had led to the
seizure of an offender’s computer and the subsequent confirmation that they had paid for
the rape of a baby in the Philippines to be live-streamed to their computer via Skype43. ‘It
was proper safeguarding because he was paying for children to be raped and we would
never have detected that [without RMS]’ (P28, DS).

43

A media report of the case is available at: BBC (2013) 'Grubby' paedophile Michael Eller jailed for directing
filmed rapes. BBC Online, 19 December 2013. Available at: https://www.bbc.co.uk/news/uk-england-bedsbucks-herts-25446579 [Accessed 23 June 2018].
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However, there was recognition that even with the most diligent use of RMS, the prevention
of harm and further offending was not always possible.

What we are looking at are the most devious elements of society potentially, who just
by the very nature of their offending and the deceit and manipulation and the
planning that has gone into them committing these offences... the Securus software
on the computer doesn’t necessarily prevent them (P24, DI).

Nevertheless, RMS was seen as a method of identifying offending that might otherwise go
unobserved, as well as sometimes enabling officers to gain grounds for reasonable
suspicion, in order to justify further investigation of that offender, ‘Securus gives us an
opportunity doesn’t it, it opens a lot of other doors that we wouldn’t otherwise be able to
do unless we had a suspicion that comes from Securus’ (P48, DC).

Acts as a deterrent

Many officers thought that RMS had value in terms of acting as a deterrent to offending44.
The presence of RMS was thought to be enough to prevent a subset of online child sex
offenders from offending completely because they knew that ‘every little keystroke, every
little link they click on is monitored so I would say that the deterrent factor is very good’
(P36, PC). It was described as ‘an additional conscience’ (P24, DI) that could disrupt the
pathway an offender was heading down at times of disinhibition, making them think about
what they were doing.

44

This was also covered in question 21, statement two of the telephone survey. All forces agreed with that
‘Remote monitoring software is an effective deterrent when used with offenders who are motivated to
change’, 6/16 of them agreeing strongly.
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It is that deterrent – if at 10 o’clock at night, they’ve had a few drinks and they are
sitting there whilst masturbating to adult porn, they suddenly think actually I don’t
want to look at adult porn I want to look at a 10 year old - they think actually I can’t
because [name of officer] is watching…I think that it’s such a valuable tool just for that
alone that I think it should be on everybody’s. Because you’d never know when that is
going to happen – we don’t know how fully anybody is engaging with us, I’ve been
doing this for long enough now to know that I’m usually right about people but you
can’t be inside their head the whole time, though one of the things I suggest to them
is just having a little virtual [name of officer] sitting in the back of your head – what
would [name of officer] say or do? I try to be their Jiminy Cricket (P1, PC).

One officer said that the acceptable use policy that flagged up each time the offender
logged on had some deterrent value because it reminded them of the presence of the RMS
on their machine. (This acceptable use policy screen was not universally applied across
forces however, something that is explored in chapter seven.) Likewise, the overt
installation of the software onto the offender’s hardware in front of them was mentioned as
valuable in deterrence terms.

Most officers thought the deterrence value of RMS ‘depends on the desperation levels of
your offender, how desperate they are to look at those images...how well they think we
monitor it’ (P30, DI). Some officers sought to use RMS to deliberately enhance the sense the
offender had of being watched as a way to deter their offending, ‘When we put it on they
believe that Big Brother is watching them and that is something we want to maintain’ (P41,
DC).

Only two officers said they didn’t think RMS was an effective deterrent - because online
child sex offenders might be so motivated to offend that deterrence is futile, or because
they thought their offenders might forget that RMS had been installed.
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Value of a specific product

The overwhelming majority of officers mentioned this as a benefit. The majority said that
the particular software product they deployed was user-friendly.

Most officers highlighted the quality of the service they received from the commercial
provider of the software they deployed, using adjectives such as ‘accommodating’ (P39, DC),
‘helpful’ (P42, DI) and ‘superb’ (P48, DC). In particular the aspects of customer service that
received praise included: the quality and speed of the technical help provided, including
remote access; the positive response provided to specific technical issues; the quality of
witness statements provided; and the ability to explain things in layman’s terms.

There was just one niggle related to customer service, mentioned by two officers, and that
was that the helpdesk provided by the commercial provider was only open during weekday
business hours. For offender managers working at weekends and in the evenings,
conducting checks on offenders who are in employment, this was not helpful if they needed
technical support.

Officers from several forces mentioned specific aspects of the functionality of the software
their force deployed as an advantage. These included the fact that the offender is given no
indication about which activity is being captured, the ability to tailor word banks and the
ability to monitor the whole computer, including the ‘dark web’, any external drives or CDs
inserted and live internet streaming programmes such as Skype (as opposed to a software
progamme like Net Nanny, which just monitors the user’s internet use). Examples were
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given of online child sex offenders who had attempted to offend using these means,
thinking they would not be captured, and who were ultimately found to be in breach of the
conditions of their release because of the presence of RMS on their device.

Makes the management of offenders more efficient

Several officers mentioned this as a benefit.

Using RMS to identify those online child sex offenders who they perceived to be the highest
risk, and then target resources at them as a result, for example by spending more time
reviewing the captures made of their activity by RMS, was highlighted as a key benefit.

The majority act well within the guidelines, act within the law as a consequence of
having the monitoring software on their computer and not to commit further
offences. We get a small proportion who continue to do that – they are ones we can
identify quite easily early on and we can concentrate resources to effectively manage
them (P24, DI).

Three officers, each from force areas they described as rural, cited the reduction in time
spent on travelling to and from home visits to offenders’ homes as a benefit, saving them
money and time. The ability to see if an offender was at home, prior to conducting an
unannounced home visit was mentioned as a benefit because it meant the officer’s journey
would be less likely to be a wasted one, ‘If you know your offender has been using it for the
last hour, you know from the patterns that they normally sit on it for four hours at a time,
the chances are they are still going to be sitting there using it when you go round’ (P42, DI).
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And when visits to offenders’ homes were conducted, one officer thought that using RMS
made these more efficient because ‘if you are running Securus then you are not feeling the
need to do on-site triage....it is quicker’ (P20, DC).

Finally, some highlighted the long waiting time for full forensics checks to be done on
offenders’ devices in their force area and said that RMS acted as a triage tool, assisting them
in deciding which devices merited more urgent attention.

Police perception of benefits for the offender

Many officers said that they thought the software held benefits for the online child sex
offender as well as police forces.

For many, this benefit was that the software acted as a safeguard for the offender, making
them feel more comfortable about using the internet and their own ability to act within the
law. This was seen to be a particularly relevant to offenders who were committed to not
reoffending and to moving on with their lives.

If the RSO is compliant, it just gives them a bit of comfort if you like online, prevents
them from flipping over the edge when they think nobody is watching.... It is an extra
barrier to those who are you looking to stop offending or an extra support, however
they internalise that. So we put the barrier on, this is an extra layer and they may
internalise that by saying well I can’t look at those because that barrier is there (P32,
DI).

A few officers said they thought the software had value in giving the offender the chance to
prove regret for previous offending, prove that they were not reoffending and prove they
could be trusted. They talked about offenders’ acceptance of the software being in part
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related to how it was ‘sold’ to them by their offender manager – as a tool to support and
help them to desist from offending. They used this argument to try to convince offenders to
have it put on their devices voluntarily, when no civil order was in place that would require
its installation.

I have a number of people who are on the register but who haven’t got a SOPO so
they don’t have to have it but actually we’ll say to them look…you’ve been convicted
for image offences, this is a really good piece of, a really good tool to show that
actually you’re not doing anything wrong. So you can use it almost as like a bargaining
chip with them (P1, PC).

A small number of officers said that they thought it was a benefit to offenders that the
software was unobtrusively located on devices, and this discrete presentation helped
offenders forget it was there and not be distracted by it.

We can see it but they can’t and it is good because they can’t interfere with it, they
can’t go into the taskbar on the side, they can’t try to remove it or uninstall it, there is
no option to do that, it is quite embedded, quite hidden software, so that is good for
them, because they can’t get at it (P41, PC).

There were different views about offenders’ rights to privacy, and how intrusive the RMS
was. One officer argued that because the software was designed specifically to capture
concerning online activity of sex offenders, that it was ‘far less intrusive’ (P20, DC) than
other forms of monitoring that we are all subject to in everyday life, such as CCTV
monitoring. However there was one officer who argued that the use of this software was
extremely intrusive, given the extent to which people live their lives online nowadays.

If you have an offender whose offence was looking at a computer and is downloading
three indecent images of children, everyone would agree that it would be
disproportionate if we then put a surveillance team behind that person and followed
them around for 24 hours a day photographing everything they did. But in some ways,
Securus is analogous to that within the internet world. These days I don’t think you
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can make your way in the world without it, I do think at some point someone will have
to take a good hard look at it and actually say ‘do we think this is legal now, still, to
this level that we are doing it?’, in the same way that in order to put a surveillance
team in the real-world you need quite a high threshold to meet why you are doing
that because everyone recognises the incredible intrusion of that (P42, DI).

Reported online child sex offender reactions

In terms of online child sex offender reactions, far more officers reported positive reactions
than neutral, mixed or negative ones. Some officers even reported that offenders wanted
RMS to be kept on their computer even after their civil order had ended, and were happy to
pay for this. Positive responses to the use of RMS were reported to be for three main
reasons: firstly, offenders wanted to desist from offending but didn’t trust themselves, knew
that there was temptation online and want help to self-manage. A second motivation was
that the offender had ‘had their life obliterated, don’t want to go through it again’ (P1, PC),
and they wanted it to ‘evidence to family members or people in their environment that they
want to use the computer responsibly’ (P25, DC). Finally, officers said it was because
offenders recognised that RMS gave them greatest chance to maximise their freedom
online.

When offender managers described less positive reactions from offenders, this was mainly
due to concerns about privacy: the software was seen as intrusive, they had a ‘Big Brother’
theory, they were suspicious of how the police were using their information and didn’t want
officers to see what they were doing. Offender managers countered this with the argument
that ‘We have got no interest, we haven’t got time to be interested in everything they are
doing on the computer’ (P14, DC), and some suspected that this reticence was because if
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‘they are not accepting their offending and they don’t want to be monitored and they don’t
want involvement with us - then the chances are it’s because their interest in the material
that they were looking at is still there’ (P6, DS).

Reported family reactions

Overall, many offender managers described the reactions of spouses, partners and families
to the use of RMS in positive terms. They reported that families accepted RMS as part of
the management process or as a requirement of their civil order usually without questioning
it, seeming to assume it was non-negotiable, or because they were appalled by their
partner’s offences, the impact on their lives, and wanted to support them to desist from
offending.

Their partners have gone through massive, massive trauma and they’ve not done
anything wrong...when they suddenly realise that what we’re trying to do is make
sure that their other half stays on the straight and narrow, they are quite sort of
accepting (P1, PC).

Other reasons given were that families were happy that the responsibility of checking what
their partner was doing online was a shared one, or that it was perceived that RMS gave the
families protection from false allegations. As well as the use of RMS, several officers
reported that families had also adopted their own strategies to manage the use of
technology within their own homes – separate devices, separate log-ons, password
protection, rules about not using shared devices unless they were present. Several
commented that if they were to suggest to partners that the RMS were to be removed, this
would cause distress.
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No police officers described an outright negative reaction by family members and only two
described mixed reactions – one because of concerns that they were being watched along
with the offender, and the other because the partner chose to believe the offender’s
version of events.

6.3 Minor strengths

Minor strengths are those mentioned by more than one but less than a third of the officers
interviewed (i.e. between two and seven officers).

Protects evidence

A small number of officers stated that their force had used information gathered by RMS as
evidence in court.

We have never been unsuccessful in getting a warrant based on Securus... It is quality
evidence and it works well in court, and the CPS45 like it. It is primary evidence – it has
come straight from the computer, we have viewed it, the continuity we can prove...It
has never actually been challenged (P48, DC).

However there were views to the contrary about its value as an evidential tool, with one
officer stating that their force policy was explicit that it was not to be used for evidential

45

Crown Prosecution Service
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purposes. This was due to the perceived technical limitations and weaknesses of the
software which he believed could leave the force open to challenge by defence solicitors.

Can identify risk to officers
A small number of officers mentioned this. One described how following threats to one
officer made by an offender, they routinely include the names of offender managers,
solicitors and other relevant people in the libraries of words captured by the software, to
make sure offenders aren’t researching them online.

The large percentage of them are going to have a look and see who we are
and see what they can find out about us without a doubt…you’ve got to look after
your own security (P37, DC).

Another described how RMS had allowed them to find out that an offender was searching
online for the home address of a female officer involved in his case. The force subsequently
altered the RMS word libraries for that offender to include the names of relevant officers.

6.4 Summary

The purpose of this chapter has been to set out the benefits of RMS as seen by officers.
Every single officer interviewed was able to identify at least one benefit of RMS (the
overwhelming majority were able to identify more than one), and the majority believed that
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RMS contributed to the effective management of online child sex offenders46. Naturally,
reactions varied from officer to officer.

Some have really embraced it and think it is the best thing since sliced bread and we
will get an email saying ‘just to let you know we’ve had another fantastic Securus
result, this happened today’. Equally there will be others who email going ‘why are
we using this, I hate it, all I am doing is looking through endless clicks of this and it
has taken me an hour to view 40 images, this isn’t working for us’’ (P42, DI).

Overwhelmingly officers regarded RMS as a useful ‘part of the bigger jigsaw in the
assessment and management of that RSO’ (P32, DI). However, positive reactions were
usually qualified, and comments like ‘I can’t totally rely on it but it gives me a good indicator
of what is going on’ (P41, DC) and ‘We have found it useful in some ways but not so much in
others’ (P44, DC) were common. Officers viewed it as one of a range of tools at their
disposal, but ‘not the be all and end all. I mean let’s be honest for the job that I do and the
people that I work with I can’t have enough tools’ (P1, PC).

Many officers perceived RMS to have benefits for offenders that had much in common with
both a rights-based and a strengths-based approach to the management of these offenders.
RMS enables offenders keep virtually unrestricted access to the internet, but within a
managed framework with some checks and balances. This enables them to maximise their
freedom online, when the alternative might be a range of restrictions on which sites they
can and can’t use which would be more prohibitive. Offenders are able to use the internet
in a ‘healthy’ way - for employment, entertainment and everyday purposes like shopping
and banking. The functionality of RMS, capturing everything at the keyboard level and not
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Telephone survey, question 21: ‘Remote monitoring software helps my police force to manage online child
sex offenders effectively’ - four forces strongly agreed, nine agreed, one disagreed and two were undecided.
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just at the browser level, was also a benefit, as this is a comprehensive approach to
monitoring the computer or tablet as the pre-criminal situation to be managed.

Nonetheless, the top three strengths of RMS identified by police officers were intelligence
gathering, acting as a deterrent and the identification of reoffending. At face value and
even in the most motivated, compliant and consenting offenders, these could not be said to
be fully adherent with the Good Lives Model, given their emphasis on oversight and
perceived risk, rather than enablement of prosocial skills. In those who are not motivated by
an intrinsic desire to desist, they mean that RMS may be more likely to be experienced as an
invasive and therefore punitive management tool, to which they did not consent. In these
offenders, compliance is likely to be a significant issue. However, an offender cannot live a
‘good life’ in which they have the opportunity to attain a range of valued outcomes, without
first ceasing to offend, and so in that sense these perceived strengths of RMS can be seen as
the building blocks for a strengths-based approach.

As will be outlined in the next chapter, officers went into more detail about the weaknesses
of RMS, but when assessing the utility of the software as a whole, positive reactions were
more common than negative. Even those who expressed some substantial reservations
about RMS thought it had merit and still wanted the ability to deploy it.

The range of strengths of RMS identified by officers means that there was no real consensus
among officers about what the successful deployment of RMS looked like and if or how this
could be measured. Crudely speaking, is RMS best used to identify online child sex offending
or to prevent it?

186

Chapter seven: Police assessment of remote monitoring software:
weaknesses

7.1 Introduction

All officers from all forces using the software were able to identify at least one negative
aspect or drawback related to RMS. The weaknesses of RMS were mentioned by more
officers, more frequently and in more depth than the strengths of the software. Nine areas
of weakness were identified, and ranged across the technical functionality of the software,
its use by both offenders and officers, and the impact its use had on workload and
resources.

7.2 Major weaknesses

All of the major weaknesses described below were mentioned by at least a third (i.e eight)
of the 25 officers interviewed, and in most cases many more.

Resourcing the use of RMS

Having enough resources or capacity to effectively utilise RMS was by far the biggest issue
that officers raised. Almost all officers considered the resourcing of the software to be a
limitation. The sheer number of registered sex offenders and the need for more offender
managers was a frequent theme, but this section focuses on the perceived resourcing
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weaknesses specifically in relation to RMS for the purpose of monitoring child sex offenders
online. Financial restraints, manpower restraints, time constraints and legal constraints
were all identified.

A significant drawback of the software, reported by the majority of officers, was the amount
of time needed to monitor captures, often seen as a gargantuan task. Forces ranged in the
number of licences they operated, but no matter how many licences they had, a consistent
theme was that monitoring RMS captures was akin to ‘feeding the beast’ (P42, DI) and was
‘far too time-consuming’ (P46, A/DI).
[Workload] is the elephant in the room. It is so time consuming. What you’ve got to
take into consideration is how much does somebody use the internet? If it is
somebody who works all day and goes out and play sport in the evening and then goes
out with their mates and uses it on and off in the evenings for a half an hour or
something, it’s okay. If it is somebody who has no job, who sits all day using the
computer either surfing adult porn, or watching television via catch up type stuff, and
they are on the computer from dawn ‘til dusk, the captures that it then picks up
because it picks up words and images and all the rest of it – it can be hundreds of
pages and each page is about 20 images which you then have to go through image by
image by image. Hours and hours and hours to monitor these things. It grinds you to
a standstill sometimes and on top of all the rest of the workload we’ve got…it’s almost
unmanageable. It gets to the stage where you just think how can I physically do it
because it is too much for me (P1, PC).

The time spent on maintaining and administering the software’s passwords, log-ons and so
forth was also a drawback: ‘it is not like a statue we have built and you leave it and polish it
once a year. It is like a garden that needs weeding. And if you leave it – if you mow your
lawn once a week it is an easy job, if you leave it six months then you’re going to be out
there for half a day sweating and breaking your mower’ (P42, DI).
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There was a sense that due to the scale of these tasks, the software was under-utilised. Two
officers also expressed the view that given the volume of captures to be analysed, luck
played a role in the identification of offending.

The problem with it is, you can be lucky or unlucky with Securus. There are people
who have put Securus on an offender’s computer and within three days they have
done something on a computer that has given them suspicions. They have gone
around, they have got a warrant, they have got the computer, the bloke at the house
has ‘fessed up, he says ‘oh I knew you were going to come, I just couldn’t help it, I
knew you were coming’. They deal with the computer, the images are on it, the bloke
goes back to prison, they go back to the station for tea and medals – what a fantastic
bit of kit that is. Other people will get endless pages – thousands and thousands of
pages of someone surfing Amazon buying socks (P42, DI).

The cost of resourcing enough (wo)man hours to monitor the RMS effectively was seen as a
barrier for several officers, who thought that in ‘times of austerity’ (P17, DS and P48, DC)
and in the context of savings that needed to be made by police, careful consideration and
prioritisation was needed, ‘Would we stop using it if they increase the price? No. Would we
be more robust about where we used it and how we used it? Absolutely’ (P30, DI). Mixed
views were expressed by officers about whether budget was currently available, for
example for overtime to clear backlogs of RMS captures. One officer thought there was ‘no
chance’ (P48, DC) of this and another said they were already being paid overtime to do it.
One team leader expressed a tension between what he and other officers might ideally
want to happen and the likelihood of that happening, ‘I don’t care what it costs - it’s the
tools to do the job to catch predators that is what I want, but the further up you get, you
have got to consider money and strategic implications’ (P17, DS).
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By contrast, the financial resources needed to purchase and annually renew the RMS
licences once they were in place was not seen to be a major barrier for any officer. At the
time of the interviews, the cost per offender was between £40 per year if the police force
purchased less than 100 licences and £30 if they purchase more than 100 licences (S. Girling,
Securus Software employee, personal communication, 28 January 2014). 10/16 forces
agreed or strongly agreed ‘Remote monitoring software is good value for money’.47 Officers
described the cost as ‘peanuts’ (P12, DC), and good value ‘to put someone away for the best
part of five years for 30 quid licence’ (P48, DC).

There is no issue with cost. I don’t think to be fair that there ever would be either...I
can’t see for one second the force or any of my supervisors or the rest of the
management team ever arguing against me, they would just put their hand in their
pocket I’m guessing and pay for another licence. Because if I am saying that it needs it
and the risk is there, well if something went wrong how could they ever argue out of
that situation? (P1, PC).

Number and quality of captures

Another major flaw in RMS identified by officers was the volume and quality of captures it
generated for police to check through, whether too few or too many. The vast majority of
officers mentioned this.

All of them were concerned that RMS was making too many captures, including ‘false
positives’ and that this was as a result of it not being refined enough. In particular, captures

47

Five forces strongly agreed, five agreed, two were undecided. Four could not answer - two did not know
what it costs, one said ‘can’t answer’ and one said it doesn’t apply.
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of legal pornography were problematic, where the software could not distinguish between
the skin of a child and the skin of an adult in an image. A subset of officers expressed the
view that a capture made on the basis of an image was straightforward to deal with because
you could see relatively quickly why the RMS had made a capture. However, others
described it as a drain on resources, saying, ‘You can tell from the thumbnail that it is not
relevant but you have still got to tick and tick and tick and tick and tick. And it can be
frustrating for officers - just looking through endless amounts of perfectly legal content
(P42, DI). Officers acknowledged that captures of pornographic material might well be
valuable intelligence, but that the volume of captures made was still an issue.

If one of your offenders is, and you can tell has spent 18 hours watching pornography,
then I would suggest that that is a relevant risk factor and you would want to know
that but at the same time, the sheer volume of material that can be generated from
that is enormous and I don’t think the system necessarily was designed with that in
mind (P42, DI).

Captures made on the basis of a word on the screen (that word having been included in the
libraries of words curated by the software companies to flag to officers when used) were
seen to be more problematic because they meant that officers had to read all the text for
context to identify what the situation was. For example, one officer described an offender
who was a car enthusiast,

He’s searching on eBay on the internet and everything for ‘model’ so you can imagine
it might be car models or whatever that he’s searching for but for every model,
because ‘model’ is the keyword, Securus is picking up on that so we will get thousands
and thousands of images a week, all things to go through which you can’t sustain (P37,
DC).
Other examples given of capturing words that were ‘false positives’ were: ‘sex’ would be
captured if the words ‘Essex’ or ‘Sussex’ were on the screen; ‘Tor’ which is a synonym for
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the ‘dark web’, but would also be captured in the word ‘solicitor’; ‘xxx’ meaning ‘kiss kiss
kiss’, but could be captured if thought to indicate a triple X (pornography) site; ‘gun’ from
the weapons library of words but which would be captured if the screen included the word
‘begun’. Sometimes officers just couldn’t fathom why a screen capture had been made by
the software: ‘there must be something he is looking at on a fishing website that triggers a
word and we get a screenshot of a carp’ (P48, DC).

The only published assessment ever done on this topic estimated that an offender manager
supervising 30 sex offenders using RMS would receive an average of almost 98 captures per
day (Elliott and Zajac, 2014, p.5) – a manageable figure but one which the officers who
participated in this research would have contested.

Several officers expressed frustration and were keen that the libraries of words be more
refined to focus on words that were high frequency or that were relevant to a particular
offender, ‘it has got to be fairly intelligently led otherwise it will just run away with itself and
there are 4,000 or 10,000 image captures, screen captures and that just exasperates the
problem of who is going to look at all of those’ (P29, DCI).

At the same time, a small number of officers recognised the possible dangers of refining the
word libraries too much, ‘You run the risk of letting something slip, it is a very fine line of
what you’re going to put in...it is keeping up-to-date on current wording and the
phraseology that is used for putting something into an internet search engine’ (P48, DC).
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As already mentioned, as a result of the high frequency of captures being made, most
officers were very concerned about the amount of time it took to view and assess every
capture made, the subsequent impact on their workload, and their ability to prioritise and
use the software effectively. Two officers outlined that it wasn’t just the process of
assessing each screen capture that was time consuming, but that there may then be
enquiries resulting from those screen captures which were a ‘can of worms’ (P48, DC) that
also needed to be resourced, ‘who they’re speaking to, where is that person based, what is
that internet hyperlink, what is that webpage – it is almost investigation – every single slide
is a separate investigation’ (P29, DCI).

An officer from one force said they had a backlog of 30,000 unseen screen captures, while
another admitted, ‘all we will do is stockpile a load of screen captures that may or may not
be concerning’ (P29, DCI). Others described the system as ‘massively unwieldy...a beast to
monitor’ (P28, DS) and ‘labour intensive’ (P39, DC).

Just one officer was also concerned about the number of captures in terms of it being an
infringement of the offender’s rights because of the ‘high degree, a high proportion, a
percentage of information which is not relevant that is coming up. So there are human
rights aspects there in terms of Article Eight [of the European Convention on Human
Rights48], the right to family life’ (P24, DI).

48

European Court of Human Rights, 2010.
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At the same time, some officers identified scenarios where they knew that an offender was
doing something that should have been captured by RMS, but hadn’t been. Examples given
were video files not being picked up even though these are a common format for child
sexual abuse material, or cases when online child sex offenders had told them that they
were watching legal pornography online or web-camming with other adults, but this wasn’t
being captured. This reduced officer confidence in RMS as a tool. Officers said ‘It is quite
frustrating for an offender manager not to know exactly what your offender is looking at. I
thought it was the all-seeing eye, it’s not’ (P41, PC). Several officers described the
importance of inspecting offenders’ devices when on a home visit and not being overly
reliant on the RMS.

One officer summed up the dilemma about the volume of screen captures overall,

I can’t ever see a scenario where we get the threshold on Securus right, it is always
going to be set too high or too low on the triggers, just because of the nature of it. So
we’re always going to be in a situation where we are either reviewing irrelevant
material when we could be doing other public protection functions, or we are going to
miss things that we should be catching (P42, DI).

Functionality of the software

The majority of officers identified what they saw as a number of deficiencies in the technical
functionality of the software, and what it was capable of doing, or not.
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Speed and delays to viewing captures

A major weakness from the point of view of many officers was the time it took them to
review captures made and the impact this had. Aside from the number of captures made,
there were several reasons for this.

Firstly, the overall speed at which the RMS ran was reported by many officers as extremely
slow, and captures took a long time to load. One officer described the loading of thumbnails
of images that had been captured:

I asked to have proper Securus training, so they sent me to [name of force] and
when I use the [name of force] computers it was ‘Ping, ping, ping’ so fast and with
ours we get the circle of death for ages and ages - really bad...we just sit there and
get the circle of death. Literally with every single capture (P44, DC).

Secondly, many police officers reported frustration with unidentified system errors that
made the RMS shut itself down unexpectedly. This was thought to be partly because of its
inherent capabilities, partly the volume of captures being made and partly due to the
interface with police information technology (IT) systems.

The system was so slow and it would freeze and so you had to reboot it, turn the
computer off, turn it on again and it was the most frustrating thing in the world...I think
because their computer wouldn’t talk to our computer quite right, ours wasn’t talking
to theirs quite right and somewhere along the lines it used to draw it to a halt, so you
would get halfway through a turn of a page and it would just not respond, cut, so you
would have to turn it off, load it up again, try to remember where you were when you
got cut-off and eventually it was just you know what, this is hard work (P48, DC).

Thirdly, the level of compatibility of RMS with police IT systems was varied, and seen by
most officers to be problematic, exacerbating technical issues, causing users to be ‘kicked
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off’ the systems, and further slowing the speed with which the captures could be viewed.
The reasons behind this were thought to be varied: because their force IT was old and not fit
for purpose, because the force had a particular browser or inadequate bandwidth, because
the force had upgraded their Windows software, or because the interface between the RMS
and their force IT caused problems. Two officers even reported that RMS ‘is not compatible
with the computers that we use for Visor’ (P39, DC), a crucial tool for police in the
management of sex offenders. All of this was a source of great frustration and contributed
to the sense that the software was unwieldy.

Finally, there might also be delays to viewing captures due to the shift patterns and rotas
operated by the police, ‘The problem again is what do you do if you have got an offender
who was talking to a child on Friday evening and we don’t tip up to work until Monday
afternoon?’ (P48, DC).

The impact of all of these factors was that captures were not necessarily being reviewed in a
timely way, and so potential offending, or concerning behaviour indicating an escalation of
offender risk were not always being picked up. This was a risk from the point of view of one
senior officer, ‘If any police are monitoring that computer and that is not picked up at the
key time, and an offence occurs with that child, it does leave the force at massive risk as to
whether that could have been prevented’ (P46, A/DI).
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Application of RMS

A majority of officers mentioned the idea that RMS had limitations to it insofar as it could
only be installed and used on certain types of hardware with certain operating systems. In
particular they highlighted as a weakness the fact that it could not be installed on mobile
phones, and many types of tablet computer, and were frustrated that the development of
the software had not kept pace with developments in the hardware available. Officers did
not have a consistent understanding of what sorts of devices (e.g. desktop computer, tablet,
mobile phone) and operating systems (e.g. Android, Windows, iOS) it could be used in
conjunction with. For example, some believed that the brand of RMS they were using was
‘not compatible with any Apple device’ (P23, DS) but others using the same brand thought it
could be used with Apple desk top devices but not iPads or iPhones.

The fact that the software could not be applied universally was seen to severely limit its
utility, partly because officers thought online child sex offenders knew about this loophole
and were exploiting it, and partly because judges would not always grant civil orders that
sought to restrict which type of devices an offender was allowed to possess.

A lot of offenders want access to iPhones and iPads, now Securus products doesn’t
operate on that type of platform at the moment and we say well there is plenty of
other options out there for kit to put it against and that is our argument – we balance
everything - well you can have an IT product but you can only have a,b,c and d, you
can’t have e. And we think that is fair and sometimes we are successful in that. I mean
it has got to the point where in some cases you have agreed a condition, well you
think you have and suddenly at the 11th hour, because we have had this argument
about which product – there was one case where the order just got knocked on the
head completely – the guy had unfettered access to the internet and it all went a bit
wrong (P7, DS).
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For more detailed exploration of the wording of civil orders and impact of judges and courts
see chapter eight.

Installations and upgrades

Whilst RMS in general was perceived by officers as being relatively straightforward to use,
one area of technical difficulty repeatedly mentioned was the process of installing and
uninstalling the software when necessary, and updating it. This was mentioned by many
officers.

Installing or upgrading the software was reported as time consuming and inefficient, partly
because police officers had to be physically present in the offender’s home, and partly
because officers reported that they often found glitches during the process, which took
hours to work through. One senior officer questioned whether this time investment was
strategically worthwhile.

Four hours of two officers, that is eight hours, that is a working day putting an
upgrade on someone’s computer. So in terms of how effective that is I have got to
consider can I keep affording to do that? Certainly if we wanted to make 14 sex
offenders – I don’t know let’s double it, let’s triple it, I start to lose an awful lot of
working time just putting this on people’s computers, let alone monitoring it (P29,
DCI).

Upgrades and installations were seen as something that some police officers might find
challenging due to their level of technical skill, particularly if the offender had installed
firewalls or other potentially conflicting software. Installation and upgrades were the main
aspects that officers reported needing to get the RMS company to help them with via their
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helpline or remote log-in. A few officers spoke of having to return to an offender’s home on
repeated occasions following installation to resolve issues.

One officer found it challenging to be in the sometimes hostile environment of an offender’s
home while the RMS company were remotely logged in, doing an installation, and the
officer was there with nothing to do. Another reported that if an offender was living in a
location with no Wi-Fi, for example approved premises, then installation might not be
possible, ‘we would have to go to McDonald’s to try... you could use a phone as a tether so
we can get to the Wi-Fi to get the software on’ (P37, DC).

Evasion tactics, including the use of alternative devices

The most obvious way of circumnavigating the RMS was reported as being simply to use an
alternative, unmonitored device to access the internet and illegal material. These devices
might be owned by the offender, or someone known to them. The issue of these ‘dirty’ or
‘dark’ computers was mentioned by the overwhelming majority of participants, marking it
out as a significant weakness. ‘I could give you hundreds of examples of ones who say yes,
here you go, here is my computer, have a look at it, and they have got three secret phones’
(P28, DS).

Many officers mentioned the idea that if an online child sex offender was not using their
known device as they might be expected to, this would ring alarm bells. For example, a
change of pattern in the offender’s use of their device, causing a significant or sudden
reduction in the number of captures made by the RMS. Officers did not believe that this
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indicated improved behaviour on the part of the offender. Instead they thought ‘if it goes
stone dead and we know that that person is not on holiday, the person is still in the country
and they are like ‘Oh yes, yes I am using it’, it is not picking anything up, that tells us almost
certainly that they are using another computer, a smart phone or something else (P42, DI).

Some officers said this might trigger a home visit or warrant to search their property, in
which it was vital to ask the right questions. However, other officers said that in the absence
of evidence to suggest offending then there would not be grounds for a warrant even if the
officer strongly suspected they were offending again on an alternative device.

Other strategies mentioned to identify the existence of another device were the use of
specialist teams such as online investigation teams or trying to find other offences to arrest
them for that could give a reason to execute a search warrant.

However, most officers felt that they were fighting a losing battle and that this flaw combined with the widespread availability and affordability of internet connected devices
such as e-readers, games consoles and wearable technology - seriously undermined the
utility of RMS. ‘Fifty per cent of my offenders could be offending on another device – I will
never know’ (P1, PC). Two officers said they would like the ability to inspect routers to see
what other devices had been used to access the Wi-Fi at the offenders’ address.

Other examples were given of online child sex offenders trying to evade detection but being
caught out because they misunderstood the capabilities of RMS. Reoffending was identified
because offenders inserted CDs of images, live streamed images, used public Wi-Fi. They
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attempted to evade detection by using shredding or deletion software, dual screens, the
‘dark web’ or an incognito button, by installing firewalls or virus software or by buying a
device that had no way of inserting or installing software on it.

Skill, motivation and movement of offenders

Technically skilled and determined offenders

The majority of officers were convinced that there were some online child sex offenders
who had the skill to bypass or block RMS so that they could continue to offend yet evade
detection. These offenders were described by officers as ‘IT wizards’ (P1, PC) and ‘computer
whizzes’ (P14, DC), who ‘have a hell of a lot more IT knowledge than police officers’ (P43,
DC). Only one officer thought that online child sex offenders needed just a modicum of skill
to be able to ‘dupe you and appear to have a clear IT platform there when you visit’ (P7,
DS). Several officers expressed the sentiment that ‘we catch the thick ones’ (P30, DI) and
said that RMS was mainly useful ‘for the people who are compliant or not very technically
minded’ (P7, DS).

Many officers also identified some online child sex offenders as not necessarily technically
skilled, but highly motivated or ‘addicted’ (P44, DC) and unable to ‘help themselves, that’s
the only way they get the high that they get from doing so, they are totally preoccupied’
(P14, DC). They were thought to have such entrenched patterns of behaviour, or were so
determined that RMS would not prevent further offending.
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A small number of officers expressed bemusement and incredulity that online child sex
offenders would continue to seek out illegal material online even when they knew that the
police were monitoring their devices. They thought that these offenders did so for a variety
of reasons: they couldn’t help themselves, they just forgot, they thought they could evade
detection.

Movement of offenders

When an online child sex offender moved location, for whatever reason, this was identified
by more than half the officers interviewed as an area of weakness and lack of clarity in
relation to the use of RMS. They spoke of several different scenarios.

One scenario was if an online child sex offender was transferring from a force that did use
RMS to another force that also used it. In this case, even if they were using the same brand
of RMS, because each force had a different contract with the software provider and a
limited number of licences, officers from each force still had to uninstall and reinstall the
software. This was time consuming and seen to be an administrative burden. In addition,
the receiving force might not have any spare licences available, or might not want to use
one of their licences on this particular offender, raising issues about the impact of this on
the offender’s risk profile.

More complex were the situations where an online child sex offender moved from one force
to another, where one of the two forces involved did use the software and the other did
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not. In the case of an offender moving into a force area that used RMS from one that didn’t,
the new force would have to get the civil order amended retrospectively in order to use
RMS with that offender, an expensive and time-consuming process. One officer spoke of a
force that ‘had a guy who literally moved the other side of the road that was different force,
and they don’t use it so they had to pay a fortune to take it to court to get amended’ (P12,
DC).

On the flip side, if an online child sex offender transferred into a force that didn’t use RMS
from one that did, it obviously raised an issue about how best to manage that offender, and
the impact on their risk level of removing remote monitoring from them. Officers held
different opinions about whether the civil order necessarily needed to be amended to
remove the condition related to RMS, and whether the offender (or the force) would be in
breach of their order if they accessed the internet in this circumstance.

When they go from us with that order to have Securus on and the condition will
sometimes read ‘to not have an IT product unless it is monitored by [name of force]
police or any other force – now if they go to some other force that doesn’t have any
monitoring equipment, they’re snookered because they can’t have a computer then
(P7, DS).

One officer outlined exactly this scenario in relation to one recently arrived online child sex
offender, who they tried to prosecute for breach of civil order because he had accessed the
internet without RMS being in place, but were not able to because of the way the civil order
had been written at the time of sentencing.
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In two cases, officers stated that an online child sex offender transferring into their force
under these circumstances had been the trigger for them to obtain RMS.

We’d got some people who’d been given it as part of their SOPO conditions to have,
so then you’ve got people who we can’t monitor their SOPO conditions, or can’t
enforce their SOPO conditions, so you’re almost not policing it to a certain extent, it
needed to be done...the one that set the ball rolling was a transferee in from another
force who’d got it on from another force (P6, DS).

One senior officer thought that the mere prospect of moving force areas might embolden
some online child sex offenders to take more risks or take advantage of any potential gaps
in continuity to reoffend. One officer articulated what he thought the process of a
transferring an online child sex offender should be in relation to the use of RMS.

I want to know well ahead of when they are actually coming to us, as soon as possible
and secondly when they arrive I want to be meeting and greeting them and be very
clear about their risk on us because that will change, generally people feel more
confident migrating and feel a little bit anonymised. Well that is different isn’t it if we
are monitoring their internet software in exactly the same way because they are not
anonymous, they are the same person being monitored in the same way, they just
happen to live somewhere else. So I think that transition, that exportation and
importation of people that have this condition, needs to be really clearly thought
about, and actually you want a little bit of legacy position so you wouldn’t want to
start on day one in the new area with I will watch their internet use, you would want
to know what the last six months looks like and what the peaks and troughs and
indicators of risk are. And that should come from the previous sex offender manager
(P29, DCI).

Staff competence and confidence

Officers reported varied levels of staff competence within their force, and the extent to
which this was a weakness when using RMS. Although just over half of the officers
considered the software to be relatively easy to use (see chapter six for further details),
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almost every officer interviewed also said that staff competence and confidence could be an
issue.

Several officers described themselves as ‘dummies’ (P28, DS) and some of their colleagues
as ‘dinosaurs’ (P17, DS) and ‘technophobic’ (P30, DI). There was a recognition that RMS is a
computer programme like any other, the use of which needed to be learned, which might
be daunting for colleagues who are less technologically adept. There was a sense that
officers were wary of the technical aspects of using RMS, that the software took time to
‘bed in’ to everyday policing practice, and that often this relied on one to two officers within
the unit being there to support others while they got used to it.

Because there was quite a lot of technical data about it, they weren’t always 100 per
cent fully bought into it and there were two or three people who were like little
champions around the area who go and do most of it or did most of it at the time and
it worked fine to be fair... the challenge is within a team that not everybody is able or
willing (P12, DC).

When online child sex offenders appeared to know more about the technology, including
the ‘the terminology and jargon’ (P39, DC) than the officers, this was reported as being at
best embarrassing, and at worst a risk to their ability to manage that offender.

If you give me an Apple Mac and said alright search that has it got any images on it, I
wouldn’t have a clue, and when you are doing [that] in front of somebody, the
offender who is a software engineer, that is a web designer, it is embarrassing. You sit
there and you’re like ‘how do I switch the ruddy thing on?’ It is a high-tech, three
thousand pound laptop and you haven’t got a clue. It makes them feel superior (P28,
DS).

Even if officers were confident of their own ability, they accepted that there was there were
a range of abilities and willingness levels among their colleagues, and that this meant there
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were a variety of ways that different colleagues within the same team used the software, or
even chose not to use it unless they had help.

I know in our office there are people who use it a lot more than others because some
people have got really good IT skills and they are into that sort of stuff and some
people haven’t and sometimes people say, ‘oh can you just check that for me’ and you
know they just don’t want to, don’t understand the system (P1, PC).

This lack of expertise resulted in many officers lacking confidence that they had the
technical knowledge necessary to properly risk assess online child sex offenders whose
offending was internet based. A few officers directly questioned whether they were the
right people to be deploying the software from a technical perspective, saying ‘we are not
computer engineers, we are police officers’ (P1, PC) and ‘I wasn’t ever employed for my
technical expertise and suddenly I am expected to know things about stuff that I just think I
don’t have a clue’ (P18, DI). Likewise, a few officers also questioned whether they were best
placed to understand the significance of the captures made in terms of risk assessment, ‘we
are not psychologists that are analysing that behaviour enough to say that that is an issue,
the way he is asking that is an issue’ (P45, Civilian).

The age of officers was seen by a small number of officers to be relevant to their ability and
willingness to engage with RMS, with older officers said to rely on younger officers to help
them, believing them to have more technical ability.
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Concerns about culpability

The majority of officers expressed a concern about the responsibility the existence of RMS
placed on them and their force to prevent offending, and the extent to which their current
use of it was a ‘defensible position’ (P28, DS). Most officers worried about the reputational
risk to the force, describing some aspects of RMS, such as leaving large numbers of screen
captures unanalysed for any period of time, as ‘deeply problematic’ (P30, DI) and ‘a
significant risk’ (P29, DCI). This view was particularly expressed by officers at the rank of DI
or DCI.49

The thing for us is it creates a risk for us as well and it comes back to the idea of, you
can’t close Pandora’s box and un-know what you know. If you have got something in
place that is harvesting images from someone’s computer, we have to view those
images – how can we not? And if we didn’t review those images and something
happens, and you went back and looked through it and said well actually you could
have arrested this person two months before he went on to commit a sexual offence
against this child because he has got an indecent image of a child here and you
didn’t look through those images because you were too busy or the system was too
slow. We don’t have that option, we have to view the material that it is generating
(P42, DI).

One junior officer50 particularly noted that senior officers got ‘a bit hot under the collar’
(P48, DC) about this risk, while another thought that their team would be held culpable by
higher ranked officers ‘If we hadn’t been using it and something had gone wrong, we’d have
then had Senior Leadership Team saying ‘why aren’t you doing that’?’ (P6, DS). Two officers
worried about being held individually culpable if they didn’t quickly pick up on an offence
against a child or otherwise concerning behaviour that RMS had captured, ‘...if he is doing
something and I miss it, it is on the system and someone can go and download it and say

49
50

Of the eight officers interviewed at this rank, six spoke of this concern.
Sergeants and Constables.
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why didn’t you do this on this date and time and he wouldn’t have done that. But that is
easy to say isn’t it with hindsight’ (P12, DC).

The prospect of external scrutiny impacted the sense of officer and force culpability. The
potential reaction of the general public was considered an immediate risk, ‘If any police are
monitoring that computer and that is not picked up at the key time, and an offence occurs
with that child, it does leave the force at massive risk as to whether that could have been
prevented’ (P46, A/DI). One officer mentioned the perception of the media as a factor that
might influence the objectiveness of their strategic decision making about RMS, ‘Once I
have started doing this can I ever stop doing it? How will the public react to the Daily Mail
headline of ‘Police is no longer monitor internet offenders’ computers because they are too
busy’? Because that would probably be the headline’ (P42, DI). Another mentioned the
potential impact on how judges and courts perceived the use of RMS, and their future
willingness to grant civil orders, ‘I think you open up a whole minefield of issues when
somebody re-offends because they’ll say [the court] ‘we gave you the power, are you saying
you can’t implement it?’’ (P20, DC).

Several officers expressed the view that the risk of not using RMS at all outweighed the risk
of using it but not checking the captures it generated as often as they might have liked to. ‘I
think we’re good in [name of force] at watching our backs from a corporate position. It is
out there, we should be using it. And justify to a serious case review why we haven’t – you
can’t can you?’ (P28, DS). It is worth noting that some officers interviewed from forces that
did not use RMS took the opposite view. They viewed the fact that they did not have RMS
as something of a protection for their force reputation, the theory being that you can’t deal
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with what you don’t know about – and if you don’t have RMS, then you don’t know about
potentially concerning online behaviour.

7.3 Minor weaknesses

Minor weaknesses are those mentioned by more than one but less than a third of the
officers interviewed (i.e. between two and seven officers). The fact that they were all
mentioned by at least two officers raises the possibility that these were not necessarily
anomalies, but were issues that simply had not been picked up yet by other officers.

System issues

Six separate system issues were mentioned by small numbers of interviewees.

Firstly, a small number of officers reported that the capture of an illegal child abuse image
that had been made by the RMS was not subsequently confirmed by a full forensic search of
the same device. This was problematic because the image could therefore not be used as
evidence in court. ‘If we used it as evidence the defence would say well hang on the minute
that image isn’t there, you said it was on his computer but it’s not there (P17, DS). This led
these officers to use RMS for intelligence purposes only, and as a means to obtain a full
warrant.
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Secondly, a few officers perceived that if an online child sex offender installed firewalls or
anti-virus software, or upgraded their operating system, that this could conflict with RMS
and cause glitches or even stop it working. Resolving these errors was time consuming and
frustrating.

Thirdly, three officers reported having identified an issue with the RMS that meant that they
could not have the same username for two different people: the usernames of the devices
they were using had to be unique and not used by another offender within the same force
area. For example, if there were two offenders called ‘Joe Bloggs’ then the captures from
the two accounts were merging into whoever had had the software installed first, causing
obvious issues with the management of each. The RMS company had not proactively
flagged this to forces, but worked with them to rectify it when it had been identified. This
issue undermined the confidence of these officers in the reliability of RMS.

A fourth loophole identified was that offenders might be able to circumnavigate RMS by
using two screens, having identified an offender who could ‘click and drag the pop-up onto
the other screen and then continue using the main screen on the computer’ (P37, DC). The
officer worried that if this loophole was more widely known, then more online child sex
offenders would exploit it.

Fifthly, the language used by online child sex offenders, and the ability of RMS to be
sophisticated enough to reflect offender language use was identified as a challenge. The fact
that the libraries of words were only in English was a challenge identified by these officers in
scenarios where they were managing online child sex offenders whose first language wasn’t
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English, and when an English native speaking offender ‘had worked out how to go to foreign
language sites so he was going and looking at material on foreign-language sites and that
was no longer pinging up (P42, DI). The use of slang terms on social media, with alternative
innocent meanings was also identified as an issue.

Finally, a few officers sometimes reported that despite significant input of time and effort,
they had ultimately been unable to resolve specific technical issues, even with online
support from the RMS company. Again, this was time consuming and frustrating. There was
a feeling among officers that they were powerless to resolve the many technical issues they
identified on a day-to-day basis, and that some leadership was necessary.

RMS as a commercial product

A few officers saw it as a drawback that the RMS was a commercial product. These include
that ‘It was never designed for us in mind and I don’t think it was designed for this volume
of material. It was designed for children in schools and monitoring school activities’ (P42,
DI). In part it was because of practical considerations such as the time a procurement
process takes, or perception that the need to be in a commercial contract for up to five
years was quite restrictive given the speed with which technology changes.
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7.4 Summary

This chapter has identified what officers see as the main weaknesses or drawbacks to their
successful use of RMS. These are predominantly concerned with operational issues: the
availability and deployment of policing resources, particularly in terms of reviewing the
captures made by the software; the functionality of the software, its system issues and how
it interacts with police IT systems; the challenges of using RMS with technically skilled or
determined online child sex offenders and; staff competence and confidence.

The majority of the areas of weakness of RMS identified by offender managers were linked
in some way to their ability to manage the situational dimension of the offender’s behaviour
in a professional, timely and efficient way, whether this was because of, for example, issues
with the compatibility of RMS with police IT systems, the perceived ability of offenders or
the low quality of the captures and speed with which they could be viewed.

These weaknesses also reveal a large number of ways in which the realisation of an
offender’s rights seems to be compromised by the use of RMS. Chief among these is the
weakness police identified related to the large number and imprecise quality of captures
made by the RMS, that were not related to the offender’s offending behaviour. It could be
argued that such a large number of untargeted captures of irrelevant information are not
necessary for public protection and are a disproportionate invasion of an offender’s right to
privacy.
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In order to live a ‘Good Life,’ offenders need to feel like they are empowered and trusted.
In that context the over capturing of content, be it images or words, becomes a negative
factor in their management plan (even if the offenders don’t necessarily always know what
is and isn’t being captured). In an ideal Good Lives Model, RMS capturing thresholds would
be set at a different level for each individual offender, but instead, a largely one size fits all
approach was in place, for example in terms of the same word libraries being used with
each offender. This is just one example of a weakness of RMS that has huge implications for
offender rights, and for the police’s ability to manage those rights online in a way that
helped offenders to realise a ‘Good Life’. It perhaps serves to illustrate that although RMS
was still perceived as a useful too by offender managers, it is a blunt instrument.

Nevertheless, the general attitude of virtually all officers using the software (except one)
was that overall it had merit and they wanted to keep it. They recognised that it was not
‘the be all and end all...[or]...a silver bullet...[but]... one of the tools in the toolbox...part of
the bigger jigsaw in the assessment and management of that RSO...an extra barrier...or an
extra support’ (P32, DI). There was no sense that officers were in any danger of becoming
complacent or too reliant on RMS in their management of online child sex offenders.

This chapter has mainly dealt with operational drawbacks and limitations in the police use
of RMS. Challenges were also identified in relation to the legal framework. This is a
significant topic in its own right and so is discussed in the next chapter.
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Chapter eight: Police assessment and use of the legal framework

8.1 Introduction

In chapter two of this thesis, the statutory framework governing the management of online
child sex offenders in the U.K. was outlined. The legal framework underpinning the use of
RMS was an area where there was much less consensus between officers than, for example,
the discussion of the strengths and drawbacks of RMS. Therefore it was not possible to
structure this chapter according to major and minor themes. The legal framework
underpinning the use of RMS was not a topic that had been built into either the
questionnaire to forces, or the semi-structured interview format. Officers’ views about it
therefore arose spontaneously, and less consistently across all officers and forces than
might have been ideal, given its importance to the officers who raised it. All officers spoke
about some aspect of the legal framework, but not all officers spoke about all the possible
issues. With hindsight, questions about the legal framework should have been built into the
research more systematically.

The first part of this chapter explores the wide variety of approaches that officers outlined
when describing their use of RMS, in terms of the legal processes followed and the legal and
ethical questions these raised, including issues of consent, proportionality, human rights
and collateral intrusion.

The second part of the chapter explores in detail the particular issues officers grappled with
when using civil orders to manage online child sexual abuse offenders.
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The last section of the chapter analyses what officers discussed regarding the role of courts
and judges in relation to RMS.

8.2 Legal and ethical issues

Proportionality and necessity

One key principle of the U.K.’s civil order regime is that prohibitions must be proportionate
to the offender’s risk, and necessary to protect the public. As was outlined in chapter two, a
complete ban on internet use is now only permissible in extremely rare circumstances, and
this was evidenced in the testaments of officers. Just one officer mentioned a case in which
an online child sex offender had had a total ban on their internet use imposed. Only a small
number of officers supported more draconian ways of monitoring these offenders than
were currently available to them, such as monitoring their internet use at the router rather
than at the device level, and said that they thought offender management had been a lot
easier for them in the days of an outright ban on internet use.

Right of unfettered access to the internet

When asked to agree or disagree with the statement ‘All online child sex offenders should
have to have remote monitoring software installed on all their devices’51 a range of

51

Question 21 of the telephone survey, statement 5.
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responses was given and a lot of discussion provoked. Many officers strongly agreed or
agreed with the statement, and reported that their force had already adopted this as an
informal policy, RMS licence availability permitting. A small number of officers disagreed
and one strongly disagreed (two were undecided). They raised ethical as well as practical
objections, saying, ‘it would be disproportionate and intrusive to their human rights, I think
in terms of resourcing it would probably be unmanageable, and for others it just wouldn’t
prevent the risk that they pose which comes back down to proportionality’ (P18, DI).

The majority of officers recognised the internet to be ‘an inherent part of everyday life’
(P24, DI) but did not consider RMS to be intrusive, or think that it impinged on an offender’s
ability to conduct lawful activity online. Several emphasised the rights of victims and
potential victims, and were explicit in their view that these offenders had compromised
their right to privacy when they had committed child sexual abuse offences: ‘a right to a fair
trial, right to freedom from torture, right to life – crack on, but the moment you do child
sexual abuse your privacy is out the window’ (P17, DS). They said that RMS ‘is only for police
forces tailored very specifically to sex offender behaviour activity and images’ (P20, DC),
arguing that it is less intrusive than other potential conditions recommended by previous
judgements, such as the requirement to maintain internet histories and to make computers
available for inspection. This was because in those scenarios, officers would not only be
looking at potentially illegal data captured by RMS, but could also look at the entire
contents of an offender’s computer, including all their personal information.

The majority of the dozen officers who mentioned the views held by online child sex
offenders and their defence solicitors, reported that these groups tended to accept the view
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that the use of RMS was an appropriate and proportionate level of intrusion given their
offending and ‘got it that it was actually a balance of looking at their human rights and you
can have a computer, you can book a holiday, you can do your shopping but we will check
that you are not looking at indecent images of children’ (P17, DS). A very small number of
officers reported exceptions such as a ‘particularly vociferous sex offender who spends most
of his time researching the Human Rights Act’ (P29, DCI).

A small number of officers thought that RMS could be considered highly intrusive and
acknowledged the rights of offenders, including recognising that online child sex offenders
were likely to be less of a risk to others if they had stable home lives, and that the internet
was a key tool for functioning and participating in the modern world. They talked about how
the internet is ‘not life-and-death but it is part of life and it is part of family life’ (P42, DI) and
about the need to avoid ‘completely damaging that person’s life unnecessarily’ (P1, PC) with
disproportionate or unworkable civil order conditions, considering the possibility that the
requirement to have RMS installed could be one of these. Their view was that child sex
offenders retain fundamental human rights, even if these are not absolute and limitations
need to be imposed on them. They also mentioned the need to build in mechanisms to
review the conditions included in orders so that ‘if he is just looking at his bank account and
stuff like that and that has been constant like that for a couple of years, well then you have
got to think what are his human rights here, have we got to remove that [software] now?’
(P42, DI).

Two officers argued specifically against civil order conditions that prohibited an
online child sex offender from accessing legal adult pornography. They did so on
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the basis that understanding the offender’s use of this material could help them to
understand their dynamic level of risk, that it was not possible to police this
condition, and that ‘It is important, very important for some of our offenders to be
able to use legal pornography’ (P45, civilian) as a means of helping them to desist
from accessing child sexual abuse material.

Right of access to hardware

As was highlighted in chapter seven, RMS can only operate on certain devices and operating
systems. A small number of officers spoke about this in relation to the rights of online child
sex offenders. The majority of this group argued that these offenders should be compelled
by the court to use a compatible type of hardware. Just one officer expressed the view that
these offenders should be able to have the hardware and operating system they preferred
and that the onus was on the police to find compatible RMS. They argued it was unfair to
expect offenders to buy a different device in order to be compatible with whatever system
the police force happened to have.

Officers recounted anecdotes of judges ruling in both ways – sometimes prohibiting online
child sex offenders from owning certain types of equipment, and sometimes putting no
stipulations onto their civil order about permissible hardware.
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Police powers to monitor (RIPA)

When it was mentioned, there was a range of views amongst officers, and some confusion,
about whether the use of RMS fell under the requirements of the Regulatory and
Investigatory Powers Act 2000 (RIPA). There was a great deal of uncertainty about the
interpretation of this law and this was an issue that exercised the thoughts of officers a
great deal. Two predicted a future legal challenge to the use of RMS by forces on the basis
that their use of it did not comply with RIPA and because of ‘the incredible intrusion’ (P42,
DI) of RMS.

One officer reported that they had had a significant legal challenge from an online child sex
offender to their use of RMS on the basis that it contravened the provisions of RIPA. In
September 2015 the offender’s objection was rejected by the District Judge, who found in
favour of the police force involved, who had asserted ‘that RIPA was not engaged due to the
way in which monitoring software works’.52 This was a relief to the officer from the force
involved who felt that the repercussions of such a case could be significant:

If this all went against us and the judges decide that monitoring software is a problem,
that we can’t use it, then we would have to take all those orders back to court and
seek them to be amended and removed. That is not just us, that is going to be across
the whole country. The implications of it are absolutely massive. This is why we have
ACPO on one side and the Home Office on the phone because it’s got a national
repercussion…if it requires surveillance orders to implement, because it would
otherwise be a breach of RIPA, then you have problems. There is so much different
advice comes into this, people say ‘yes it is’ and others say ‘no it isn’t’ and this is why
we need that clarity from the court - the repercussions are quite big (P20, DC).

52

Personal communication with the Head of Legal Services at the police force involved, 14th October 2015.
The case has otherwise not been reported in public.
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Several other officers in forces that were using the software were aware of this case, and
had hoped for this case to be taken to the Court of Appeal, so that legal certainty about the
status and use of RMS by police could be gained.

A small number of officers said that their monitoring simply did not fall under the
requirements of RIPA, saying, ‘all legislation is about covert monitoring. Because it is overt
there is no real legal issues…the analogy is if we put a uniformed police officer walking
behind a sex offender everywhere they went because it is not covert, we would need no
authority to do that’ (P42, DI). They questioned why additional authorisation would be
necessary when a judge had already imposed the RMS condition on the offender’s civil
order, ‘I think that is some of the dilemmas whether you need a RIPA or not, when a judge
has considered the implications prior to granting the order, why are we putting another
authority in on top of that?’ (P12, DC).

A slightly higher number of officers were adamant that the use of RMS did fall under RIPA,
even if the child sex offender had consented and the monitoring was overt, primarily
because ‘whilst the target of your surveillance – because it is surveillance – is fully aware of
what is going on, any third parties who then contact him are unaware that their material
may or may not be viewed’ (P32, DI). Amongst these officers there was confusion about
whom the relevant application needed to be submitted to. For example, one officer said
that a Directed Surveillance Authority form (DSA) simply had to be signed by their

220

Superintendent, another officer said it had to go to the Covert Authorities Bureau53 [sic] and
another said, ‘You need Home Office approval to do it’ (P6, DS).

This lack of clarity caused me, during the interviews held, to probe the oversight
mechanisms being used, which made more than one officer nervous, for example:

[It makes me wonder why the Covert Authorities Bureau [sic] – if they are only getting
this paperwork from a small number of forces, you would think that would be asking
questions about why they are not getting it from other forces?]
That is a real political hot potato and I don’t want to answer because that is out of
my..... I don’t know how that works. If you want to poke that hornets’ nest....(P32, DI).

There were also mixed approaches about whether an application should be submitted on a
monthly or quarterly basis, and whether one application was required per offender, or
whether one application could be submitted to cover all the online child sex offenders
within the force. One officer said that their force had one RIPA application to cover all their
RMS licences, but acknowledged that this was unlikely to be adequate:

We have to put a RIPA in for the Securus, because we did have a big debate with the
Surveillance Commission about three years ago…we cannot do a RIPA for every single
one so they said okay what we will do is we will have one RIPA for your area but that
actually breaches the law of RIPA because you should only have one RIPA for each
person but the government have already agreed that we can have one RIPA for an
area. Well what is the point of that because that is not even RIPA? (P17, DS).

The submission of RIPA-related forms was described as ‘an administrative burden’ (P12, DC)
but officers following this process still said it made them feel ‘comfortable’ (P32, DI) and
‘compliant’ (P28, DS). The advantages of submitting a DSA form were considered to be pre-
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No such organisation exists – the officer most likely meant the Interception of Communications
Commissioner's Office (although this ceased to exist in September 2017).
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emptive of any legal challenge, because officers thought this process to represent good
governance, a ‘clear audit’ (P32, DI) and part of a ‘stringent’ (P20, DC) system of ‘tight
controls’ (P20, DC). One officer commented that ‘If we do miss a name on it that is an
issue…because we are doing surveillance on somebody illegally’ (P28, DS).

As well as the fundamental lack of consensus between officers about whether the use of
RMS came under RIPA or not, there were also differences of opinion about more detailed
legal aspects of how RMS should be operated, including:


Whether visits linked to remote monitoring could be unannounced;



Whether the surveillance was ‘directed’, and therefore whether a DSA form was a
necessary requirement at all;



Whether information obtained by using RMS was legitimate to use for evidential
purposes;



Whether it was appropriate to sub-contract the monitoring of the captures to a third
party. One force sub-contracted all of their monitoring of the software to the Lucy
Faithfull Foundation and another force sub-contracted it before the online child sex
offender was made subject to the sex offenders’ notification requirements (also
known as being put onto the sex offenders’ register), but took it in-house after this.
One officer said that sub-contracting would be out of the question in their force due
to privacy concerns about what the civilian at the Lucy Faithfull Foundation might
see: ‘what are you allowing them to see in the private domain of that person? I
think that would be highly problematic’ (P30, DI). Another was more open minded, ‘I
don’t see technically any reason why not, but it raises with it a whole host of other
ethical questions’ (P30, DI).
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Consent

The most fundamental difference of opinion between officers interviewed about RMS was
about whether the consent of the online child sex offender was required and/or advisable in
order to utilise it with them. In the questionnaire, officers were asked the following
question54:
‘Of the offenders with whom you use remote computer monitoring software, approximately
what percentage:
a) Are using the software without a SOPO in place?
b) Have a SOPO?
c) Of those who have a SOPO, approximately what percentage of these SOPOs specifically
contains a prohibition with the wording to the effect that no computer or other device can
be used without the installation of software capable of remotely monitoring their use of it?’

Responses to the elements of this question ranged widely, demonstrating the different
approaches being taken by some forces, their interpretation of how civil orders could be
used in relation to the software, and the ethical debate about consent versus obligation.

All forces had civil orders in place with at least some of the online child sex offenders they
were managing who were subject to remote monitoring, meaning that no force was entirely
reliant on the voluntary consent of all these offenders to have it installed. A majority of
forces had a civil order in place with ‘a majority’ or over 80 per cent of the online child sex

54

Question 13.
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offenders with whom they were using the software. A further two had it in place with a
third or more of their offenders. Three forces had a civil order in place with a third or less of
their offenders, in one case as few as ten per cent. The majority of officers said that the
majority of these civil orders had a specific prohibition related to the installation of RMS.

Several officers took the view that offender consent to the monitoring process was
essential, otherwise the online child sex offender could just re-offend on a different device.
They reported being successful in putting it onto offenders’ devices even if they did not
have a civil order requiring them to do so. They were suspicious of those who refused to
consent, but reported that this was rare and that most online child sex offenders consented
because they wanted access to the internet. Another perceived advantage of obtaining
offender consent was that ‘if they are consenting there are no human rights issues’ (P23,
DS) because the monitoring of them was not covert.

However, for exactly the same reason that some officers thought consent was essential i.e.
because the offender could just use a different device to offend on, a smaller number of
officers thought that obtaining the consent of the online child sex offender was ‘a waste of
time’ (P20, DC) and unenforceable. They also made the case that consent is unpredictable
because the offender could change their mind about consenting at any time, ‘What if they
don’t consent to it on the Monday morning? You have got to go and take it off, stop the
software, stop the monitoring and then seek a formal application’ (P29, DCI).

Officers reported that online child sex offenders might consent to having the software
installed for a variety of reasons. They might see it as a way to prove to their family and
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offender manager that they are not offending. This included when they had been charged
and released on bail pre-sentencing, so could also serve to demonstrate to a judge that they
were remorseful about their previous offending and committed to rehabilitation. Other
reasons might be if their civil order had expired but they wanted to continue being
monitored or if their civil order was written before police forces began using RMS.

Five officers were aware of online child sex offenders in their area who were consenting to
the use of RMS, and its use was being managed by an organisation that was not the police,
that in some cases they knew to be the Lucy Faithfull Foundation55. The scenarios in which
this occurred were firstly, as mentioned above, if an offender was released on bail pending a
trial for online child sexual abuse (in some cases forces paid for it, especially if it was a bail
condition), and secondly, if the offender had been convicted but did not have the particular
condition on their civil order, but wanted to desist and to prove to others that they were
not re-offending.

Consent was obtained by getting an offender to sign an officer’s day book, or a consent
form. In some forces, the software was configured to show a reminder message, icon or
acceptable use policy every time the offender logged on. Whilst this may have served as a
means of obtaining on-going consent, officers did not describe this feature as having been
designed for this purpose – primarily they viewed it was a reminder to the online child sex
offender to stay on track. In other forces the software was not configured in this way and no
reminder was given to offenders.

55

Question 3.
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Collateral intrusion

The majority of officers raised the issue of collateral intrusion, in terms of RMS capturing ‘a
percentage of information which is not relevant’ (P24, DI) about the day-to-day activities of
online child offenders. A small number of officers raised the issue of ‘human rights aspects
there in terms of Article Eight, the right to family life’ (P24, DI) but were aware that these
rights had to be weighed against the risk to the public.

In general officers were incredulous from a practical point of view that anyone would think
they had time to examine information that was not about the commission of sexual
offences online. They were clear about the ethical and legal approach to any collateral
intrusion, ‘our force policy has very stringent control on that. It’s deleted, it’s not recorded,
it’s not used’ (P20, DC), though a small number seemed frustrated by this. ‘We know the
rules as cops. If it is collateral intrusion we have to dismiss it and we cannot use it as
evidence, we have just got to ignore it which we do, that is just life, that is the rules and we
comply with it’ (P17, DS).

In terms of collateral intrusion to the family members and partners of offenders, there was
a high level of consensus among officers that this was something that had to be actively
managed. When members of the same household were sharing the use of a computer or
device, officers reported a range of ways that they ensured that families understood that
their activity would be monitored as well (such as signing the officer’s day book), even if
they had a separate log-on and password. However one officer said their force advised
online child sex offenders and others not to share devices, ‘because if somebody else uses it

226

and does download indecent images, we would get a report from CEOP and who are we
going to arrest? It is going to be you, isn’t it? So it is something we would strongly advise
them not to do’ (P28, DS).

Most officers did not mention collateral intrusion in the context of communicating online
with external third parties, but on the few occasions when they did, they said that their DSA
covered this, or that ‘the offender is supposed to tell the other person and in chat rooms,
which is why we get round the RIPA authority. They’re supposed to say ‘my computer is
being monitored by the police’’ (P42, DI).

Who should pay for it

Many officers talked about the cost of RMS56 in terms of who should pay for its installation
and use. In the majority of interviews when it was mentioned, officers said that police forces
met the cost of RMS being installed and used to monitor the devices of online child sex
offenders. This was almost always the case if the offender had a civil order that required
them to have the software. However there were also a small number of officers who said
that their force paid for the costs associated with RMS, even if the offender was using it on a
voluntary basis. One officer described an online child sex offender whose civil order had
expired but the offender ‘doesn’t trust himself so he wants us to keep it on voluntarily
which we agreed to do…we are paying for it. We needn’t do but it is child protection’ (P17,
DS).

56

See chapter seven ‘Resourcing the use of RMS’ for details of costs at the time of research.
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Several officers thought that no offender should ever have to pay for RMS to be installed on
their machines under any circumstances. This was for a variety of reasons: because they
believed that doing so would be contrary to the Police and Criminal Evidence Act; because
requiring offenders to pay was tantamount to levying a financial penalty which was not
allowed; because some offenders could not afford to pay for it and so making them pay for
it might drive them underground; because for ‘people who were coming out of prison who
weren’t financially secure, it was basically banning them from the internet and obviously
with human rights and all the rest of it’ (P1, PC); because as a principle ‘if the state is doing
something to you that you don’t want the state to do to you, the reality is probably that the
state should foot the bill’ (P42, DI); because if police think an offender is going to reoffend,
the police should meet the cost of managing that risk.

A small number of officers talked about how their force had at one point required online
child sex offenders to pay, for example in the circumstances when the installation and use
of RMS was on the offender’s civil order, but the force did not have the use of the software
(for example if they had moved there from another force area). They had come to the view
that asking offenders to pay was ‘a sticky wicket. I’m not too sure how that would quite
have worked out had it been challenged legally’ (P6, DS) and had begun to fund the use of
RMS as a force. It was implied by one officer that the trigger for them starting to use RMS in
their force was the human rights concerns they had in relation to making online child sex
offenders pay for their own monitoring.
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A small number of officers reported that in their force areas, offenders paid for the
installation and use of RMS themselves, depending on the circumstances.

One officer took the view that the online child sex offender should pay, even if they had a
civil order requiring them to have the software: ‘if they want the internet it will be for them
to fund that in order to comply with their order…I struggle to a degree with the public’s
money paying for that’ (P46, A/DI). This force sub-contracted the monitoring of the software
to the Lucy Faithfull Foundation. The officer reported that they had never had any legal
challenge to this position, that only a very small percentage of offenders choose not to have
access to the internet as a result of having to pay, and that they had only ever known a few
offenders who had cited cost as an issue for them. In these cases the Lucy Faithfull
Foundation had negotiated staged payments or discounts with the offender.

Two officers from the same force reported that if the offender had RMS as a requirement
on their civil order, but the force didn’t have any licences available for use, then the
offender would have to pay for it.

One officer spoke of a particular online child sex offender, who had RMS on their civil order,
the use of which during the week was monitored and paid for by their force. However, at
the weekend the offender lived in a different force area where RMS was not in use. In that
case, the offender paid for a different brand of commercially available RMS, which was
monitored by his wife.
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8.3 Interpreting the law: civil orders

The wording of civil orders

The wording of the civil orders that required offenders to use RMS was something that the
majority of officers spoke about in depth, and the widespread view was that RMS software
was only as good as the civil order that sat behind it.

Civil order conditions were seen by officers to be problematic because they had become
redundant due to the rapid developments in, and proliferation of technology in recent
years:

We have got a couple of the offenders, their SOPOs are very old, and they’re saying
they cannot own anything that stores a digital image and they cannot have a mobile
phone with a camera on it. Well we are fast reaching a point where there is not a
single phone out there that doesn’t have a camera and all this one in particular that
I’m thinking of he is not allowed to have a colour screen, so it is stuff like that which is
unworkable any more (P20).

Officers appreciated that civil order conditions needed to have a degree of flexibility built in
to them, particularly in order to take account of future developments in technology.
‘Future-proofing’ civil orders was a suggestion which provoked a varied response.

There were forces that put the use of RMS on as a condition on the civil orders of all online
child sex offenders, so that if they decided to use the software with this offender in the
future, there would be no need to get their order amended in court. This might be because
they did not have enough licences available to use the software with all their relevant
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offenders, or in one case when the software was not in use in that force. They did this
because the offender ‘might move on and I just think it saves a lot of hassle and cost in the
long run if they have got it on’ (P7, DS). However, there were a small number of officers who
disagreed with this approach:

To me that’s totally wrong. If you don’t have the capabilities and that person is active
on the internet just because you as a force haven’t got your software then I think you
open up a whole minefield of issues when somebody re-offends because they’ll say,
the court will say ‘we gave you the power, are you saying you can’t implement it?’
(P20, DC).
A small number of officers described how their force tried to ‘future-proof’ their civil order
conditions against potential future developments in technology on the basis that ‘who
knows what is going to happen in the future with technology, internet and that sort of stuff,
so we have actually tried to think that little bit further ahead’ (P1, PC). They tried to futureproof against developments such as the ‘dark web’, and cloud storage capabilities.

The wording of civil order conditions was also seen to be problematic because they were
‘very disjointed’ (P20, DC) across different forces, and many officers expressed a desire for
‘consistency in getting workable prohibitions’ (P18, DI), ‘common ground’ (P37, DC), ‘generic
wording’ (P23, DS) and ‘guidance and standardisation of wording’ (P1, PC). Some suggested
that ‘there needs to be a central database for judges when it comes to approved
SOPO/SHPO prohibition wordings’ (P20, DC).

At the same time, officers appreciated that ‘the legislation requires it to be specific to the
offender so it’s very difficult to have a bulk standard set’ (P20, DC). However, a small
number of officers reported that if the civil order condition was worded in too specific a
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way, it caused police to ‘lose the effect of that condition because we can’t police that
condition when it is broken down into so many facets, it’s got to be fairly simplistic’ (P7, DS).
Examples given were if the order specified the manufacturer of the RMS to be used, or the
particular hardware the offenders were prohibited from using. Specificity of wording came
with the risk that if something changed in relation to the details of the civil order, ‘you are
taking them all back to court to get the SOPOs changed’ (P28, DS). At the same time, small
numbers of officers reported civil orders to be problematic either because they were ‘vague
and ambiguous’ (P23, DS).

There is therefore a tension between the need for flexibility to deal with how the use of
technology by offenders might change over time, and the need for consistent conditions in
order to deal with technical complexity of this type of crime. Flexibility of wording was
something that the Court of Appeal judges in the case of R. v. Smith, Clarke, Hall and Dodd
(2011) had recommended, though they added a caveat:

That flexibility, however, must not lead draftsmen to an inventiveness which stores up
trouble for the future. It will do this if it creates a provision which is, or will become,
unworkable. That may be because it is too vague or because it potentially conflicts
with other rules applicable to the defendant, or simply because it imposes an
impermissible level of restriction on the ordinary activities of life.

The wording that many officers cited as being used in their force in relation to RMS was a
variant of the following:

‘The offender is prohibited from:


owning, having in your possession, accessing or attempting to access the internet by
any computer or device without risk management software (where available)
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installed by the Public Protection Unit, with the exception of a business environment
which must have appropriate security measures in place whether human or
electronic as deemed suitable by us;


attempting to tamper or interfere, remove or bypass, disable or alter any
components or settings related to the installed management software’.

Regina v. Smith
(Regina v. Smith, Clarke, Hall and Dodd [2011] EWCA Crim 1772)

Several officers were extremely critical of the guidance given to them by the case of R v.
Smith, Clarke, Hall and Dodd ([2011] EWCA Crim 1772, see chapter three) on the basis that
this wording was ‘unpoliceable’ (P44, DC), ‘completely and utterly pointless and useless
from a management perspective’ (P1, PC), ‘so full of pit-holes’ (P20, DC) that it was a ‘waste
of time’ (P17, DS). They complained that it ‘is taking us back 10 or 15 years’ (P17, DS) and
that the application of the prohibitions suggested in it relied on seizing the offender’s
devices and forensically analysing them, a process that might take many months due to
backlogs in high-tech crime units. Whilst not completely ruling out the potential benefit of
RMS, the court commented that, ‘there is a clear risk that there may be uncertainty about
exactly what is required and the policing of such a provision seems likely to be attended by
some difficulty.’ Officers were frustrated by this, ‘…that was an error on their behalf
because if they say they don’t know how it is going to be policed well they should make
themselves aware of how it is going to be policed’ (P17, DS).
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The R. v. Smith, Clarke, Hall and Dodd ruling therefore did not clarify all aspects of the legal
basis was for the use of RMS, and many officers expressed a desire for greater certainty and
consistency about the legal basis in order to eliminate uncertainties about its deployment.
Crown Prosecution Service guidance has since made it clear that while R. v. Smith, Clarke,
Hall and Dodd ‘remains the leading authority in this area’ but did 'not afford sufficient
material for any comprehensive guideline' (Crown Prosecution Service, 2015). Several
officers emphasised the need for a Court of Appeal case, and ‘for every judge in the country
to be sat in a room and be told ‘this is monitoring software, this is what it does, this is how it
works, this is why it’s being implemented in this way and this is why we need this wording’’
(P20, DC).

Who drafts civil orders

Depending on whether the civil order was being applied for on conviction or postconviction, officers reported that they might be drafted by several different groups: any
officer (most frequently cited was officers from the criminal investigation department57
(CID)), the legal team in the force, or by barristers, judges, court officials or the CPS. The
Home Office advises that “it may be sensible to seek CPS advice on the wording of the
prohibitions in the proposed order to ensure they will be enforceable by way of a criminal
prosecution for breach” (Home Office, 2018a, p. 42). Keeping tabs on all the applications

57

The criminal investigation department (CID) is the branch of all U.K. police forces to which plain-clothes
detectives belong.
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for civil orders that might be being made through their force was said by offender managers
to be extremely challenging.

The main issue raised by many officers was when the force received offenders to manage
who were subject to orders and conditions, including the requirement for RMS, that the sex
offender management team had had no input to. This was most often the case when judges
and courts were involved. This removed the ability of the sex offender manager to decide
how to allocate their resources in terms of which offenders to use their RMS licences with,
meaning that ‘Ultimately in a lot of cases we don’t have a choice because it is on the civil
order because the courts have said it... we can’t criminalise that person by refusing to put
the software on’ (P42, DI). In these cases officers were also extremely critical of the wording
of civil orders imposed by the courts, which in the worst cases were described by officers as
rendering them ‘completely worthless’ (P20, DC).

Another challenging issue was when non-specialist officers (i.e. not part of the force sex
offender management team) and others made an application for a civil order to include
RMS. In these cases several officers reported that that the wording of those orders was
contradictory, too complicated or not specific enough, failed to strike the right balance
between necessity and proportionality, lacked practical application or was out-dated given
judgements in more recent cases. Officers much preferred it if they were able to work with
non-specialist officers to draft a workable condition. A few officers described a proactive
approach to this challenge, with a staff member reviewing all the arrests made in the last
day, and identifying any that ‘will affect our unit with people who come through and end up
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being managed by us and then we’ll have a look at it and we might contact the officer and
say have you thought about a SOPO and then we’ll write a SOPO for them’ (P1, PC).

Officers ‘try and catch it before it goes into court’ (P28, DS) and considered this ‘really
important because of continuity. I knew what the judges wanted, I knew what they would
approve and I didn’t want spurious odd conditions being put on because the officers in that
main office, the CID office they wouldn’t be aware of the stated cases’ (P17, DS). Some
officers saw it as part of their role to ‘educate officers in other departments’ (P23, DS) about
the best conditions to put on civil orders to make RMS effective.

Amending orders

A majority of all officers interviewed reported issues with seeking to obtain standalone
orders post-conviction, or amendments to existing civil orders via the courts.

The circumstances in which they sought to amend an order were:
1. If an online child sex offender moved into their force and they had a civil order
related to the use of the internet and computers but no RMS condition on it;
2. If internet offending had been identified following conviction for a contact offence;
3. If they were convicted before the force had the use of RMS and the police suspected
them of committing online child sex abuse offences (though this was subject to the
force having new intelligence and a justification to support this request);
4. If the conditions an offender was subject to were out-dated due to recent court
judgements;
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5. If the online child sex offender was subject to notification requirements for a limited
period of time, but their civil order had no end date.

When it was mentioned, amending orders was largely viewed as a time consuming and
expensive process.

8.4 Courts and judges

The majority of officers spontaneously mentioned a viewpoint related to their wider context
of judges, courts, barristers and the CPS when discussing RMS. Two main themes arose.

Firstly, the majority of officers expressed the view that judges, courts, barristers and the CPS
need to know that software like this exists, and when they do, have a better understanding
of it and of the legal framework within which it sits. It was not just the wording of civil
orders (discussed above) that officers thought judges, court staff, barristers and the CPS
need to understand better. These professionals were not always seen to be knowledgeable
about what officers considered to be basic information about online offending (for example
the definition of a ‘download’) or about the relevant legislation and where RMS might sit
within it. The case of R. v. Hammond backs this up, given that the court held that the
downloading restriction was too wide and should be limited to photographs and pseudophotographs of children (R. v. Hammond, 2008). On this, the CPS was described as
‘learning’ (P20, DC). These officers saw it as their role to advise the court about both the
potential and limitations of RMS and about the most effective wording of civil orders,
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saying, ‘there is a job to be done in terms of education of the judiciary’ (P28, DS). They
thought it was essential, ‘to have the buy in from the judges…It was the most important
piece of work I did out of all of it to be honest with you - to show the judges how it works’
(P17, DS).

Officers recognised the prerogative of judges to issue orders as they saw fit, but were
frustrated that their expertise was not sought by the courts in cases where they decided to
include RMS as a condition on the civil order. ‘The wordings we produce are based on areas
of perhaps where it’s gone slightly wrong before because there’s been a bit of a loophole.
We try and cover that loophole but then the judge re-writes it and it’s a case of ‘oops’’ (P20,
DC).

Secondly, several officers said that judges could be reluctant or unpredictable whether they
would grant a civil order clause related to RMS. In this regard the importance of the views
of individual judges was recognised because ‘effectively it is down to the court whether the
court thinks it is a good idea or not, and that will be down to the individual [judge]’ (P42,
DI). ‘Judges are 50/50 as to whether they will put it on’ (P41, PC) and this was a cause of
frustration, ‘there is no rhyme or reason to that’ (P29, DCI). Officers thought this might be
because they hadn’t heard of it before, because they ‘don’t like the software’ (P41, PC),
because they didn’t understand it enough or hadn’t had proper training, or because they
had a more fundamental ethical issue or legal question in relation to it. This might be about
the fundamental lawfulness of applying the software to online child sex offenders, the
impact on the offender’s rights, or it might be a more specific objection. These might be if
the force was asking the offender to pay for it, or if it required the offender to own (or not)
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particular types of equipment that the software was compatible with, or if the perception of
the judge was that it might prevent the offender seeking employment or being employed.

8.5 Summary

The findings outlined in this chapter demonstrate the complexity and ambiguities of the
legal system offender managers are working within when using RMS, and their lack of
consistent interpretation of it. Offender managers reported such a wide variation of
practice in their interpretation of the law and regulations in relation to RMS, that it is
questionable whether every interpretation can be legally compliant. Differences of
interpretation and therefore of offender management practice were identified across a
wide range of areas including whether: the use of RMS constituted covert monitoring; RIPA
was engaged; monitoring visits could be unannounced; surveillance was directed; the
captures made by RMS could be used for evidential purposes. Some officers were confident
in their analysis of the legal basis on which they were using RMS, but others were less so
and their reservations undermined their faith in the overall utility of the software.

In addition, taking into account the internet enabled device as the scene of the crime,
additional legal questions – beyond those specific to the rights of the offender subject to
monitoring by RMS - remain. For example, whether there is collateral intrusion into the
privacy of third parties with whom the offenders are communicating online, but who are
unaware that the RMS may be capturing their communications.
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At the heart of the legal debate is the issue of consent: many offender managers equated
offender knowledge of an RMS condition on their civil order with consent and argued that
therefore no human rights issues emerged. However, it is possible that some offenders
might feel they have no choice but to agree to this civil order condition, rendering their
‘consent’ less meaningful, despite the benefits it appears to offer them within a Good Lives
framework, such as assistance with the management of personal risk factors within their
immediate context.
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PART THREE: DISCUSSION AND KEY FINDINGS
Chapter nine: discussion and key findings

9.1 Introduction
The research question for this thesis is: ‘What are the views of police offender managers
about using remote monitoring software with convicted online child sex abuse offenders and
what are the implications of their opinions and experiences?’

Chapters five to eight in particular have outlined the views of offender managers about their
use of RMS; this final chapter will now seek to consider the implications of these views and
identify key themes in the findings that emerged. These key findings are based on the
interviews with officers in forces that were using RMS. The limitations of the research and
the contribution of the thesis to the existing evidence base are outlined. The chapter makes
recommendations for policy, practice and research.

9.2 Discussion and key findings
Key finding 1: Offender managers reported both strengths and weaknesses of remote
monitoring software
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As chapters six and seven outlined, while police can see benefits to themselves, to offenders
and to public protection from the use of RMS, they also identified a range of obstacles to
the efficient, effective use of RMS.

All officers interviewed were able to identify benefits of RMS, and all but one were
supportive of its use in their force, assessing that it added value to their day-to-day
management of online child sex offenders and to public protection. The value to offender
managers and police forces was across a range of aspects including deterrence, intelligence
gathering and prevention, identification of offending, protection of evidence, and officer
efficiency.

On the one hand, it could be argued that the advantages identified are primarily focused on
what is beneficial to immediate public protection needs, and amount to an offender
management approach that is focused on the prevention of recidivism, without any attempt
to enable the offender to live as fulfilling a life as possible, the aim of strengths-based
management approaches. Many of the major strengths identified - of deterrence and
intelligence gathering, identification of offending, protection of evidence, and officer
efficiency - all seem, at face value to support this claim.

Although most officers did not use phrases like ‘Good Lives Model’ or ‘strengths-based
approach’, I would argue that their perception of the benefits of RMS went beyond the aims
of public protection and offence prevention. Certainly, the benefits of deterring offending,
and gathering intelligence with the aim of preventing offending are in the public interest,
but they are also in the interest of offenders in the sense that they are the foundations
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upon which any strengths-based approach must build. An offender cannot live a ‘good life’
in which they have the opportunity to attain a range of valued outcomes, without first
ceasing to offend.

By supplying offender managers with the intelligence they need in order to intervene early
in an offender’s behaviour and escalating risk factors, for example by triggering a home visit,
RMS also provides offender managers with the opportunity to provide support those they
managed. The full realisation of the potential of RMS relies heavily on the skills of the
individual officer, firstly to understand the intelligence gathered in relation to their
particular offender’s profile, and then to use it in a way that strikes a balance between being
too invasive and being encouraging.

And of course, one of the major strengths of RMS identified by officers was that RMS held
benefits for offenders, and it is this strength which links most closely with the GLM. This can
be seen as performing a dual purpose; providing a safeguarding function for offenders to
support them to self-manage in order to desist from offending, whilst simultaneously giving
them the best chance possible to avoid restriction and continue not only to access the
internet, but to demonstrate their ability to utilise their prosocial freedoms online in a
positive way. For example, when using RMS, offenders are still able to maintain their
options for employment and social activity online, and are supported to live as ‘normal’ and
full an online life as possible.

The ethical benefits of RMS as a strengths-based approach to offender management have
been set out in previous studies (Elliott, 2008; Elliott, Findlater and Hughes, 2010; Elliott and

243

Findlater, 2010). This research agrees that RMS does indeed support a strengths-based
approach to offender management, though of course its impact is most likely to be
successful with those who are motivated to desist, for whom RMS acts both as a deterrent
and as an enabler.

Even though officers were all able to identify positive benefits for the use of RMS, they were
universally unable to quantify these benefits in any meaningful way. At best they could
provide a very small number of (sometimes second hand) anecdotes about its utility. To an
extent this is understandable given that a commonly cited benefit was the ability to monitor
an offenders’ risk level and intervene in order to de-escalate any worrying behaviour, and
the difficulties inherent in proving what you have prevented. However, it could be argued
that their willingness to be positive about the value of RMS is undermined by the fact that
they were sometimes vague in their assessment of its overall utility, which sometimes
boiled down to nothing more than a sense of it having potential, and the sentiment that
while RMS was not infallible, it was better than nothing.

Why might officers have been biased towards liking RMS?

There are a number of reasons why the views of the offender managers interviewed may
have been predisposed to be positive about RMS, and indeed technology more generally.
Firstly, those who volunteered to participate in the research may have been those who
were having a more positive experience of the software, whereas those who had negative
things to say may not have bothered to participate. They may also have been those officers
with a greater degree of technological ability, who were better able to grapple with the
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demands of managing offenders whose offending was at least partly in virtual
environments, who perhaps intuitively understood the need for management tools and
processes that take into account the situation of the potential offending as being the
internet enabled device.

Secondly, in a small number of cases, the respondent had been the person responsible for
the introduction of the use of RMS in their force, or in a larger number of cases was
responsible for its ongoing use, and so may have had a vested interest in reporting (and
believing) that it was of utility to their force.

Thirdly, some forces were long standing users of one particular type of RMS and so may
have felt a degree of loyalty to that ‘brand’ and to the individuals that they worked with
inside that commercial company in order to provide the software. Hence their assessment
may have been limited to and heavily biased in favour of that single brand and not linked to
the value of RMS more generally.

In addition, it is arguable that the received wisdom within policing circles currently is that
technology offers solutions to aid effective modern policing and that police leaders
therefore need to embrace its use. Repeated reports by consultancy firms (for example
Deloitte, 2015), think tanks (for example, Policy Exchange, 2012), regulators (HMICFRS,
2018) and the police themselves (for example, Metropolitan Police, 2017) emphasize the
need to embrace digital techniques and technologies in policing practices, on the basis that
“As long as the police persist in using 20th-century methods to try to cope with 21st-century
technology and ways of life, they will continue to fall further and further behind” (HMICFRS,
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2018, p. 33). To date, the focus of any such efforts has been on the identification of
offending, and this now also needs to be extended to the management of those who have
offended online. The strategy should also take into account the fact that these crimes are
committed in a fundamentally different environment (i.e. virtual not physical), and consider
crime prevention in terms of the need to manage the offender’s online behaviour through
technical means.

In relation to online child sexual abuse, policing leaders have talked about the role
technology, machine learning and artificial intelligence could play in combatting this type of
crime (IICSA, 2018; IICSA 2019; BBC, 2019b). It is possible that these statements may have
biased the findings of this research by making respondents more likely to be positive
towards RMS and less likely to report problems, biases that might have been conscious or
unconscious. The police offender managers I spoke to may not have wanted, or felt they
had the skills or knowledge, to disagree with these prominent advocates, despite mixed
evidence in their daily frontline experiences.

Why might officers have felt antipathy towards RMS?

That said, officers were pragmatic, and all were able to identify weaknesses or things they
would improve in RMS, suggesting that they were making assessments of RMS that perhaps
ran contrary to the high-level views of policing leaders mentioned above. The weaknesses
they outlined were primarily related to the practicalities of using the tool and included the
need to resource its use, the low quality and high number of images it captured, as well as
general functionality, the ease with which it could be circumvented by offenders and the
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confidence and competence of staff to use it. Several weaknesses of RMS as perceived by
officers were specific to the technology, including incompatibility with police IT systems,
issues with installation, limits to what hardware RMS can be installed on and the number,
quality and speed of captures, officers’ levels of skill, confidence and available time, and
finally to do with resources – time, money and manpower.

The issue about the adequacy of resources available to monitor the captures made by RMS,
was the weakness mentioned by the most officers. It is intimately connected with the
computer as the ‘situation’ of the crime, but is actually part of a broader policing challenge:
finite resources is a challenge experienced by police officers in all departments, not just sex
offender management.

Arguably, aside from the issue of resourcing, every other major weakness of RMS identified
by offender managers was linked to the ability of police to professionally and efficiently
manage the situational dimension of the offender’s behaviour. An essential part of the
management of these particular offenders must take place while they are online, and in
order to achieve this, particular technical tools (i.e., RMS) can be deployed. There are
perceived weaknesses that are inarguably immediately connected with the situational
nature of the potential crime, and which could not have been cited by officers if the
situation of the offending had been a sports club, school or carpark rather than a laptop or
mobile phone: for example, challenges to do with the installation and upgrades needed to
operate the software, or the speed with which officers were able to load and view RMS
captures.
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Some of the major weaknesses identified by offender managers were not only technical
weaknesses which provided inefficiencies and inconveniences to offender managers, but
also damaged the rights of offenders. For example, the technical limitation of RMS, as cited
by some officers, that it was not possible to use certain types of hardware with it. This
technical limitation in effect served to a bring a (perhaps unintended) restriction on the
offender’s right to choose their hardware of choice, and potentially in some cases perhaps
impacted their ability to live as fulfilling a ‘Good Life’ as possible (for example if they worked
in the digital creative industries, for which certain types of hardware may be required).

Likewise, the huge number of captures made by RMS was a practical resourcing challenge to
offender managers, but was also a potential infringement of the individual offender’s right
to privacy and a family life. Disproportionate scrutiny could undermine attempts to live a
‘Good Life’ if it meant the offender felt distrusted and under constant surveillance.

As with the perceived benefits, we can seek to understand the reasons police may have
highlighted these aspects as drawbacks of RMS. I suggest that there are three main reasons
why this might be the case: firstly, the ease of circumvention and their perception of
offender and officer technological capability; secondly, the backdrop of austerity under
which they were operating; thirdly, their lack of surety about the legal basis on which they
were using RMS (which is not discussed here but instead will be discussed in depth in the
next key finding).
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Major weaknesses identified by offender managers were the ease with which RMS could be
circumvented by technically competent offenders and the confidence and competence of
policing staff to use it. It is possible that in citing these perceived weaknesses in particular,
as well as other technology related weaknesses, offender managers were influenced by
their self-perception in relation to technological ability. Most offender managers expressed
the idea that they, or their colleagues, were out of their depth, or that an offender was
mocking them or had the upper hand on them in terms of their skill. Whilst these officers
felt confident in their day-to-day offender management practice, most felt less confident in
their use of RMS and ability to manage the situational context of the computer as the
potential crime scene. This may have led them to amplify any weaknesses they perceived
RMS to have.

This echoes the findings of other research, which found that sex offender managers felt
poorly prepared for monitoring the computer use of sexual offenders, believed that
offenders were more knowledgeable than them about technology, and as a result they felt
stupid and defensive (Nash, 2016). A number of officers in my research admitted that they
hadn’t attempted to get to grips with RMS, but instead had delegated its use to colleagues.
The reticence to adopt new technology is not a new phenomenon, nor one that is confined
to policing (Budman, Portnoy and Villapiano, 2003).

Officers managing these offenders need to be reassured that the majority of offenders are
not necessarily particularly sophisticated in their offending strategies (Wortley and
Smallbone, 2012) and use ‘electronic equipment that was commonly available with skill
levels that were easily acquired’ (Wolak, Finkelhor and Mitchell, 2011). Nevertheless, there
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are offenders who will go to great lengths to evade detection (Balfe et al., 2014) and when
offenders have both technical skill and high levels of motivation, there will be a skills gap
between those offenders and the officers managing them. Staff training, specialist officers
or employed civilians may be the way to bridge this gap, and so reduce officer perception of
this as a weakness. It is also possible that as officer profiles get younger, officers may
become more digitally competent and so naturally more confident.

The weakness of RMS identified most often by offender managers was the need to resource
this software, and in particular, manage the volumes of captures generated. We can
speculate that a major factor informing their perception of this as a weakness could have
been related to rhetoric around austerity and cuts to public services which existed at the
time. Participants in my research would have been very well aware of the backdrop of the
global financial crisis of 2008, the public debate about austerity measures, cuts to police
budgets and potential pressure on their own team resources. Police forces across England
and Wales were required to make savings over the four years of the spending review period
from 2011/12 to 2014/15 (HMIC, 2011). Within this time frame forces planned to reduce
their workforces by 32,400, including at least 15,000 officers (HMIC, 2012).

Officers certainly articulated feeling under resourced, and this is backed up by the findings
of independent inspections, which found that “Officers in many forces report concerns that
their capacity to manage sexual offenders is becoming stretched, with resilience an issue”
(HMIC, 2016, p.52). Online child sexual abuse offending had been identified as particularly
challenging to resource (HMICFRS, 2019b) and it is possible that the additional requirement
to manage the online situational dimension of this offending type was a contributing factor.

250

Offender managers are said to be managing more RSOs than ever before (Ministry of
Justice, 2018b; HMICFRS, 2019b) and a sense of pressure as a result of this high and rising
ratio of offender manager to RSO was something highlighted by participants in the research.

Given this background and the context of feeling overwhelmed and unable to manage their
existing workload, the resourcing of the captures generated by RMS was a major drawback
for officers and was seen by the majority as an area where resources would need to
increase in order to use RMS to its full potential. Although some officers said that RMS
made them more efficient, none gave any indication that they thought that RMS reduced
the need for resources. Rather it was seen as being an additional tool, an extra source of
information and not a replacement for anything already in existence. Some officers thought
it just put more demand on the existing resources as an additional source of intelligence
that had to be risk-assessed and constantly managed.

On the other hand, although police forces were facing budget cuts and participants seemed
very aware of how this was manifesting in their force, in fact public protection units and sex
offender management teams may not have been facing the same challenges as other
departments. Despite financial pressures, spending on public protection teams was planned
to rise, and did indeed rise substantially between 2013 and 2017 (HMIC, 2012; HMICFRS,
2018, p.5). We can speculate that this may have been partly attributable to the focus at that
time on the issue of child sexual exploitation, driven by emerging scandals high in the public
consciousness such as Jimmy Saville and the Rotherham grooming gangs (Gray and Watt,
2011; Jay, 2014). Indeed, a small number of officers in my research reported no difficulties
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with funding for their work. Hence, the background evidence about funding and resources
for sex offender management is somewhat mixed.

One apparent contradiction in the research findings is that the use of RMS was described by
police (and coded by me) as both a benefit to efficiency, and a drain on resources. In fact,
both may be true. Officers described the efficiencies in terms of (i) reduction in wasted
travel time in rural areas (ii) ability to target on-site triage and forensics checks more
effectively to specific devices (iii) using RMS to identify dynamic changes in offender risk
levels and so concentrate resources on those offenders. On the other hand their perception
of RMS being a drain on resources was not so much that this made them inefficient, but
more that they simply didn’t have the capacity to meet the demand that it required for its
effective use – whether those resources be to do with things like the available (wo)man
hours to go through all the captures made, the availability of enough licences to put in onto
the devices of all the offenders they perceived in need of it, or the time it took to install.

Summary

Overall the fact that offender managers were consistently able to find both strengths and
weaknesses in their use of RMS implies that the use of RMS is context driven and not a black
and white solution. This in turn implies that the role of the sex offender manager will remain
crucial in the management of online child sex offenders. It has been argued that sex
offender managers have a unique role within policing structures, occupying “an inter-space
between ‘real’ policing and something much more akin to a welfare type role” (Nash, 2016,
p.425). It is a role in which it is important to develop a rapport with the offender they were
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managing, coax information out of them and gain an understanding of their risk triggers by
playing ‘a long game in which nothing might happen for very long periods of time and then
there might just be a nugget of information which they saw as indicating a greater risk’
(Nash, 2016, p.420). Officers were clear that RMS was an additional monitoring tool and not
an alternative to, or replacement for multi-agency risk assessment or management
strategies and that it was only by knowing their offenders’ risk factors that they were able
to interpret what the RMS captures were telling them with any degree of confidence. When
RMS makes so many captures of an offender’s online behaviour, the skill of offender
managers in being able to interpret the significance of any one of these is crucial.

Key finding 2: The legal framework underpinning the use of RMS is not well understood by
officers

Interviews with officers revealed a wide range of ways in which existing laws, regulations
and guidance are being interpreted, both by the police and by courts, when it comes to the
use of RMS. Officers were interpreting the requirements of RIPA, and the rules around
obtaining offender consent and avoiding collateral damage in a wide variety of ways. In
some cases officers fundamentally disagreed with one another’s interpretation of the law,
and in others, officers were operating RMS in the full appreciation that they did not have a
detailed understanding of the legal requirements underpinning its use. Many officers
expressed a desire for greater certainty and consistency about the legal basis for using RMS
in order to eliminate uncertainties about its use.
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The regulation of surveillance is a complex area of the law, involving multiple pieces of
interacting legislation, and multiple regulatory surveillance bodies (Surveillance Camera
Commissioner’s Office, 2019). Interferences to the rights of offenders can be justified where
they are lawful, necessary, proportionate and for a legitimate purpose (Ward, Gannon and
Birgden, 2007; Eneman, 2010; Gillespie 2011), but given the wide variety of ways in which
the law was being interpreted by officers, my analysis is that it is possible that some of these
interpretations were not in fact lawful, and the rights of offenders being curtailed without
legal basis.

Rights of offenders

On the fundamental questions about the rights of offenders and the impact of RMS on
these, very few officers had strong opinions. The majority recognised the internet as an
inherent part of daily modern living and understood that a complete ban is not possible
except in rare circumstances such as with offenders who pose an exceptionally high risk.
They did not consider RMS to be too intrusive, or think that it impinged on an offender’s
ability to conduct lawful activity online. Most officers did not consider RMS to be in conflict
with an offenders’ right to privacy, especially when balanced with the rights of victims to
protection from abuse, a right covered by Article Three of the ECHR.

There were a variety of opinions between offender managers about whether they would be
in favour of RMS being installed on all the devices of all the online child sex offenders they
were managing, and many emphasised the need to justify its use on a case-by-case basis.
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Given the current evidence base about recidivism rates in this offending population being
relatively low (Seto, Hanson and Babchishin, 2011), it is questionable whether the use of
RMS would always meet the tests of proportionality and necessity for every offender, and
underscores the continued need for civil order prohibitions that are tailored to each
individual. A higher recidivism rate would provide a greater justification for the use of RMS
with more of these offenders.

Officers considered RMS as less intrusive than other methods of checking online activity
such as being required to retain internet histories. It can be argued that RMS is less intrusive
than other methods of surveillance that came before it, such as direct surveillance and
electronic monitoring (tags). For example, the latter can constantly gather highly personal
information such as an individual’s location and voice data. The sensitivity of this data has
been recognised, and the use of this technology is subject to a Code of Practice (HM Prison
and Probation Service, 2018). Arguably, RMS could be subject to the same level of scrutiny.

Where officers did touch on concerns about over-reaching their remit and potentially
compromising and offender’s right to privacy (Article Eight of the ECHR) through their use of
RMS, they dismissed these concerns vehemently, on the basis that they didn’t have the time
or interest to look at any offender behaviour that wasn’t relevant to the commission of
online child sexual abuse offences.

Nonetheless, there remained differences of opinion between offender managers about
other legal aspects of how RMS should be operated, for example whether visits linked to
remote monitoring could be unannounced, or whether prohibiting the use of legal adult
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pornography was an infringement of the offender’s right to information (Article Ten), even
though both of these debates have been ruled on in the Court of Appeal (R. v. Smith, Clarke,
Hall and Dodd (2011)58 and R. v. Hammond (2008) respectively). This implies that the
recommendations of a previous practice report on RMS still stand: that it was necessary to
formulate “a policy document that stringently outlined acceptable and unacceptable usage
of Securus [RMS] in order to safeguard the rights of the offender to privacy and
confidentiality and to secure their personal information” (Elliott, 2008, p.16), and that there
was a need to appropriately vet those using the RMS and to check what permissions,
restrictions and responsibilities they have over the information they have access to as a
result of using it (Elliott, 2008). Debates about the extent to which the state can prohibit
access by online child sex offenders will continue as technology continues to develop, and
may start to include offenders’ right to access certain type of software (in addition to
existing potential software restrictions on for example that which could be used to
circumvent RMS) - for example, mobile phone messaging apps that have encryption built in
by default, and which have been reported to be used for the trade of illegal images (BBC,
2019a).

Both previous U.K. studies on RMS (Elliott, 2008; LaMagna and Berejka, 2009; Elliott,
Findlater and Hughes, 2010;) and other literature (Bowker and Gray, 2004; Tanner, 2007;
Sheath, 2009; Elliott, Findlater and Hughes, 2012; Elliott, 2016), as well as key finding one of
this thesis, have argued that RMS is strongly linked to a strengths-based approach to
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In this case the Court commented that in most cases, a civil order would not need to grant police powers of
forcible entry to an offender’s home in order to inspect computer equipment (as had been given in R. v. Smith,
2009) and that this condition was disproportionate because it effectively gave the police too wide a power to
access a defendant’s home, thus infringing their right to privacy.
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offender management. Some have urged greater consideration of the rights of offenders
(Elliott, Hughes and Findlater 2010). Whereas denying or restricting internet access to sex
offenders can easily be viewed as punitive and counterproductive, a monitoring approach
can be seen to represent a more positive method of management, particularly when it is so
narrowly focused on the situation in which the potential crime may occur. On the other
hand, given the extent to which lives are lived online these days, it could equally be argued
that it is the antithesis of a strengths-based approach, effectively being a system of constant
surveillance of the entirety of an individual’s online life.

The idea of RMS as contributing to the rehabilitation of the offender was an area of relative
consensus among police participants in this research. However, there is no such thing as a
right to rehabilitation, although a number of European countries include rehabilitation as a
constitutional mandate (Rotman, 1986) and it has been argued that rehabilitation now be
regarded as one of the most relevant features of European penal policy (Martufi, 2018).
Recently, the European Court of Human Rights explicitly stated that states have a positive
obligation to ensure rehabilitation (Murray v. The Netherlands (dec) [GC], no. 10511/10,
ECHR 2016, para. 104; 2016, para 104; Meijer, 2017). The question of whether RMS
contributes to the rehabilitation of these offenders is at the heart of what success means for
offender managers using RMS: is its primary purpose to prevent offending and so support
rehabilitation, or to identify offending and protect children? The former would imply that
the aim is to get to the point of being able to use internet enabled devices without the use
of RMS, whereas the latter implies the indefinite use of RMS. It is a limitation of my
research that I did not ask offender managers anything about whether they foresaw the use
of RMS with online child sex offender as viable in the long, as well as the short term.
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Legal compliance

Amongst officers there was a great deal of uncertainty about their powers to monitor the
computers of offenders, and how to interpret their powers and an offender’s rights under
the Regulation of Investigatory Powers Act 2000 (RIPA). RIPA was also seen as an
administrative burden and there was confusion about the processes and paperwork
necessary to be RIPA compliant.

The ways in which officers were interpreting the requirements of RIPA in relation to their
use of RMS were many and varied. In some cases they had gone to some lengths to try to
interpret the legal basis for the use of RMS adequately; in others they knew they had not
done this and were ‘flying under the radar’, seeming to trust that their good faith
interpretation would be judged sufficient by anyone choosing to interrogate it. This implies
that a greater level of guidance and advice from force legal teams, or from a national source
is necessary. It is also possible that offender managers may have gained a degree of clarity
on these issues since the data gathering phase of this research, following the passing of the
Investigatory Powers Act (2016) and the establishment of the Investigatory Powers
Commissioner's Office.

The most fundamental difference of opinion between officers interviewed about the legal
aspects of using RMS was about whether the consent of the online child sex offender to the
use of RMS on their devices was required by the law, an ethical requirement, merely
advisable or not necessary. I was unable to find any court cases that had considered the
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issue of consent to remote monitoring. Differences in interpretation by offender managers
may have been caused by different factors.

One factor may have been the assumptions made by the offender manager – for example
that because the offender was present when the RMS was installed on their device, that
therefore its use was overt and so by using a device that they knew that the software on it,
the offender was implicitly consenting to it thus engendering no offender rights issues.
However, even if the RMS is installed on an offender’s device with their knowledge, it may
have been that the offender felt they had no choice but to agree. Under a strengths-based
approach to offender management, explicitly given consent would be considered necessary,
both initially and on an on-going basis. This research found no evidence that on-going
consent was ever explicitly sought from offenders.

Differences of approach may also have been caused by a lack of clarity in the law on
surveillance and monitoring, particularly in the context of this being focused on the
offender’s on-device behaviour as the situation to be monitored through technological
means, rather than their offline behaviour to be monitored by a physical police observation
team.

A further cause may have been because the starting point for some offender managers was
operational rather than legal, by which I mean they thought that because an offender could
simply obtain and use a different device at any time, that rendered the attainment of
consent a waste of time.

259

Issues of consent did not arise in previous studies about RMS (Elliott, 2008; Elliott and
Findlater, 2010; Elliott, Findlater and Hughes, 2010)) largely because the offenders involved
and all their family members had specifically consented to their participation in these pilot
studies. In just one report was it highlighted that officers had speculated that if RMS was
introduced against an offenders’ will, then they might be obstructive (Elliott, Findlater and
Hughes, 2010).

There was a greater degree of clarity around the issue of collateral intrusion, particularly
with regard to the impact on families living in the same dwelling as an offender they were
managing. On this point there was a high level of consensus among officers that this was a
situational offender management risk with which they had to actively engage. The rulings in
R. v. Collard (2004) and (R. v. Hemsley, 2010) had provided clarity on this point by noting,
respectively, that prohibitions on internet access should only impact the offender in
question and should not be so widely drawn as to have the effect of depriving their family of
legitimate use of the internet, and that a reliance on the co-operation of offenders’ partners
in order to limit or monitor computer use would be an inadmissible civil order condition.

How this will continue to work in practice in this evolving policy area will require flexibility.
For example, CPS guidance (2015) suggested examples of draft prohibitions, one of which
was a prohibition on using any Apple manufactured device to access the internet except in
certain circumstances. In some households (such as those with a shared laptop) this
effectively prohibits the entire family from using Apple devices. As mentioned in relation to
key finding one, this particular prohibition would also potentially limit the employment
choices for some offenders, given that Apple is the manufacturer of choice for many in the
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technology and creative industries. Officers gave examples of judges ruling in both ways –
sometimes prohibiting online child sex offenders from owning certain types of equipment,
and sometimes putting no stipulations onto their civil order about permissible hardware. I
did not find any Court of Appeal rulings in relation to this point.

What offender managers were less clear about was collateral intrusion in the context of
communicating online with external third parties – this was not something that the majority
of officers interviewed had considered. Indeed, third party intrusion did not seem to be to
be something that had been adequately addressed by the design of the RMS systems in use.
One offender manager said that they put the onus on the offenders to tell other people in
chat rooms and so forth that they were being monitored, but it is questionable how realistic
this advice is. This issue was something that had been highlighted in a previous study as ripe
for the development of guidance for officers (Elliott, 2008). To the best of my knowledge the
issue of third-party collateral intrusion as a result of RMS has yet to be tested in a U.K.
court.

A further issue that has been highlighted previously as needing better guidance for staff is
the viability of using RMS captures as evidence in court (Elliott and Findlater, 2010). Officers
did not report using RMS for evidentiary purposes, and to the very small number that
mentioned it, this was a course of action fraught with uncertainty and pitfalls. Again, to the
best of my knowledge the use of RMS captures as evidence has yet to be tested in a U.K.
court of law.
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Civil orders

At the time when the research was being conducted, the civil order regime was being
overhauled. The Sexual Offences Act 2003 contained three types of orders: Sexual Offences
Prevention Orders (SOPOs), Foreign Travel Orders (FTOs), and Risk of Sexual Harm Orders
(ROSHO). The Anti-Social Behaviour, Crime and Policing Act 2014 repealed these orders and
replaced them with two new orders: Sexual Harm Prevention Orders (SHPOs) and Sexual
Risk Orders (SROs). Each has to be worded as a prohibition of specific stipulated activities, as
opposed to a requirement. Soon after these orders were introduced, and just after the
completion of the fieldwork for this thesis, the CPS issued new guidance about how to word
civil orders effectively, and this addressed some of the issues raised by offender managers
in my research (CPS, 2015)59.

In particular this guidance stated that while the case of R. v. Smith, Clarke, Hall and Dodd
contained some important guidance, it did 'not afford sufficient material for any
comprehensive guideline' and should be viewed through the lens of modern technological
developments, rather than applied wholesale’ (CPS, 2015). This justifies the scathing views
of some of the offender managers interviewed with regard to the judges’ comments in this
case, and the desire of some for further guidelines regarding the legal basis for the use of
RMS.

59

Note, it appears that this guidance (once available at https://www.cps.gov.uk/legal-guidance/indecentimages-children-iioc) is no longer available to the general public, and has been replaced by a different
webpage (https://www.cps.gov.uk/legal-guidance/indecent-and-prohibited-images-children) which contains
no information regarding the wording of civil orders.
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The way civil orders were worded was a big area of variation between forces, and this was
the thing that most officers wanted consistency and advice about. This is not a new finding:
it was raised in an early practice report which advised that ‘what is required is some form of
industry standard wording, but with a level of flexibility that could allow for individualisation
in certain circumstances’ (Elliott and Findlater, 2010, p.21). Officers were concerned that
the wording of civil orders needed to strike a balance between flexibility and specificity, and
this is a balance that had been highlighted in the case of R. v. Smith et al (R. v. Smith, Clarke,
Hall and Dodd, 2011), being not so vague as to be unenforceable, nor so precise as to be too
restrictive or could conflict with future developments in technology or the law. While some
officers expressed a wish for a central list of civil order conditions that they could ‘cut and
paste’ from, most understood that this was not possible because of the requirements for
civil orders to be tailored to the requirements of the individual offender, in order to ensure
that the measures imposed and prohibited are proportionate and necessary ‘to strike a
careful balance between the rights of the defendant and the need to protect the
community’ (Home Office, 2018a, p37).

As well as the content of the civil orders, officers raised issues about the process for writing
and amending civil orders, for example when professionals other than the offender
manager (non-specialist officers, court officials) drafted the wording of them. The 2015 CPS
guidance gave a clear steer, clarifying that the CPS is ultimately responsible for the wording
of civil orders, but that courts should seek input from police officers when drafting
prohibitions, and ‘In particular the Police or Public Protection Officer should assist as to
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whether the defendant is a candidate for RMS to be fitted on his/her computer’60. In my
view this guidance would not have satisfied the offender managers that I interviewed, who
would have wanted the primary responsibility for drafting the civil order condition related
to RMS to fall to them, but this is only speculation.

Courts and judges

The testimony of officers indicated that they believed that court staff and judges lacked
basic knowledge about online offending and offenders and therefore didn’t know what RMS
is or how to impose it effectively. This may indicate a lack of understanding about the
situational context in which this type of offending takes place, and how it might be relevant
to consider in any risk management plan. They perceived judges as ‘dinosaurs’ and were
frustrated when judges did not take their advice into account when formulating the wording
of civil orders. They saw it as their role to advise the court about the potential and
limitations of RMS and about the most effective wording of civil orders to support its use.
Some also felt frustrated that because judges didn’t understand RMS, they could therefore
be reluctant or unpredictable whether they would grant a civil order clause related to it,
though conceded that sometimes judges had a more ideological objection to its use.
Nevertheless, getting buy in from judges was seen as vital.

Participants described experiences which indicated a perception that there is lots of
variation in police officers’ understanding of court processes. When courts and judges were

60

No page number online document only.
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mentioned by participants it seemed to be that their views had been heavily influenced by
the opinion of just one judge, which obviously limits the validity of their viewpoint.

Of course, the judiciary and courts exist as independent entities to bring checks and
balances to the work of law enforcement agencies, and with this relationship comes
inevitable tensions. Judges may well know less about the detail of RMS than police, but their
role is to situate its use in the ‘bigger picture’, to make court rulings that strike the right
balance between public protection and the offenders’ rights, including to effective
rehabilitation. Nevertheless, the views of the officers expressed in the interviews for this
research imply that there may be a need for training for judges in relation to online child
sexual abuse offenders and offences: the most recently available Judicial College training
prospectus (Judicial College, 2019) contained no training course which in any way touched
on the management of online child sexual abuse offenders, whether through technological
methods or otherwise.
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Summary

This key finding is that ‘the legal framework underpinning the use of RMS is not well
understood by officers’. This lack of clarity has ramifications for policing practice in terms of
how effectively police are able to manage this offender group and use RMS do so. It also
has ramifications for the ability of the offender manager to manage the offender and
protect the public in a way that goes beyond the prevention of offending in the short term
and moves towards supporting the offender’s rights and abilities to live a ‘good life’.

It may well be that the legal framework – at the time when the fieldwork for this research
was conducted – had not been tailored to cater for the use case of the need to manage the
behaviour of child sex offenders in the situation specific scenario of one or multiple digital
devices, given that online sexual offending against children is a relatively new phenomenon.

Clarity and consistency on civil orders was what officers wanted above all. To achieve this,
a multi-disciplinary approach would be beneficial: a computer scientist to bring the
technical specificity to the challenge of online situational management, and the ability to
anticipate how technology might change over the next decade; a human rights lawyer or
judge to balance the rights of all involved (offender, child victims, family members etc) and
ensure that in anticipating technological changes, provisions are not so widely drawn as to
infringe offender rights; and a forensic psychologist to advise on how to craft notification
requirements in such a way that they enhance the ability of different types of offender to
live a fulfilling lives, taking into account the prominent role that virtual interactions now play
in that for many people.
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Key finding 3: Offender managers are in need of a greater level of practical support and
strategic direction in the deployment of RMS

The overarching conclusion of chapter five was that the practical application of RMS varies
significantly from force to force, and even from officer to officer within the same force.
Inconsistencies exist in almost every aspect of how RMS is being used and managed at
operational level, but also in the ethos of how its utility is conceived of at a strategic level
(or not).

These inconsistencies and variations in the practice of officers have a number of potential
implications: they naturally give rise to great variations in sex offender management
practice between forces and so this may open forces up to legal challenges. Inconsistencies
can be confusing for officers, undermine their confidence that they are doing it ‘right’ and
prevent the timely emergence of best practice; they create significant issues when
offenders move between different police force areas. Although there is no established
‘right’ or ‘wrong’ way for officers to deploy RMS, only a very small number of offender
managers seemed to feel absolutely confident that they were using it to it best effect. Given
the well established top-down nature of policing culture, this implies a lack of direction and
strategy from senior officers.

Why do officers want more guidance and strategic direction?

There are a range of reasons as to why officers might want more guidance and direction in
their use of RMS.
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If they had more information about their force’s particular aims and objectives for using
RMS, offender managers might have felt better able to interpret this into their individual
everyday policing practice. Not many had a strong view as to whether their goal in using
RMS was catching recidivism or preventing it, but they perhaps did want guidance and
direction from senior officers as a sort of ‘insurance policy’. The majority of officers
mentioned concerns related to culpability – whether to them as an individual or to their
force – arising as a result of using RMS, and to what extent they were exposed if they
missed some key intelligence that it had gathered but that they failed to identify. The
context is a police service characterised by a deep-seated culture of blame rather than a
culture of learning (House of Commons Home Affairs Committee, 2018), in which senior
leaders have acknowledged that officers were fearful that if they told the truth about
policing mistakes, then they alone would be held accountable (Thornton, 2016).

Secondly, officer confidence with regard to technical skill and legal basis has already been
discussed in this chapter. It may be that officers want to rely on guidance that has a solid
legal footing, and that is focused on the practical and technical use of RMS as a way to feel
reassured that they are operating the software correctly, and therefore managing their
offender appropriately given the situational context. It could be argued that if RMS is
imposed upon an offender, they have the right to expect that it is overseen by someone
sufficiently technically competent in its use that they are able to use it in a way to support
that offender’s rehabilitation and full reintegration to society. A desire for reassurance that
offender managers are using new forms of technology, and in particular RMS correctly, may
be more heightened in comparison to other policing practices that are more established.

268

For example, should captures be monitored by a central team in a force or by the individual
offender manager? The former is efficient, but the latter supports a more individualised
approach to offender management, which recognises the unique role of the offender
manager and their ability to make a holistic judgement about the risk posed by a particular
offender who is well known to them.

Alternatively, officers may have wanted guidance because they genuinely wanted to use
RMS to have the greatest impact possible – not only to prevent crime and to protect the
public, but also to support the meaningful rehabilitation of their offenders, to get them on
the track to living an offense free and also fulfilling life. The practical processes described by
offender managers and the way in which decisions about RMS were made – for example
about which offenders to deploy it with, or how often offender activity was monitored –
were varied and so in some cases may have been at odds with a rights-based approach to
offender management. In the absence of any strategic direction for the use of the tool,
decision making was left to the biases and preferences of individual officers, and their own
interpretation of the role RMS could play in an offender’s life.

Finally, it might be that officers want and need more guidance documents as a way to
ensure that their own welfare is protected, although it should be noted that only a small
number of officers mentioned the issue of staff welfare (I had not systematically asked
participants about it). However, I include it here because the way RMS works means that
officers are exposed, not necessarily to a relentless series of child abuse images, but rather
to the potential that they could be confronted with such images every time they log on to
monitor an offenders’ captures. In this way the use of RMS in itself could cause trauma
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because of the negative psychological effect of at any moment in their working day
potentially being exposed to such images.

As a potential impact, this is particular to the situational aspect of online child sexual abuse,
and has no obvious counterpart in offline policing. Perhaps linked to the rising numbers of
child sexual abuse images in circulation, recognition of the trauma that police might
experience as a result of dealing with child abuse material is becoming well evidenced
(Bourke and Craun, 2014b; College of Policing, 2017; Tehrani, 2016), but it may be that
police leaders need to systematically adopt strategies to support police officers to cope with
it, in the same way that non-policing organisations have done (Internet Watch Foundation,
2017). Another cultural issue is reducing the perceived stigma for officers of accessing such
services, something which has begun to be addressed (College of Policing, 2019).

If forces do not rise to meet this challenge, they may face increasing legal action, such as
that issued by Metropolitan Police officer Cara Creaby, who was reported in the media in
2018 to be suing her employers, in what is thought to be the first case of its kind, for
damages after having to watch child abuse videos. Her lawyer alleged that “there was an
"absence of risk assessments and health and safety surveillance which would have
protected her from the risk of foreseeable psychiatric harm" (Daily Telegraph, 2018).

The College of Policing has started to incorporate advice about this into their policy
guidance documents for senior police leaders (College of Policing, 2017; College of Policing,
2018), stating that, “The specialist role involves a single type of trauma, such as viewing
thousands of images of child abuse…It is this continual exposure that creates an
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environment in which burnout, compassion fatigue and secondary trauma become more
likely” (College of Policing, 2018, p.14).

Why more guidance has not been forthcoming

There may be several reasons why the desire of officers for a greater level of guidance and
uniformity on RMS has not been forthcoming.

Firstly, guidance may not have been forthcoming because there is a lack of consensus and
established evidence about both the behaviours and characteristics of online child sex
offenders and the differences and distinctions between online and offline and mixed
offenders, and about the relatively new tools that have been developed to help manage
them, including situation specific tools. In order to write such guidance, a more
sophisticated understanding of the interplay between any given offender and the way their
device (as the situation of their crime) influences their behaviour. An individually tailored
situational approach, taking into account individual circumstances and motivations, as well
as computer use and skill level, and with the aim of a ‘good life’, may not be possible for all
offenders, but is perhaps possible for the highest-risk offenders online, if they can be
identified and agreed as the most useful recipients of RMS.

Secondly, it might well be that in the context of a police service stretched to its limit and
under close scrutiny, the aim of upholding the rights of offenders so that they can live a full
online life is a ‘nice-to-have’, and not a priority compared to the more fundamental priority
of preventing reoffending by that same offender.
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Thirdly, it has been argued that large variations in business practices across forces is the
result of greater local autonomy in policing as a result of the creation of elected police and
crime commissioners, and that this system ‘provides forces with scope to innovate, to
respond better to local priorities and achieve value for money’ (National Audit Office, 2014,
p.6). My research points to the idea that when it comes to the use of RMS, the majority of
officers want both autonomy and guidance, and that in their view, the appropriate balance
between the two has not yet been struck.

A fourth reason may be concerned with the difficulty inherent in articulating what success
looks like in relation to the use of RMS. RMS clearly had value from the point of view of
offender managers (including benefits to offenders themselves, as well as public
protection), but none had any way to measure or prove this and they wanted guidance to
help them on this point. The range of strengths of RMS identified by officers covered a wide
spectrum and meant that there was no real consensus or articulation among officers about
what the successful deployment of RMS looked like or how this could be measured.

Perhaps underpinning this lack of a clear articulation of ‘success’ was a lack of any data
collection about the contribution of RMS to offender management. Success was articulated
by officers through the use of one or two examples rather than by the use of any available
statistics. This lack of a vision for success and the inexistence of data to support that vision is
consistent with assessments of the broader child sexual exploitation landscape (Allnock,
Lloyd and Pearce, 2017).
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Where the prevention of offending was seen as a benefit of RMS, officers also often noted
the challenge of measuring prevention. As one officer put it, ‘it is very difficult persuading
people in senior leadership that no result is a good result. Because that is our aim – nothing
happens – which is a very difficult thing to measure’ (P4, I). Again, this is not an issue
particular to the use of RMS, but is part of ‘the immeasurable nature of offender
management, a job regarded as a ‘long game’ with few tangible and immediate results’
(Nash, 2016, p.422). There are many possible reasons for this difficulty of measuring
effectiveness, one being the wide variety of potentially confounding factors that need to be
taken into account when doing so - such as individual offender circumstances and
motivations. For some officers the ability to articulate and quantify the successful use of
RMS stemmed from a lack of strategic direction from senior leaders about its use. One
officer said, “what is our expectation of policing in offender management and in relation to
this particularly as the task grows and becomes more complex ….it would be very helpful to
know what they want us to achieve and what success is” (P35, DCI).

RMS is a relatively new technology, and so the production of guidance for police may simply
not be keeping pace with the innovation and adoption of such software. Officers commonly
said that they would like to see national level assessment, evaluation and guidance for
technological products like RMS, and a better evidence-base underpinning their use. The
lack of evidence and measurement about a tool that is in such widespread use by police
forces may be considered surprising given the emphasis placed by the government and
policy makers in recent years on evidence-based policing. For example, one of the National
College of Policing’s five strategic objectives is ‘identifying, developing and promoting good
practice based on evidence’ (College of Policing, 2013, p.2) and in recent years the Society
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of Evidence Based Policing (Society of Evidence Based Policing, 2017) and Police Knowledge
Fund were created, the latter intended to support closer working between police and
academia and promote evidence-based policing (Home Office, 2015b).

In recent years there has also been a plethora of bodies and initiatives set up to support the
use of technology by police and their digital transformation. Some of them have been
mentioned in this thesis (such as the Home Office Centre for Applied Technology), some
have not (for example the Police ICT Company61); there has also been an increasing focus on
digital transformation within existing bodies like the National Police Chiefs’ Council and
College of Policing. However at least in relation to RMS, these initiatives do not seem to be
translating into affirmative guidance and direction for the officers deploying the technology
– the impact is not trickling down to officers on software in use by so many UK forces.

A final reason why more guidance may not be forthcoming is because it is not clear to
officers who is responsible for driving their forces’ strategy regarding the management of
online child sex offenders, the focus to date having been on the development of practices
and tools to identify and prosecute offenders. As conviction rates rise and it has become
widely understood in criminal justice circles that large numbers of those convicted of
internet child sexual abuse could be classified as low-risk and be managed in community
settings (Hamilton, 2017), it does appear that the management of offenders is starting to
become more front of mind for researchers and for policy and policing leaders. For example,
at a 2017 conference on internet child sexual exploitation organised by the National Police

61

https://ict.police.uk/
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Chief’s Council62, half a day was devoted to the topic, and in a recent edition of the Journal
of Sexual Aggression, the editorial stated that ‘It is now becoming accepted that novel
methods to manage and control online sex offending need to be explored...the
development of bespoke risk management and intervention methods is a key research area’
(Perkins and Merdian, 2017, p.1). RMS is one such method.

As previously mentioned in chapter two, in some forces new units were being set up with
dedicated responsibility for child abuse that takes place online. In these forces responsibility
for decision making and strategy for sex offender management and the use of tools
including RMS may be getting clearer; in others without such specific units and
accompanying allocated staff, perhaps not. My research revealed a patchwork of everyday
decision-making processes regarding the use of RMS, often haphazard in nature and being
driven by junior officers, and unsupported by the lack of guidance in for example MAPPA
documentation regarding the management of online offenders in general.

In the context of public protection units stretched to breaking point (HMICFRS, 2019a)
strategic as well as operational decisions seem to be filtering down to lower grade officers.
For example, officers lacked coherent or strategic reasons for their force starting to deploy
RMS in the first place. These decisions were almost entirely devolved to offender managers
at the lower ranks of police forces. Officers did not object to the responsibility of this task,
and broadly welcomed the idea that ‘We expect beat-level problem solvers to identify a
problem, collect information about it, and develop some insights leading to a solution. We
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‘Tackling Indecent Images of Children Offending’ conference, 22-23 November 2017, Norwich. More details
available here: https://n8prp.org.uk/event/tackling-indecent-images-of-children-iioc-offending/ [Accessed 30
August 2019].
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call this professional judgment’ (Eck, 2003, p.96). However, what emerged from the
research was that while officers welcomed this trust in their offender management skills,
and understood that senior leaders could not be involved in every detail of policing, they
also did not feel confident in using RMS and so wanted a framework to guide them.

Original contribution
This research adds to the available evidence base about RMS by adding a great deal of new
information to that which is already known about the perspectives of police officers with
experience of using it in their day-to-day practice, and by validating the findings of previous
research studies.

Firstly, the study makes a significant contribution to our understanding of the ways in which
offender managers are using RMS in their day-to-day practice. In particular, no other study
has ever asked or been able to provide details about practical aspects including:


Which rank of officer has to authorise the use of RMS;



How many RSOs in the force it is being used with;



The number of devices each licence is used with;



Training received, or practice guidance available;



Whether it is being used for any purpose other than sex offender managements such
as to prevent terrorism;



Which team has day to day responsibility for either managing offenders or reviewing
captures;



Details about the civil orders in place with each offender subject to the use of RMS;



The number of specialist officers using RMS.
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As well as producing a wealth of new information about practical policing processes and
usage of RMS, this study echoes the findings of one of the previous UK studies (Elliott and
Findlater, 2010), which said that the police officers involved had identified three training
and development needs: training on how to install the software, guidance on the evidential
limitations of RMS, and the need for training to be face-to-face. My research found that the
first two of these training and development needs remain.

Secondly, this thesis makes a substantial contribution to the existing body of literature, in
relation to offender manager’s views and operationalisation of the legal framework
underpinning the use of RMS. During the interviews held, police participants explored in
great detail their perception of the practicalities of trying to be compliant in their use of
RMS, and for meeting the requirements of RIPA, as they saw them. In doing so they
highlighted a range of areas in which they were interpreting the law differently, begging the
uncomfortable question as to how consistently and fairly the applicable laws and
regulations are being applied across police forces nationwide. These are crucial topics for
the successful and legitimate operation of RMS, and the views of on-the groundpractitioners in relation to them had not been explored in the literature to date.

In addition, this research analyses, for the first time ever, the opinions of offender managers
about the process for writing, obtaining and amending civil orders related to RMS, a subject
about which they had strong and mixed views. It also provides evidence for the first time of
the views of offender managers about the role of court and judges in the process of
adopting civil orders.
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Finally, and perhaps not surprisingly given the emphasis on it in my research methodology,
this thesis identifies a large number of benefits and drawbacks of RMS from the point of
view of offender managers, which had not been identified in the small number of previous
studies available.

Strengths of RMS that my research identified, which had not previously been identified by
offender managers in previous research (although they may have been hypothetically
identified by the academics and researchers involved in that research) included:
o The ability to identify new offending;
o The contention that RMS can make the management of offenders more efficient;
o A perception that RMS offered tangible benefits to online child sex offenders;
o The idea that RMS might help to identify evidence later presented in court;
o The belief that RMS can help to identify risk to police officers;
o The value offered by particular companies who offered RMS to police, such as an
expert customer service helpline.

As well as identifying these as strengths from the point of view of offender managers for the
first time, my research also confirmed strengths of RMS that had been identified by
previous studies. For example, one advantage identified by all three of the available
studies63 and echoed by my research was that it provided soft intelligence and helped build
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These were: (1) a pilot study in Surrey Police Force covered in Elliott (2008) and Elliott, Findlater and Hughes
(2010); (2) a pilot study in Hampshire Police Force covered in Elliott and Findlater (2010); (3) a study in the USA
by LaMagna and Berejka, 2009.
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a picture of offender behaviour and of their risk level (Elliott, 2008; LaMagna and Berejka,
2009; Elliott, Hughes and Findlater, 201064; Elliott and Findlater 2010).

New weaknesses of RMS that my research identified from the point of view of offender
managers included:


Concerns about the number and quality of captures made by RMS;



The functionality of the software, and how it interacted with police IT systems;



The use of evasion tactics by offenders, including the use of alternative devices;



Skill, motivation and movement of offenders;



Offender management staff competence and confidence;



Concerns about the culpability of offender managers.

As well as identifying these weaknesses for the first time, my research also confirmed
weaknesses that had been identified by previous studies, including that it will generate false
positives (Elliott, Hughes and Findlater, 2010); that it will precipitate an increase in
workload, particularly to do with its installation and any positive captures made (Elliott,
Hughes and Findlater, 2010; Elliott and Findlater 2010); that it relies on offenders to consent
(Elliott and Findlater, 2010); that it is not compatible with some kinds of hardware (Elliott
and Findlater, 2010); that the judiciary have not come to an agreed consensus on what
monitoring conditions are permissible (LaMagna and Berejka, 2009); and that there are
limitations to its use as evidence in court (Elliott and Findlater, 2010).
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It is notable that my research drew similar findings – and no contradictions – almost ten
years after the first practice study published on RMS (Elliott, 2008). This consistency may
imply that the technology, legal framework and strategic direction underpinning RMS failed
to develop in the intervening years in order to address its shortcomings, and/or that the
issues raised have such a degree of complexity that they cannot be easily remedied.

Finally, there are a range of issues tentatively identified by the authors of these early
analyses of RMS, though not necessarily confirmed by the participating offender managers
(Elliott, 2008; Elliott and Findlater, 2010; Elliott, Findlater and Hughes, 2010) which my
research confirms as still not having been adequately addressed. These include: dilemmas
related to offender rights; collateral intrusion and consent; the need for working policy
documents; continual updating of RMS word and image libraries; reduction of false
positives; and the need to make RMS applicable across all operating systems and hardware.

How the gathering of so much new data was possible
There are three clear reasons which lay behind the ability of this research to gather such a
large amount of new information, and these relate largely to the research methodology
employed.

Firstly, the identification of such a lot of new information in comparison to previous studies
was possible because of the access to officers that I had been able to obtain: I was able to
interview a significantly larger number of officers (25 compared to no more than three in
other U.K. studies), across a greater range of forces (17 compared to one in other studies)
than any study to date. This larger and more varied sample size enabled a greater range of
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new issues to be explored and coded in depth, and improves the validity of previous studies
on RMS. The fact that only four police forces in the country did not agree to participate in
this study greatly enhances the extent to which its findings are likely to be representative.

Secondly, the forces interviewed were all relatively established in their use of RMS – only
one force interviewed had been using it for less than a year, and 14 forces had been using it
for three years or more. This research therefore contributes a depth of understanding to the
existing research base because the officers being interviewed were drawing on a longevity
of experience. I believe this enabled detailed and considered viewpoints, as well as a range
of experiences and examples of using RMS to be reflected upon during the research
interviews. By contrast, in the two previous U.K. studies into RMS, each of the two forces
included had used RMS for no more than matter of months (Elliott, 2008; Elliott, Findlater
and Hughes, 2010; Elliott and Findlater, 2010)65.

Thirdly, the identification of new information was also because of the circumstances under
which forces were operating RMS. In all but one of the police forces I interviewed staff
from, were operating RMS from within their Public Protection Unit (or equivalent) in direct
partnership with the commercial software provider of RMS, and without the involvement of
any other third party. This is in contrast with the two previous studies on RMS in the UK
(Elliott, 2008; Elliott, Findlater and Hughes, 2010; Elliott and Findlater, 2010), in which
captures made by the RMS were managed by the Lucy Faithfull Foundation - as part of a
‘managed service’ to the police - and not by offender managers within the police. This

65

One pilot (Elliott, Findlater and Hughes, 2010) lasted six months; the duration of the other pilot unclear; the
software was installed no later than December 2009 and the technical report published January 2010 (Elliott
and Findlater, 2010).
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meant that participants in my research were more likely to have had visibility of all the
technical, practical and legal dilemmas that police faced or had questions about when using
RMS.

My research was conducted entirely independently of any commercial provider of RMS,
enabling officers to be very candid about their views of that provider, any challenges
(technical or otherwise) in the interface between the police and the RMS provider, and any
gaps they perceived in their support structure. This is in contrast to previous studies (Elliott,
2008; Elliott, Findlater and Hughes, 2010; Elliott and Findlater, 2010), in which the company
providing the RMS was heavily involved.

Limitations
All research is subject to limitations, and I believe that there are three areas in which my
research could be open to criticism.

Firstly, when deciding who to include as research participants, I decided not to seek the
direct views of offenders or their families about the value of RMS in my research. Nor were
the opinions of some other relevant stakeholders sought, such as regulators and those
organisations responsible for training or representing the police. The focus on the
perspective of offender managers enabled me to gain a truly in-depth appreciation of their
perspective, but perhaps leaves this thesis open to the criticism of being one dimensional,
and perhaps future research in this area would benefit from the inclusion of a greater
number of senior policing leaders and others.
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Secondly, there were limitations in terms of the questions asked and semi-structured
interview topics prepared. With hindsight, the legal and regulatory framework
underpinning the use of RMS, and the accompanying human rights debates was a topic that
should have been built into the research methodology for discussion more systematically.
Officers’ views about these topics arose spontaneously, and less consistently across all
officers and forces than might have been ideal, given its importance to the officers who did
raise it. Other topics that would also have merited more focus were about police welfare in
relation to RMS, the training and guidance officers would like to receive about RMS, and
about how individual officers would rate their own level of competence and confidence in
the use of RMS or technology more generally.

Finally, at the analysis stage of the research, it could be argued that there was the
opportunity for more comparative analysis within the data – for example comparing the
perception of strengths and weaknesses of RMS by forces depending on how long they had
been using it, or depending on how many licences they had, however I would argue that
small sample sizes would have been a limitation to such analysis.

Non-findings
I have identified three non-findings of this research project.

Firstly, I am not able to provide evidence to answer the vital question of which offenders
RMS is best used with, and under what circumstances. In the semi-structured interview
topic guide, three questions were included which sought to shed light on this. They were:
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Question seven: What sorts of offenders tend to comply (or seem to) with the use of
this software?



Question eight: Which types of offender do you think remote monitoring software is
most suitable for or have the most impact on, and under what circumstances?



Question 10: What are the factors that are taken into consideration when deciding
which internet child sexual offenders to use remote monitoring software? Which are
the most important in prioritizing?

In response, officers identified a very limited set of circumstances and offenders. They
emphasised that the RMS had to meet the tests of proportionality and necessity to be
justified, and most mentioned indecent image offenders as an obvious target group, as well
as those who had groomed children. A small number also considered previous conviction
information to be relevant as well as the volume and grade66 of images involved, the
offender’s level of technical ability, and whether offenders had downloaded images or
sought to share them.

Very few mentioned the relevance of other factors such as demographics, the offender’s
personal circumstances (family, relationship, children, employment), whether the offender
had had treatment or been in custody, their MAPPA risk level or whether they were in
denial or motivated to change.

66

Indecent images of children are graded on a three point scale, as defined by the Sentencing Council, 2014.
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The second non-finding was the lack of statistical or other data available to support any
evidence base about how far RMS supported the identification of repeated offending by
those subject to monitoring by RMS. Two questions were included in the questionnaire to
forces in an attempt to gain this information. They were:


Question 14: Of the RSOs where there is a risk either solely or partly in relation to
children and who are subject to the use of remote computer monitoring software,
approximately what percentage do you know have breached their licence conditions
or the terms of their SOPO in the last 6 months/6-12 months/1-2 years?



Question 15: Of those who have breached in the last 12 months, roughly what
percentage of these breaches were identified by the use of remote computer
monitoring software? This can include as a direct result of breaches, or may be
indirectly via intelligence gained through the use of the software.

The majority of officers were only able to give very approximate answers to these questions,
based on their rough estimation; in all but one force there was no collection or analysis of
data in relation to RMS.

Thirdly, the literature review did not find evidence that RMS was being used in any countries
other than the U.K. and the U.S.A. Given the technical nature of the language involved in
researching this topic, the use of RMS in other countries cannot be ruled out. The findings
of this thesis are particular to the use of RMS in the U.K. and it is unknown whether they
could have broader applicability in an international context.
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9.3 Recommendations
In the next section, the recommendations for policy, practice and research are made. These
recommendations result from the synthesis and critical appraisal of my research and of the
wider research context. In these recommendations, as throughout this research project,
there is a focus on applying the research evidence gained to the practice of the
professionals involved, given the requirement that this Professional Doctorate have an
applied orientation.

Recommendation one

Senior leaders within police forces need to articulate their vision for the success of RMS
within their force and be clear with officers whether they see its primary purpose as the
prevention or the identification of offending. This will help bring clarity to the question of
what constitutes the successful use of RMS and how this can be measured.

Recommendation two

Further research is needed to establish which offenders to prioritise the use of RMS with.
Those convicted of both online and contact child sexual abuse – so called ‘dual’ or ‘mixed’
offenders - have been found to have higher recidivism rates for contact sex offences than
offenders with solely indecent image offences (Goller, Graft, Frei, and Dittmann, 2010;
Goller et al., 2016) and be more likely to be convicted of further indecent image offences
(Goller et al., 2016). There is therefore an argument that this is where police should focus
their resources.
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The ultimate goal is the application of RMS in ways that recognise different offence
trajectories, risk levels, offender characteristics and contexts, resulting in a customised
approach to internet restrictions and offender management. A one-size-fits-all approach
‘forecloses the possibility for narrowly tailored restrictions to offer low-risk offenders a
greater chance of successful rehabilitation’ (Brant, 2009, pp.810), and likewise are unlikely
to offer significant deterrence to highly technically skilled offenders. Consideration of how
to individualise the use of RMS would be valuable and is the direction of travel proposed by
theorists (Drake and Ward 2003; Sheldon and Howitt, 2007; Birgden, 2004; Brant, 2009).

Recommendation three

Offender managers need guidance about the practical application of RMS. For example, this
could include guidance about the regularity with which captures should be reviewed,
depending on an offender’s risk level under MAPPA, ARMS assessment or technological
capability. Such guidance would enable resource planning, help them to understand how it
fits in with the range of other management tools available, and reduce fears about their
own culpability.

Recommendation four

Offender managers using RMS need specific practical guidance about how to interpret and
implement the law and relevant regulations governing its use. They need a better
understanding of various aspects of the legal framework underpinning the use of RMS such
as the definition of meaningful consent and the evidential status of RMS captures. In
particular, sex offender managers in the police need clearer advice about whether and how
to comply with the requirements of RIPA when deploying RMS.
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Recommendation five

Offender managers need comprehensive training about the use of RMS, to ensure they feel
confident and appropriately skilled in its use as a situation specific management tool.

Recommendation six

Offender managers need advice about sample civil order conditions that, depending on the
offender’s individual circumstances, could be appropriate in relation to RMS. The wording
could then be adapted to the particular circumstances of the offender or case in question.
The aim would be to support officers in an area where many felt lacking in confidence and
so reduce ambiguity and aid consistency. Technology experts should be involved in this
process, to provide guidance to police to help them ensure that the conditions in civil orders
are drafted in such a way that they remain applicable even as technology develops, without
becoming obsolete. These need to be technology neutral and transferable across force
areas to account for the movement of offenders, and reviewed at regular intervals.

Recommendation eight

Materials to explain RMS to courts and judges are needed.

9.5 Concluding comments
The research question of ‘‘What are the views of police offender managers about using
remote monitoring software with convicted online child sex abuse offenders and what are
the implications of their opinions and experiences?’ has been fully answered.

288

This professional doctorate has established the extent to which U.K. police forces are
currently using RMS to manage those convicted of offences related to internet child sexual
abuse who are living in the community. Police perceptions of the possible benefits and
drawbacks to police and public protection of using RMS with this group of offenders have
been identified, and a better understanding of the perceived impact on police of using this
type of software has been gained.

This thesis finds that the utility of RMS as a situational and strengths-based risk
management tool for online child sex offenders may only be maximised when three sets of
questions have been resolved for officers, each of which relates to one of the key findings of
this thesis, and which are interwoven with the theoretical positions explored in chapter
three.

Firstly, the question of the intended strategic direction behind the use of RMS by police
forces. This intention will influence how offender managers use the tool on a practical and
day-to-day basis – for either the prevention or the identification of recidivism. To what
extent is it a tool to support the offender to desist from crime and access as many of their
rights as possible in pursuit of a fulfilling life, and to what extent is it an imposition on an
offender’s life which is necessarily invasive of their privacy in order to protect the public?

Secondly, legal questions about the processes followed by police need to be established
with some consistency across forces, so that the extent to which the use of RMS to enable
or inhibit the rights of these offenders is also consistent and so not open to legal challenge.
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Thirdly, questions about the practical application of RMS need to be answered so that the
situational aspect of the offender’s behaviour can be adequately managed in a
proportionate way, so that the public are protected at the same time as supporting the
offender to live a good life.

The strength of this thesis lies in its breadth and depth: breadth in terms of the fact that I
was able to access the opinions of 25 officers from all of the 17 U.K. forces utilising RMS at
the time of the fieldwork; depth in terms of the detail with which their use of RMS was
explored. To my knowledge this is the first time that RMS technology has been the subject
of such detailed exploration. Three studies on the use of RMS are known to have been
conducted previously and the findings of this thesis have resonance with this existing (albeit
limited) literature. This research goes beyond the existing studies in the ways already
outlined in this chapter. Overall the focus on the practical experiences of offender managers
justifies the assertion that this thesis is makes a novel and valuable contribution to the
existing evidence base. The findings have clear relevance and applicability to online child sex
offender policing practices, thereby fulfilling a key requirement of this Professional
Doctorate.

Ultimately however, it was not possible to identify the circumstances under which RMS can
be used to achieve the greatest impact, or to conduct an analysis of the use of RMS based
on offender characteristics, or even on the basis of the online child sex offence for which
they were convicted. This can be justified because of the sheer number of potential
variables related to offender characteristics that exist. This will be an ongoing challenge to
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the articulation of when and how to best deploy RMS in the management of offenders, and
may best be addressed through the application of an in-depth case study methodology.

In a climate where crimes often have both online and offline dimensions, the approach to
online child sex offender management needs to be integrated in the structures and
processes of policing to reflect modern day criminal activity. One officer said, ‘We are
definitely at a stage like never before where we are looking for new ways of doing things
rather than just the old standard ways that we have been doing them for years and years’
(P33, DCI). The use of RMS to monitor offenders needs to be integrated with the full range
of other management tools including home visits and random computer searches, as well as
the experience of offender managers. Integrating new online and more established offline
management techniques in a holistic way relies on having a clear vision of the aims of RMS,
and leadership to achieve them.

Some of the issues highlighted in this thesis about officers’ views of RMS - for example the
lack of any evidence base, the need for defined legal boundaries, the balance between
leadership and autonomy - may be considered a proxy for how other forms of technology
might be adopted by officers in the future. Therefore the conclusions of this thesis may have
broader application for the management of offenders – both as the range of technological
tools available for that purpose becomes greater, and as the tools that are already available
become used with a wider range of offender populations. This is a fast-paced area of
change, with technology and offenders’ use of it constantly evolving. Officers generally
agreed that despite the limitations they experienced with particular systems, ‘technological
opportunities now for monitoring offenders are enormous’ (P42, DI), and said that
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‘Technology has got to play a part’ (P12, DC) – both for efficiency reasons and because it
was necessary to fight fire with fire and use technology to manage those offenders who are
using technology to offend against children. In time, the RMS technology analysed in this
thesis may be superseded by more advanced monitoring systems, but it is my hope that the
key findings in this thesis about the use of technology in the management of offenders’
online lives will inform the development of future alternative approaches to this.
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Appendices
Appendix A: Information sheet for professionals
Research on the use of remote monitoring software to manage the computer use of
convicted offenders
I would like to invite you to participate in this doctorate research project. You should only
participate if you want to; choosing not to take part will not disadvantage you in any way.
Before you decide whether you want to take part, it is important for you to understand why
the research is being done and what your participation will involve. Please take time to read
the following information carefully and discuss it with others if you wish.
Who am I?
My name is Claire Lilley and I am studying for a Professional Doctorate in Leadership of
Children and Young People’s Services at the University of Bedfordshire.
What is the aim of the research?
The aim of the research is to gain a better understanding of the possible benefits and
drawbacks to police of using software to remotely monitor the computer use of people
convicted of offences related to online child sexual abuse (indecent images of children and
sexual grooming of children) who are living in the community.
Hasn’t anyone done that before?
In 2008 a light-touch evaluation was undertaken of the use of Securus Software by Surrey
police service. It involved interviewing 11 offenders and 2 offender managers. No other
evaluation of remote monitoring software has been conducted since then.
Which police services are you speaking to?
I hope to speak to any police service which is currently using, has used or is considering the
use of remote monitoring software to monitor the computer use of people convicted of
online child abuse offences, who are living in the community. Securus Software is the
software package used most by police services for this purpose.
Is the research ethical?
The research proposal was subject to scrutiny by the University of Bedfordshire’s Research
Ethics Committee before it was approved. The research is being supervised by two
experienced academics from the University of Bedfordshire: (Dr Cherilyn Dance, Senior
Research Fellow, Faculty of Social Sciences and Professor David Barrett, Professor Emeritus
of Applied Social Science and Executive Dean).
Will police services be identified in the final thesis or anywhere else?
No, individual police services will not be identified in the final thesis, nor will any
information gained be presented in a way that enables any individual or police service to be
identified. Any reference to police stations, projects, teams or locations will be anonymised.
Any information gathered will be presented in the final thesis and any other outputs in a
way that does not risk it being used by offenders to build up intelligence about how police
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services around the country are managing online offenders living in the community. All
police services and individuals will be anonymised and so the information would not enable
criminals to target police service areas where a lack of monitoring ability was evidenced.
The safety of the pubic in those areas would not be put at any increased risk.
What will happen if I agree to take part?
I would like to conduct an interview with you at a time that is convenient to you. Interviews
will take place at your place of work if possible, or over the telephone if it is not. Interviews
will last about an hour and will be audio-recorded.
Will my answers be confidential?
Yes. Neither you as an individual nor the police service you work for will be identified in the
final thesis. I may repeat quotations that you tell me, but information gained will not be
presented in a way that enables any individual or police service to be identified. Any
reference to police stations and projects or teams or locations will be anonymised.
What are the risks of being involved?
If you would find it helpful to discuss any issues that might have been raised for you in
talking through your experiences, I can give you details of who to contact for support. If you
want to stop the interview you can do so at any time.
What are the benefits of taking part in the research?
I would like to use the research findings to help understand more about the opportunities
and threats presented to police services by the use of monitoring software. I will share the
research report with participants, and may develop guidance or materials based on the
findings that can be used by professionals.
How will the information be stored?
The Data Protection Act will guide how data is stored. All audio recordings will be kept on
password protected computers within encrypted files and/or stored within locked cabinets
until they are transcribed, at which point they will be destroyed. Original primary data such
as written notes will also be stored within locked cabinets and will be securely destroyed
within 6 months of completion of the research. Transcriptions of audio recordings will be
kept on password protected computers within encrypted files and/or stored within locked
cabinets. They will be securely destroyed within 18months of completion of the research.
Plans for publication
I will produce a research report that will be shared with my academic supervisors and
examiners as well as they people who take part in the research. I aim to complete this by
September 2016. The University of Bedfordshire will hold the report in its library and it will
be available to others electronically. I may use material from the research report to form
the basis of presentations, journal articles and book chapters for other professionals.
Can I change my mind about taking part?
Yes, you can change your mind at any time before taking part: before the interview or
during it. You can choose to pass on any of the questions I ask or terminate the interview
completely. If you decide you don’t want part or all of what was said to be used in the
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report you can notify me of this for up to one month after the interview.
What if I have more questions?
If you have any questions or require more information about this study, please contact me.
Email: Claire.lilley@beds.ac.uk; phone 07788 972968
If you have a comment or complaint, please contact either of my academic supervisors:
cherilyn.dance@beds.ac.uk; 01582 743050 or David.barrett@beds.ac.uk; 01582 489267
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Appendix B: Questionnaire sent to force in advance
Please note: the formatting of this document has been changed: blank boxes and spaces for
officer answers has been removed in the interests of reducing the size of the thesis
appendices.

Cover sheet
Do they use remote monitoring software?
Force:
Officer name:
Officer rank:
Officer Department/Team:
Officer contact details:
Any other information:

Questionnaire
If your force does not use this software there are a total of 12 questions.
If your force does use this software there are a total of 22 questions.

FORCE CODE:
Section 1: Does your force use remote computer monitoring software (3 questions)
1. (a) Does your police service use remote computer monitoring software to manage
registered sex offenders (RSOs) or those subject to a Risk of Sexual Harm Order (ROSHO)?
 RSOs - Yes/No/Don’t know/Prefer not to say
 ROSHOs - Yes/No/Don’t know/Prefer not to say
(b) If yes, of those people with whom you use remote computer monitoring software,
approximately what percentage of the total number are used with:
 Not applicable (answer to question 1a is ‘no’)
 RSOs - %/Don’t know/Prefer not to say
 Those subject to a ROSHO - %/Don’t know/Prefer not to say
2. Does your police service use remote computer monitoring software to manage offenders of
any other kind?
Yes/No/Don’t know/prefer not to say.
If yes, and if you are happy to do so please briefly outline what sorts of crimes these
offenders have been convicted for.
3. Do you know if there are any individuals in your force area who have not been convicted for
any offence, but who are currently using this software on a voluntary basis (for example,
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they may have been arrested and be on bail or have come to the end of their SOPO and are
paying to use it via an agency like Stop It Now/the Lucy Faithfull foundation).
Yes/No/Don’t know/Prefer not to say
If the answer to question 1 is ‘no’ please complete section 2.
If the answer to question 1 is ‘yes, please complete sections 3-7.
Section 2: Forces that DO NOT use remote computer monitoring software to manage
registered sex offenders (RSOs) or those subject to a Risk of Sexual Harm Order (ROSHO)
You have said that the police force you work for does not use remote computer monitoring
software to manage registered sex offenders (RSOs) or subject to a Risk of Sexual Harm
Order (ROSHO). That being the case, I would like to ask you the following 9 questions. After
each question I would be grateful for any additional information you wish to provide.

A. Had you heard of remote computer monitoring software before you received this
questionnaire?
Yes/No/Don’t know/prefer not to say.
Open response if you wish to say more
B. Has your force ever (in the past) used remote computer monitoring software for the
purpose of managing RSOs?
Yes/No/Don't know/prefer not to say.
If yes, open response if you wish to say more.
C. Has your force ever (in the past) considered using remote computer monitoring software for
the purpose of managing RSOs?
Yes/No/Don't know/prefer not to say.
If yes, open response if you wish to say more.
D. Is your force currently considering the use of remote computer monitoring software to
monitor the computer use of RSOs, or does it remain the subject of on-going review?
Yes/No/don’t know/prefer not to say.
If yes, open response if you wish to say more.
E. Please outline your understanding of the reason(s) for your force not using remote
computer monitoring software to manage these offenders? Open response
F. What benefits do you think remote computer monitoring software monitoring could bring in
managing these offenders? Open response
G. What drawbacks do you think remote computer software monitoring could bring in
managing these offenders? Open response
H. What factors would make it more likely that your force would begin to use remote
computer monitoring software to monitor RSOs? Open response
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I. Does your force use any of the following in the management of people convicted of
offences related to online child sexual exploitation?
Yes

No

Don’t
know

Prefer not
to say

Field forensic tools or ‘SOPO search tools’ (E.g. Fieldsearch) to
quickly scan computers during a visit to an offender’s home
Software to analyse offender mobile phones (e.g. Cellebrite)
Electronic tagging
Polygraphy
Other (please state)

Any additional comments

For forces that DO use remote computer monitoring software to manage registered sex
offenders (RSOs) or those subject to a Risk of Sexual Harm Order (ROSHO)
Section 3: Who remote computer monitoring software is used with
You have said that the police service you work for does use remote computer monitoring
software to manage registered sex offenders (RSOs) or those subject to a Risk of Sexual
Harm Order (ROSHO). I would like to ask you 19 more questions about your force’s use of
remote computer monitoring software to manage these offenders.
4. Of all the people you monitor using this software approximately what percentage are used:
With RSOs
With those subject to a ROSHO
Other (please state)

___%
___ %
___ %

Total

100%

5. Of the total number of licences you use with convicted RSOs, approximately what
percentage are in use with people who have convictions, or for whom there are risks in
relation to:
A child or children under the age of 18
Adults
Both adults and children
Other (please elaborate)
Don’t know
Prefer not to say
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Section 4: Practical arrangements for the use of licences (6 questions)
Please answer all remaining questions in this questionnaire in relation to your force’s use of
remote computer monitoring software to manage convicted RSOs where there is a risk
presented either solely or partly in relation to a child or children:
6. What is the manufacturer of the remote computer monitoring software you use?
Open text box/don’t know/prefer not to say
7. For approximately how long has your police force been using remote computer monitoring
software?
Open text box/don’t know/prefer not to say
8. Approximately how many RSOs (who present a risk to a child or children) does your force
use remote computer monitoring software with?
Open text box/don’t know/prefer not to say
9. On average, approximately how many devices is remote computer monitoring software
used in relation to for each offender?
Open text box/don’t know/prefer not to say
10. In terms of the day to day responsibility for either managing offenders or reviewing
captures made by the remote monitoring software, how is this allocated (please indicate all
that apply)?
Day-to-day
responsibility
for managing
offenders

Day-to-day
responsibility for
reviewing captures
made by the remote
monitoring software

Individual officers in a specialised or dedicated team
Individual officers NOT in a specialised or dedicated team
(including a multi-disciplinary team)
Shared responsibility of a specialist team
Shared responsibility of a multi-disciplinary team or other
non-specialist team
Several locally based teams within the force area
A central team for the force area
Other (please state)
Don’t know
Prefer not to say
Any additional comments

11. What rank of officer has to authorise the use of remote computer monitoring software with
an offender?
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Section 5: Managing the risk to children (5 questions)
Still thinking about your force’s use of remote computer monitoring software to manage
RSOs where there is a risk presented either solely or partly in relation to children:
12. Of the offenders with whom you use remote computer monitoring software, approximately
what percentage have convictions for, or are there risks in relation to:
%
Non -contact sexual offences against children (including
but not limited to section 1 of the Protection of Children
Act 1978 and indecent images of children)
Contact sexual offences against children (including but
not limited to sections 5-9 and 15 of the Sexual Offences
Act 2003 - rape, sexual assault, sexual activity, meeting a
child following sexual grooming)
A mixture of contact and non-contact sexual offences
against children
Total

Don’t
know

Prefer not to
say

100%

13. Of the offenders with whom you use remote computer monitoring software, approximately
what percentage:
(a) Are using the software without a SOPO in place?
%/Don’t know/Prefer not to say
(b) Have a SOPO?
%/Don’t know/Prefer not to say
(c) Of those who have a SOPO, approximately what percentage of these SOPOs specifically
contains a prohibition with wording to the effect that no computer or other device can be
used without the installation of software capable of remotely monitoring their use of it?
%/Don’t know/Prefer not to say
14. Of the RSOs where there is a risk either solely or partly in relation to children and who are
subject to the use of remote computer monitoring software, approximately what
percentage do you know have breached their licence conditions or the terms of their SOPO
in the last 6 months/6-12 months/1-2 years?
0-6 months %/Don’t know/Prefer not to say
6-12 months %/Don’t know/Prefer not to say
1-2 years
%/Don’t know/Prefer not to say
15. Of those who have breached in the last 12 months, roughly what percentage of these
breaches were identified by the use of remote computer monitoring software? This can
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include as a direct result of breaches, or may be indirectly via intelligence gained through
the use of the software.
%/Don’t know/Prefer not to say
Section 6: Guidance and training (5 questions)
Still thinking about your force’s use of remote computer monitoring software to manage
RSOs where there is a risk presented either solely or partly in relation to a child or children:
16. Approximately how many specialist officers (i.e. trained in sex offender management and
risk) in your force use remote computer monitoring software on a regular basis?
Open text box/don’t know/prefer not to say
17. In your force is there a Standard Operating Procedure, or other guidance about the use of
remote computer monitoring software?
Yes/No/Don’t know/Prefer not to say
18. Have all officers using the software received initial training?
Yes/No/Don’t know/Prefer not to say
19. Who delivers this initial training?
 Someone from within your force
 An officer from another force
 A specialist from the software manufacturer
 Other (please state)
 Don’t know
 Prefer not to say
20. Does your force also use any of the following in the management of these offenders:
Yes
Field forensic tools or ‘SOPO search tools’ (E.g. Fieldsearch) to quickly
scan computers during a visit to an offender’s home
Software to analyse offender mobile phones (e.g. Cellebrite)
Electronic tagging
Polygraphy
Other (please state)
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No

Don’t
know

Prefer not
to say

Section 7: Summary (2 questions)
21. To what extent do you agree or disagree with the following 5 statements:
 Remote monitoring software is a useful intelligence gathering and risk
management tool
 Remote monitoring software is an effective deterrent when used with offenders
who are motivated to change
 Remote monitoring software helps my police force to manage online child sex
offenders effectively
 Remote monitoring software is good value for money
 All online child sex offenders should have to have remote monitoring software
installed on all their devices
(Scale of strongly disagree, agree, undecided, disagree, strongly disagree)
22. Finally, still thinking about your force’s use of remote computer monitoring software to
manage RSOs where there is a risk presented either solely or partly in relation to a child or
children, please describe how effective overall you think remote computer monitoring
software is as a tool to manage these offenders, what you think the main benefits are that it
offers, and main drawbacks it presents? Open text box
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Appendix C: Semi-structured interview topic guide
Section A: Practicalities (3mins)
 Explain who I am
 Aims of interview
 Taping and check have info sheet
Section B: Warm up (5mins)
1. What has been your experience of using remote monitoring software to manage
offenders?
2. What has been your experience of how offenders react to this software?
Prompts: supportive or intrusive, deterrent, felt spied on or forgot it, provided
guardianship, preferable to home visits, allowed them to evidence good behaviour
Section C: Experiences of use (10mins)
3. In practical terms, how is this software used within your police service?
Prompts: proactive or reactive, frequency of use, what sort of offenders
4. What do you see as the benefits of using remote monitoring software to
I.
you as an individual officer?
II.
to your police service?
III.
to the effective management of offenders?
Prompts: Evidential use, soft intelligence, deterrence, dynamic tool, strengths based
approach to offender management, offender/their family can have devices/internet,
removes perception of anonymity, accountability, impact on workload.
5. What do you see as the drawbacks of using remote monitoring software to
IV.
you as an individual officer?
V.
to your police service?
VI.
to the effective management of offenders?
Prompts: public protection (increased risk?), human rights issues, limitations of the
software e.g. ipads, technology field developing too fast to keep up, too easy to
violate, impact on workload
Section D: Effectiveness (10mins)
6. What has been your experience of offenders who have violated the terms of use of
the software and the circumstances surrounding those incidents?
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Prompts: protective factors preventing breaches, frequency, attempts to circumvent
the software, undeclared devices, triggers, violate after eg 1 day or 6 months, true/
(number of screen grabs) positives, actions taken
7. What sorts of offenders tend to comply (or seem to) with the use of this software?
Prompts: part of SOPO, admit offence, personal circumstances etc
8. Which types of offender do you think remote monitoring software is most suitable
for or have the most impact on, and under what circumstances?
Prompts: demographics, offending history (children?), personal circumstances
(family, relationship, children, employment), technical ability and interest in online
activities, in denial or motivated to change, volunteer/requirement under
SOPO/against will, treatment/custody completed, MAPPA risk/management level,
other management strategies in place?
Section E: Officer confidence and support (5mins)
9. What support have you been given by your police force in using this software? How
confident did you/do you feel about using it?
Prompts: training, guidance, de-briefs, confidence, technical knowledge
Section F: Decisions prior to using the software (if time) (5mins)
10. What are the factors that are taken into consideration when deciding which internet
child sexual offenders to use remote monitoring software? Which are the most
important in prioritizing?
Prompts: Age, gender, ethnicity, occupation, family circumstances, rural/urban,
MAPPA risk level, offence type, length of sentence/jail time, previous convictions,
condition of SOPO/voluntary, image level, treatment programme
Section G: Summary (5mins)
11. Overall, how effective do you think this type of software is and is there anything that
you think would make it more effective? Limitations?
Prompts: undeclared devices (owned, borrowed), courts, capacity to respond,
keeping libraries of words up to date, so much information about offender
behaviour online but no understanding of risk factors so don’t know what do to with
that information, sufficient staffing to take advantage of the capabilities that remote
computer/internet management software offers?

337

Section H: Wrap up (2 mins)



Any other comments you want to make? Anything important you feel you haven't
been given the opportunity to cover?
Thanks and explain what next

Total time 45mins
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Appendix D: Letter of support from ACPO lead

Security classification

Not Protectively Marked

Disclosable under FOIA 2000

Yes

Author

D/Supt Paul Sanford

Force/organisation

Norfolk Police

Telephone number

01953 424210

National Policing Business Area

Child Protection and Abuse
Investigation

Date created

16th February 2015

Dear Colleagues,
Re: Research into the use of technology to manage child sex offenders
I am writing in my capacity as National Policing Lead for Child Protection Abuse Investigation. I
would like to make you aware of some valuable research being undertaken by Claire Lilley who is a
student at the University of Bedfordshire.
Claire is undertaking a professional doctorate examining the use of technology to manage offenders
on licence who have been convicted of offences under section 1 of the Protection of Children Act
1978 i.e. offences related to the taking, possessing, distributing or publication of child abuse images
and those convicted of any other child sexual abuse offence in which the use of the internet has
been a feature of the offending. Claire’s research has a specific focus on the use of remote
monitoring software such as Securus to remotely monitor such offenders.
You will be aware that this research relates to a critical area of risk for policing and that our level of
understanding on the subject needs to improve. I would therefore encourage you to support Claire
with her research and allow her access to officers using remote monitoring software if it is used in
your force, as well as officers in forces where it is not currently deployed.
Yours sincerely,

Simon Bailey
Chief Constable, Norfolk Constabulary
ACPO Lead of Child Protection & Abuse Investigation
(including trafficking and missing children)
Jubilee House
Falconers Chase
Wymondham
Norfolk NR18 0WW
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Appendix E: Introductory email from ACPO lead to forces
SENT ON BEHALF OF T/DET CHIEF SUPERINTENDENT PAUL SANFORD
Dear Colleagues,
I am writing in my capacity as Staff Officer to Chief Constable Simon Bailey who is the
National Policing lead for Child Protection and Abuse Investigation.
Our Office works closely with the NSPCC and is currently supporting some research being
undertaken by their Head of Child Safety Online, Claire Lilley, concerning the use of remote
monitoring software.
Claire has asked me to send the below text to all Heads of Public Protection for their
consideration. Her request is to carry out a telephone interview lasting no more than
twenty minutes with a member of staff involved in the supervision of sex offenders.
This research is supported by our office but participation with the project is at your
discretion.
Many thanks
Paul
Temporary Detective Chief Superintendent Paul Sanford
Staff Officer to Chief Constable Simon Bailey
Child Protection Abuse Investigation Working Group
Classification: NOT PROTECTIVELY MARKED

Dear Sir or Madam
I am a PhD student at the University of Bedfordshire and Head of Child Safety Online at the
NSPCC. I am conducting research about the use of remote computer monitoring software
by police forces, for the purpose of managing people convicted of online child sexual
abuse. My aim is to ask all forces in England and Wales about their experience of using this
software, or about the reasons why they choose not to use it.
The research has the support of the National Policing lead for Child Protection and Abuse
Investigation, the Chief Constable of Norfolk Constabulary, Simon Bailey, and as such I
would be very grateful if you would spare the time to be interviewed by me, over the
phone, about it.
The interview will take a maximum of 20 minutes. Ideally this interview will be conducted
with an officer who has some strategic oversight for the activities of the unit within the
force that manages online sex offenders (the Public Protection Unit or equivalent).
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Further details about the research is attached and contains information about data
protection, ethics and confidentiality. Recognising that the answers to many of the
questions may be confidential, all questions are optional. Even if you are unable or
unwilling to answer some questions, I would be very grateful if you would agree to speak to
me even just to answer one or two questions.
I appreciate that you are extremely busy, and so would be very grateful if you were able to
spend a short amount of time discussing this with me at a time convenient to you. As I’m
sure I don’t need to tell you, online child abuse image offending is a relatively new
phenomenon, and so the evidence base is developing. I hope that this research, the first of
its kind in the world, can contribute to a better understanding of the opportunities and
challenges for police of using of monitoring software to manage those convicted of online
child sexual exploitation.
I hope to hear from you.
Best wishes
Claire Lilley
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Appendix F: Officer ideas for making best use of RMS
The following are examples of how RMS is being used in practice, that were mentioned by at
least one officer. They have not been captured elsewhere in this thesis.
Resourcing and speeding up the process of reviewing RMS captures
• Using a standalone computer and Chrome browser when viewing RMS captures at the
police station. One officer claimed that this prevented tech-savvy offenders being able
to identify that a police networked computer had been looking at any websites they
were hosting.
• Viewing RMS captures on a standalone computer which isn’t linked to the police
network because this makes the RMS run a lot faster.
• Using two screens to view RMS captures more quickly.
• Using bigger screens so that more captures can be viewed simultaneously.
Civil orders
• Wording civil orders so that any developments in cloud or remote storage are captured.
• Wording civil orders to include a prohibition on using computers in libraries.
• Wording civil orders so that the ‘dark net’ and any future successor to the current
internet is covered.
• Not specifying a particular software provider in civil orders.
• Wording civil orders in such a way that they are flexible and officers have the power to
add or remove RMS as necessary without having to get the order amended at court
each time.
• Attempting to achieve consistency across civil orders in respect of RMS. Three ways of
achieving this were identified:
o Creation of a force wide policy so that all sexual offences orders come through
their unit, thus giving them the opportunity to standardise all RMS conditions.
o Using a civilian staff member to go through all the arrests each day and identify
those that will end up being managed by their unit. Then providing advice to the
arresting officer about the wording of the civil order.
o Using a crime analyst to scan every crime in the county with the word ‘sex’ in it,
then getting the Public Protection Unit sergeants to examine these offences,
identify those suitable for a civil order and RMS, and working with officers in other
crime units to get an appropriate clause included.
Legal
• Reviewing and completing Regulation of Investigatory Powers Act and Directed
Surveillance Authority paperwork every three months.
• Completing a Directed Surveillance Authority request form even if the offender has
consented to the use of RMS in their management.
Linking with other aspects of policing
• Taking a special constable who runs an IT company to online child sexual abuse
offender home visits.
• Making use of the force surveillance team to monitor an offender suspected of trying to
evade RMS by using computers in internet cafes.
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•
•
•
•
•

Having one dedicated officer responsible for the installation but not the monitoring of
RMS.
Having one dedicated officer to authorise all installations.
Providing training for judges and court officials in their area about RMS.
At the stage of installation, getting offenders to sign the officer’s day book during a
home visit to say they give consent to the use of RMS.
Getting the partner of an offender to sign an officer’s day book to confirm that she
consented to the collateral damage and intrusion of having RMS on her computer so
her partner could use it.

Offenders
•
Advising offenders not to share computers in case someone else using the computer
looks at illegal material.
•
Getting offenders to leave the room during the installation process in case they are
recording it to identify ways of evading it.
Suggestions of things for the future
•
Self-management of technical issues: getting the offender themselves to log in to
remote support and fix the issue in conjunction with the software provider, without
the need for an officer to be present.
•
Developing the functionality of RMS to include auto translate functions for use with
foreign language offenders.
•
All sex offenders having to register all their devices, email addresses and storage
devices as part of their notification requirements.
•
Proactive alerts for certain high-risk words and phrases rather than officers having to
reactively check every capture.
•
Giving officers have access to police mobile Wi-Fi so that they can install RMS in places
where offenders are living but that don’t have Wi-Fi.
•
Linking with those delivering sex offender training programmes in order to identify
people who they are particularly concerned about, and then conducting an
assessment of their technical skills in advance of them starting to be managed by
offender managers.
•
Using of Wi-Fi sniffers (also known as ‘packet analysers’) to identify and log all the
traffic that passes over a Wi-Fi network, therefore identifying all the devices that have
been used to access the internet via that connection.
•
Reviewing captures at a force level every day, rather than at an individual officer level.
•
Using Apple computers to review images in the hope that this might be quicker than
Windows based machines.
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