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Abstract: There has been a great deal of discussion of the challenges on privacy, data 
interoperability and quality of Educational Professional Personal Record (EPPR). Therefore, 

there is a need to reassess the current models, in which various parties generate, exchange and 

observe a huge amount of personal data with regard to EPPR. Ethereum blockchain has shown 

that trusted, auditable transactions is detectible using a decentralized network of nodes 
accompanied by a general ledger. Thus, due to the fast-moving development of educational 

and professional data generators such as online universities and distance learning, requires 

learners to engage in detail into their EPPR as well as the educational and professional data 

generators. In this paper, we propose a novel decentralized framework to manage EPPR using 
Ethereum blockchain technology. The framework provides the owner of the EPPR a 

comprehensive immutable log and ease of access to their educational records across the 

educational record editors and consumers. Furthermore, it provides a recommender engine to 
endorse skills and competencies to the education record owners and similar candidates for 

educational records editors and consumers. Ethereum blockchain can provide solutions in 

terms of exchanging of data among parties by ensuring privacy, accountability and data 

interoperability. The aim of the proposed framework is to enable educational stakeholders 
(universities and employing agencies) to participate in the network as blockchain miners 

rewarded by pseudonymized data in compliance with General Data Protection Rules in United 



Arab Emirates. 
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1 Introduction 

Effective record keeping is essential to the overall success of 

any educational system. Poor management and maintenance of 

students’ records can impact the success of the whole system. 

Students’ Educational Professional Personal Records (EPPR) 

includes: Admission/withdrawal register, Attendance register, 

Scheme of work, Logbook, Visitor’s book, Time table,  

Movement book, School diary, course description, Instructors 

note, Examination record book, and Cumulative records. 

Record keeping provides useful information to employers who 

may be interested in recruiting a particular staff.   

Educational Professional Record faces major challenges. 
Firstly, a fragmented EPPR are those records, files, documents, 
and other materials which contain information directly related 
to a student; and are maintained by an educational institution. 
Thus such information cannot be located into a single EPPR 
system that includes records of instructional, supervisory, and 
administrative personnel and educational personnel.   

An additional challenge is the slow access to the EPPR. We 
often look at systems on the basis of their technical capability, 
which the fact that they can manage store large amount of 
records or processes that maybe required at a certain period of 
time. Slow access to student records can lead to a decline in user 
experience due to long waiting timing during phone calls, 
improper handling of student’s information retrieval and other 
issues.   

A further concern is that of data interoperability, seamless, 
secure and controlled exchange of data among different 
applications and technologies. Data is fragmented across 
different systems that do not “speak” to one another. This means 
records are not easily transferable between systems used within 
the same institute. A common challenge is that tools are unable 
to record student data or achieving the same data format, which 
can make it difficult to compile data into one place. Teachers 
and school leaders who wish to view data using multiple tools 
on one dashboard often have to repeatedly enter the data 
manually, which can be time consuming. In addition, entering 
student information, setting up class rosters and helping 



students log in to online tools can add additional workloads for 
teachers (Data Interoperability in K-12, 2019). The General 
Data Protection Rules mainly has an impact on organizational 
processes and the internal architecture of software applications 
and devices which can store, use or process the data. The 
General Data Protection Rules provides several rights to the 
data in which subjects’ adherence is mandatory for 
organizations. General Data Protection Rules explicitly 
references interoperability as one of the mandatory properties 
of data, making its adoption a necessary part towards its 
compliance (Pandit et al., 2018a; Pandit et al., 2018b).   

The fourth challenge addressed is quality and quantity of 
EPPR to Educational Records consumers. As such, employers, 
academic institutes, or administrators often want to see EPPR 
from various tools compiled into one tool. Instructors and 
teachers want to avoid manually entering student data into 
several systems when getting started with a new tool and to 
spend less time interpreting data in multiple forms. Students and 
parents want a clear picture of academic performance compiled 
in a readable format from various learning environments.  

The final concern, is posed by the difficulty of 
recommending the student with the necessary skills and 
competencies that are in high demand among employers and 
similarly recommending an employer with potential candidates 
that possess the right skill sets and capabilities to the one that 
they are looking for. Section 2 highlights the background and 
related work. In section 3, we provide an overview of our 
proposed framework. Section 4 describes in detail the technical 
implementation and architecture of the framework. Section 5 
we evaluate the performance of the framework finally, in 
section 6 we discuss the future extensions to the proposed 
framework and some concluding remarks. 

2 Related work 

Blockchains are distributed databases that usually seek to 
accomplish decentralization by replacing a unitary controller 
with several controllers. In terms of privacy, there are two 
models of blockchain:  (1) Public blockchain that allows parties 
to access the network without permission. Transparency is the 
most important criteria in this type without much emphasis on 
privacy.  (2) Permissioned blockchain that allows parties to 
participate with permission. In this model, one party will be 
responsible for identifying (legalizing) all the other participants 
in the blockchain. In other words, all participating parties must 
be pre-approved. Permissioned blockchains are valuable for 
parties who need to collaborate and share data, but do not want 
their private data to be made visible on a public blockchain.  

Ethereum is an open-source platform that helps users run 
programming code (e.g smart contracts) without limitations 
(Bogner et al., 2016). As a decentralized system, Ethereum is 
not owned by any entity. Its community is becoming large and 
includes researchers, application developers, protocol 
designers, and mining organizations. The whole community 
helps improving Ethereum. As analogous to the Bitcoin 
currency, ETH is the Ethereum’s digital money. Furthermore a 
key feature of Ethereum, is that it can be utilized to create a new 
complete set of blockchain applications, such as financial, smart 
contract, and privacy-preserving applications, with the notion 

of decentralization. Ethereum uses a public-key cryptography 
system called ECDSA (Elliptic Curve Digital Signature 
Algorithm). ECDSA is as strong as RSA algorithm, but with 
much smaller key sizes. To be distinguished over Ethereum 
network, a user must have a public address. This address is 
computed as follows:   

• A 256-bit private key is randomly generated.  

• Based on ECDSA, a public key is computed based on 
the previously generated private key.  

• The hash value of the public key is computed using 
SHA-3 algorithm (referred to as Keccak) that produces 
a 256-bit hash value.  

• The right most 160-bit of the computed hash value is 
taken as an address of the user.  

 

Smart contract is a program that facilitates the exchange of 
data with a value. They run on the blockchain without 
interference of any third-party. Ethereum allows parties to 
develop any operations they want. The focus of our model is on 
the smart contract operations. Our model uses smart contracts 
over the Ethereum blockchain to exchange personal 
professional data. We have to make sure that these smart 
contracts comply with General Data Protection Rules. The 
General Data Protection Rules has been in force since 25 May 
2018 in the United Arab Emirates (UAE). It includes 
regulations to protect individuals’ and organizations’ private 
data. The quantity of data breaches is growing year after year 
and so is the claims related to these data breaches. Our model 
takes into account the General Data Protection Rules rules to 
protect individuals’ privacy and to fulfill the UAE blockchain 
strategy 2021. Our model can help this strategy that aims to use 
the blockchain technology to transform 50% of the government 
transactions into blockchain platform by 2021. The professional 
personal data has many parts. Each part can be generated by an 
Individual Identity. Although, these parts are semantically 
related objects, Ethereum smart contacts can be utilized to 
implement the semantic logic between these objects in the 
blockchain.  

Semantic Graph is a declarative graphical knowledge 
representation that can be used to represent bidirectional 
relations between concepts in a network. Each concept is 
represented as a node in the graph and the relations between 
nodes are represented as bidirectional edges (John, 2008). 
Educational Record consists of many parts. Each part may be 
created by a separate Identity. The different parts in EPPR are 
usually semantically interrelated. Semantic Graph can be used 
to represent each part as a node and the semantic relations 
between different parts are represented by edges. The standard 
representation of semantic graph is semantic triple in Resource 
Description Framework (RDF).  

Semantic triple is a set of subject–predicate– object 
expressions that codifies a statement about semantic knowledge 
(e.g. "Ahmed is a student"). It is the standard data entity 
representation in the Resource Description Framework data 
model that enables machine readable data (Lassila and Swick, 
1998).  



Resource Description Framework (RDF) is a metadata data 
model used to represent conceptual description of web 
resources information in the form of semantic triple. RDF 
supports several file formats, so the particular encoding for 
resources or triples varies from one format to another. Using 
RDF can help in solving the data interoperability concerns when 
exchanging an Educational Record among  
Identities (Potts et al., 1997).  

SPARQL is a semantic query language used to retrieve 
resources stored in RDF databases. It allows a user to construct 
queries against Key-Value data that follows the specifications 
of NoSQL databases (Hebeler et al., 2009).  

Pseudonymisation is a related method to de-identification 
which involves consistently replacing recognizable identifiers 
with artificially generated identifiers, such as a coded reference 
or pseudonym (Adams, 1995).  

The main goal of a recommendation system is to offer 
options that are highly to be liked by the end user. Currently, 
recommendation systems use several methods in order to 
extract patterns from datasets and generate recommendations 
based on these patterns.  Recommendation systems could 
generate personalized or non-personalized recommendations. 
The personalized recommendations are generated based on the 
individual actions, visits, etc.  The nonpersonalized 
recommendations are generated based on other users’ actions, 
visits, etc. Although a lot of research has been explored in this 
area and many methods and algorithms have been developed, 
work in this area is relatively scares therefore more attention 
and improvements are needed.    

There are two types of recommendation systems that are 
widely used: first is content-based filtering: In this type, the 
recommendations are based on the user preferences and the 
interaction with the system (Adomavicius and Tuzhilin, 2005). 
This type is different from information retrieval because in 
information retrieval, users enter keywords that allow the 
system to search the database for matches and users get the 
information they look for. However, in content-based filtering, 
the system generates the information automatically. To generate 
recommendations using this type, preferences/actions of a user 
is gathered usually from a user’s profile. This information is 
then analyzed, results are identified and finally 
recommendations are generated. Although, content-based 
filtering methods are different from information retrieval 
methods, the former are driven from the later (Jannach et al., 
2010). One of the most common uses of content-based filtering 
is using it by browsing the web (Trivedi et al., 2010).   

In this application, the user actions and history of interaction 
is tracked using cookies, then web pages are recommended to 
the user based on this information. Another domain where 
content-based filtering is commonly used is the music domain. 
Petersen et. al. (Petersen and Hansen, 2011) developed a 
successful recommendation system that recommends music to 
users based on previous music that they listened to over time.   

Google News is another well-known news recommendation 
system which uses both content based filtering and 
collaborative filtering types to generate recommendations. In 
this application, a user clicks’ history is being tracked in order 
to predict the possible articles that might be of an interest to the 
user (Liu et al., 2010). The second is collaborative filtering 

which is also referred to as social filtering where 
recommendations are generated based on the interests of other 
users interacting on the system who may have similar opinions 
(Shardanand and Maes, 1995; Su and Khoshgoftaar, 2009). In 
other words, instead of checking a user’s profile, the user is 
compared with other users and similar interests are found and 
recommendations are generated (Adomavicius et al., 2005). In 
this type, all users with similar interests are grouped together. 
This means that filtering in this type does not depend on the 
content (like content-based filtering) and thus this process can 
obtain information from any source.  

Collaborative filtering may generate more accurate results 
since it depends on real users instead of machine predictions. 
However, collaborative filtering does not compete with content-
based filtering. Usually, both of these types are combined 
together in order to come up with a better recommendation 
system. Systems that combine collaborative filtering and 
content-based filtering are called hybrid recommendation 
systems.  

There are a wide range of systems that use the hybrid 
approach successfully including Facebook (Devi and 
Venkatesh, 2009), Netflix (Gomez-Uribe and Hunt, 2015)  and 
Pandora (Petersen and Hansen, 2011). There are four main 
methods under this approach: a) Combining results separately: 
In this method each type will function separately and results will 
be merged before recommendations are generated to the user 
(Li and Kim, 2003). b) Adding Content-based Filtering 
Characteristics to Collaborative Filtering. This method uses 
content based filtering to identify similarities between two 
users. It helps to avoid sparsity related problems associated with 
collaborative filtering (Pazzani, 1999).  c) Adding Collaborative 
Filtering Characteristics to Content-based Filtering: In this 
method, users’ profiles will be represented as vectors and a 
dimensionality reduction technique is applied on a group of 
content-based profiles (Soboroff and Nicholas, 1999; Li and 
Kim, 2003) . d) Developing a Single Unified Recommendation 
System: In this method, a combination of the characteristics 
both types (content-based and collaborative filtering) is used. 
Gunawardana et. al. (Gunawardana and Meek, 2009) proposed 
a recommendation system that uses this method. For example, 
in their work the age or gender of users or the genre of movies 
are used in a single rule-based classifier.  

Ethereum is the most well-known and trusted framework for 
smart contracts.  Gavin Wood et al. (Wood, 2014) discussed the 
design and implementation issues of Ethereum. Atzei et al. 
(Atzei et al., 2017) discussed the limitations and possible 
attacks on Ethereum in general and smart contracts specifically. 
Their paper also reviewed the security weaknesses of Ethereum 
smart contracts and provided a taxonomy of frequent coding 
styles that might lead to security failures. A comparison 
between Ethereum and Bitcoin systems is discussed in (Corbet  
et al., 2018). Ethereum blockchain-based platform identifies 
many critical obstacles and limitations related to 
decentralization in the blockchain design and scripting 
language of Bitcoin, such as Turing-completeness (Vujičić et 
al., 2018). Decentralization is a process whereby operations 
performed by different parties are distributed or delegated away 
from a central party to a group of parties (Wood, 2014). The 
level of decentralization that Ethereum achieves in practice and 
robustness against attacks is discussed in (Gencer et al., 2018). 
Unterweger et al. (Unterweger et al., 2018) implemented a 



sharing application that uses Ethereum in smart contracts. They 
claimed that the cost of the current proposed solutions for 
deploying and executing privacy preserving smart contracts in 
the current blockchain systems is fairly high compared to their 
solution.   

Halpin et al. (Halpin and Piekarska, 2017) highlights the 
importance of security and privacy in blockchain systems. 
McCorry et al. (McCorry et al., 2017) proposed the first 
implementation of smart contract system with enhancing 
security and privacy for voters. Zyskind et al. (Zyskind and 
Nathan, 2015) implemented a decentralized blockchain system 
that focuses on privacy to protect personal data. The system is 
able to manage personal information and ensures that users 
have full control over their data without a trusted third-party. 
Chet et al. (Chen et al., 2019) implemented a similar system 
based on blockchain technology and applied to a securely 
distributed private data in a decentralized manner.  

Azaria et al. (Azaria et al., 2016) proposed a decentralized 
system to manage electronic medical records with the help of 
blockchain technology. The system provides patients the ability 
to retrieve their records easily through the different providers. 
The system fosters the interoperability, making it more 
adaptable and attractive.  A startup company Blockai (Ha, 
2016) implemented a blockchain system to help innovative 
individuals register their work and protect it from piracy and 
copyright infringement. Sharples et al. (Sharples and 
Domingue, 2016) proposed a blockchain-based distributed 
system for educational records and reputation. Initially, each 
individual or organization would be given an award of 
educational reputation currency. An organization could award 
other parties by transferring some reputation records to the 
individual. Furthermore, since these transactions would be 
stored on blockchain records, any reputation change can be 
detected and tracked easily. Reputation is an important measure 
on how individuals and organizations among the community 
can trust each other. The greater the reputation, the more 
trustworthy an individual or an organization are considered by 
others. The previous transactions and interactions with the 
society are usually used to evaluate the reputation of a specific 
party. The problem is that even personal reputation records can 
be falsified. For example, many e-commerce organizations 
enroll a large number of fake customers and may be fake 
transactions to achieve a high reputation (Grolleau et al., 2008).  

Addressing the problem of using recommender systems on 
blockchain has been addressed at (Frey et al., 2016). In this 
research, the authors proposed a recommender system that can 
bring benefits to customers and companies in e-commerce 
platforms. A secure recommender system using the advantages 
of blockchain to support secure multiparty computation has 
been implemented. Technical insights of the underlying 
consequences of recommender systems on data privacy are 
described in the research of Zyskind et al. (Zyskind et al., 2015). 
Customers are able to receive personalized recommendations 
without disclosing their data to anyone.  Alkouz et al. (Alkouz 
et al., 2019) proposed an educational professional record 
management system that uses Ethereum blockchain platform. 
However, it lacks recommendation features. In our proposed 
approach, we highlight the interaction among different 
educational record stakeholders and blockchain system. To the 

best of our knowledge, a recommender system in such context 
has never been explored in blockchain.  
 3 Proposed Framework 

The paper proposes a novel decentralized framework that has a 
set of blockchain smart contracts that supports an architecture 
based on three components. The first component handles the 
authentication, confidentiality, accountability, privacy and data 
sharing. This component ensures that the shared data is 
compliant with General Data Protection Rules regulations in 
UAE. The second component articulates a recommender engine 
capabilities for both of educational record owner and the 
educational record seeker. The third component implements the 
necessary workflow among the stakeholder’s identities 
interacting in the EPPR. Stakeholders’ identities are divided 
into four categories:  

3.1 Educational Record Owner 

An Educational Record Owner (ERO) is an identity that owns a 
specific EPPR. An ERO is the only identity who can grant 
access to other identities to edit or consume its EPPR or any 
part of it. ERO can be an active student, graduate student, or 
employee. Granting access to include the EPPR content in the 
recommender engine is also controlled by ERO. Access to 
EPPR content will enhance the recommendation quality 
provided by the recommender engine using content-based 
filtering.   

3.2 Educational Record Editor 

An Educational Record Editor (ERE) is any identity who can 
add content to a specific EPPR. An ERE can be a school or any 
certification body such as EMSAT, a higher education institute, 
a professional certification issuer or employer.  

3.3 Educational Record Consumer 

An Education Record Consumer (ERC) is any identity that has 
read access on a specific EPPR. At some point in the workflow 
ERE can be ERC and vice versa. For example, an employer 
accessing a specific EPPR as ERC to obtain the previous 
experience data of a candidate employee. Moreover, after the 
employee resigns, his employer can access the same EPPR as 
ERE to add a certificate of experience. All interactions between 
ERC and EPPR are injected into the recommender engine to be 
able to provide similar ERC with high quality recommendations 
based on collaborative filtering.  

3.4 Identity Legalizer 

An Identity Legalizer (IL) is an identity responsible for 
instantiating and legalizing all the previously mentioned 
identities. Figure 1 depicts the workflow among the different 
identities. This framework is based on Ethereum decentralized 
platform. There are five separate smart contracts developed to 
implement General Data Protection Rules in the United Arab 
Emirates and for executing business rules and governing the 
exchange and improvements of EPPR. This starts from the 
identity instantiation to the full EPPR exchange. The 
implemented smart contracts include the following:  



3.4.1 Identity Registration Smart Contract  

The access to the Identity Registration Smart Contract (IRSC) 
is granted to IL by the system administrator. The IL can be an 
authorized institution in the government such as the ministry of 
labor forces or ministry of education. The role of IL is to 
instantiate the other stakeholders’ identities.  Identity can be any 
one of the previously mentioned stakeholders. IRSC maps 
identity identification string into an Ethereum cryptographic 
public key. The identity identification string is the national ID 
or passport number for ERO and the organizational ID in the 
case of ERC and ERE.  

Figure 1 Implementation of necessary workflow among the 
different stakeholders’ identities interacting with an 
Educational Professional Personal Record.

 
3.4.2 Editor-Consumer Relationship Smart Contract 

This section describes the aim of Editor-Consumer Relationship 
Smart Contract (ECRSC). The EPPR consists of semantically 
related documents. Thus, a semantic graph representation of the 
EPPR makes it easier to manage the relationship between the 
different interacting stakeholder identities. Moreover, it helps 
the ERC and the content-based recommender system to infer 
useful clues based on the explicit and implicit relations that 
exist in the semantic graph. Thus, this framework assumes that 
the ERE stores its data in a semantic RDF database. ECRSC is 
a bidirectional contract issued between ERE and ERC. ECRSC 
implements a set of pointers and access granting rules. Each 
pointer has a SPARQL query, when triggered on the ERE 
semantic database returns a specific part of the EPPR. The 
authenticity of this retrieved part is guaranteed by affixing it 
with its hash to make sure the data have not been compromised 
at the source. In addition, the pointer holds information about 
the URI where the ERE stores its RDF database. To enable an 
ERO to grant access to other identities, a hash table was 
implemented to map ERE or ERC to some specific SPARQL 
queries. Each SPARQL query retrieves the desired part of the 
EPPR. An ERO has a fine-grained access control over its hash 
table implementation.  

3.4.3 Aggregation Smart Contract   

The Aggregation Smart Contract (ASC) implements the 
necessary business rules that enable a specific identity to locate 
and summarize a target EPPR. It holds a list of pointers to 
ECRSCs to represent all the identities engaged in an EPPR. For 
instance, ERO has his ECRSC populated with pointers to all the 
identities that have been engaged with, either ERE or ERC. On 

the other hand, ERE has its ECRSC pointing to ERO it has 
served and the other EREs or ERCs with whom the ERO has 
granted access to a specific part of its EPPR.  

3.4.4 ERO Notification Smart Contract   

An ERO Notification Smart Contract (NSC) implements the 
notifications workflow between ERO, ERE and ERC. To 
manage the relationship among the different stakeholders’ 
identities, we need to maintain a relationship status register. 
This register keeps track of the newly established relationships, 
the pending added parts to the EPPR, and the approved added 
parts. An ERE sets a register in NSC of an ERO whenever it 
asks to establish a new relationship or when it adds new part to 
the EPPR. After that, the ERO will be notified. The register 
entry can be accepted or rejected by ERO.  

3.4.5 Recommendation Client Smart Contract  

A  Recommendation Client Smart Contract (RCSC) implements 
the process of formulating the user profile and the interests’ 
profile. As shown in Figure 2, access permission to EPPR is 
granted to the RCSC by ERO. Based on EPPR content the user 
profile is generated and passed to content-based recommender 
system. On the contrary, RCSC does not need permission to 
access the interactions between ERE and ERC from one side 
and the EPPR in the other side. However, it requires access 
permission to EPPR to be able to generate the interest profile. 
Finally, the interest profile is then fed to the collaborative 
filtering system.   

 

Figure 2 Implementation of the recommender engine and its 
interaction with system’s stakeholders. 

 

  
When the recommender engine has passed the cold start stage 
i.e. it has obtained enough user profiles and interest profile to 
generate robust hybrid recommendations based on an 
experimental threshold, it then begins to generate skills and 
competences recommendations to ERO and candidates ERO to 
ERC and ERE.  

4 Architecture 

The proposed  decentralized framework articulates three nodes 
to manage the workflow of EPPR content and to integrate it 
with existing legacy systems. 



The framework  includes five blockchain smart contracts that 
supports an architecture based on these three nodes. The first 
node is ERE-Node. This handles the security issues 
(authentication, confidentiality, accountability, privacy and 
data sharing). This node also ensures that the shared data is 
compliant with General Data Protection Rules regulations in 
UAE. The second node articulates a recommender engine 
capabilities for both of educational record owner and the 
educational record seeker. The third node implements the 
necessary workflow among the stakeholder’s identities 
interacting in the EPPR.  In reality, each ERE already has its 
own databases. Integrating these databases with blockchain 
needs to be easy and transparent for the ERE.  The interaction 
between the three nodes is shown in Figure 3.  
  
Figure 3 Architecture of three nodes to manage the workflow 

of Educational Professional Personal Record content and to 

integrate it with existing legacy systems. 

  
  
4.1 ERE-Node 

As illustrated in Figure 3, an ERE-Node is responsible for 
integrating the legacy databases with our platform. It provides 
the EREs with some tools to migrate their databases to RDF 
database format. The migrated data should be psydonomized 
using a smart contract before they are published to a Linked 
Open Data (LOD) repository. The ASC will keep a pointer to 
restore the psydonomized data into its original identity using an 
encrypted hash table.  

  

The IRSC and ECRSC will implement the business logic that 
handles the workflow between ERE from one side and the IL 
and ERO in the other side. ERENode will act as ERE or ERC 
based on the access rights granted to the logged in user by the 
IL.  

  

An Educational Record Manager (ERM) and Ethereum 
Manager (EM) are two modules implemented in the ERE-Node. 
The ERM provides an abstract implementation of the Ethereum 
transactions. Therefore, ERE applications can work directly 
with blockchain without extra needed integration layers. The 
ERM handles the business logic of obtaining consensus from 
nodes participating in the transaction. Furthermore, an ERM 
synchronizes with Ethereum Manager to outstream the 
transaction in a compatible format with Ethereum protocols.   

  

Our EM is built on top of an open source Ganache Ethereum 
client (Niranjanamurthy et al., 2016). An EM handles all the 
transactions required to join and interact with Ethereum 
blockchain. Mapping between the identity address and the 
cryptographic public address is implemented by modifying the 
Ganache Ethereum client.  

4.2 LOD-Gateway-Node 

An ERPPR-Management-Node is responsible for exchanging 
the data between blockchain and LOD repositories. As shown 
in Figure 3, the LODGateway-Node provides out-of-the-chain 
API to access the LOD repositories. The out-of-the-chain API 
obtains permissions form blockchain based on privileges 
granted to IRSC. The LOD gateway listens to transactions from 
participated stakeholders’ identities in the Ethereum network.  
A transaction is represented by a cryptographically signed 
SPARQL query and a pointer to the initiator stakeholder 
identity.  A LOD gateway needs to authenticate and authorize 
the initiator identity. Authenticated and authorized transactions 
run on some LOD repositories. A LOD gateway is responsible 
to route back the result to its initiator identity.  

 4.3 Miners-Rewarding-Node  

In this proposed platform, we reward blockchain miners with 
pseudonymized data as Ethereum gas incentives. The Ethereum 
gas incentive is in the form of cryptocurrency volume. Thus, the 
MinersRewarding-Node needs to alter the corresponding smart 
contract in Ethereum to implement this business logic. 
Interaction between MinersRewarding-Node and other nodes in 
our architecture is illustrated in Figure 3.  

 

The pseudonymized data incentive business logic motivates the 
participating identities to act as miners to keep the network 
stewardship. To implement this business logic, we equipped the 
ECRSC, ASC and NSC with a mechanism to attach a data 
aggregation SPARQL block to any transaction they instantiate. 
When the block containing the main transaction blocks are 
mined by one miner, the ownership of the data aggregation 
SPARQL block will be granted to that miner. Moreover, the 
miner can collect his rewards by asking the LOD-Gateway-
Node to execute this transaction on one of its data repositories. 
This mechanism guarantees the authenticity and authority of the 
miner.  

5 Evaluation 

In this section, we evaluate the performance of the proposed 
framework. Evaluating the performance can help to mitigate the 
risks associated with this novelized framework. 

 

5.1 Experimental Setup  

For evaluation purposes, an experiment have been conducted 
based on the following configurations:  

• Intel Core i7-7700HQ CPU @ 2.80GHz 2.81 GHz processor  

• And 8.00 GB of memory with Windows 10 Enterprise 64-bit 
OS (version 1903). 



The proposed framework was developed using Solidity which 
is programming language of Ethereum. JavaScript is 
encapsulated in the Solidity language which is provided by the 
Ethereum to write code in smart contracts. 

 

5.2 Dataset Description  

This section describes the dataset used for performance 
evaluation of the proposed framework. This section also 
discusses the metrics that are used to explain the results of this 
performance evaluation being conducted.  

 

5.2.1 Transaction Data  

In Ethereum, each smart contract deployment considered as 
transactions. Thus, we have five different transactions 
corresponding to the five smart contracts built in our proposed 
framework. For each transaction, we measure and collect the 
following parameters: 

  

• Transaction Initiation Time (tit) is defined as the time 
when transaction gets initiated in our framework and 
sent to Ethereum blockchain.  

• Transaction Deployment Time (tdt) is defined as the 
time when transaction gets deployed.  

• Transaction Completion Time (tct) is defined as the 
time when the transaction is completed and confirmed 
by the Ethereum blockchain. 

 

5.3 Evaluation Metrics 

Execution time, latency and throughput have been used as 
metrics to evaluate the proposed framework.  

• Execution Time is defined as time duration (in 
seconds) between the transaction initiation in our 
platform and its execution in the Ethereum blockchain 
network. Mathematically, it represents (max (tct) - min 
(tit)).  

• Throughput refers to the amount of data that could be 

transferred from one node to another inside our 

architecture measured in a unit amount of time.  

• Latency is the delay that occurs when a system node 

is waiting for another node of the system to respond 

to an action. In terms of time it could be referred as 

the difference of deployment and completion time of 

transaction. Mathematically, it represents (tct – tdt). 

 

5.4 Results 

In order to simulate the performance of our proposed 
framework on real-case scenario using various users 
performing different stakeholder roles, we conducted a 
performance evaluation test using Apache JMeter version 5.3 
and Apache Version 2.00. Apache JMeter is a desktop 
performance testing tool which is used for analysis and testing 

of applications (Niranjanamurthy et al., 2016). The following 
are the results obtained: 

Average Execution Time: The execution time increases 
linearly with the number of transactions being increased (m log 
n). These transactions are performed for the various smart 
contract defined in Section 3.4. When there is only one user 
using the system the transactions of IRSC, ECRSC, ASC, NSC, 
RCSC smart contracts would take 29 seconds, 1 minute, 1 
minute 20 seconds, 43 seconds and 50 seconds respectively. 
Thefluctuations of various time would increase linearly when 
100 users are using the system simultaneously. The linear 
increases in average time execution is good indication of 
performance. 

Throughput: The implemented smart contracts in 3.4 explains 
the various functionalities that are included in the proposed 
framework. By using JMeter we simulated number of users 
from 10 users to 200 users (within period of 10 to 50), who are 
using the system and performing its various transactions. In 
JMeter the throughput is represented in Data/time i.e. KB/sec 
units. These simulations are run and the throughput is analyzed. 
As a result, it is observed while conducting the experiment, as 
the number of users and transactions increase the throughput of 
the system increased considerably in a linear manner. The 
highest recorded throughput was a number of users between 
160 and 200. This linear increase in throughput indicates the 
efficiency of the proposed framework.  

Average Latency: The average latency of the proposed 
framework is measured by using JMeter. While evaluating the 
latency of the proposed framework we simulated the number of 
users (200 users) by JMeter. In JMeter latency is measured in 
terms of milliseconds. The results showed a positive correlation 
between average latency of the system and the throughput of 
the proposed framework. The highest recorded latency in this 
experiment was a number of users between 160 and 200. 

6 Conclusion and Future Work 

We developed a novel decentralized framework to manage 
EPPR using the principles of decentralization and blockchain 
architectures based on Ethereum technology. The aim of this 
framework is to guide educational stakeholders (mainly 
universities and employing agencies) to participate in the 
blockchain network as miners awarded by pseudonymized data 
in compliance with General Data Protection Rules in United 
Arab Emirates. The paper shows that interoperability, 
audibility, security and accessibility can be achieved with smart 
contracts. Our EPPR system enables parties that deal with 
EPPR to create, monitor, share, approve and sustain EPPR. 
Miners can be rewarded with pseudonymized data records for 
research purposes. The securely managed recommender engine 
provide stake holders with rubout hybrid recommendations 
based on user profile and interest profile while saving the user 
privacy. Experimental results showed that our proposed 
framework performs efficiently in terms of execution time, 
throughput and latency. This field could be investigated closely 
in the future to measure the interest of parties who could use 
and benefit from such a system.   
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