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Abstract: Academic Advising is a time-consuming effort in educational institutions. Online 

technologies provide various solutions to move conventional advising or face-to-face onto a fully 

integrated part of the university services, so that students communicate with advisors anytime and 
anywhere. Advising and consulting students are critical, which can cause latency and additional 

overhead for both the instructor and student. This paper proposes an effective and secured online 

Framework to enrich the advising experience between the instructor-student and enhance time-

management. Therefore, it empowers the students’ innovation and creativity. It mainly provides 
two main services, reserved time slots for each student and common discussion between students 

and instructors. Reserving a time slot means that the student can communicate with the advisor 

anywhere. It can start an embedded web-based virtual machine to interact with the instructor in 

real-time.  The second service is to share a general post with all students and instructors to come 
up with a generic solution. All posts can be published on the Black Board Learn or even on the 

social media. Security plays a dominant role in the framework. It uses a strong authentication 

mechanism and encrypts the entire traffic to keep the data confidential. 
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1 Introduction 

The relation between the student and the instructor has now 

become more digitized since the emergence of new 

technologies has increasingly dominated educational 

environments.  Educational learning and education are 

mainly based on virtual environments such as learning 

management systems including Blackboard and Moodle [1]. 

Learning Management Systems offer various educational 

services and course management functions however, they do 

not specifically support time management [2].  Although 

educational technology includes some enhancements and 

benefits, other services and duties are intensive and still need 

human interactions such as advising and consulting students. 

The latter can lead to that instructor is spending significantly 

more time engaging with students [3,4]. 
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Academic advising is a central and essential function in the 

process of education. It focuses on helping students to select 

the correct program of study that will eventually result in 

improved course selection and the efficiency of course 

registration. Advising often occurs at least once every 

semester and during this period many students are heavily 

affected. It is also an important link in student retention and 

is considered vital for establishing a powerful out-of-class 

relationship between a faculty member and student. It is the 

day-to-day interaction of the student with other members in 

academic domains of the college and the person’s perception 

of those interactions that mainly defines whether a student is 

continuing or leaving. In educational institutions advising is 

part of the instructors’ professional responsibility. It requires 

considerable effort and time by the instructor in identifying 

students' needs and delivering specific advice. Each advisor 

must be available at a given time to provide consultation to 

students. Drake in [7] states that “academic advising is more 

than clerical record keeping; it is the very human art of 

building relationships with students and helping them 

connect their personal strengths/interests with their academic 

and life goals. Academic advising includes building 

relationships with students that leads to enhancing students’ 

academic standing and other aspects of social and 

extracurricular involvement and awareness of their future 

goals. Academic advising increases academic success, 

graduation rates, and transfer rates among college students 

[9]. Yarbrough emphasizes that the brief exchanges between 

adviser and advisee may have the greatest impact on the 

student's sense of self-efficacy in completing his or her 

degree requirements [10]. 

However, while there is a high agreement on the importance 

of advising, there is also a high dissent concerning the nature 

of academic advising [5]. There is also little research that 

takes into consideration the organizational contexts, campus 

resources and students population. This has led to other 

researchers to consider the nature and quality of the advising 

process [6]. Therefore, as the academic advising improves the 

student success in relation to fostering campus connection, a 

lack of resources and the emphasis of institutional goals on 

advising is often held in the discretion of the advisor [8]. The 

conventional model is that the instructor announces his office 

hours and provides the opportunity for students to answer 

questions and provide feedback. However, such a model can 

be pre-determined and advising can result in certain bias. 

More specifically, to achieve higher levels of student 

satisfaction during the advising period, it should be unboxed 

from the traditional model by applying the right technologies 

which are able to enrich the advising engagement between a 

student and teacher. 

In this paper, the usage of new technologies in education such 

as smartphones is proposed through a secure online 

framework (Advising Instructor-Student Framework, later 

mentioned as AdvIS) which can overcome these shortages 

and provide flexibility and more productive ways for students 

and instructors to interact. AdvIS uses the benefits of social 

media networks and smartphones to increase the 

interconnectivity and communication between the student 

and instructor. It optimizes time-management in such a way 

that both parties benefit by reducing face-to-face interaction 

and increasing the usage of new technology. All 

communication activities within the proposed framework is 

secured and each party is authenticated to grant access to it. 

The framework offers other services like virtual desktop and 

post sharing, which will be discussed in the following 

sections.  

In the next section, related literature in this topic will be 

discussed. Section three describes the proposed framework 

and all services provided. Next, a brief explanation about the 

framework demonstration and a heuristic experimental study 

will be described and the final section concludes the work. 

 
2 Related Work 

Educational systems are no longer traditional ones. The 

emergence of information technology in education systems 

have made salient changes and improvements. Blackboard 

Learn [11] and Moodle [12] learning platforms are the most 

popular online learning management systems in higher 

education institutions. Moreover, the use of cloud computing 

and some software solution have eased the management of 

educational systems.  

H. Zhang and H. Liu proposed an educational software 

development model and strategy for improving speed and 

productivity, reducing software costs and risks, and ensuring 

software quality [13]. An improved model for higher 

education institutions has been also presented by R. Llamosa-

Villalba and S. E. M. Aceros [14]. Their model has been 

applied in some companies and educational institutions but it 

is specifically developed for engineering education. Others 

like M. F. Tretinjak describe various methods for the 

implementation of quick response (QR) codes in the 

educational process [15]. It shows that the QR code support 

in the learning process and delivers some positive outcome.  

Other enhancements and developments in educational 

institutions are focusing in using information technology for 

delivering distance learning inside the classroom as V. B. 

Lobo and N. Ansari presented in their work [16]. They 

created a virtual classroom between the teacher and the 

student to enhance the communication between both of them. 

They improve the model by providing audio and video 

interaction. This model presents some of the services and 

features in our proposed framework however it does not 

focus on advising and consulting students.  A novel model to 

share and enhance interactivity between users on online 

courses was also proposed by E. Karataev and V. Zadorozhny 

[16]. In their study they combine concepts of crowd-sourcing, 

online social networks, and complex adaptive systems to 

engage users in efficient learning through the teaching 

process. The focus as well is on the adaptive techniques. 

However, in these studies time-management for instructors 

and students is not an emphasis. R. S. Baker uses the benefits 

of data mining techniques in online learning and outlines 

recent strides and remaining challenges [18]. 
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An online classroom model (OCM) is proposed by L. Tao 

and M. Zhang to guide the design, development, and 

assessment of online education systems [19]. It supports 

designers in the educational system by providing guidelines 

and tips in online courses. On the other hand, A. H. 

Abdulrazzak et al, focuses on the Blackboard learn and the 

experience from the students’ perspective [20]. The overall 

results indicated that the students found Blackboard, as a 

useful tool for obtaining class materials, submitting 

assignments, taking quizzes and tests, preparing a project, 

and a helpful tool in raising the productivity and providing 

ease of use. Nonetheless, the authors did not investigate the 

use of Blackboard to manage and advise students in a 

proficient way within a specific and reasonable time. 

However, it is worth mentioning that some research has 

shown that the effectiveness of academic advising can 

influence the student outcome and hence plays a critical role 

in the educational process [21]. 

To assess the advising process Zbib and Hallal [22] evaluated 

a university web-based advising system in a university to 

determine the decision-making process. In their study they 

administered two questionnaires to 20 undergraduate 

students and five faculty members to identify the perspectives 

of the advising time. The authors wanted to determine the 

usability of the proposed online advising system. Results 

exhibited that 79% are satisfied with the proposed online 

advising system and 75% of the overall participants indicated 

that the online advising system is effective and helpful. 

Ganeshan and Li X [23] had also proposed a web-based 

intelligent student advising system in which they emphasized 

that students should be divided into groups. Advisors will 

have more time in advising students in groups that share 

similar interests. A sample size of 743 bachelor’s computer 

students records between 2011 and 2014 were used in this 

research. The results of the analysis showed that courses can 

be clustered with different sets of variables like age and GPA. 

Lonn and Teasley [24] introduced a tool to support the scale 

of measuring the academic advising process. In their study 

they show that using student explorer on twenty-six advisors 

and 650 undergraduate students was positively scaling up 

within academic semesters and anticipated that students 

advising improves student academic outcomes. 

In his study Bahr, [25] adopted a sophisticated history 

analysis method on large data sets to test if advising has a 

negative effect in discouraging students to pursue their 

academic goals. The study showed evidence that advising is 

beneficial to students’ academic success.  The results further 

demonstrate that advising to be effective depends on the 

advisors and advising styles and approaches that are pertinent 

to students. 

There are a number of large-scale studies on the uses of 

educational technology. Several empirical studies have 

discussed several services and enhancements on educational 

technologies. However, most of them focus on how to use the 

Internet for course delivery to increase the interactivity with 

the students. Moreover, they also describe the usage of some 

emerging technology like the Cloud or even artificial 

intelligence in the educational system. Such topics could not 

be discussed thoroughly here because of space and time 

limitations, but for reference, most of them are available in 

[26-30]. 

 
3 Framework Structure 

The framework proposed in this paper uses new features and 

services to improve and secure the educational and learning 

processes as well as to deploy recent technologies. It also 

benefits from social networks in the educational and learning 

process in a positive way. The general overview and structure 

of the framework is presented in figure 1. 

 

 

Fig. 1. General structure of the framework AdvIS 

As shown in figure 1, the parties access the framework using 

a secure HTTPS connection and by applying their credential 

to gain access. The framework verifies the credential against 

an authentication server such as RADIUS or any other 

authentication servers. Once the user has been granted access, 

he can use the services on the framework based on his 

authorization or privilege level. The framework interacts with 

a local database to record and maintain activities and posts. 

The framework cab also interacts with any learning platform 

in case of publishing activities.  

However, the internal design and services of the framework 

are familiar to the educational system but this paper uses 

them to overcome the challenges of time-management and to 

improve the advising process.  

Users will access AdvIS using an https connection, which 

ensures that the data is encrypted using the SSL/TLS protocol 

suite. A digital certificate which is certified by a certificate 

authority is also generated and used in the web server for the 

same purpose. Once the user provides their credential, the 

login page will redirect it to an AAA server (Authentication, 

Authorization and Accounting), which in turn verifies the 

credential and assign an authorization level, so that the user 

will be permitted or denied accessing AdvIS.   

 
Once the user access the framework, he should select 

between two options (features). There are two possible 

options for the student to communicate with the instructor via 

the framework. He can select a certain time slot to 

communicate with the instructor or just send a common 

request and wait for an answer. These two options are shown 

in figure 2. 
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Fig. 2. Framework selection options 

The first option is using the feature Time_Slot_Reservation. 

This feature provides the student with a time sheet. The 

student can reserve up to 30 minutes’ time slot with a certain 

instructor. Consequently, the instructor receives the student’s 

reservation and confirm it for approval. Now a time slot has 

been reserved for both instructor and student without any 

face-to-face interaction. Both instructor and student login to 

the framework and use one of the internal structure services. 

In the implementation section, a sample of our time sheet will 

be presented.  

Figure 3 illustrates the flow diagram of reserving a time slot 

or cancelling it.  

 

Fig. 3. Flow diagram Time_Slot_Reservation 

The second function in the framework is selecting the feature 

Service_On_Demand without any time reservation. Here, the 

student can determine whether his inquiry is transmitted to 

the instructor directly or published on the social media 

networks. If one instructor has been selected, he will receive 

an email or SMS informing him about the student inquiry, 

and the instructor responds accordingly. However, 

publishing the inquiry on the social network means that the 

student is sharing information or waiting for a non-rush 

response.  

A simple demonstration about this option is presented in the 

flow diagram below in figure 4. 

 

 

Fig. 4. Flow Diagram Service_on_Demand 

 

As mentioned, choosing the first feature 

Time_Slot_Reservation leads to: 

▪ Optimized advising process 

▪ Fairness, since everyone has his own time slot 

▪ Time efficiency and better management  

▪ Positive influence and outcome for the student 

▪ Less overhead on the instructor, since everything is 

organized and not scattered  

▪ Interaction without face-to-face, distance independent 

Similarly, choosing the second feature Service_On_Demand  

also leads to: 

▪ Professional consulting process 

▪ Use the time reasonably  

▪ Strengthen the relation and trust between the instructor 

and the student  

▪ Knowledge sharing, everyone is involved  

▪ Traditional face-to-face is also demoted 

Demo choice is just to let the user navigate the framework. 

Once the user selects one feature, he will be redirected to the 

main framework internal structure. However, if the user 

selects a Time_Slot_Reservation, then he can interact with the 

instructor and use the internal services only during the 

selected reserved time slot, otherwise he should change to the 

demo or Service_On_Demand feature. The next section 

explains the services provided by the framework.  
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3.1 Discussion Forum 

The discussion forum is a typical service that establishes a 

connection for both parties to have an open discussion. 

However, the use of discussion forum in the framework aims 

to open a discussion channel between the student and the 

instructor without the need of face-to-face interaction. The 

forum is enhanced with an advanced editor to ease the 

discussion. Therefore, the student does not need to wait for a 

designated time and the instructor can consult the student 

even in parallel sessions.  

Discussion forum overcomes the time-management issues by 

improving the consulting duties regardless the distance 

between both parties. It has been further improved to achieve 

real-time interaction, specifically, for practical discussions. 

That means, the instructor can activate a real-time virtual 

machine on the framework and perform the exercise or the 

practical issues online in front of the student. This option 

solves the problem of discussing a practical lab or any 

practical simulation.  There are some widely used virtual 

desktop online mechanisms available such as StackVM [31] 

and WSX [32]. It is very easy and practical to embed one of 

them in the framework for virtualization activities.   

If the discussion forum was created or shared with other 

students, the instructor can change the discussion to a private 

room environment upon the need of the student or instructor. 

This option solves any conflicts between the instructor and 

the student by locating them in a private area to discuss the 

intended issue more deeply.  

The isolation or separation in a private area can also be 

accomplished by using the Apache Guacamole [33]. Apache 

Guacamole is a clientless remote desktop gateway. It 

supports standard protocols like VNC, RDP, and SSH. Once 

Guacamole is installed on a server, all you need is to access 

your desktop in a web browser. This idea has inspired us to 

utilize it in AdvIS framework. The instructor can remotely 

start accessing a desktop, which is shared with the student.  

3.2 Questions and Answers 

The questions and answers service is used for answering 

known questions. The student can choose this service if he 

has no problems or issues to address. This means, the student 

can select from the “question list” his questions and the 

answer and directly fetched from the database. However, the 

student can initiate a new question, which will then be saved 

in the database for future use. This service can improve the 

consulting process and reduce time by interacting online in 

real-time. 

3.3  Publish on Social Media 

The publish on social media feature is an optional service. 

The main target is to share the discussion with other students 

and make them aware about all the points discussed.  

The student can publish his discussion or questions on the 

social networks like Facebook or others. Although the service 

is optional, it saves time while consulting with a student. 

Once a discussion has started and successfully ended, other 

students can avoid initiating the same discussion points, once 

these points have been shared. Therefore, this option saves 

time, achieves impartiality and provides flexibility.  

 

3.4 Publish on BBLearn 

The publish on BBLearn feature is also optional but achieves 

the same goal as the previous service. The possibility to share 

the discussion or the questions with the students on BBLearn 

is also offered. In this paper, BBLearn has been selected as 

an example.  

The following diagram in figure 5 summarizes the data flow 

of performing any action on the framework. 

 

Fig. 5. Data Flow Diagram of the Framework 

The above figure illustrates the main steps to access the 

framework and use any of the services offered. As depicted 

on the diagram, the user during the end of the session can 

publish his activities or just leave the session.  

3.5 Security  

While there has been an upsurge of interest in how 

technologies can best be exploited to increase the efficiency 

and effectiveness of education, they also bring new 

vulnerabilities and weaknesses. To avoid any breakage or 

exploiting the framework, the following security mechanisms 

have been considered: 

 
▪ Framework SSL certificate. This infers that all 

communication between your browser and the website 
are encrypted (https) and authenticated. 
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▪ Login Credentials. Users need to provide login and 
password for accessing the framework. Other 
techniques may vary, e.g., using PIN code.  

▪ Authentication Server. Any user will be authenticated 
if he is allowed to use the framework and he will be 
classified in a certain level of authority. In this regards, 
RADIUS server could be used for user credential 
authentication. 

▪ All communication between the framework and 
Authentication server and the database is also secured 
by using the SSL/TLS protocol. 

▪ Certain Password policy should also be applied to 

avoid any brute-force attacks or any other type of 

attacks on passwords. 

 
4 Framework Demonstration 

How to demonstrate the framework in the best way to achieve 

its goal? Educational institutions are now more dependent 

than ever on the use of the Internet to meet their educational 

learning goals. The proposed framework is a web-based 

application that can be accessed anywhere and anytime. 

Figure 6 shows the login page of the framework.   

 

Fig. 6. AdvIS Login Page 

When the user is granted access to the framework, they will 

be redirected to select either reserving a time slot or request 

for a service. Assuming the user can select to reserve a time 

slot in a certain day the framework will redirect him to the 

following page as shown in figure 7.  

 

Fig. 7. AdvIS Time Reservation Screen 

The user can select the name of the instructor, date and time 

of the discussion. Then a notification email will be sent to the 

instructor for approval or rejection.  

The other demonstration is a smartphone application. 

Currently, most students have smartphones to connect to the 

Internet. Therefore, to reduce time and improve the advising 

and consulting process, a mobile application is necessary. 

This step is still under development since the current 

demonstration focuses on the web-based development. 

 
5 Experimental Study 

As we have already discussed the framework AdvIS, has 

been implemented to ease the communication between 

students and faculty in educational institutes. However, the 

implementation of AdvIS is not at the final stage, but only a 

demonstration that exhibits essential features and services 

during advising.  

To evaluate the performance and usage of AdvIS, we have 

selected two campuses at the Higher Colleges of Technology 

(HCT) one of the largest higher educational institutions in the 

United Arab Emirates. 

5.1    Experiment in HCT-Campus1 

In this experiment, 29 respondents were randomly selected 

and invited to participate in the experiment. As shown in 

Table 1 among them were 25 students and 4 instructors from 

different divisions across the college. 

 
Table 1: Experiment Parameters in HCT 

Department  #of Students Instructors  

CIS  8 CIS instructor 

Engineering  7 Engineering Instructor 

Health Science 5 Veterinary Instructor 

Foundation 5 Math Instructor 

Selected parameters in this experiment are listed in Table 2. 

These parameters have been chosen based on some 

educational expertise for heuristic purposes only.  

 
Table 2: Experiment parameters and results 

 

The parameters are: 

 

instructor students Accessable? AdvIS usfual timeslot reserved? Time consumed? (min) All features work? Rate(1-5)

cis std1 yes yes yes 2 yes 4

cis std2 yes yes yes 3 yes 5

cis std3 yes yes yes 2 yes 4

cis std4 yes no no 3 yes 5

cis std5 yes yes yes 4 yes 5

cis std6 yes yes no 2 yes 5

cis std7 yes no no 3 yes 5

cis std8 yes yes yes 5 no 4

Eng std9 yes yes yes 6 yes 5

Eng std10 yes yes yes 8 yes 5

Eng std11 yes yes yes 1 yes 4

Eng std12 yes yes no 2 yes 3

Eng std13 yes yes yes 6 no 2

Eng std14 yes yes yes 2 yes 3

Eng std15 yes no no 5 yes 4

Health std16 yes yes yes 8 yes 5

Health std17 yes yes yes 7 yes 5

Health std18 no yes no 6 yes 5

Health std19 yes yes yes 9 yes 2

Health std20 yes yes no 10 yes 2

Math std21 yes yes yes 2 yes 3

Math std22 yes yes no 5 yes 4

Math std23 yes yes no 6 yes 5

Math std24 yes yes no 7 yes 5

Math std25 yes yes yes 7 yes 5
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• Accessible? Which means if the user could successfully 

access the AdvIS framework.  

• Is AdvIS useful? This means if the user finds AdvIs 

useful 

• Timeslot reserved? This indicates if the user reserved a 

timeslot or just navigated into the framework. 

• Time consumed? This parameter is significant because it 

measures the total time of accessing the framework, 

selecting a timeslot, get advised and closing the 

framework. 

• All features work? This verifies if all services, features 

and functions of AdvIS work correctly.  

• Rate (1-5): The user rates the performance of AdvIS, 1 

is poor 5 is very satisfied. 

Figure 8 shows the total time consumed by each user from 

accessing the framework to logging out.  

 

 
Fig. 8. Total time consumed by using AdvIS for each User 

The average time consumed for each user was 4.8 minutes. 

This average is a very reasonable result. User satisfaction can 

be clearly seen from their rating as shown in figure 9.  

 
Fig. 9. User’s Rating for AdvIS  

Most of the users were satisfied with AdvIS functionality and 

performance.  

5.2 Experiment in HCT-Campus2 

In the second phase of the evaluation a different HCT campus 

was selected to assess the idea of using an online framework 

for advising. In this phase of the evaluation, a survey has been 

conducted to elicit the students and instructors’ feedback 

about using the online advising framework.  Some of the 

major questions in the survey are: 

• What is your preferred method of communication 

with your academic advisor? 

• How much time was needed to be advised? 

• Does AdvIS fulfil your demands? 

• Rate the idea of AdvIS? 

• What are your views about integrating AdvIS in 

the college for purposes of academic advising? 

 

In this survey, only a small sample was selected just to 

provide an indication about the importance of online 

advising. Table 3 shows the samples and the responses to the 

survey questions.  

 

Table 3: Survey answers feedback 

 
 

In the Table above std means student and Adv means advisor. 

As can be seen from this Table the response was found to be 

significant. For example, most of them preferred the online 

method rather than the conventional method as shown in 

figure 10. 

 

Fig. 10.    Method preferred in advising process  

In addition, most of the users agreed that AdvIS should be 

integrated within the system to promote the advising process. 

They expressed that AdvIS can also fulfil the demands of 

advising as opposed to the traditional faculty- student model.  

However, some of the respondents had little knowledge of 

whether AdvIS can fulfil all the requirements and if it can be 

deployed in the system. Figure 11 displays their response.  
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Fig. 11.    Demand on AdvIS and deployment opportunity 

Most of the users, both students and advisors, claimed that 

advising can be time consuming. The main goal of AdvIS, is 

better time management and faster advising to improve the 

students study plan and academic performance. Figure 12 

shows the time consumed during the advising process for 

each user.  

 
Fig. 12.    Time consumed durign the conventioanl advising 

The X-axis represents the users and the Y-axis represents the 

consumed minutes per user. It is clear that the average time 

for advising is approximately 30min in the traditional faculty-

student model. Figure 13 illustrates the possibility of 

deploying AdvIS in the system as part of the online advising 

services for both the instructor and student.  

   

 

Fig. 13.    Possibility of Deploying AdvIS in Educational Systems 

 
6 Discussion 

This paper proposed an integrated framework to overcome 

some of the following challenges in the educational system: 

▪ Advising and consulting 

▪ Time management  

These challenges are considered as pertinent since the 

student-learning outcome depends on a professional advisor. 

The instructor suffers normally from limited time to perform 

consulting and advising, due to a large number of advisees 

and the availability of the instructor.  

Students may not have time to meet face-to-face with their 

instructor especially when they need to meet coursework 

deadlines or exams. Students today are more reliant upon the 

use of their smartphones or laptops rather than travelling long 

distance to meet a designated instructor. Therefore, 

information technology can be better utilized to enhance the 

communication between an instructor and student and 

provide services to enhance their educational and learning 

needs and outcomes. 

Furthermore, in order to manage the workload for both 

student and instructor, time-management it is necessary to 

allocate a suitable time to conduct the advising session. The 

feature described in our proposed Integrated Framework 

intends to achieve this by allowing students to reserve a 

suitable time while enriching experience for the students and 

enhancing their academic advising. This feature resolves the 

problem by equitably providing a student the opportunity to 

meet with the instructor.  

Moreover, consulting, in real-time simulation is needed to 

perform practical activities. For this reason, the use of an 

embedded virtual machine in a web-based environment 

solves this issue and provides more interactivity without the 

need to meet in person.  

It is common that students discuss the same issues or ask the 

same question. This will consume more time and may 

generate redundant results. It will also result in high overhead 

in database and hence slow-down the network. One solution 

provided is to publish the discussion on the social network so 

everyone can share it and to minimize the inquiry process or 

discussion with the instructor. Therefore, publishing the 

activity is also considered in the framework.  

In case the student needs to share his thoughts with others or 

open a common discussion, he can send the discussion points 

or ask a question and let the instructor respond at any time. 

This idea reduces the processing time and increases the 

flexibility in communication.  

Therefore, all communication and interaction between 

students and instructors could be saved in the DB and utilized 

for other uses. The database in this regard, promotes a 

number of core transactions. Any request or even response 

will be first communicated with the database to reduce the 

overhead on the framework or to reduce the processing time. 
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To illustrate, assume a student asks a specific question. 

Before getting the framework service involved in the process, 

it will first be conversed directly into the database to ensure 

that the answer to the question is saved already. Otherwise, 

the framework service will be available for the student and 

he can interact with the instructor to answer his question. The 

same can also be applied between certain departments or 

even groups.  

The idea of publishing posts or blogs on social media is to get 

closer to students and stay in contact with them. However, 

this feature is still under development and will be considered 

as an extension to the framework and presented in future 

research.    

In summary, this is the first version of the proposed 

integrated framework for Securing Online Instructor-Student 

Communication. It minimizes the interaction time between 

the student and the instructor, thus provides each one with 

ample time to perform other actions. It simplifies the advising 

and consulting processes by giving the student the ability to 

interact with the instructor from anywhere without face-to-

face meetings. It manages the time of the instructor and 

student and can positively affect the student and teacher 

relationship 

 
7 Conclusion 

An integrated framework for secure instructor and student 

advising has been proposed to ease the communication and 

enhance time management issues. The framework offers a 

much needed approach to allow space and time for 

communication to take place in a secured online 

environment. The main purpose of this framework is to be a 

heuristic one for educational and learning activities. This 

paper provides a detailed overview of the framework and its 

various features. However, future improvements will be 

made to include more functionality such as standalone 

advising services. It can also be implemented as a Plugin for 

Blackboard Learn or any other educational platform. The 

next stage in this study is the implementation and testing of 

the framework on several scenarios for performance 

evaluation. It can also be compared with other correlated 

frameworks if any. 
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