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ABSTRACT 

Distributed systems such as Web 1.0; 2.0, et al., have become a prominent part of modern lifestyles. 

Social Networking sites (SNSs) and Virtual Worlds (VW) are arguably the most widely used 

applications, on a daily basis, across the world. Web 1.0, 2.0+ technologies and platforms have 

rapidly evolved to provide a revolution in the ways they are used.  Service providers offer users 

feature-rich platforms to build E-identities and online communities to bring people with similar 

interests together, to keep them online for as many hours as possible on a daily basis. This is 

achieved by providing services with a frictionless registration process, and platforms that are easily 

and constantly accessible. However, this is at the expense of the users' confidentiality and 

potentially the integrity of the platform itself. This asymmetry in the fundamental principles of 

security has opened up lucrative possibilities for cyber-criminals to carry out attacks of various kinds 

such as identity theft, identity cloning, cyberstalking and cyberbully amongst others. 

 

This research aims to investigate how users of SNSs and VWs can suitably verify and seek to establish 

an acceptable level of trust in E-Systems of all kinds (but most particularly Web 1.0 and 2.0+), based 

only on the identity attributes supplied by the users themselves.  

 

The end product of this research is the production of a novel E-identity and E-Trust Management 

Framework (that we coin: The “EEMF”) that is primarily aimed at developers seeking to better 

leverage SNSs and VWs while balancing the platform’s perceived integrity and the security concerns 

of its users. The EEMF represents a distinctive contribution to the extant literature and is our major 

contribution to knowledge. A pragmatic guideline that serves to fully illustrate the various processes 
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for identity and trust management, embedded within and intrinsic to our novel EEMF framework 

are also fully articulated herein as a minor contribution to knowledge.  

 

Distributed systems embed heterogeneous sets of applications that either seek to disclose, partially, 

or fully obfuscate an individual’s identity. These systems range from “role play” VWs, SNSs and 

include online auctions (e.g. eBay) and B2B platforms. E-trust and E-identity management are 

inherent phenomena of all forms of Web 1.0; 2.0+ enabling architectures. Three different types of 

data collections were carried out, to validate the novel EEMF: evidence was gathered via suitably 

designed test-beds; surveys and card sorts. Thus, an optimal mix of quantitative and qualitative 

methods are later articulated to fully support the scientific validity of our novel EEMF. All the data 

gathered were then analysed, using a Grounded Theory (GT) driven methodological approach. 
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1 Introduction 

1.1 Background 

Distributed software systems are comprised of a decentralised network topography wherein a 

collection of autonomous computers communicate with each other by exchanging messages 

(Huaizhi Li & Mukhesh Singal, 2007). In this research, distributed systems are those systems that 

exchange information to a wider community and allow access to information from anywhere around 

the globe.  The internet (Web 1.0, 2.0+), SNSs (social networking sites) and immersive VW (virtual 

worlds) are categorised as the most ubiquitous and widely used applications of all. These distributed 

systems embed a variety of applications that seek to disclose partially or even fully obfuscate an 

individual's identity ranging from "role play" VWs, social networking to various forms of B2C or B2B, 

online auctions (eBay) and during e-commerce transactions via electronic payments. E-Trust and E-

identity management are inherent phenomena of most, if not all forms of such distributed web-

based systems. This research aims to investigate how users of SNSs and VWs can suitably verify, and  

seek to establish an acceptable level of trust in E-Systems of all kinds (but most particularly Web 1.0 

and 2.0+), based only on the identity attributes supplied by the users of such environments 

themselves.  

 

This research explores the extant literature as well as expanded knowledge from quantitative and 

qualitative evidence gathered via suitably designed test-beds; surveys and online card sorts for E-

identity and E-trust management in social networks (SNs) and virtual worlds (VWs) based only on  
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identity attributes disclosed in such environments by its users. Distributed systems such as SNSs and 

VWs have enabled individuals with the capacity to share information whilst being unaware of 

the significant ramifications of sharing information to billions of other users. The final product of 

this research is the design of a novel E-identity and E-Trust Management Framework (EEMF) 

primarily aimed at technical developers seeking to better leverage SNSs and VWs. This 

acknowledges the challenges that technical teams encounter to fully eliminate oddities with the E-

Identity of their users, and subsequently provide a secure environment for both service providers 

and its users. Additional to the EEMF, pragmatic guidelines have been articulated with a minor 

contribution to knowledge that illustrates the various processes for identity and trust management 

integrated within our novel EEMF framework. 

 

The change from analogue, mechanical and electronic technology to digital technology began in the 

late 1950s, whilst 1980 brought in the use of home computers and the increasing use of the internet. 

Since the 1990s, technology has evolved at such a tremendous pace and scale that it has become 

an integral part of people's day to day affairs at work, in the home, and while travelling from one 

place to another. The revolution in the accessibility and ubiquity of networked information has 

made changes across all generations in developed countries. Beyond information gathering, or 

passive entertainment (e.g. watching streamed movies), SNSs and VWs have and the necessity for 

users of these platforms to maintain an E-identity has also opened up lucrative possibilities for 

cybercriminals to carry out attacks on users of SNSs and VWs, such as identity theft, identity cloning 

and online abuse targetting its most vulnerable users:  children and other inexperienced users. For 

SNSs and VWs which rely on advertising money, and data sharing – the larger their user base is, the 
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more money they make, so have invested heavily in making access and use as easy as possible, at 

the expense of having preventative mechanisms in place to tackle identity-related crimes (Holm, 

2014). Online identity crime is so pervasive, that attempting to ameliorate the risks now is 

considered very difficult. SNSs and VWs platform owners seem to be complacent concerning the 

looming issues associated with sharing personal information on their platforms. The most basic of 

personal information required to interact on the SNS Facebook, such as full name, date of birth and 

photograph are the basic elements on which cyber predators perpetrate their crimes. 

 

The advancement of interactive systems technologies has undergone a revolution allowing users to 

be very efficient in the way their online interactions are made (Poole, 2011). Within interactive 

systems, one of the biggest areas of both concern (and excitement for the possibilities of its use) is 

the distributed software system, which consists of components located on networked computers 

that communicate and coordinate their actions by transferring messages not just in a single 

environment, but across cities and countries as well. The distributed system is flexible, scalable, 

reliable and secure while allowing a large number of concurrent users, which supports the common 

goals of these now-ubiquitous SNS and VW platforms. 

 

Modern business applications use these systems as a medium for communication over public wide 

area networks. However, these businesses are increasingly raising concerns about the security and 

privacy of these systems due to the very nature of their advantages – the distribution of sensitive 

information, such as the user identity (e.g. User Name) across even their private network within the 

broader public wide area networks.  
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The deployment of new applications has made the SNSs and VWs electronic medium of 

communication efficient and reliable whilst expanding lucrative possibilities for cyber-criminals. 

Such cases are prevalent in these environments and so regulations must be integrated to govern 

and stop cybercriminals from imposing inappropriate behaviours on genuine users. According to 

statistics from 2013, 80 percent of web-initiated crimes involve a social media platform, mainly 

Facebook and Twitter (2013); which now puts more than two billion users on Facebook at risk 

(Statista, 2017). As of the fourth quarter of 2018, Facebook has 2.32 billion monthly active users 

(Staista, 2019). These active users are those that have logged in to Facebook during the last thirty 

days. Facebook stated that 2.7 billion people were using at least one of the company's products 

such as Facebook, WhatsApp, Instagram, or Messenger each month (Satista, 2019). The financial 

cost for cybercrimes is larger than the black market for drugs such as cocaine and marijuana (Norton, 

2011 & MacAfee, 2013). During their investigation, it was found that identity theft and fraud are the 

most common cybercrimes. If these crimes are not minimised, the future of the current and the 

younger generation will be in the hands of these cyber predators. 

 

Technology has evolved to a massive scale with the implementation of different SNSs and VWs to 

suit all needs. Due to the large number of SNSs and VWs, this research focuses on the main SNSs 

and VWs that have become an integral part of users’ day to day activities. From the secondary 

research carried out, it was decided to focus this research mainly on the SNS Facebook and VWs 

SecondLife and Open Simulator. However, the results of this research can be applied more broadly 

as all SNS and VW platforms have similar utilisation of identities in their environments. 
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The methodology of this research included suitably designed test-beds; surveys and card sorts.  

Investigation of existing research and tailored experiments/exercises is articulated in the 

methodology chapter of this thesis. Findings from both primary and secondary research are then 

used to design the framework. The framework has been validated through an online card sorting 

exercise. The framework is concluded with guidelines on E-identity and E-trust management while 

users are in these environments. Three different types of data collections were carried out to 

validate the novel EEMF: evidence was gathered via suitably designed test-beds; surveys and card 

sorts. Thus, an optimal mix of quantitative and qualitative methods are later articulated to fully 

support the scientific validity of our novel EEMF. All the data gathered were then analysed, using a 

Grounded Theory (GT) driven methodological approach. 

 

1.2 Gaps identified 

A report released by CIFAS, one of the UK's leading fraud prevention services (CIFA, 2017), shows 

that identity fraud has continued to increase in the first six months of 2017. An increase of five 

percent from last year is seen, taking the record to a total of 89,000, 83 percent of the identity fraud 

activities were perpetrated online. The types of fraud mentioned in the report include loan 

application online, online retail, telecoms and insurance products. The number of fraud attempts 

with bank accounts and plastic cards has fallen due to increasingly stringent security measures such 

as the introduction of two-factor authentication methods. However, there are still cases of bank 

account fraud that make heavy use of the interconnected systems of the banks themselves.   
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The vast number of fraud activities occur when fraudsters impersonate a genuine user as part of an 

eCommerce transaction. The victim of the crime only finds out when they receive a bill for 

something they did not buy. SNSs can be easy places for these predators to build up personal 

information of individuals through the exploitation of personal information. Victims are also 

targeted through social engineering where the victims are persuaded into providing their personal 

information by an imposter who pretends to be from their bank or a trusted retailer. According to 

Simon Dukes, chief executive of CIFAS, fraud attempts to increase every year with identities stolen 

at a rate of 500 a day (CIFA, 2017). He has stated that the rise in the number of fraudulent activities 

is due to the availability of the vast amount of personal data available online, making identity crime 

easier for fraudsters. Dukes also stated that more needs to be done to protect personal information. 

This is the major gap between SNS and VW users. The repercussions of stolen identity and fake 

identities online open up various ways to exploit innocent individuals. The developer must begin to 

integrate processes to provide a safer environment for online users so that it is balanced with the 

benefits that SNSs and VWs provide its users; which are detailed later on in this thesis. 

 

Fraud raises various questions on trust when disclosing personal information on such platforms. 

Trust of the platform itself is an important issue but with new emerging platforms, users rely on the 

familiar navigation structures which can add a sense of security for users; but for a new platform 

trust still takes longer to build.  In this research, we look at the most vital aspect of trust, which is 

trust between the users during their interactions with each other.  Do the users establish any level 
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of trust with each other? Do they trust the information disclosed? Do they trust that the information 

disclosed is not going to be used for fraudulent activities? 

1.3 Aim 

The aforementioned concerns are the key aspects of E-identity and E-trust that will be investigated 

in this research. This research aims to explore different attributes that contribute to an individual’s 

identity while exploring the correlation between these attributes and the level of trust established. 

The findings will help to achieve the main aim of this research which is to create an identity 

management framework for SNS and VW platforms. 

 

1.4 Research objectives 

The objectives that have been identified are as follows : 

1. Determine what the main attributes of E-identity are. 

2. Investigate the correlation between E-identity and E-trust in distributed software systems 

such as SNSs and VWs. 

3. Provide a generic framework for E-identity management in distributed software systems. 

4. Provide generic practical guidelines and processes for managing E-identity based on 

philosophical and ethical underpinning. 
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Figure 1 - Flowchart of the process for this research  

 

Figure 1 shows the process from start to finish of this research to achieve the objectives above. This 

figure will be further elaborated in chapter 4 of this thesis. 

  



9 

 

 

1.5 Structure of the thesis 

This thesis is divided into the below-mentioned chapters: 

Chapter 1 

Introduction - This chapter provides the setting for this research. It details the background into this 

research, the gaps identified, aim and objectives as well as the thesis structure itself.  

 

Chapter 2  

Literature Review - The goal of this literature review is to summarise the state of the art of identity 

and trust management including recent research. The sections in this chapter focus predominantly 

on identity and trust management on social networks and virtual worlds whilst including how these 

are currently managed on Facebook, SecondLife, and OpenSimulator. Additionally, we look at the 

gaps identified from existing processes for identity management and identify ways to bridge the 

gaps. Finally, as this research seeks to develop theory in the framework, how this research can fill 

the current limitations and gaps are also discussed here. 

 

Chapter 3 – Methodology  

The purpose of this chapter is to introduce the mixed research methodology (qualitative and 

quantitative) used in this research. The primary components of this chapter include the research 

plan, including the followed methodology, analysis methods, and ethical considerations. 
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Chapter 4 – Experimentation 

This chapter contains the mixed methodology that was followed including the experiments. The 

chapter is split into the research questions described in chapter 3. This chapter also includes a 

discussion on how the analysis ties back to the research questions. This is presented with the use of 

tables, which will be further elaborated in the analysis. Future work from the findings is provided in 

chapter 9 of this thesis. 

 

Chapter 5 – Framework for SNSs 

This chapter looks at the framework in detail. Keeping in mind that the end goal for this chapter is 

to comprehend the framework, we look at the distinctive elements contributing towards this which 

was accomplished from the data collections carried out which is discussed in chapter 4. This 

chapter's main focus is the framework for social networking sites. The framework is followed by 

evaluation and discussion about the findings from the evaluation work carried out. 

 

Chapter 6 – Framework for VWs 

This chapter articulates the framework, evaluation carried out and the comparison of the EEMF for 

VW compared to existing framework/models for VWs. The chapter ends with a discussion on what 

was found during the evaluation of the framework as well as a summary of what was discussed in 

this chapter.  The framework for the virtual worlds differs slightly from the SNS framework due to 

the change in attributes used in the VWs. 
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Chapter 7 – Proposed guidelines for staying safe on SNSs and VWs 

This chapter articulates the proposed guidelines for staying safe in these environments followed by 

a comparison of it to the existing guidelines.  

 

Chapter 8– Discussion  

This chapter is a discussion of how each of the objectives was achieved along with a discussion on 

the findings from the experiments and how it contributed towards the final output from this 

research which is the framework for SNSs and VWs. 

 

Chapter 9 – Future Work 

This chapter looks at how the proposed framework can be improved as well as how it can be applied 

to research/new areas that are currently in progress. 

 

Appendix  

This chapter shows examples of materials used for the experiments, examples of raw data collected 

to present the argument for this research and the research results. 

 

References  

References used for the literature of this research. 
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2 Literature Review 

There is substantial research on identity and trust management in the digital world, predominantly 

due to technological advancements to balance user experience, privacy, and security of the users. 

Many published research articles focus on identity and trust management within organisations 

which include cybersecurity. Published information from the previous research provides valuable 

insights to the developers and users of popular digital networks such as SNS and VWs. However, a 

limited emphasis is placed on identifying ways to provide users with better experience and security 

on these platforms with a limited focus on the privacy and security of user identities. To understand 

better ways to manage identity and trust on these platforms, it is vital to identify the attributes that 

establish trust from a users' digital identities disclosed on such platforms. 

 

The goal of this literature review is to summarise the state of the art of identity and trust 

management including recent research. The sections in this chapter focus predominantly on identity 

and trust management on social networks and virtual worlds whilst including how these are 

currently managed on Facebook, SecondLife, and OpenSimulator. Additionally, we look at the gaps 

identified from existing processes for identity management and identify ways to bridge the gaps. 

Finally, as this research seeks to develop theory in the framework, how this research can fill the 

current limitations and gaps are also discussed here. 

 

Secondary information for this research was attained by leveraging multiple sources such as google 

scholar, IEEE conference papers and journals, ACM conference papers and journals as well as the 
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platforms Facebook, SecondLife, and OpenSimulator. Older sources were also reviewed to provide 

a better understanding of the research methodology and data analysis methods used. 

 

2.1 Distributed Systems 

Computer systems have experienced a revolution from 1945 when the modern computer era began. 

Computer systems until 1985 were vast and to a great degree extremely rare to have in a household. 

Technology progression in the mid-1980s saw the development of powerful microprocessors. From 

8-bit machines to 16, 32 and 64-bit CPUs moving up to the computing power of a mainframe 

computer. Technology advancement is stunning when contrasted with other industry growth over 

the same period. Systems transitioned from one instruction per second to over one billion 

instructions per second at a fraction of the expense in 1945. With the advancement in computing 

power came the deployment of the high-speed message networks (Nadiminti et al, 2006) such as 

local area networks (LAN) that allow hundreds of machines to be connected, now with the ability to 

transfer information in microseconds. Another type of high-speed computer network development 

is the wide-area network (WAN) allowing millions of machines across the globe to be connected at 

gigabits per second. Due to all these developments in technology, platform developers have been 

able to build and connect vast networks of systems running on these high-speed networks. 

 

Distributed software systems are comprised of a decentralized network topography wherein a 

collection of autonomous computers communicate with each other by exchanging messages using 

a shared set of protocols (Huaizhi Li & Mukhesh Singal, 2007). One of the key characteristics of this 
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definition is the concept of communication. Users and applications uniformly interact within a 

distributed system paying little attention to where and when the interaction occurs. Information 

packets are sent in bits and reassembled into a coherent message at the other end, without the 

need for a single serial stream of data. The persistent accessibility and availability of distributed 

systems enable its users to interact effectively with no impediments as the data is routed even 

where certain parts are out of order, distributed systems work in a way that its users are not 

intensely affected by the absence of the parts in a specific order. Distributed systems are layered in 

an approach to support heterogeneous computers and networks whilst providing a single view – 

that is its multiple layers and connections only appear as a single entity. The prime objective of a 

distributed system is to enable remote access to the resources and to share them in a proficient and 

controlled way. Distributed systems can include networks of printers, computers, web pages, 

mobile applications, and extend to the platforms supporting SNSs and VWs to name just a few. 

Sharing of resources is not only cost-effective, it's also additionally efficient as a means to 

collaborate and exchange information. This has been made conceivable with the invention of the 

internet where users can exchange various types of files such as video, audio, images, and 

documents with the use of simple protocols. Technology has progressed to a level that the internet 

provides virtual organisations to exist, where individuals collaborate whilst situated in different 

geographical regions, timezones and on different types of operating systems – the only thing that 

matters is the use of the shared messaging protocols. Scalability is another key characteristic of 

distributed systems. The scalability of a system can be measured along no less than three different 

dimensions (Newman, 1994). The first dimension is the size of the system so that more users and 

resources can be added to the system without complications. The second dimension is that it is 
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geographically scalable, where the users and the resources are separated. The third dimension is 

how easy it is to be managed. The distributed systems chosen for this research are SNSs and VWs 

due to the ability of these applications to behave the way distributed systems would. For example, 

the sole purpose of such applications is to allow successful interaction between users without 

depriving its users of resources, such as the abundance of disk space for data by having distributed 

filesystems in place. As these platforms rely on networked computers, they permit their users to 

exchange messages regardless of location, time of day and at nearly instant speeds. 

 

Along with the phenomenal advancements in technology, more complex layers of security have 

progressively been vital; particularly with the sharing of information. Even with the best encryption 

methods applied to sensitive information, the hole in the security isn't virtual – it's completely a 

physical problem – it's the human beings with the information in their heads or carrying print-outs 

of the data around. This problem has been amplified where users feel 'secure' in their SNSs and VWs 

and unwittingly unveil information that can be stolen by cyber predators. From stealing a user's 

identity to carry out simpler e-commerce-based crimes to more heinous crimes performed under 

their assumed identity. 

 

A typical misinterpretation while talking about distributed systems is that it is simply one more name 

for a network of computers (Nadiminti et al, 2006). However, this disregards an essential distinction. 

A distributed system is based on top of a network and tries to shroud the presence of multiple 

autonomous systems. It shows up as a solitary entity providing the user with the required services. 

A network is a medium for interconnecting entities (Nadiminti et al, 2006), (for example, devices 
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and computers) empowering the exchange of messages in light of surely understood conventions 

between these entities (i.e. protocols), which are unequivocally addressable (utilising an IP address, 

for instance). The idea of a ‘cloud’ of computers as a network, where information is distributed via 

whatever the most efficient method is exciting to users for the benefits that it provides to them. 

One may contend that SNSs and VWs can’t be classified as a distributed system. However, the recent 

shift in technology demonstrates the improvement of various features connected to these cloud 

computing solutions. SNSs, such as Facebook, are responsible for processing large quantities of data 

which is otherwise known as "Big data". Big data is referred to as voluminous data sets for which 

traditional processing methods are not adequate for their processing needs or the costs of creating 

a scalable physical network to support the processing needs are prohibitively high. The big data 

transferred on these platforms range from simple reports about access methods to complex details 

linked to business intelligence to reports containing the huge measurements across platform usage, 

and many other different perspectives (Thusoo, et al, 2010). The data from Facebook systems are 

stored in various geographically distributed data centres. Facebook is propelled by Hadoop and Hive 

systems (Borthakur, et al, 2011) (Thusoo, et al, 2010) which are known as distributed systems. 

 

The refinement of the definition of a distributed system, from that it is simply a name for a system 

of linked computerised essential. A distributed system's strength lies in its ubiquity and scalability 

that is invisible to the user so that it's many components are hidden, except to those who must 

manage the system. It displays as a single entity giving the user access to whatever functions are 

required. A distributed system is a medium for interconnecting other physical entities, (for example, 

computers and body-worn gadgets, or even AI home-based systems (e.g. Amazon's Echo)) 
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empowering the passage of messages using the simple message conventions between these diverse 

physical entities, which are unequivocally addressable (utilising an IP address, or via Bluetooth for 

instance).  

 

Most of the existing SNSs, for example, Facebook, Twitter, and MySpace, amongst others are built 

on centralised architectures. That means that users on these and other centralised social networks 

are administered by a single domain and they have full control over their data. Decentralised models 

of social networks allow data to be distributed among different administrative domains that users 

trust as a single – or unique to them – domain. This gives users a sense of ownership of their data 

and allows them to tailor their data sharing policies to their preferences – but it relies on the 

individual SNS or VW’s guidelines supporting these options. 

 

2.2 Definition of identity 

To understand identity management, we need to understand the definition of identity. Identity is 

people's concept of who they are, of what sort of individuals they are and how they relate to others 

(Hogg and Abrams, 1988). This can be different in the online world and the real world. Identity can 

be seen as a social category or a group of people designated by a label used for recognition. Many 

definitions of identity exist, but authors stipulate definitions appropriate for specific purposes. 

However, all definitions evoke a sense of recognition. SNSs and online services provide individuals 

the medium to connect with other individuals as well as allowing users to generate multiple 

identities. Social identity or E-identity may not be seen as an individual's feelings about themself, 



18 

 

 

goals, origins and character, but instead an individual's definition of their self and character. An 

individual's name, behaviour, age, gender, and race are few of the attributes that shape up their E-

identity. 

 

2.3 Identity management on SNSs and VWs 

The term “identity management” is relatively new, however, the concept is not (Smedinghoff, 

2008). The processes pertaining to identity management has been in existence for many 

generations in an offline environment. This was in existence of passports, driver's licenses and 

identity cards (offered in many countries) as these provide credentials issued by the government to 

provide validation of the individual's identity. For generations, Identity management follows two 

fundamental processes: (1) the process of identifying the individual and issuance of identity 

credentials to reflect the individual's identity. This is referred to as the identification stage. (2) The 

first phase is then followed by verification of the individuals presenting these credentials. This phase 

is referred to as the authorisation phase. Successful verification and validation of these phases 

would enable the user to have their access granted, be it within the online or offline world. These 

phases from the offline world have now advanced in the digital world where the manual processes 

of validation and verification are automated with very little effort required from the individuals 

being identified. 
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Identity management continues to evolve as new demands and vulnerabilities are in place for such 

platforms. A robust solution is required to meet the challenges that these platforms are faced with 

for the protection of its users' information. 

 

The social psychology approach explains individuals and social identities as unstable characteristics 

of individuals (Talamo & Ligorio, 2000). With the increasing prevalence of social networks, E-identity 

is increasingly becoming dynamic and so is the concern for SNSs users (Galpin, Flowerday, 2011). 

The introduction of new SNSs is attracting existing and new cyber predators due to the 

implementation of lenient security and privacy policies. Potential attackers can attach dangerous 

content as social networks do not provide any filtering mechanisms as provided by most email 

providers. Many attackers use stolen or even fabricated identities to convince other users that they 

are genuine users. This is seen as a common activity on social networks such as Facebook. Social 

networks allow the exhibition of the users' sensitive information such as their address, email, 

telephone number, and profile pictures. Such information is seen as very valuable to cybercriminals 

to carry out their malicious activities. The consequences of identity theft and other malicious 

activities are affecting the younger generation of SNSs due to their vulnerability (Internet security, 

2007). It is important to establish ways to help users identify fake and real identities used on social 

networks. 

 

Collaborations in SNSs require authentication systems to provide its users with secure interactions.  

A solution is required to ameliorate the current authentication protocols to go beyond what is 

already being offered. Implementation of appropriate identity authentication will help to avoid 
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identity-related crimes. As mentioned by Hoellrigl et. al (Hoellrigl et al 2012), an important issue in 

collaborations is to enable users as well as the systems to interact securely and seamlessly despite 

a heterogeneous system environment.  Hoellrigl et al. illustrate the necessity for authorisation 

services to be achieved for the systems to be secure. They have identified that identity management 

is one of the key concerns in heterogeneous environments. 

 

 It is pertinent to comprehend the reasons behind the above concern. Replication of information is 

seen as a major issue within identity management. Dissemination of replicated information is 

common for business-driven causes and additionally for personal benefits such as the creation of 

user accounts under celebrity identities. Users of distributed systems such as SNSs and VWs require 

users to have some degree of assurance in each other. Users must establish some level of trust to 

have a successful interaction (Coppola, Hiltz, & Rotter, 2004). This is increasingly relevant for 

business-related interactions and interactions in educational communities. Information 

inconsistencies between users can culminate with no trust being established.  E-Trust on SNSs and 

VWs is further elaborated in this chapter. 

 

Real-world users are represented by digital identities in such platforms (Hoellrigl et.al, 2010). 

Evidence found from previous research and experiments carried out as part of this research helped 

to gather better comprehension of why users have identities in the digital world that differs from 

the one in the real world. To understand E-identity, investigation in different attributes that make 

up the user's E-identity was carried out. Users express themselves through the attributes that are 

unique and distinctive to them in the digital world (Hoellrigl et.al, 2010). Ad-hoc processes and tools 
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are used in organisations to manage and provide user identity information. However, fine levels of 

granularity are not seen in digital user identity management (Hoellrigl et.al, 2010). 

 

In the digital world, it is difficult to verify identities but often it is common for validation to be carried 

out through pseudo-digital channels, such as by photographing driver’s license. However, this is not 

a common validation check on SNSs and VWs. E-identities are based on the social, physical and 

mental characteristics of an individual. E-identities are never static in the digital world. They evolve 

based on the environment they are in. 

 

2.4 Types of identity  

There are two main types of identities in the online world which are elaborated below. 

 

2.4.1 Virtual identity  

Virtual identity consists of virtual elements such as avatar and environment in addition to non-

virtual elements such as the language used and reactions to events, to name a few. Virtual identities 

allow users to hide their real personality and background to produce a new identity that is regarded 

as appealing to other users of VWs. Virtual identity in this context differs from the E-identity used 

on social networks such as Instagram and Facebook due to these platforms being a 2-dimensional 

environment. Both E-Identity and virtual identity allows the users to pretend to be who they want 

to be without allowing their real-world identity to render it. 
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VWs allows its users to enter new communities, where the newly created virtual identity is accepted 

by the others. Anonymity is maintained to a high level in such platforms due to no correlation to the 

existing real-world identity. This ensures that the user's personal information is not at risk of theft 

from cyber criminals due to direct relation to the genuine information.  The web provides users an 

important role in identity empowerment (Nagy, 2010). Nagy sums up his investigation highlighting 

how the amount of information presented in web 2.0 plays a significant role during the decision 

process. Nagy states how an attractive avatar providing certain information has a higher chance of 

being successful which shows that the identity of an Avatar is important in being successful within 

virtual environments (Nagy, 2010 & Koshy et al, 2014). 

 

The opinion on virtual identity is divided as to the value of virtual anonymity (Donath, 1995) through 

the production of virtual identity. The ability to establish an independent and disembodied identity 

is seen by some as a valuable aspect of the online culture. People can explore aspects of their life 

without barriers in the online world that are deemed as difficult in the real world. Although some 

are acknowledging the benefits of having a virtual identity, others may argue that irresponsible and 

hostile behaviours are encouraged by being anonymous. For some, the anonymous world is an 

oxymoron (Donath, 1995). Even though both arguments are valid, very little research is found in 

implementing ways to provide a safer interaction even with anonymous identities used on such 

platforms. 
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2.4.2 Digital identity 

Digital identity is a unique representation of the users involved in online activities. According to an 

article published by the National Institute of standards and technology in the US, a digital identity is 

always unique but does not necessarily need to be traced back to the real-world user (NIST, 2017). 

In other words, the real-life representation of the individual is unclear when using a digital identity. 

Currently, a user is validated using digital authentication processes. This is often done through login 

credentials. As authenticating in the digital world is often done using an open network, 

opportunities for impersonation and identity theft are seen as common activities leading to a 

fraudulent claim of the user's identity. 

 

According to Benanter, anonymity in the digital world is not the desired computing goal but a secure 

identification is a core element of computer security (Benanter, 2006). With the high number of 

users of computer systems, secure identification of identity will lay the foundation for responsible 

and secure computing. Building digital identity infrastructure establishes a community of trust 

leading to successful transactions. In the online world, identities are created based on the type of 

environment the user is in. We refer to these identities as E-identities in this research. The identity 

created for a SNS may differ to the identity created on a platform for gaming purposes or any VWs. 

The identity used for the gaming world may be a violent character which may be the opposite if the 

same user was to create an identity in a SNSs. 

 

Anecdotal evidence suggests that due to age restrictions in SNSs,  it is common for users to lie about 

their age. This can be a high-security risk for the user as the user will be exposed to adult content 
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as well as be vulnerable to attacks and online abuse. As an underage user, the user does not see the 

repercussions or ramifications of being in such environments. The risk is not only seen with young 

users but also with adults who claim to be younger to prey on younger users. This is due to the 

online world being an ideal nameless and faceless environment that allows users to create multiple 

representations of who they are. None of the representations may be a real-world identity. In the 

real world, it is difficult to obfuscate an individual's real identity due to face to face interactions. 

 

2.5 Identity management in SNSs 

As of 2019, Facebook is the most popular social networking site with over 2.3 billion users (Statista, 

2019). The information disclosed on Facebook includes photos, posts exchanged with other users, 

friends list, location, and purchased apps. This makes Facebook as one of the targeted online 

resources for malicious attackers (Wu et al., 2014) due to the easily accessible personal information 

to the public. This research looks at how the users can continue to disclose their information but to 

a limited audience and still establish trust with the unknown users. This section looks at how identity 

is managed on the SN platform, Facebook. Mark Zuckerberg, the co-creator and CEO of Facebook 

stated that having two different identities for an individual is an example of a lack of integrity (Helft, 

2011). Zuckerberg’s statement was referring to those individuals that hide behind pseudonyms for 

trolling or defaming. Zuckerberg has inadvertently revealed how SNSs help individuals to reveal 

different facets of the individuals’ identity. This raises identity management concerns as Facebook 

does not promote the use of pseudonyms and fake identities in comparison to other anonymous 

SNSs such as Twitter and VWs such as SecondLife/OpenSim. According to Hogan, individuals 
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strategically withhold information to generate an online representation that satisfies the” lowest 

common denominator” of the user’s audience (McConnel et al, 2018 and Hogan, 2010). Users only 

share information that they may find comfortable to share. This could also mean that users may 

fabricate identities to what they perceive others are comfortable with. This is most common to grow 

their friendship circle which may seem difficult to achieve in the real world. According to Goffman, 

different social situations, across various contexts, human beings attempt to manipulate and have 

control of how others perceive them (Barash, Ducheneaut, Isaacs & Bellotti, 2010; Marder, Joiner 

& Shanker, 2012; Young, 2013; Goffman, 1959). This is generally achieved by representing a positive 

self that portrays a desirable impression to the recipient (Leary & Kowalski, 1990; Dwyer, 2007). The 

user then gauges impressions from other users before altering their behaviour/identity. This is 

evident in VWs such as SecondLife/OpenSim where avatars are created to the social context. 

 

2.6 Current identity management in SNS 

SNSs such as Facebook follows a social norm where an authentic representation of self is required. 

Therefore, identities used on this platform are generally authentic than the use of pseudonyms seen 

in VWs. Before users registering for an account on their desired SNS, they are required to input 

identity attributes such as their name, date of birth, email address, amongst others. Once this is 

complete, they will be required to confirm their email address or mobile phone number provided 

for verification purposes. This additional step for verification is to ensure that the user account is 

secure and to regain access if the user encounters any challenges with logging into their account 

(Facebook, 2019). The names that the users provide during the registration phase is verified to 
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ensure that users are not creating malicious accounts. However, users can claim to be anyone as 

long as the names are genuine. Below are the most common ways identity is currently managed on 

SNSs and VWs. The below ones are chosen to be included in this chapter as these are most closely 

associated with the findings from this research. 

 

2.6.1 User credential-based identity management system 

Registered users can login to their accounts using the email address and password provided for 

registration. Some SNSs and VWs allow users to login with a username and password instead of 

using their email address. This is the most common method used to manage the identities of users 

trying to gain access to the platform. 

 

2.6.2 Multi-Factor authentication  

Multi-factor authentication (MFA) is a security system requiring more than one method of 

authentication to verify user identities to login to the system the user is trying to access. As 

passwords are susceptible to theft/sniffing which is why MFA is considered to provide robust 

protections for users and their user identities (Aldwairi, Aldhanhani, 2017). The layered approach 

used in MFA makes it less likely for the attacker/cybercriminal to bypass all stages of the process. 

Users will be asked to successfully present two more factors, which can be an answer to a question 

that the user knows or something that the user has such as an email address or phone number 

where the user will be sent a code. The code will need to input into the SNS or VW confirmation 
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page. Upon successful entry, the user will be allowed back into the environment. This is commonly 

used when a user has forgotten their password or as a random check to validate the user's identity. 

 

2.6.3 Email/mobile and multi-factor verification (MFV) 

This method links back to MFA. As previously discussed in the above paragraph, MFA/MFV creates 

a multi-layered mechanism that would be difficult for an unauthorised user to bypass. MFV is the 

process of registered users verifying their identities. This is done via an email where the user is 

requested to confirm by clicking on a link provided. Additionally, the user can also confirm their 

identity by receiving a code to the mobile phone they have provided. This code is then entered into 

the registration confirmation page. Once successful, the user will gain full access and will be a 

verified user. 

 

2.6.4 Self-presentation on SNs and VWs 

SNs and VWs have provided platforms to users to present themselves the way they desire to. Unlike 

VWs and other SNSs, Facebook is against the use of pseudonyms. However, highlighted below are 

some of the features of Facebook which in comparison to virtual worlds are different, where the 

user's identity is in focus. 
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2.6.5 Real names 

With set user policies on SNSs such as Facebook, most users are seen to be conforming to the 

policies by using their real names which includes their full names. However, there are no 

mechanisms in place to distinguish if the user is who they claim to be. The experiments elaborated 

in chapter 4, focuses on fake and real profiles where fake profiles were found on the Facebook 

platform. In the VW, users rarely reveal their real names as the dominant social norm on VWs Is the 

use of pseudonyms.  

 

2.6.6 You are your Avatar 

On SNSs such as Facebook, the use of the users' photos is very common. However, not all users 

display their real image as their profile photo. Friendship networks initiated outside of mutual 

recognition is usually established with the use of a recognisable image such as the ones displayed 

as their cover/profile photo. However, some users establish friendship by recognizing mutual 

friends and information that is mutually shared such as school, employer, etc. By contrast, the VWs 

are different in how the identity of a user is recognised. The social norm on VWs such as 

SecondLife/OpenSim does not emphasise the use of an individual's image. Instead, users generate 

an avatar that closely portrays their virtual identity. This may differ from what their real identity is 

in the real world. VWs provide users a world where their fantasies are kept real. 
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2.6.7 Other identity-related information 

Other identities related information shared on SNSs and VWs includes the date of birth, age, gender, 

employer information, and school information. On Facebook, users have the option to keep most 

of this information discreet from the public or the friends they have accepted into their profile. 

However, in VWs, this information is displayed to widen their friendship circle. Most of the 

information displayed on the users' profiles reflect the theme of their avatar. 

 

2.7 Related work 

Most recent research carried out on understanding the importance of user profile attributes in 

identity matching was the study by Srivastava (Srivastava et al, 2018 ). Their work explored the 

importance of user profile attributes for identity matching across multiple SNS. They identified key 

attributes of a user profile, however, these might be attributes that the users do not wish to disclose 

for privacy concerns. The results showed that the highest accuracy was found with contact/mobile 

phone number whilst name, language, place of birth profile attributes provided less accuracy 

(Srivastava et al, 2018). Nonstatic information such as a users' mobile phone number can be 

changeable and so this is an attribute that will not be used in this research study. However, the 

findings from Srivastava's study can be extended in this study by identifying how the identity 

attributed used on these platforms can be used to establish trust between users. 

 

Bader proposed an identity management approach for securing access to virtual worlds. The 

predominant purpose of this approach is to install a strong security mechanism to protect virtual 
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identities represented by VW avatars. This has a strong emphasis on the usage of VWs by legitimate 

users through their generated avatars. The technique is based on the integration of strong 

biometrical authentication, identity verification and authorisation mechanism allowing genuine 

users with authentic identity to gain access (Bader et al, 2016). 

 

Identity trustworthiness in online transactions was produced by Soeder and Barber (Soeder, Barber, 

2015).  Soeder and Barber, leveraging concepts from existing research, the user-provider trust 

relationship is modeled with different transaction contexts and attributes of identity. Overall, their 

research found that resource providers can significantly increase confidence in user-identity 

trustworthiness by simply collecting a limited number of user-identity attributes. The model was 

analysed for two aspects of user-identity trustworthiness—reliability and authenticity—with a 

significant set of actual user identities obtained from the user. Therefore, the research investigated 

how providers can increase the likelihood their users' identities are trustworthy. As the number of 

transactions, a user initiates increases, more identity attributes about the user are collected. This 

model incorporates two vital metrics.  The first metric demonstrates that a user's identity is more 

reliable when similar attributes are correctly used over multiple transactions. The second metric 

demonstrates that as a user presents more identity attributes, the identity is also more authentic. 

The model focuses on user-provider trustworthiness where the result is not shown to other users 

but only to the service providers. 

Some of these models are compared to the proposed framework in chapter 5 and 6. 
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2.8 Research gap analysis 

Existing literature demonstrates that the coexistence of users and their interaction with others in 

the context of the virtual world is a factor identified to experience immersion (Christopoulos and 

Conrad, 2012). However, implied by this co-existence a certain concern to educators is a possible 

disturbance to educational activities from other residents within this world who deliberately 

intervene negatively with other avatars, so-called ̳ 'griefers '. A prerequisite of such behaviour is the 

existence of fake accounts that make it difficult, if not impossible, to trace back the in-world avatar 

to a real person that can be held accountable for such behaviour.  

 

The advancement in technology has brought efficiency in communication and interaction between 

people all around the world. However, some of the users are not fully aware of the negatives of 

certain technological advancements such as online SNSs. For example, profile cloning is a common 

activity on many SNSs, where an individual other than the legitimate owner of a profile creates a 

new profile by copying the original information (Kontaxia et al., 2011). This is indeed criminal activity 

on SNSs then leads to the creation of a fake profile used to trap legitimate users. The existence of 

profile cloning/fake accounts is unknown to some users. 

 

The issue of fake identities in distributed software systems is anecdotally known across most, if not 

all SNSs such as Facebook and Twitter. The perhaps most prominent of this being Facebook, which 

is a fast-growing and the most popular SNS. People have grown up in a world dominated by online 

social networks (Medical News Today, 2008). We, therefore, aim to research further to determine 
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appropriate ways to identify fake accounts and in doing so to provide users with protection from 

cyber predators. 

 

Many social networking websites attract such cyber predators; some, such as Facebook, are 

specifically prone due to lenient policies (and their implementation) governing identity usage. 

Facebook's main focus is to enable communication and maintain relationships between users 

(Dwyer et al., 2007). Identity is considered to be fake if an individual is not using their own identity 

and therefore cannot be held directly accountable for their actions. Indeed - actions of disguise or 

deception - seem to be a common activity on social networking websites. Some researchers point 

out the tension in using pseudonyms rather than real names (on the example of Twitter in particular) 

(Orita & Hada, 2009): using pseudonyms imposes greater anonymity but is it safe to trust a user 

who does not reveal their real identity? A survey conducted by a consumer reports investigation 

team has found that one in four users on Facebook lie on their profiles (Gross, 2012). Whilst users 

may lie on their profiles to conceal certain pieces of information about themselves, this can still be 

considered as a form of deception, as in doing so users create personas that differ from their real-

world identities. 

 

As a first defense measure against identity thefts and attacks Kontaxia et al. promote more strict 

default privacy policies. While this has indeed been introduced to social networks such as Facebook 

cyber predators have found other ways to perform such attacks. False names, age, gender, etc. are 

some of the key attributes of fake identity and these also include imposters. An example of such 

criminal activities includes the case of Renee Holland who was the victim of a military romance scam 
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on Facebook (Nicas, 2019). Ms Holland was scammed by an imposter pretending to be a soldier. 

The actual soldier was a victim of identity theft. There were several profiles created in the name of 

this soldier and only one of them was the actual soldier himself. 

 

Indeed, the casual browsing of Facebook shows easily that the use of fake is significant, despite 

Facebook's policy to disallow the use of fake identities (Facebook, 2019), especially fake names. A 

generation of new Facebook users may be involved in a world of lies and deceit. These users are 

involved in a world where people lie about their identity and also where relationships are quickly 

disposed at the click of a mouse (Medical News Today, 2008). This is potentially dangerous leading 

many of the users to be hurt and also to be part of dangerous acts. While Kontaxia et al. (2011) have 

designed approaches for detecting forged profiles it doesn't for instance account for online profiles 

created by users using non-existing information. Having a system in place to determine one's 

identity through the use of identity attributes would be beneficial for highly popular SNSs like 

Facebook. 

 

The current gap identified is the lack of enough research in providing methods to users to 

understand if a SNS and VW user is fake or real. However, this is challenging on platforms that 

conform to the use of pseudonyms. Now that an understanding is established about existing 

processes in place for identity management on SNSs and VWs, the next section focuses on how trust 

is established from the information that is disclosed on such platforms. 
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2.9 Definition of trust 

Like identity, existing literature shows several definitions of trust. The most suitable definition for 

trust that was investigated in this research is the one Josang and team articulated in their paper, 

"Trust is the extent to which one party is willing to depend on something or somebody in a given 

situation with a feeling of relative security, even though negative consequences are possible." 

(Josang et al, 2005). From this definition, it can be gathered that honesty is an important factor of 

trust. In the digital world, using own Identity is vital as well as risky. Disclosure of personal 

information in such environments opens the doors for stalkers, paedophiles, employers and the 

government (Jacquie Bowser, 2009). The extent to how much trust is established based on the 

information shared varies with individuals (Koshy et al, 2014). However, research shows that trust 

is a key enabler of knowledge sharing and successful interaction in such online communities (such 

as SNSs and VWs) (Young & Tseng, 2008). In the real world, trust depends on several factors that 

are easily achievable whilst the establishment of trust between two strangers in the online world is 

seen as something difficult to achieve without the right information unveiled to each other. When 

deciding on the level of trust with an individual,  trust is dependant on factors such as past 

experiences with the person, mutual friends, recommendations, formal proof of evidence (e.g 

individual's driver's license or passport) and motives by extending the level of trust, amongst others. 

Based on these factors, a definition of trust that emphasises the use of a trust is clearly articulated 

within the definition by Josang. 
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2.10 Characteristics of trust 

The different characteristics of trust are described in Table 1. 

Characteristics Description 

Asymmetric Trust is asymmetric. In other words, trust between the two parties is never 

identical. For example, Person 1 may trust person 2 more than person 2 

trusts person 1. 

Transitive Trust can also be transitive. This normally takes place between mutual 

friends or word of mouth. For example, person 1 and person 2 know each 

other very well but person 1 has a friend who is friends with person 3 

whom person 2 has never been acquainted with. Person 2 may trust 

person 3 because person 2 trusts person 1's decision of being friends with 

person 3. However, if Person 3 has a friend called person 4 who has never 

been acquainted with person 1 and person 2. Person 1 may struggle to 

establish any level of trust with person 4. This is because the link between 

the nodes continues to grow whilst the level of trust decreases. However, 

there is various literature that contradicts that trust is transitive 

(Grandison, 2003, Zinnermann, 1994). 

Personalised Trust is personalised. Due to trust being subjective, individuals can have 

very different opinions about the level of trust of the same individual. 

Context-dependent Trust is context-specific. Individuals may find it easier to trust another 

individual and lend their invaluable materials but may not be the same 

case when it comes to valuable materials. 

Table 1 - Characteristics of Trust 

 

In the semantic web 2.0+, any individual is allowed to provide information or act in a certain manner 

without any requirements for the accuracy of the information and repercussion. The emerging SNSs 

and VWs have leveraged their users a world where the impossibilities from the real world are made 

possible in the SNSs and the VW. With these added benefits user's trust is achieved through mutual 

friends or acquaintances. However, this is different when users are interacting with unknown users 
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where there are no mutual friends or not enough information disclosed.  Several online users may 

find this as one of the pros. On the other hand, the cons include deception, exposure of sensitive 

information to unknown users,  and identity theft. This research mainly investigates trust 

established between SNS and VW users so the main emphasis is on how social trust is established. 
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2.11 Types of trust 

Type of trust Description 

Reputational Reputational trust uses reputation for the 

establishment of trust. The past interactions of 

the users are combined to assess what their 

future behaviour would be. This type of trust 

may also use referral-based trust where trust 

is established based on the information that 

the others provide. 

Policy-Based Policies are used to establish trust. This is 

mainly to manage and exchange credentials as 

well as providing certain access policies. In 

SNSs and VWs, this is achieved when the user 

inputs the correct login credentials to their 

social network profile or VW account. 

Popularity Popularity based trust is established when a 

member of the community is accepted and 

approved by the trustworthiness of the 

member from the perspective of other 

members of the community. 

Engagement Engagement trust is established by 

understanding the involvement of the user on 

SNSs and VWs in their community or groups. 

Engagement in communities within these 

platforms can vary based on the similarities in 

their interests, culture, race and end goals. 

Table 2 - Types of Trust 

 

Table 2 shows the different types of trust. The focus in this research from the types of trust in Table 

2 is to focus on how individuals on SNSs and VWs establish trust. As Grabner-Krauter stated, trust 

depends upon the complexity and the context of a decision or an action (Grabner-Krauter, 2009). 
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However, in environments like SNSs and VWs where anonymity is practiced, uncertainty is higher 

than it is in the real world. This makes the establishment of trust difficult. This is where the 

mentioned types of trust can be an important mechanism to reduce uncertainty and complexity of 

exchanges and relationships (Grabner-Krauter, 2015). 

 

2.12 Related work 

Throughout this research, several different trust models and approaches have been explored. Table 

3, illustrates some of the key trust models identified that are closely related to trust within SNSs and 

VWs. Some of these models are compared to the proposed framework in chapter 5 and chapter 6. 
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Trust Model Description 

Netrvalova and Safarik   Netrvalova and Safarik introduced their trust model and 

simulation of the trust evolution in social networks (Netrvalova, 

Safarik, 2011). 

Podobnik et al Podobnik and the team proposed a model for the calculation of 

trust among social network users using Facebook. The proposed 

model was verified using the closest friends on Facebook 

Guha et al Guha et al, explores trust propagation on the directed network 

formed by people’s connection of trust (Guha et al, 2004). They 

identify four atomic propagation types and explore the effect of 

trust and distrust propagation. The final proposal includes a 

general framework including propagation and rounding 

equations. 

Richardson et al Richardson et al proposed a model concentrating on trust path 

algebra (Richardson et al, 2003). The authors evaluated the 

trustworthiness of each source in the semantic web and 

propose a path algebra based on probabilistic trust. 

Rahangdale and Thakkar Rahangdale and Thakar proposed a  model to allow information 

sharing between trusted users within a social network. Some 

social network attributes pertaining to the actions of a user on 

the network have been considered that a user may perform 

very frequently such as tagging, comments, and likes 

(Rahangdale, Thakar,2017).  

Zohrei and Shakeri A new model for evaluating trust between users in social 

networks based on subjective logic is presented by Zhoreie and 

Shakeri (Zohreie, Shakeri, 2016). The model calculates the level 

of trust of friendship to help SNS users accept or reject friend 

requests from unknown users. The calculation is based on three 

categories, such as similarity, confirmation, and 

recommendation. The similarity is based on common interest, 

friendship distance, and profile similarity. 

Table 3 - Existing Trust Models 
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2.13 Research gap analysis 

Trust is a complicated psychological human phenomenon that is extremely difficult to measure. The 

majority of the existing literature looks at computational trust than human trust between users of 

such platforms.  The aim is to understand how users establish trust with the very little information 

provided by other non-authorised users in the mentioned environments. All the mentioned 

research models and existing literature do not show a model or framework that proposes a system 

based on the identity attributes of the users, the reputation of the user, popularity, and 

authentication. This research aims to bridge this gap. 

 

2.14 Summary 

In summary, this chapter look at a suitable definition for identities and what may constitute an 

individual's SNSs and VW identities. The ramifications of using fake identities were explored whilst 

making a point that users are not fully aware of the ramifications of using fake identities. The 

different types of identities were looked at showing that virtual identity differs from digital identity. 

Attributes used for creating an individual's identity in SNSs may differ to the attributes used for 

creating an individual's identity in VWs dependent on the end goal. Identities used on such 

platforms may vary to what exists in the real world and so identities in the online world are referred 

to as E-identities. There are scientific and anecdotal evidence or the prevalence of fake or 

counterfeit identities in such environments. In addition to exploring E-identities, E-trust was 

explored too. The chapter details the different types of trust and how they all contribute to the 

establishment of trust. Existing literature was briefly described whilst identifying the research gap. 
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Overall, a gap in research was identified for both E-identity and E-trust. The gap shows that a solid 

framework for validating user identities in SNSs and VWs is required which contributes towards the 

establishment of trust. However, further evidence is required to identify the key elements of 

identity validation and the establishment of trust based on the attributes of identity. Researchers 

have placed a great emphasis on identity management for technical developers. However, a limited 

emphasis is placed on identifying ways to provide users with better experience and security on these 

platforms with a limited focus on the privacy and security of user identities. Integrating ways to 

allow the users of such platforms to decide how genuine a profile is will minimise the number of 

fraudulent accounts on these platforms. No known research investigates this. This study fills this 

gap regarding how the profile attributes from user profiles can be used to create a system to indicate 

if the user can be trusted.  The goal of this study was to discover the key attributes of identity on 

SNSs and VWs and develop a framework from the findings of this study. An overview of the mixed 

research approach, using grounded theory and chi-square test from the collected data is provided 

in the next chapter (Chapter 3). 
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3 Methodology 

The purpose of this chapter is to introduce the research methodology used to investigate the aim 

of this research, i.e. how users of SNSs and VWs suitably verify and seek to establish an acceptable 

level of trust in E-Systems of all kinds (but most particularly web 1.0 and 2.0+), based on identity 

attributes supplied by the users themselves. This methodology allowed for a  deeper understanding 

of how identity and trust are managed within SNSs and VWs and thus provided a way to develop 

theory from the data to develop the framework described later in chapter 5 and 6. The methodology 

also uses qualitative grounded theory which is discussed in-depth in this chapter. The primary 

components of this chapter include the research plan, including the followed methodology, analysis 

methods, and ethical considerations.  

 

3.1 Research questions 

This research was set out based on the below main objectives (see chapter 1): 

1. Determine what the main attributes of identity are - This objective was to understand what 

aspects of an individual’s identity is regarded as important when interacting in these 

platforms. This was achieved through experiments in both SNS and VW platform. 

2. Investigate the correlation between identity and trust in distributed software systems in 

VWs and social networks - This objective was to understand how digital identity attributes 

such as name, gender, etc. helps to formulate any form of trust in these environments. This 

was achieved through questionnaires and a card sorting exercise. 
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3. Provide a generic framework on identity management in distributed software systems - This 

is one of the final output developed from this research. This will be based on the findings 

from primary and secondary research. Primary research includes findings from qualitative 

and quantitative research whilst secondary research includes the findings achieved through 

literature review. 

4. Provide generic practical guidelines and processes for managing identity-based on a 

philosophical and ethical underpinning. This is included in Chapter 7 with a comparison to 

the existing guidelines. 

The above objectives were then further broken down into the different experiments carried out as 

shown in Table 4. 
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Experiment Research Questions 

Experiment 1 – Avatar User Association • What are the different identity attributes 

used in virtual worlds? 

• How do these attributes of identity differ 

from the user's real-world identity? 

• How do the user and the Avatar associate 

with each other? 

Experiment 2 – Identifying Real and Fake SNS 

profiles 

• How do social network users differentiate 

between a real and fake profile? 

• Are the decisions to determine if a social 

network profile is fake or real fully 

dependent on the identity attributes 

disclosed by the users on their social 

networking profile. 

• Is there a difference in the number of 

profiles identified as fake and real between 

social aware and non-social aware 

participants? 

Experiment 3 – Establishing levels of trust • What information disclosed by the users is 

used to decide if any trust can be 

established with that user? 

• Can any trust between strangers be 

established with a minimal amount of 

information on their social networking 

profile? 
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Experiment 4 – Evaluation of Framework • Does the proposed framework show a 

correlation between identity attributes 

disclosed on SNSs/VWs and the level of 

trust established? 

• Does the proposed framework help users 

to understand if E-identity used reflects 

their offline identity? 

Table 4 - Research questions for experiments 

 

3.2 The rationale for the research approach 

Preliminary research was carried out to understand the most suitable research methodology for this 

research. The most suitable research methodologies identified were qualitative, qualitative and 

mixed research methodology. These were further explored to find a predominant research 

methodology best suited for this research. The different types of research methodologies are 

described in the next section. 

 

3.3 Qualitative research methodology 

Qualitative research is a type of research methodology used for gathering data. Qualitative research 

sees to answer questions about why and how people behave in the way that they do. It provides in-

depth information about human behaviour (Aliaga and Gunderson, 2005). The aim of qualitative 

research may vary based on the context and subject field it is used for. However, it is predominantly 

used in research areas involving human behaviour. Due to the nature of qualitative research, it 

allows the researcher to examine why and how in decision making and not just what where and 
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when. Even though this research does generate information on the main focus being studied, it also 

shows any informed assertions. It is normal to mix qualitative methods with quantitative methods 

to seek empirical support for the hypotheses. Grounded theory is commonly used with qualitative 

research due to no prior knowledge of the phenomenon. Grounded theory helps the researcher to 

generate theory from the data gathered. Other types of sources for generating data in qualitative 

research include classical ethnography, storytelling, narratology, focus groups, case studies or 

participant observation, amongst many others. 

 

Interviews are the most conventional form of qualitative research (Creswell, 2007). This includes 

both structured and semi-structured interviews. Such methods allow the researcher to find meaning 

in all the data that is collected. Categorizing the data and sorting into various patterns is seen as a 

primary process that helps the research to generate a preliminary theory on the phenomena.   

 

3.4 Quantitative research methodology 

Quantitative research is primary for empirical investigation of observable phenomena using 

statistical or computational techniques (Given, Lisa, 2008). The main objective of quantitative 

research is to develop mathematical models, hypotheses, and theories of the phenomena. 

Predominantly quantitative data is any data that is in numerical form, for example, percentages and 

statistics. Quantitative research does not allow the researcher to gather feelings and perceptions of 

the participant which differs from what qualitative research methods can achieve.  Due to the lack 

of in-depth investigation of behaviours, quantitative research methods is not as suitable methods 
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for investigation as qualitative research methods. Examples of sources of quantitative data include 

surveys, observations and secondary empirical data.  Analysing quantitative data includes a wide 

range of statistical techniques such as graphs to show correlations between two or more items. The 

data source available for testing of hypothesis includes cluster analysis. 

 

3.5 Mixed research methodology 

This type of research method includes a combination of both qualitative and quantitative research 

methods. As a method, the mixed methodology focuses on collecting, analysing and mixing both 

qualitative and quantitative data in a single study. This is to provide a better understanding of 

research problems that works better than using just one approach. According to John Creswell, 

Mixed methods research is defined as "a research design with philosophical assumptions as well as 

methods of inquiry. As a methodology, it involves philosophical assumptions that guide the direction 

of the collection and analysis of data and the mixture of qualitative and quantitative approaches in 

many phases in the research process. As a method, it focuses on collecting, analysing, and mixing 

both quantitative and qualitative data in a single study or series of studies. Its central premise is that 

the use of quantitative and qualitative approaches in combination provides a better understanding 

of research problems than either approach alone." (Creswell & Clark, 2007, ) 

 

This type of method is practical as the researcher is free to use all methods possible to address the 

research problem. As the researcher has the flexibility to use both numbers and words, they can 

combine inductive and deductive thinking to understand human behaviour. However, it is difficult 
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to carry out a mixed research method as it is time-consuming and resource-intensive to collect both 

qualitative and quantitative data. It also makes the procedure complicated and confusing. 

 

3.6 Chosen methodology 

The purpose of this research was to explore different attributes that contribute to an individual’s 

identity while exploring the correlation between these attributes and the level of trust established. 

To achieve this aim, both qualitative and quantitative research methodologies were used. A 

qualitative research methodology was appropriate to achieve the aim of this research as this type 

of research methodology explains the phenomenon by relying on the perception of SNS and VW 

users for the experiments carried out (Stake, 2010). Additionally, a quantitative approach was also 

appropriate to understand the relationship between variables (Creswell, 2003) such as the identity 

attributes and the level of trust established by the users of these platforms. As a result, a mixed 

approach that combines both the qualitative and quantitative research methodology was the most 

appropriate choice. 

 

3.7 Research setting/context 

3.7.1 The researcher 

The researcher is a Ph.D. student with a Bachelor of Science degree in Software Engineering. None 

of the participants used in this research have a direct relationship with the researcher that may have 

imparted bias on the research findings. 



49 

 

 

 

3.7.2 The participants 

All participants used in this research consented to the study they were part of. The sample was 

drawn from a population of both IT literate and non-IT literate from both genders. No children were 

used for any of the studies carried out.  

Participants were recruited via email communication and word of mouth from other participants. 

Experiment 1 to understand the avatar-user association was carried out using computer science 

undergraduate students. The number of participants used varied for each study carried out. The 

final online card sort exercise was conducted using 30 participants. 

 

3.8 Sampling 

The below factors were paramount in deciding the right sampling method for this research. 

• Ease of participants 

• Duration of the experiments 

• Time restrictions due to the length of the experiments and the amount of time it takes to 

complete for participants 

• Convenience  

Based on the above factors, the non-probabilistic sampling technique was used for all experiments 

conducted in this research.  
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3.8.1 Non-probabilistic sampling – Convenience Sampling 

Non-probabilistic sampling represents a group of sampling techniques that provide the researcher 

to select from a population that they are interested in studying. This type of sampling was deemed 

suitable due to the nature of this research and the type of research methodology used. This 

sampling is easier, quicker and cheaper in comparison to other sampling techniques.  

 

There are five types of non-probability sampling such as quota sampling, convenience sampling, 

purpose sampling, self-selection sampling, and snowball sampling. This research was carried out 

using convenience sampling. Due to the length of the experiments carried out, the researcher 

required participants that were easily available. The selection of participants was made randomly. 

The relative time associated with the selection of participants for the experiments were easier than 

using any other sampling techniques. 

 

3.9 Data collection methods 

3.9.1 Surveys (Experiment 3 - Combined in the Card sort exercise) 

Surveys are a popular tool for empirical data collection. Data is collected from several individuals 

systematically. Administering a survey can be done in several ways such as mobile surveys, online 

surveys, telephone, and mail, amongst others. The factors associated with the decision on what type 

of survey to choose depends on the below-mentioned points: 

• Costs 
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• Coverage of the target population 

• The flexibility of asking questions 

• Response accuracy 

 

Mobile data collection is becoming increasingly popular these days due to the flexibility and low 

cost associated with it. The survey can be done by anyone owning a mobile device and from any 

geographic location. This will provide the researcher with a high number of participants, quick 

response rate and is highly convenient. Like mobile data collection, online surveys are also widely 

used in research fields such as marketing, social and statistics research. Online surveys are faster, 

simpler and cheaper (Bethlehem, Biffignandi, 2012). Data processing is not time-consuming as the 

entire data collection is shortened. The interaction between the respondent and the questionnaire 

is dynamic in comparison to paper surveys. The surveys can be tailored to the situation being 

investigated. Mail surveys are one of the least popular surveys these days due to the hassle of 

posting it to the respondents and posting it back to the researcher.  

 

3.9.2 Interviews (Experiment 1 and 2) 

Interviews are part of the qualitative research methodology. Qualitative interviews are a process of 

gathering information about how individuals feel and think about the topic of interest. The results 

from the interviews will then provide the foundation for how the problem affects a wider 

population. Interviews are carried out using various styles to suit the problems. There are three 

fundamental types of qualitative research interviews. These are structured, semi-structured and 
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unstructured. Structured interviews are verbally administered questions containing pre-determined 

questions that are asked to the individuals. This type of interview won't have any follow-up 

questions and will be carried out as structured without any further elaboration. This is mainly using 

closed questions. This type of interview doesn't allow the researcher to ask to follow up questions, 

hence, not useful if the depth is required. Conversely, unstructured interviews start with an opening 

question which is then followed by follow up questions to fully elaborate the participants' responses 

or to gather an answer that fully focuses on the problem. This type of interview can be very time 

consuming whilst difficult to manage due to the lack of pre-determined questions. Semi-structured 

interviews are one of the interview types that allow the researcher to be flexible whilst not being 

time-consuming. This type of interview allows the researcher to incorporate some key questions to 

define the areas to be investigated. At the same time, the interviewer can ask further questions to 

elaborate or pursue an idea or response in much more detail which has not previously been thought 

of as pertinent by the interviewer (Gill et al, 2008). 

 

3.9.3 Card-sort exercise 

To understand how trust is established on SNSs, a card sorting exercise was carried out. Card sorting 

is a method used to help design or evaluate the information architecture of a site. The card sorting 

method involves organising topics into various categories. The categories can be predefined as well 

as generated on the spot. Usually, this is carried out by using actual cards/papers or various tools 

available online. Card sorting exercise has many benefits. One of the main benefits is that it is easier 
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to understand the topic and see what other users expect. There are two types of card sorting as 

shown in Table 5. 
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Type Description 

Open Card Sort This type of card sort is used when participants 

are asked to organise the topics into groups 

that make sense to them. Participants are free 

to name the categories based on their 

understanding of the factor/topic. This is 

normally used to see how users group 

contents and the labelling behind the 

categories they have generated. 

Closed Card Sort This type of card sort is used when the 

participants are asked to sort the contents into 

pre-defined categories. This type of card sort 

normally works when there is a pre-defined 

set of categories and want to gain a better 

understanding of how the users sort the 

contents into each category. 

Table 5 - Types of Card Sort Exercise 

In the card sort exercise used for this research, a semi-open/closed type was used. This is a 

combination of both the open and closed card sort due to the nature of the exercise this was being 

carried out on. 
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3.10 Procedures followed for this research 

Ethics approval from the head of the institute for research in applicable computing was sought from 

the University of Bedfordshire for the experiments conducted for this research. Upon receipt of 

approval, the researcher commenced the recruitment for participants. Emails were sent out to the 

computer science department, IT department in a Fintech company and sharing of the survey link 

on  Facebook's computer science department/friends.  An informed consent form was required 

before participating in the experiments. 

 

The method of data collection from the participants varied for each study. Data collection included 

experiments, surveys, and a card sort exercise. The criteria for participants for the initial data 

collection (excluding secondary research) to understand how users portray themselves in VWs 

required participants that had some sort of experience in a virtual environment (experiment 1). 

Hence, the recruitment process including approaching students who had some experience in a 

virtual environment. Upon, the confirmed recruitment, the participants were requested to talk 

about the avatars used in their VW profile. Each participant in this experiment was interviewed 

separately. The audio of this was recorded electronically for evidence and to transcribe the data. 

Any personal information provided was omitted from the transcribed data. An example of the 

transcribed interview can be found in Appendix (A).  The data were analysed using Grounded theory 

allows the discovery of a phenomenon during the research process (Charmaz, 2006). Experiment 1 

consisted of semi-structured interview questions. As the theory or phenomenon emerges from the 

data, some of the interview questions were added. Some initial themes did surface during the first 

half of the interviews and so some clarifying questions had to be asked to explore the gap risen from 
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the interviews. The data that was transcribed was then fully analysed using grounded theory. This 

included splitting the data into categories and subcategories. The recordings of the experiment were 

transcribed before categorising the data. The variables involved were identified, labeled and 

categorised. The data were then presented using a coding paradigm to identify the causal 

relationship between the identified categories. This experiment is fully articulated in chapter 4 along 

with the results from the analysis. 

 

Following the completion of experiment 1, a further experiment was conducted to understand the 

attributes that formulate identities in social networks (experiment 2).  This experiment required 

participants who were socially aware as well as not socially aware. Emails were sent to the 

participants for this experiment. All the participants were over the age of 18. Participants were 

asked to group Facebook profiles into fake or real categories. To verify the hypothesis, set at the 

beginning of this experiment, a suitable test to analyse the data was identified. A chi-squared test 

was seen as a suitable test for the data collected. 

 

To understand how trust is established on SNSs, a card sorting exercise was carried out. Card sorting 

is a method used to help design or evaluate the information architecture of a site. The card sorting 

method involves organising topics into various categories. The categories can be predefined as well 

as generated on the spot. Usually, this is carried out by using actual cards/papers or various tools 

available online. Due to the nature of this research and the time it takes to complete these data 

collection exercises, it was decided to carry out the card sort exercise online. This allowed the 

participants to be flexible with when and where they take part in this exercise. The card sort exercise 
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was carried out using 30 participants. Participants were presented with the informed consent form 

from within the online portal used for the exercise. Participants were provided with 50 user profiles 

from Facebook (25 fake and 25 real). Consent was taken from the users of user-profiles that were 

real. The fake profiles were publicly available information. The real profiles were from people who 

use their Facebook profile for genuine social networking reasons. Users are asked for their 

participation by donating the profiles for this research. PDF versions of the profiles were then placed 

on to an online portal sponsored by the University of Bedfordshire. Participation in the exercise 

required authentication by the participants using the defined login credentials. This was in place to 

protect the user profiles from leaving the domain of this exercise. The profiles are not used for any 

other purposes. Further information on this exercise is illustrated in chapter 4 of this thesis. 

Participants placed the user profiles into different levels of trust, High, medium, low and none. 

Participants made their decisions based on certain attributes of the user profiles. The data was then 

analysed to find patterns and to form theory. The findings were then used to generate the 

framework. 

 

Following data collection and data analysis, the results were compiled to form the framework 

covering the key findings from all the data collection exercises carried out. The framework, EEMF 

trust score system, is illustrated in chapter 5 (SNSs) and 6 (VWs) of this thesis.  Additionally, the 

framework was tested to ensure operating effectiveness. The formula generated for the framework 

was placed into an excel file and was ran against 100 Facebook profiles. This confirmed that the 

framework is performing as designed.  Findings from the framework evaluation can be found in 

chapters 5 and 6.  
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3.11 Data analysis methods 

Data analysis is the process of inspecting and transforming data collected by the researcher to 

discover meaningful information. There are two types of data approach/analysis techniques, 

namely, deductive and inductive data analysis. This section briefs out what each of these provides. 

It is common for researchers to use both these approaches combined as the result from one may 

lead the researcher to use the other approach. The predominant data analysis methodology used 

for this research study is Grounded Theory (GT) as this helped to identify theory from the data itself. 

 

3.11.1 Grounded Theory (GT) 

Grounded theory (GT) was created by Glaser and Strauss in the 1960s for a sociological research 

problem (Charmaz, 2000; Strauss & Corbin, 1990). Glaser and Strauss worked together to produce 

a method that allowed researchers to generate systematically substantive theory grounded in 

empirical data (Walker & Myrick, 2006). However, this ended in controversies that led to a 

methodological split between Glaser and Strauss. This then created different versions of GT released 

by Strauss and Corbin which is criticised by Glaser in 1992. Glaser argued that the version Strauss 

and Corbin released was not GT but a newly developed method that he labeled as full conceptual 

description. The different versions will be discussed later in this chapter. 

 

GT was created as a qualitative methodology by integrating the strengths inherent in quantitative 

methods with qualitative approaches (Walker & Myrick, 2006). The main aim of GT is to help 
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researchers to derive theory from the data collected and so GT challenged the deductive way of 

theorising which is achieved by developing theory and then systematically gathering evidence for 

verification. Hence, GT allows the researcher to gather data and then systematically develop the 

theory from the data itself (Dey, 1999). GT allows the researcher to use any data collection method 

as all would contribute towards generating theory from the data itself. Glaser & Strauss developed 

GT with the belief that theory is derived through the analysis of qualitative data (Glaser & Strauss, 

1967). This is achieved by conducting various steps of collecting, refining and categorising the data. 

The notion of generating new theory is achieved from the data accumulated from the 

experiments/observations. This helps to identify links between categories that were formed and the 

relationships between them. To identify, refine and integrate categories and to develop a theory, 

several key strategies are used by the researchers. This includes constant comparative analysis, 

theoretical sampling, and theoretical coding. The main goal of grounded theory is seeking a theory 

that is intimately linked with the evidence collected such as data so that the resulting theory is 

consistent with the data collected (Orlikowski 1993; Eisenhardt 1989). The different phases of 

grounded theory guide the researcher with an emerging theory. 

 

To produce a theory from the data, grounded theory is divided into the phases mentioned later in 

this chapter. Strauss and Corbin (1990) identified three levels of grounded theory analysis. Firstly, 

to present the data without interpretation and abstraction. The participants are not imposed by any 

views from the researcher. Secondly, to create a rich and believable descriptive narrative using field 

notes, interview transcripts and researcher interpretations (Lawrence & Tar,2013). Thirdly, to build 

a theory using high levels of interpretation and abstractions.  
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Table 6 shows the history of GT described by Piggott during his Faculty Ph.D. qualitative Research 

Training Programme in 2015 (Piggott, 2015).   
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Literature Inspiration 

Glaser & Strauss 

(1967) 

Dissatisfaction with the trend of verifying grand theories in 

sociology; create a method for discovering MRT. This is fully 

articulated in the book of Grounded Theory by Glaser and Strauss 

Glaser (1978) This is an updated text called theoretical sensitivity to the 1967 

release. Attempted to clarify the contested concept of theoretical 

sensitivity and fill the gaps in the original text. 

Strauss & Corbin 

(1989) 

I tried to create a student-friendly text for those interested in 

how to do GT. This is more technical and was criticised by Glaser. 

Glaser (1992) Reacted to what he saw as the forced conceptual description in 

Strauss new version. This is where the split between Glaser and 

Strauss begins. 

Strauss & Corbin 

(1998) 

Updated the text that was released in 1989 to strengthen their 

constructionist position which was criticised by Glaser. Adds new 

techniques to the methodology. 

Charmaz (2000) This is a book chapter that clarifies the nature of Glaser and 

Strauss controversial split. Introduces a constructivist revision 

consisting of co-created theories. 
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Charmaz & 

Bryant (2010) 

This text updates the debates. This also introduces new ways of 

thinking such as adding the outsider perspectives. 

Table 6 - History of GT (Piggot, 2015) 

 

3.12 Versions of GT 

3.12.1 The classical version of GT -  (Glaser (1992), Glaser and Strauss (1967) 

The classical version of grounded theory is articulated in the book, the discovery of GT by Barney 

Glaser and Anselm Strauss, two American researchers in 1967. This book explains the primary ideas 

of GT making it the classic version of GT. Glaser and Strauss emphasises on the concept of producing 

new theory from data. Important theories in context can be achieved from observations 

(Muhaiyuddin et al, 2016). This version of grounded theory stresses the importance of using 

constant comparative analysis and theoretical sampling (Glaser & Strauss, 1967). Elements of GT 

allows the researchers to systematically study the various number of comparison groups with the 

help of constant comparative analysis of parallel data collection and analysis. This allows the 

researcher to go deep into the research by with analytical thinking and utilising existing knowledge 

gained from the literature review. The extant literature and the analysis from the data collection 

will develop a new theory. The ontological position of Glaser and Strauss's GT is naïve realist whilst 

the epistemological position is positivist. 
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3.12.2 Straussian version of GT (1994, 1998) 

Strauss and Corbin published their version of GT which is articulated in the book, Basics of 

qualitative research: Grounded theory procedures and techniques in the year 1990. This created a 

lot of controversies between Glaser and Strauss, hence, an encounter of a split between Strauss and 

Glaser. Strauss published a different perspective to the classical version of GT by Glaser and Strauss. 

The main difference in the versions is the application of the literature on GT (Muhaiyuddin et al, 

2016).  Strauss and Corbin did not emphasise GT as methodological but as several strategies, 

procedures, and techniques (Strauss & Corbin, 1990). They continue to illustrate that Glaser has 

expelled the applicability of any specific philosophical settings as shown in Table 2 due to Glaser's 

strong belief that philosophical settings will lessen the wider potential of grounded theory 

(Muhaiyuddin et al, 2016). The ontological position of Strauss & Corbin's approach of GT is 

constructivist whilst the epistemological position is a pragmatist. 

 

3.12.3 Charmazian version of GT/social constructionist - (1990, 2000, 2006) (Charmaz, 2008) 

Glaser & Strauss's original version of grounded theory incorporates a social constructionist approach 

to the empirical world but is limited compared to what Charmaz proposed in her text. Charmaz 

explains in her text how a social constructionist can adopt grounded theory guidelines to deepen 

and broaden their analysis. Hence, addresses the "why" questions. This social constructionist 

approach to grounded theory reinforces researchers to incorporate measured assessments of their 

methods and themselves as researchers (Charmaz, 2008). Charmaz emphasises what Star 

demonstrated in his analysis (Star, 1989). Star's analysis shows close attention to "what" & "how" 
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questions enabling the researcher to build the foundations for asking the "why" questions. Charmaz 

highlights that social constructionist analysis resists the tendency to oversimplify as illustrated by 

objectivist grounded theory. Objectivist GT along with oversimplifying erases the differences 

overlooks variations and assumes neutrality throughout the inquiry. Additionally, social 

constructionist analyses the "why" questions whilst providing explanations. According to Charmaz, 

Grounded theorists use GT as a method of explication and emergence due to its nature to explicate 

the different kinds of analytic guidelines implicitly adopted by many qualitative researchers. GT has 

control over the subject matter and the next methodological move which is criticised by Charmaz 

as with the social constructionist, the combination of their attention to context, action, and 

interpretation with GT analytic strategies, the result will be densely analysed with explanatory 

power as well as a full conceptual understanding (Charmaz, 2008). By incorporating social 

constructionist elements strengthens the method in GT. The ontological position of Charmaz's 

approach of GT is constructivist whilst the epistemological position is a pragmatist. 

 

3.13 Characteristics of GT 

There are seven characteristics of GT as described below. 

3.13.1 Theoretical sensitivity 

This is a key concept of GT. As Glaser stated, theoretical sensitivity is "the ability to generate 

concepts from data and to relate them according to normal models of theory in general, and theory 

development in sociology, in particular, is the essence of theoretical sensitivity. Generating a theory 
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from data means that most hypotheses and concepts not only come from the data but are 

systematically worked out concerning the data during the research" (Glaser & Holton, 2004). 

 

One of the main aims of theoretical sensitivity is to enable the researcher to carry out effective 

open-coding. During the theoretical sensitivity stage, the researcher will begin to notice categories 

that can handle the data theoretically. This further enables the researcher to code all the data by 

ensuring the theory fits and works. This is normally successful when the researcher enters the 

research setting with as few pre-determined ideas as possible. This would then allow the researcher 

to record events without first having them filtered through and squared with pre-existing 

hypotheses and biases (Glaser, 1978). 

 

3.13.2 Theoretical sampling 

Theoretical sampling is the process of data collection for generating theory by the combination of 

the processes such as collection, coding, and analysis of the data. This then follows on with the 

decision on what data to be collecting next and how to develop the theory as it emerges (Glaser & 

Strauss, 2012). The main aim of theoretical sampling is to generate theory through an extensive 

process of collecting, coding and analysing data simultaneously. This helps in discovering categories 

and finding elements of these categories to identify the interrelationships between them. This 

process follows on after the primary data is collected and is applied throughout the research up to 

when the theory grounded in the data is established. 
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One of the advantages of theoretical sampling is how it allows strengthening the rigor of the study 

if a theory is generated. The whole theoretical sampling process is structured which is what many 

qualitative methods lack. With these advantages come disadvantages such as the amount of time 

consumed for this process in comparison to other sampling methods. 

 

Figure 2 - Theoretical Sampling process (Saunders et al, 2012) 

 

Figure 2 shows the theoretical sampling process as published by Saunders, Lewis, and Thornhill with 

two different types of grounded theory processes (Saunders et al, 2012). One is by Strauss and 

Corbin in 1998 which is the one on the Right and the one on the left is by Charmaz in 2006. Both the 

processes talk about coding; however, Strauss and Corbin have shown several processes to generate 

the theory. Both processes talk about the need to carry out theoretical sampling, constant 

comparison and theoretical saturation which are seen as the common procedures. 
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3.13.3 Concurrent data collection and analysis 

Open Coding - Open coding is the initial part of the analysis process. This involves separating data 

and examining for differences and similarities. Data can be a sentence or even a paragraph from an 

interview or an observation. The type of questions that the researcher asks is key to discoveries in 

the data.  This will also help the researcher to gather the same type of data into the same category 

with the same label name. The list of concepts created has to then be sorted into groups which in 

turn becomes categories. Strauss and Corbin stated that categories have conceptual power because 

they bring together other groups of concepts or sub-categories which move open coding on to Axial 

coding (Strauss & Corbin 1998, Priest, Roberts & Woods 2002). 

 

Axial Coding - Axial coding denotes how connections are created in new ways between the 

categories and the sub-categories. In GT, Axial coding is the process of relating 

codes/categories/concepts to each other using inductive and deductive thinking, hence 

relationships are identified. According to Strauss & Corbin, Axial coding is "A set of procedures 

whereby data are put back together in new ways after open coding, by making connections between 

categories.  This is done by utilizing a coding paradigm involving conditions, context, 

action/interactional strategies and consequences" (Strauss & Corbin, 1990) 

 

Selective Coding - Strauss & Corbin defined selective coding as "The process of selecting the core 

category, systematically relating it to other categories, validating those relationships, and filling in 
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categories that need further refinement and development" (Strauss & Corbin, 1990). This involves 

finding the core variable that includes all the data followed by re-reading the transcripts. The 

researcher then codes any data that is related to the core variable identified. This is the final phase 

of coding in the grounded theory approach (Priest, Roberts & Woods 2002). This allows the 

researcher to identify one or two core categories to which all the other categories relate to. 

 

3.13.4 Constant comparative analysis 

Constant comparative analysis was originally evolved out of the sociological theory of symbolic 

interactionism. However, it is further developed by Glaser and Strauss to use for GT. The constant 

comparative analysis involves the use of one piece of data/theme/statement and comparing it with 

all the others that are regarded as similar or different. This will then help to develop 

conceptualisations of correlations between the data collected. This can then be used to find 

common patterns and themes within the human experience. This process is carried out until all the 

data collected are compared.  According to Taylor & Bogdan, the constant comparative method is 

used to develop concepts from data by copying and analysing at the same time (Taylor & Bogdan, 

1998). 

The constant comparative analysis is ideal for grounded theory as this specifically studies human 

behaviour and feelings. 

 

The constant comparative method consists of four stages to generate theory. The first step is to 

compare incidents relating to each category. The second step is to combine categories and their 
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properties. The third step is to delimit the theory. The final step is writing the theory. Throughout 

the stages mentioned, the researcher is required to continuously check the data collection, analyse, 

code the information whilst using theoretical sampling to create the theory (Kolb, 2012). The 

emergence of theory using such a method will provide a substantive theory (Glaser & Strauss). 

The constant comparative method differs for researches and in this research, some steps of the 

constant comparative method were not followed. 

 

As stated by Boeije about a point made by Tesch in 1990 (Boeije, 2002), the comparison is the "main 

intellectual activity that underlies all analysis in Grounded theory". This method allows the 

researcher to develop a theory inductively, using categorisation, coding, conceptualisation and 

linking them to each other. This is supported by Glaser's statement (Glaser, 2008) "the constant 

comparative method is designed for the analyst who possesses the abilities in generating a theory 

that is integrated, consistent, plausible, close to the data". The main approaches that Glaser outlines 

include coding of data, an inspection of data for new properties and writing memos for its properties 

followed by joint coding and analysis using comparative analysis methodology. Table 7 shows the 

five different comparative analysis processes to follow to carry out constant comparative   

analysis as articulated by Boeiji and also found in a Ph.D. thesis belonging to Kanamgotov (2015). 
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Type of Comparison Method Aim Aim of this research 

Comparison within a 

single interview 

Adequate coding and 

labelling of interview 

data. 

Understand the 

interview and 

eliminate any 

inconsistencies. 

Understand the 

interview and to 

eliminate any 

inconsistencies. 

Comparison between 

interviews within the 

same group 

 

Interviews are 

compared to obtain a 

variety of research 

subjects and a narrow 

further selection of 

participants. 

To develop 

conceptualisation and 

to develop a 

combination of codes. 

Identification of 

similarities and 

differences and 

opinions amongst the 

participants. 

Comparison of 

interviews from 

different groups 

Interviews from 

participants and their 

partners are 

compared. 

Enrich the results by 

obtaining any 

additional 

information from the 

groups who are 

involved but not 

showing the same 

opinions. 

Understand the 

differences and 

similarities between 

the groups. 
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Comparison in pairs at 

the level of couples 

Interviews are 

compared in pairs 

where both partners 

belonging to a couple. 

To find information 

about any issues 

concerning the 

couples. 

Not applicable to this 

research. 

Comparison of 

couples 

Comparison of 

interview data of 

couples who share 

the same opinions. 

The conceptualisation 

of the issues in 

regards to the 

relationship. 

Not applicable to this 

research. 

Table 7 - Boeije’s five steps of comparisons and how it is used in this research (Boeije, 2002 & Kanamgotov, 2015) 

 

The last two steps were not applicable for this research and so these weren't used. The participants 

of this research took part in all the activities individually and so no couple interview data were 

available for comparison. Constant comparison of data concludes when new data does not provide 

any new value to the generation of the theory. 

 

3.13.5 Concepts and memos 

Memo writing is the intermediate step between coding and the preliminary draft of the completed 

study. This consists of hypotheses and ideas from the analysis. However, this is not to be treated as 

the completed and fixed version as these are just initial analytical thoughts that will be altered as 

the thought changes. Memo writing is an important process in grounded theory as the researcher 

needs to maintain a written record of the developing theory. This process includes writing 
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definitions of categories and providing justifications for the labels chosen whilst tracing their 

emergent relationships with each other (MHeducation, 2013).  Any necessary changes will emerge 

with the memo writing showing the indication for the researcher to change directions. 

 

3.13.6 Theoretical saturation 

Researchers become theoretically sensitive by immersing themselves in the data and understanding 

what the participants see as being significant and important. Concurrent data collection and analysis 

allows the researcher to become theoretically sensitive to the data. This process normally begins 

with very few predetermined ideas as possible. This is normally gained from existing literature and 

theories. This can be used to inform the development of categories. However, the categories should 

be forced to fit the literature. The extant literature should not be used to create the categories.  

The role of the literature can be to use the data and compare with the emerging categories to be 

integrated into the theory as highlighted by Glaser (Glaser, 1992). The researcher should have an 

open mind and not an empty head (Dey, 1999). The way prior knowledge is used makes a difference 

in the theory generated.  The sampling should continue until all concepts in the theory are well 

developed. All the concepts that contributed towards the formation of the theory should be 

verified. One of the key criteria put forward by Glaser for evaluating the emerging theory is that it 

must be comprehensive, parsimonious complete and useful (Glaser, 1978). 

 

The underlying notion of theoretical saturation is the notion of theoretical sensitivity which assumes 

that data analysis is data-driven. This means that some of the categories that are always included in 
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a study can only have a place in the study if the data analysis reveals that it can be included. If there 

are such categories that were always in the study, they have to go through sampling until they are 

saturated. Theoretical saturation is primarily used in Grounded theory; however, it can be used to 

apply to any qualitative research that has an end goal of developing a qualitatively derived theory 

(Michael, Lewis-Beck, Bryman, Liao, 2004). 

 

3.13.7 Substantive theory 

A substantive GT is a tailor-made theory while a formal grounded theory is a ready-made theory 

(Kearney 1998). Substantive theory may be limited if a constant comparative method of modifying 

a theory is neglected. The emergent substantive GT generated from data is moved to a formal 

theory due to this having important general implications and relevance to other areas. The formal 

theory allows more generalization and transferability of research results which can be adapted to 

other scenarios. According to Glaser and Strauss, it is better to start with a substantive GT of which 

a formal theory can be developed (Glaser & Strauss, 1967). A formal theory is carried out by 

replacing specific words with generic words to see what is derived. The majority of researchers 

prefer sticking to substantive theory than changing to formal theory. Glaser and Strauss articulated 

in their article that it is often best, to begin with, substantive theory to generate theory from the 

data followed by formal theory to apply to existing theory emerged from the substantive theory. 

This method is better than using logic to deduce substantive theory from formal theory. 
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The elements of theory generated through comparative analysis from the first conceptual 

categories and their properties, second hypothesis or any generalised relation among the categories 

and their properties. A thorough constant comparison of groups must be carried out to draw the 

researcher's attention to any anomalies or similarities. Following the constant comparison, a theory 

will begin to emerge by itself which is then solidified and the number of categories will be reduced. 

 

3.14 Ethical considerations 

Ethics remained a top priority throughout this research. To ensure the validity and reliability of this 

study, the methods described in this chapter were paramount. All the experiments included a 

consent form that the participants signed/accepted. The informed consent form includes an 

explanation of the study the participant will be undertaking, the use of the data and contact 

information for any concerns to be raised. The participants are also briefed at the beginning of the 

study that they may withdraw from the study at any point. 

 

There were no direct risks associated with the participants. All participants were over the age of 18 

at the time of the study. The data collected for this study does not contain formal names of the 

participants or any other sensitive information. Additionally, all recorded materials were provided 

with a unique identifier and these will be fully destroyed after the final acceptance of this thesis. 

 



75 

 

 

3.15 Summary 

This goal of this chapter is to articulate the research method utilised to answer the research 

questions mentioned. This chapter included a discussion of the procedure, participants, data 

collection and data analysis methods used in this research. The theory was developed using 

grounded theory. Chapter 4 will provide the results from the experiments carried out and 

demonstrates how the methodology described in this chapter was followed. 
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4 Experimentation 

4.1 Methodology summary 

 

Figure 3 - Research methodology Process Flowchart 
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Figure 3 depicts the methodology processes followed to achieve the answer to the research 

questions. The research questions are split into the different data collection methods used. 

Preliminary research was conducted before understanding the research gaps. This was achieved 

through secondary research which formed the literature review. This included the use of journals, 

conference papers, understanding the state of art of identity and trust management within SNSs 

and VWs. A literature review was conducted throughout the research to gather updated 

information as changes are constantly made to these platforms. Using the information gathered 

from the literature review, the gaps were identified. Research questions were formulated to ensure 

that these research gaps were filled. One of the major gaps that needed to be filled was the lack of 

user-focused identity and trust management systems on these platforms.   

 

To further assist with accomplishing the aim of this research, primary data had to be collected. This 

was done using quantitative and qualitative research. Semi-structured interviews, experiments and 

online card-sort exercises were carried out to gather this information. The data collected were then 

analysed using qualitative or quantitative methods such as grounded theory and a chi-square test. 

The results were then merged to generate the framework. The proposed framework was then 

evaluated by automating 100 fake/real profiles into Microsoft Excel using a formula to automate 

the task. The purpose of the tool was to generate a trust score for each profile. The level of trust 

was categorised as a low, medium, high and other. The fake profiles would expect a lower level of 

trust whilst the profiles that were real would expect a high level of trust. 
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This chapter contains the mixed methodology that was followed including the experiments. The 

chapter is split into the research questions described in chapter 3. This chapter also includes a 

discussion on how the analysis ties back to the research questions. This is presented with the use of 

tables, which will be further elaborated in the analysis. Future work from the findings is provided in 

chapter 8 of this thesis. 

 

4.2 Experiment 1 – Avatar-user association in VWs 

4.2.1 Research questions 

• What are the different identity attributes used in virtual worlds? 

• How do these attributes of identity differ from the user's real-world identity? 

• How do the user and the Avatar associate with each other? 

 

4.2.2 Background 

Following the literature review, an experiment was designed to understand how VW users portray 

themselves in their environment. This was carried out using experienced and inexperienced users 

of OpenSimulator (an open-source multi-user 3D application user used to create a virtual 

environment). 

 

Participants were asked to demonstrate the avatars they had previously created as part of a 

university project. The demonstration involved explanations of the appearance of their avatars as 
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well as the information about their chosen communities. Participants were asked to take part in a 

semi-structured interview to gather accurate information about their perceptions of using offline 

identities (true self) in a computer networked environment such as OpenSimulator. Participants 

were asked open-ended questions based on their answers to the previous questions. For example, 

if the participants' response is "No" to the question "Do you intend to portray yourself through the 

avatar created?", questions asked later on focused on the participants' new social identities. This 

helped to avoid superimposing views of the participants, which was vital to understand their 

perception. Questions asked were all related to the social identity used in the virtual environment. 

The data were analysed using Grounded theory. 

 

4.2.3 Participants 

Participants of this experiment were university students enrolled in a computer science course. The 

participants of this experiment were sixteen Computer Science students. All the participants were 

Computer literate. The semi-structured interview was carried out with students who were 

interacting in a virtual world environment as part of their university project. The virtual environment 

used is Open Simulator.  Not all the participants used were regular users of VW as some participants 

were beginners in VWs. 

 

The sampling technique used is described in chapter 3. Convenience sampling was the most suitable 

sampling technique for this experiment. All the participants were computer science students in the 

same module. At the time of the experiment, this was convenient as all these participants had access 
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to a VW environment and had some knowledge of VWs. It was important that the participants had 

an avatar created before the experiment and created not solely for this experiment. This as achieved 

as the avatars that the participants created were for their computer science module task. 

 

4.2.4 Venue 

The experiment took place in a university computing lab. The lab was ideal for this experiment due 

to the resources such as a computer, network connectivity available for the participants to carry out 

this experiment. The participants are all students that were using the virtual environment to carry 

out their project. 

 

4.2.5 Task 

The participants were asked to demonstrate their Avatar that was created for their university 

project. The Avatars were created before the experiment and were not created for the experiment. 

Once the participants showed their uniquely designed Avatar which they created in Open Simulator, 

they were asked questions on the identity of the avatars and how they relate to their avatar. 

 

4.2.6 Questionnaire 

An example of the questionnaire used for this experiment can be found in Appendix A. The 

questions were not fully pre-defined and so a semi-structured interview format was followed. The 
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questions asked were depending on the features of the Avatar to understand how they relate to the 

participant. 

4.2.7 Data collection 

The 16 interviews conducted with computer science students were the initial set of data used for 

this research study. The interviews were recorded and then transcribed for analysis. Each interview 

was coded manually and reviewed for emerging themes. Upon completion of coding and reviewing, 

grounded theory was used throughout the data collection and data analysis process. 

 

4.2.8 Data analysis – Grounded theory 

The grounded theory aims to discover or generate a theory based on the findings (Glaser and 

Strauss, 1967). Using grounded theory for data analysis helped to generate the theory based on the 

views of the participants. This involved splitting the data into categories and subcategories. The 

recordings of the experiment were transcribed before categorising the data. The variables involved 

were identified, labeled and categorised. The data were then presented using a coding paradigm to 

identify the causal relationship between the identified categories.  The three levels of analysis 

followed were: (a) open coding, (b) selective coding,  and (c) theoretical coding. At each level of 

analysis, a constant comparison was carried out to filter the data further until themes emerged from 

the collected data. These are presented in the form of tables which include the detailed code and 

theme data. Examples of the interview transcript are provided in Appendix A. 
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Identity Attributes 

Experienced 

participants   Inexperienced participants   

Different body shape 86%   17%   

Same body shape 14%   83%   

Different gender 80%   0%   

Same-gender 20%   100%   

Different height 72%   27%   

Same height 28%   73%   

Different hairstyle 83%   17%   

Same hairstyle 17%   83%   

Use of Alter-ego (false 

self) 71%   29%   

Use of true self 29%   71%   

                       Blue – 0-10% , Green – 10-19%, Amber – 20-30%, Red – 70-100% 

Table 8 - User-Avatar Association Experiment Results 

 

Table 8 shows the results gained from the experiment. The appearances of the avatars, created by 

the participants were investigated. These avatars were created before the experiment for academic 

purposes. Using grounded theory, the data were analysed and split into two categories, experienced 

and inexperienced. It was identified that decisions made by the participants differed based on their 

level of experience. Those participants who showed very little or no experience were placed in the 
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inexperienced category whilst those participants who showed a good level of experience were 

placed in the experienced category. The results were then colour coded based on the percentage of 

users for each identity elements. 

 

70-100 percent of the experienced participants (Red coloured group) made changes to the elements 

such as different body shapes, different gender, different height, different hairstyle and the use of 

alter ego. However, 70-100 percent of the inexperienced participants were put in the red group 

because 70-100 percent of these users made changes to the elements such as the same body shape, 

same gender, same height, same hairstyle and the use of true self. The majority of the inexperienced 

users used their offline identity (true self) in this VW. 

 

Another finding was that 71 percent of the experienced participants used to alter ego/false self 

which was replicated in the form of avatars. These avatars shared little or no features with the 

participants whilst only 29 percent of the inexperienced participants (Amber coloured group) used 

alter egos/false self. The inexperienced users stated that the decision to use false self was a 

coincidence. The outcome of this experiment shows that the use of alter ego (second self, false self) 

by experienced users whilst the use of true self (true identity, offline identity) was dominated by 

inexperienced users. 

 

It was also found that 100 percent of the inexperienced participants preferred to create same 

gender avatars whilst 80% of the experienced users preferred to use the same gender for their 
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avatars. Lack of experience, as well as the decision to be themself in such environments, may have 

influenced such decisions. The inexperienced users stated that they preferred to be their true self, 

just the way they are in the real world.  The experienced users preferred to have alter egos due to 

the impact it has on interacting with other users. Having new identities in such environments is seen 

as the best platform to be popular which is seen as difficult to achieve in the real-world due to 

reputation and lack of confidence. Users integrate their fantasies and interests through the avatars.  

 

According to Dr. Winnicott (Winnicott, 1965), false self or false identity is widely used by people 

who feel empty and are undergoing serious emotional problems. This experiment shows that this 

can't be generalised to all the users of such environments. The findings show that the use of alter 

egos or false self is seen as a way to achieve what is unachievable in the real world. By creating 

interesting avatars in VWs, the users can widen their friendship circle as it portrays that the user is 

fun to interact with. 

 

The avatars of inexperienced participants shared similar appearances as the participants (such as 

body shape, height, and hairstyles) However, these were different for the experienced participants. 

The experienced participants stated that the appearances of their avatars allowed the interactions 

with other users to be successful. This helped the participants to widen their friendship circle easily. 

 

All the inexperienced participants used their gender and so were put in the red coloured category. 

However, a few of the inexperienced participants used different hairstyles and different body 

shapes; hence, they were put in the green category. 
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The findings from this experiment showed that very few experienced participants use their own 

identities in such environments. Not many inexperienced users use such environments, which were 

seen in this experiment. The decisions to have new social identities in such an environment are 

influenced by peer pressure as well as the ability to be flexible. Some of these participants don't 

consider VWs as a real environment and so do not see the consequences of using fake identities. 

Some participants prefer to conceal their identity for privacy which is easy to achieve in VWs. 

Another important finding from this experiment is the insignificant level of user-avatar association, 

especially with inexperienced users. 

 

4.3 Experiment 2 – Identity attributes and authenticity of user-profiles in SNSs 

4.3.1 Research questions 

The research questions associated with this experiment are: 

• How do social network users differentiate between a real and fake profile? 

• Are the decisions to determine if a social network profile is fake or real fully dependent on the 

identity attributes disclosed by the users on their social networking profile. 

• Is there a difference in the number of profiles identified as fake and real between social aware 

and non-social aware participants? 

 



86 

 

 

4.3.2 Background 

This experiment investigated the attributes that formulate identities in social networks. This 

experiment helped to understand the role of identity attributes in determining how genuine a social 

network profile is. 

 

4.3.3 Participants 

The experiment involved the assistance of 15 social network users (social aware) and 15 non-social 

network users (non-social aware). Social network users were mainly of the age 18-30 whilst the non-

social network users were mainly of an older age group (above 40). The participants were randomly 

picked but the majority of the participants are from an academic institution. The non-social network 

users have never used a social networking site in their life and never been exposed to one. 

 

4.3.4 Venue 

This experiment did not have a specific venue. This took place at a university, researcher's home 

and a public domain like a coffee shop. 

 

4.3.5 Task 

The experiment involved the assistance of 15 social network participants and 15 non-social network 

participants. The social network participants are active Facebook and Twitter users whereas the 

non-social network participants have never been active on any type of social network. The 
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participants were presented with 12 Facebook profiles (6 fake profiles and 6 real profiles). The 

profiles were presented to the participants in printed form. Some of the profiles included images of 

the user with information such as name, gender, location, email address, phone number, and friends 

list. Participants were asked to identify and categorise the profiles as "fake" or "real". They were 

then asked to explain the reasons for their decision. Questions were asked regarding what 

information from the profile helped them to decide if the profile is fake or real. Some of the profiles 

showed limited information. 

 

4.3.6 Questionnaire 

The questions asked were mainly on the participant's decision to place the profiles into the real and 

fake category. Participants were asked what information from the profile was used to decide what 

categories the profiles were best suited for. 
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4.3.7 Results 

Attributes 
Social Aware 

Participants 

Non-social aware 

Participants 

Name 100% 100% 

Gender 100% 100% 

Profile Picture 67% 100% 

Location 33% 67% 

Email Address 47% 0% 

Phone 

Number 
0% 0% 

Mutual 

Friends 
53% 0% 

Table 9 – Attributes used by participants to categorise the profiles 

 

Table 9 shows various attributes of identity displayed on the user profiles provided to the 

participants. The table also shows the percentage of these attributes chosen by both social aware 

and non-social aware participants to decide the authenticity of these profiles.   

 

Both groups of participants based their decisions by looking at the name, gender and profile pictures 

displayed on the profiles. However, only 67 percent of the social aware participants believed the 
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profile pictures. These participants stated that they are aware of the use of pictures of other social 

network users. This helped the participants to decide whether the pictures belonged to the users. 

The non-social aware participants were not aware of such behaviours, hence, they believed that the 

pictures belonged to the user. None of the fake profiles were identified by the non-social aware 

participants as fake.  

 

Participants from the non-social aware group didn't pay any attention to the email addresses, phone 

numbers and friends list provided on the profiles as they didn't understand the importance of having 

such information. However, 47 percent of the social aware participants used the email addresses to 

help them decide how legitimate the profiles are. This is not a secure way of validating one's identity 

due to the flexibility of having multiple email addresses that can easily be created by anyone. 

An interesting finding from this experiment is the importance of 53 percent of the social-aware 

participants placed on the number of friends displayed on the user's profile. The more the number 

of friends on the list, the easier it was to decide how genuine a profile is. This can be misleading as 

the user may not personally know all the people on their friends' list. 

  



90 

 

 

 

Social Aware  

participant no. 
Real Fake 

Non-Social 

Aware  

Participant no. 

Real Fake 

1 4 4 1 3 1 

2 4 4 2 4 1 

3 2 4 3 4 1 

4 6 4 4 4 1 

5 6 4 5 6 3 

6 1 4 6 1 3 

7 4 4 7 2 3 

8 4 1 8 2 3 

9 5 1 9 2 1 

10 3 1 10 6 1 

11 1 1 11 1 1 

12 6 3 12 6 1 

13 4 2 13 6 0 

14 6 2 14 3 0 

15 6 6 15 2 0 

Table 10 - Number of profiles placed in Real/Fake category by social and non-social aware participants 
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Table 10 shows the number of user profiles provided to the social aware and non-social aware 

participants. Each category consisted of a total of 15 participants, overall of 30 participants. The 

participants in the social aware group showed an increased number of fake profiles than the 

participants in the non-social aware group. Based on the findings from the experiment, it is clear 

that in the non-social aware participants' category, the majority of the profiles were placed into the 

real profile category. Some of the participants have identified none of the fake profiles in the non-

social aware category.  Even though the social aware participants have identified several fake 

profiles, it is still not clear if they understand what attributes of a profile to look at when deciding if 

a profile is fake or real. 

 

4.3.8 Data analysis - statistical analysis 

To verify the hypothesis, set at the beginning of this experiment, a suitable test to analyse the data 

was identified. A chi-squared test was seen as a suitable test for the data collected. A chi-squared 

test is a statistical hypothesis test where the sampling distribution of the test statistic data is chi-

squared distribution when the hypothesis is true. It is used as a test for statistical significance. This 

will show that as the researcher assumed, there is a relationship between the two variables being 

tested. With any experimental results, the researcher should take into consideration the statistically 

significant result and the practical application of that. In order words, the population used for the 

test should be considered before applying the results to the wider population. 

To carry out the statistical significance test, the following steps should be followed: 

1. Determine the research hypothesis 
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2. Identify the null hypothesis 

3. Determine a probability of error level 

4. Calculate the data to compute the test for statistical significance 

5. Analyse the findings and interpret the results (Saint-Germain, 1977) 

 

4.3.8.1 Step 1 & 2 

The first step of conducting the significance test is determining the null hypothesis 

A null hypothesis specifies that there is no relationship between the variables. According to Saint-

Germain (1997), the null hypothesis is easier to disprove than it is to prove the research hypothesis.  

So, in this experiment, the hypotheses for conducting a Chi-Square test is as follows: 

 

Null Hypothesis: There are no differences in the number of fake and real profiles identified by the 

non-social aware participants and the social aware participants. 

Alternative Hypothesis: There are differences in the number of fake and real profiles identified by 

the non-social aware participants and the social aware participants. The non-social aware 

participants will identify less number of fake profiles than the social aware participants. 

 

4.3.8.2 Step 3 

The third step is to determine the probability of error level. There are two types of probability errors, 

namely, "Type 1" and "Type II". Type I error normally occurs when the researcher assumes that 

there is a relationship between the chosen two variables when in reality there is no relationship. 
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This is normally when a true null hypothesis is rejected when it shouldn't be rejected.  This type of 

probability is called Alpha (Saint-Germain, 1997). Type II error occurs when the researcher assumes 

that there is no relationship between the variables when there is. In this case, the false hypothesis 

is rejected when it shouldn't be rejected. This type of probability is called beta (Saint-Germain, 

1997). The value for the error needs to be determined and this varies for different subjects. The 

value of alpha is normally accepted by many researchers which is the type 1 error. As this 

experiment is closely associated with social sciences as it is linked with studying human feelings and 

behaviours, the alpha level value of 0.05 is accepted for the analysis of the results.  

 

4.3.8.3 Step 4 

The next step is to compute the Chi-Square test. In this experiment, Chi-Square is computed using 

the categories of social aware and non-social aware. Table 11 shows the observed values that are 

the sum values of the number of real profiles by the social aware/non-social aware participants and 

the total of the fake profiles by the social aware/non-social aware participants. The total values 

show the marginal total values of these numbers. These values were taken to generate expected 

values. For example (see Table 12), the expected value of social aware participants for the real 

profile group is 68.15 whilst the expected value of the fake profile for the social aware participants 

is 38.85. All these values were then used to generate the residual value which was further calculated 

to give the Chi-Square test value of 3.794 (See Table 13). The p-value was calculated using a software 

as the Chi-Square distribution table could not provide an accurate value of p. Using the software, 

3.794 Chi-Square with 1 degree of freedom gives the p-value of  0.0514. 
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The p-value shows that the null hypothesis can be rejected. This means that the null hypothesis 

stating there are no differences in the number of fake and real profiles identified by social aware 

and non-social aware participants can be rejected. Instead, the alternative hypothesis stating that 

there are differences with the number of real and fake profiles identified by social aware and non-

social aware participants were accepted. 

Observed Real Fake Total 

Social Aware 62 45 107 

Non-Social Aware 52 20 72 

Total 114 65 179 

Table 11 - Observed values for the number of real and fake profiles in social and non-social aware category 

Expected Real Fake 

 

Residual Real Fake 

Social Aware 68.2 38.85 

 

Social Aware -6.2 6.15 

Non-Social Aware 45.9 26.15 

 

Non-Social 

Aware 
6.15 -6.2 

       

  

(Observed-

Expected)^2 
Real Fake 

  

  

Social Aware 37.76 37.76 

  

  

Non-Social Aware 37.76 37.76 

  
Table 12 - Expected, Residual and Residual^2 values of the number of real and fake profiles for social and non-social 

aware participants 
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Observed-

Expected)2/Expected 
Real Fake 

Social Aware 0.55 0.97 

Non-Social Aware 0.82 1.44 

Total 1.38 2.42 

  

Chi-Square 

Test Value 
3.794 

Table 13 - Chi-Square Test Value 

4.3.9 Discussion 

The final stage of the Chi-Square test is to interpret the results. The experiment helped to observe 

which of these attributes contributed to the identification of an individual’s identity on social 

networking websites such as Facebook.  Participants were asked questions on what attributes they 

find important to accumulate an understanding of anonymity vs. authenticity on social networks. 

Many individuals do not disclose such information to the public and so it was interesting to see how 

identity obfuscation affects the categorization of real and fake profiles. Some of the participants 

judged the user identities based on the profile images, but this was not seen as realistic enough with 

profiles where users display pictures of their pet or a TV character. 

 

SNSs provide users the possibility to enter new communities. Most SNSs allow users to disclose 

personal information to other users. This allows the users to control what information to disclose 

to the public or other users with the possibility to create new identities. The new identities created 
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can be cloned from other profiles or even fabricated to meet the theme of the community. Such 

actions may contribute to the likelihood of inappropriate activities carried out on social networks. 

By using participants who were not familiar with social networks,  an understanding of how the 

public interprets identities on social networks can be established. 

 

The results from this experiment helped us to understand what the main attributes of a social 

networking site profile are that users materialise to distinguish between a real and fake profile. The 

main attributes that the participants pointed out in this experiment were the user's name, gender, 

profile picture, email address, and mutual friends. Phone numbers were not considered as an 

important attribute for the identification of the profiles. Even though the results varied for the social 

and non-social aware participants, both categories of participants were looking at similar attributes 

to make their decision. 

 

Before the test, it was assumed that the results will vary for both the categories in terms of the 

number of profiles identified as real and fake profiles. The chi-square test carried out with the data 

gathered confirms this. This shows that non-social aware participants are more at risk of falling into 

the hands of cyber predators. Hence, this is something that will be highlighted in the guidelines 

provided in chapter  7. 
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4.4 Experiment 3 – Card-sort exercise to determine the level of trust in SNSs 

4.4.1 Research questions 

Investigate the correlation between identity and trust in distributed software systems in VWs and 

social networks - This objective was to understand how digital identity attributes such as name, 

gender, etc. helps to formulate any form of trust in these environments. This was achieved through 

questionnaires and a card sorting exercise. 

 

The research questions associated with this card sorting exercise are: 

• What information disclosed by the users is used to decide if any trust can be established with 

that user? 

• Can any trust between strangers be established with a minimal amount of information on 

their social networking profile? 

 

4.4.2 Background 

To understand how trust is established on SNSs, a card sorting exercise was carried out. Card sorting 

is a method used to help design or evaluate the information architecture of a site. The card sorting 

method involves organising topics into various categories. The categories can be predefined as well 

as generated on the spot. Usually, this is carried out by using actual cards/papers or various tools 

available online. 
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Card sorting exercise has many benefits. One of the main benefits is that it is easier to understand 

the topic and see what other users expect. The type of card sort exercise used was closed card sort. 

Due to the complexity and time for gathering enough participants for this exercise, this exercise was 

carried out online to allow participants to take part in their convenience. 

 

4.4.3 Scenario 

This card sort exercise was carried out using 50 Facebook profiles, 25 profiles were of the fake 

category whilst the other 25 were of the real Facebook profiles category.  The 25 real profiles were 

provided by volunteers whilst the other 25 were of celebrities, marketing profiles, and fictional 

characters. The volunteers were picked based on recommendations from known users to ensure 

that the profiles were genuine. The fake profiles were of celebrity imposters that were publicly 

available. 

 

Images of the profiles were uploaded to an online survey portal. Participants were selected using 

convenient sampling. The participants were provided with the link and password to take part in the 

exercise. Participants were only able to begin the exercise upon agreed consent which is the first 

phase of the card sort exercise. If participants disagreed with anything mentioned in the informed 

consent form, they can disagree and quit the exercise. This must be done before the start of the 

exercise. 
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Participants were asked to group the profiles into 4 categories. The categories are ‘low level of trust’, 

‘medium level of trust’, ‘high level of trust’ and ‘None. The ‘none’ category is for the profiles that 

they find completely fake or can’t establish any level of trust.   

 

Participants were requested to make their decision based on the information that is provided on 

Facebook profiles. All the profiles provided contained a variety of information and not all profiles 

contained the same type of information. This is due to how restricted some social network profiles 

are set up to view as by people that are not on their friends' list. However, not all SNS users are 

aware of the various privacy settings that they can control which leads to private information from 

being exposed to the public. Some of the profiles used in this exercise contain information that is 

available for any non-Facebook user to view. The different kinds of information shown on the 

profiles are described below and are briefly shown in Figure 4. 

 

Figure 4- Information disclosed to the public on the user profiles 
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4.4.4 Context 

This exercise is to determine how social network users perceive E-identities of other Facebook users 

and use that information to establish a level of trust. The main aim was to understand how the 

participants perceive the information disclosed by the owners of these Facebook profiles. 

Participants are limited as to what information can be accessible for them as they are not already 

friends with these users. Due to the vast popularity of Facebook and it's growing population of users, 

Facebook user profiles seemed to be appropriate for this exercise. The profiles that were selected 

were voluntarily provided by the users themselves as well as profiles that were publicly available to 

anyone (Fake profiles). None of the profiles were filtered out for this exercise. 

 

The card sort exercise took place over three months to maximise the number of participants. 

4.4.5 Participants 

Participants used for this exercise were both students and professionals. All participants came with 

diverse skills in the computing field. An email was sent to all the workers at this Fin-tech company. 

The individuals that voluntarily responded with agreement however a formal consent was received 

before the start of this exercise. The amount of time taken varied between participants. Some of 

the participants were new to the world of social networking. 

 

4.4.6 Venue 

The exercise was carried out in the participant's own space as the exercise was made available using 

an online portal. 
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4.4.7 Task 

The task for the participants is to group the 50 user profiles provided into the given categories such 

as, “Low”, “Medium”, “High” level of trust and “None” for those profiles that the participants 

deemed as fake or where no level of trust was established. The user profiles exhibit different types 

of identity attributes which are shown in Figure 4. These include their name, posts, comments on 

posts and photos, photos, friends list, mutual friends amongst others. The participants were 

provided with a password to access the exercise. This was to protect the profiles from any non-

participants. Participants were asked to carefully look at the profiles provided to them on the portal 

and assume that the participants were sent friend requests by these 50 Facebook users. Based on 

the information provide, users are then asked to categorise the profiles into the pre-defined 

categories. Once the participants have decided which profiles to place into which category, they are 

asked to explain reasons as to why the profile was placed in that category. The participants had no 

direct contact with the researcher during their exercise. The researcher was only made aware of the 

responses upon completion.   

4.4.8 Questions 

Underneath each profile, the participants were provided with a question "why was this profile 

placed in this category?" with a free text field to enter their responses. 
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Low Medium High None 

Very low number of 

friends 

Some information 

with some photos 

This profile has a high 

number of friends 

Account looks fake 

The interface does not 

look like a real page. 

There is no banner 

across the top with the 

users cover image 

Photos, mutual 

friends and 

information 

This user has a very 

high number of 

friends 

Not enough 

information to 

decide 

Some photos and friends 

but not a lot of 

information to make a 

decision 

Has some mutual 

friends, photos, and 

posts 

A lot of friends and so 

this user is known to 

many people 

Incomplete profile 

Not enough information 

but has some friends 

The user profile has 

posts, photos, and 

mutual friends 

For someone who has 

so many friends, you 

would hope that they 

would be trustworthy. 

Still, it would not be 

someone I would be 

friends with 

I am not sure about 

this one 
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User has given many 

photos and has some 

friends 

User is known to 

other users and has 

posts 

This user seems 

popular with the 

number of friends 

Not enough 

information 

Looks like a celebrity and 

for her to have a low 

number of friends 

doesn’t look genuine 

User has mutual 

friends 

A lot of friends and 

some information 

makes it look genuine 

Profile looks fake 

Intro photo seems 

different style to the 

other photos 

Number of posts 

and photos 

High number of 

friends and some 

information 

Not enough 

information 

Not very high-resolution 

photos and not many 

friends 

1 mutual friend and 

a high number of 

posts 

This person has a lot 

of friends 

Not enough details 

Table 14 - Selected responses from the participants for each category of trust 

 

Some of the responses from the participants for reasons why the profiles were placed in their 

desired category are provided in Table 14. Most of the responses show that the participants looked 

at information on the users' identity, popularity and some participants used a holistic view. The 

profiles placed in the high category were of those profiles showing a high number of friends, several 

mutual friends and the information shared on their profile. The popularity of a user in the exercise 

was measured based on the number of mutual friends. However, the profiles placed in the Low level 
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of trust category were those profiles that showed very little information, a low number of friends 

and inconsistency in the photos used.  Some other responses include a lack of mutual friends. The 

profiles places in the none category are those profiles showing very little information, fake 

information or limited information. These profiles also do not show any mutual friends.  

The final question asked to the participants was to gain an understanding of what the profiles should 

portray for the participants to place them into the high level of trust category. This was achieved by 

asking the participants to respond: “Please state your views on what would contribute towards 

placing all the profiles into the 'high level of trust' category". A sample of responses is provided 

below in Table 15. 
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Eligibility for a high level of trust 

High number of mutual friends, high amount of information, posts from others and photos. 

The user profile should show an appropriate amount of information such as their name, where 

they work, location, gender, photos and should also contain mutual friends. I will not accept a 

request that comes from users that do not have any mutual friends with myself. 

Should contain at least 5 mutual friends, posts and comments from other users. 

Users should show the number of friends they have, have a reasonable number of mutual friends, 

posts, photos, and comments from other users. 

Mutual friends, number of posts, detailed profile and photos. 

I need to know the person personally as that would be how I make sure their identity is real. 

Mutual friends, comments from friends. 

Several friends, sometimes friends in common, number of meaningful posts and personal 

pictures. 

Table 15 - High level of Trust eligibility responses from participants 
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4.4.9 Results 

 

Figure 5 - Fake/Cloned and Real profiles vs Level of Trust 

 

The results from this card sort exercise showed several opinions from the participants concerning 

user profiles from unknown strangers.  Figure  5 shows the number of user profiles in low, medium, 

high level of trust whilst any profiles that were regarded as fake/unsure were placed into the none 

category. The findings from each of these categories are explored below.   

 The chart also shows the number of times participants skipped placing a profile into a category 

(missed). A total of 1550 responses were expected from 31 participants for 50 user profiles. 

However, the data was split into fake and real profiles. Hence, the expected number of responses 

for the fake profiles is 775 and 775 for the real profiles. Appendix B shows the categories the profiles 

69 70

276

327

33

288

156

200

81

50
0

50

100

150

200

250

300

350

High Medium Low None Missed

N
u

m
b

er
 o

f 
R

es
p

o
n

se
s

Level of Trust

Fake/cloned and Real profiles vs level of trust

Fake/Cloned Profiles Real Profiles



107 

 

 

were placed against the profile number. Appendix C shows the information that the user used to 

place these into the categories.  

 

4.4.9.1 High Level of Trust 

This category consists of user-profiles that were regarded as high level of trust. Participants placed 

the user profiles in this category based on the information the user has shared with the public. 

 

The number of times the fake profiles were placed in the high category is 69(9%) whilst the real 

profiles were placed 288 times (37%). Each profile from the fake category was placed at least once 

into a high level of trust category. The profile that was put into the high category the most was 

profile 1. This profile showed a total of 4578 friends in their friends' list which was a predominant 

factor for this profile being placed in the high category. Additionally, some participants placed this 

profile into the low level of trust category due to the high number of friends whilst having very little 

information on the profile. This shows that some users may look at one aspect of the users' profile 

whilst other users may look at the profile holistically. Some of the attributes of a profile that were 

used based on the responses from the participants include photos, information pertaining to their 

identity including their employer. The popularity of the user was measured using the number of 

mutual friends the user has and the number of posts visible on their profile. All 31 participants have 

places at least one profile into the high level of trust category. The lowest number of profiles placed 

is one whilst the highest number of profiles placed in this category is 25 (including both fake and 

real profiles). 
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4.4.9.2 Medium Level of Trust 

This category consists of user-profiles that were regarded as medium level of trust. Participants 

placed the user profiles in this category based on the information the user has shared with the 

public. 

 

The number of times the fake profiles were placed in the medium level of trust category is 70 (9%) 

whilst the number of real profiles was placed 156 times (20%). The fake profiles placed in the 

medium level of trust category equates to 9% of the total responses for the fake profiles. Only three 

participants placed no profiles into this category. Profile number 8 (fake profile)  had the highest 

number of times placed in this category. This profile was placed due to the number of friends and 

the information provided on the profile. 

 

The real user profile with the highest number of times placed in this category is profile number 27 

which was picked by 17 of the participants. The participants chose this profile for this category due 

to the number of mutual friends which constitutes how popular the user is, posts on the profile, 

photos and overall amount of information presented in the profile. 

 

4.4.9.3 Low Level of Trust  

This category consists of user-profiles placed in the low level of the trust category. Participants 

based their decision using the information provided on the user profiles. 
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The number of times the fake profiles were placed in the low level of trust category is 276 times 

(36%) whilst the number of times the real profiles were placed in this category was 200 times (26%). 

Profile 2 was the most picked profile from the fake profiles for this category. Participants' responses 

to why this profile was chosen included reasons such as incomplete profile, limited information, 

limited or no photos provided, hidden friends lists and no mutual friends. However, even with all 

these factors, these participants did not put this profile into the none category. Only 7 participants 

selected this profile for the none category which shows that the 24 participants had some level of 

trust established based on the information provided in this profile. 

 

The most picked profile from the real profiles for this category was profile 34 and profile 49. Both 

these profiles were picked by 16 participants. The reasons for profile 34 to be picked included 

factors such as limited information and photo inconsistencies. However, these participants have not 

mentioned anything about the user’s friends list or popularity as these two were the predominant 

factors for the high/medium level of trust category. On the other hand, profile 49 was picked for 

the low category by some of these participants as the user had one mutual friend whilst the other 

factors remain the same as profile 34. 

 

4.4.9.4 None 

This category is mainly for those user profiles that the participants considered as fake or profiles 

that the participants were not able to establish any level of trust. The profiles that were placed in 
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this category were mainly of people of celebrities or profiles that showed non-human photos. 

Participants stated that it is very unlikely that they would be expecting a friend request from 

someone famous even if they have mutual friends with each other. The profiles in this category had 

a limited amount of information and did not show activities that show that the user is an active 

member of this social network. 

 

The fake profile that was most picked by the participants was profile number 7. This profile was 

selected by 17 participants.  Participants' response to why this profile was selected did not elaborate 

the reasoning. Most of the participants stated that the profile looks fake and is seen as a marketing 

profile. Participants have also stated that the limited information shown on the profile is fake and 

so the profile does not look genuine. 

 

The real profile that was most picked by the participants for this category was profile number 29. 

This profile was chosen by 9 participants. The reasoning behind this profile being picked for this 

category was predominantly based on the very limited information provided by the user on this 

profile.  

 

4.4.9.5 Contents vs level of trust 

During the analysis, it was found that there was a correlation between the number of attributes 

found on the user-profiles and the level of trust established. Figure 6 shows the correlation between 

these phenomena. 
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Figure 6- Chart showing the level of trust Vs Number of profile contents attributes used 

 

The level of trust that the participants placed the user profiles varied on the number of attributes 

that were available to be used. The profiles were placed into a high level of trust approximately 293 

times with two or more attributes used. However, only 77 times were the profiles placed into the 

high-level category by those participants who used only 1 attribute to help make their decision. The 

same observation was found for all other levels of trust. The number of times that the profiles were 

placed into the low level of trust with only 1 attribute was 77 times whilst with two or more 

attributes, the profiles were placed 219 times. The number of times the profiles were placed in the 

medium level of trust with just one attribute was 89 whilst the number of times more than 2 
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attributes were placed in this category was 150 times. Additionally, it was also noted that the 

profiles that exhibited only one vital attribute were placed in the none category 165 times whilst 

the profiles with more than 2 vital attributes were placed in this category 65 times.  

 

4.4.10 Data analysis – Grounded Theory 

The data that was collected from this card sort exercise was gathered using the questions provided 

to the participants upon the categorisation of the profiles. The responses to the questions 

undergone the grounded theory analysis to code the data, followed by conceptualisation and 

connecting them. During the stage of coding 5901 words were identified from the responses. These 

then undergone a thorough analysis to begin the coding process. The codes that were generated 

included fake, friends, limited information, likes, popularity, posts, mutual friends, photos to name 

a few. These were then coded again to create categories. The categories include Information, 

Activities, Friends, Identity attributes. This was then conceptualised into the categories of identity 

attributes, popularity, reputation. 

 

4.4.11 Summary 

This card sort exercise aimed to identify how social network users establish any level of trust with 

unknown users just based on the information provided on their user profiles. The findings from this 

exercised show results that varied for each of the categories low, medium and high level of trust. 

The participants used all the information provided on the user profiles to make their decision. 

However, some users focused on individual attributes than looking at the profiles holistically. Low 
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level of trust category showed user profiles that contained very little information about the user 

themselves as well as limited or no mutual friends. Some of the profiles showed images that did not 

show the user as the subject or did not have more number of consistent images on their profile.  

The user profiles in the medium level of trust category showed user profiles that had more number 

of mutual friends than the low level of trust category.  The users disclosed much more information 

than what was shared on the user profiles in the low category. Information about their education, 

location, family information was also identified by the participants before placing them in this 

category. The profiles that were placed in the high level of trust category consisted of user-profiles 

with information on their mutual friends, comments from other users on their profiles, likes, posts 

from the user and other users and a high number of mutual friends. 

 

The contents used vs the level of trust established showed that there is a correlation between the 

number of vital attributes exposed and the level of trust established. This shows that the more 

information is made available on the user profiles, the easier it is to establish any level of trust.  With 

the responses gained from the participants in regards to what constitutes a high level of trust with 

users and the findings from all the experiments carried out for this research, a framework is 

produced. The focus of the framework is to produce a system that protects both interacting users. 

This would create a much more successful interaction as both users do not have to worry about how 

legit the user is.  

 

Trust is a very difficult phenomenon to measure due to how it varies from person to person as it is 

very subjective. However, having certain controls and measures in place helps the users to be able 
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to enjoy the environment with ease of mind. Chapter 5 and 6 bridges the findings from this chapter 

from the findings gathered through the experiments conducted and forms part of the framework. 

Chapter 5 and 6 also looks at how the proposed framework compares to existing frameworks and 

how it bridges the gap discussed in chapter 2.  
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5 Framework for Social Networking Sites 

5.1 Introduction 

The fundamental product of this research is the framework, E-identity and E-trust management 

framework (EEMF) coined together from the results achieved from every one the three experiments 

in order to form a solid framework for managing E-identity and E-trust on SNSs and VWs. This 

chapter looks at the framework in detail. Keeping in mind that the end goal for this chapter is to 

comprehend the framework, we look at the distinctive elements contributing towards this which 

was accomplished from the data collections carried out which is discussed in the Chapter 4. 

This chapter is split into two parts. The first part focuses on the framework for SNSs whilst the 

second part focuses on the framework for VWs. The framework is followed by evaluation and 

discussion about the findings from the evaluation carried out. 

 

5.2 Compilation of findings from experiments 

5.2.1 Conclusion from experiment 1 – User-Avatar association 

The primary aim of this experiment was to identify avatar-user association in VWs. The experiment 

was completed in OpenSimulator with participants who created the environment as part of a major 

University project. Key properties of E-Identity were additionally distinguished from the 

participants. 
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The findings from this experiment show that very few experienced users use their own identities in 

such environments. Relatively few inexperienced users utilise such environments, which were seen 

in this experiment. The results show that participants choices to have a new social identity in such 

platforms are impacted by peer pressure as well as the opportunity to be adaptable to the 

environment/community. Participants don’t consider VWs as a genuine real-world domain thus 

don't see the outcomes of utilizing counterfeit identities. Participants preferred to hide their 

identities for protection which is anything but difficult to accomplish in VWs. Another essential 

finding from this experiment is the insignificant level of user-avatar association, especially with 

inexperienced users. 71 percent of the participants claimed to be using identity that is fabricated 

from their fantasy which delineates that dominant part of VW users are not utilizing their real-world 

identities. VW and SNS providers should implement a framework that can enable VW users to have 

the capacity to utilize their virtual world identity while keeping on record who they truly are so as 

to track any exploitative practices. 

 

5.2.2 Conclusion from experiment 2 – Identification of fake and real user profiles  

The aim of this experiment was to identify the key attributes of E-identity utilised on SNSs to 

establish trust. Participants were provided with fake and real Facebook profiles. Participants were 

then requested to settle on a choice on which of the profiles are genuine and fake while settling on 

the choice in light of the data provided on the profiles. 
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The results from this experiment helped us to understand what the main attributes of E-identities 

in social networking site profiles are utilised by users to distinguish between a real and fake profile. 

The principle attributes that the participants called attention to in this experiment are the users’ 

name, gender, profile picture, email address and mutual friends. Phone numbers were not 

considered as a vital trait for the recognizable proof of genuine user profiles. Despite the fact that 

the outcomes shifted for the social and non-social aware participants, both categories of 

participants were settling on similar attributes to settle on a choice.  

 

Preceding the test, it was assumed that the outcomes will vary for both the categories as far as the 

quantity of profiles identified as real and fake profiles. The chi-square test carried out affirms this 

hypothesis. This demonstrates that non-social aware participants are more at risks of falling into 

the control of cyber/digital predators. The key findings from this towards the final framework is the 

different types of attributes in determining if a user profile is real or counterfeit. 

 

5.2.3 Conclusion from Experiment 3: Card Sort Experiment for establishment of  trust 

Participants of this card sort experiment were asked to place 50 diverse Facebook profiles into 

categories based on the level of trust they would give in light of the information provided on the 

profiles. 

The aim of this card sort was to identify the key information provided on a SNS profile that users 

focus on when accepting friend requests from unknown users. The findings from the analysis 

demonstrates that individuals are more inclined to acknowledge friend requests when they know 
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they have friends in common, number of posts with comments showing that there are other people 

that know the person and This  the number of pictures posted with user as the subject in the picture.   

5.3 SNS framework design 

 

Figure 7 - Scientific basis for the proposed EEMF 

 

Figure 7 illustrates the scientific basis of the EEMF. The flowchart shows four steps conducted to 

contribute towards the generation of the EEMF.  
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Step 1 - The first contribution towards the EEMF was the information gathered through literature 

review. The literature review was conducted throughout this research. Upon finding the gaps during 

the literature review, the first experiment was conducted.  

 

Step 2 - Findings show that avatars are generated with reflection of the user’s inner desires. It was 

also found that users prefer to hide their real-world identity. This helped to understand the key 

attributes of a user profile in the virtual world such as their name, number of friends, appearance 

of the avatar. Participants stated that they felt safe knowing strict security is in place to police the 

environment. Participants also stated that the more popular the user is, the easier it is to befriend 

them. This helped to gather the key factors towards the VW framework. These are Identity 

attributes, Authentication, popularity, reputation. Due to the obfuscation of identities in such 

platforms, validation of age and email was gathered from this experiment to be included in the 

framework. Upon completion of this experiment, a second experiment was conducted as an 

understanding of how identities on real and fake user profiles on SNSs was not clear.  

 

Step 3 - This experiment helped to understand the type of information users use from social 

networking sites' user profiles to determine if a user is fake or real. Due to SNSs being a safer 

environment than VWs, participants found it easier to believe the profiles were real. Participants 

based their decisions on the identity attributes such as name, gender, mutual friends, and email 

addresses. This also showed that non-social aware users are more inclined to be accepting requests 

from strangers due to their lack of experience in the environment. This information was used to 

make sure that the framework included security aspect as well information that would provide users 
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of such platforms the ability to look at valuable information prior to accepting friend requests from 

unknown users. Upon completion of this experiment, an understanding how users use the provided 

information on user profiles to establish any level of trust was required. Hence, a final experiment 

was conducted. 

 

Step 4 - This card sort exercise was key in understanding how users categorise real and fake user 

profiles from SNSs into a level of trust category they closely associate the user profile with. Levels 

of trust included high, low, medium and not rated (none). The information gathered from this 

exercise also included why the participants placed the profiles into their desired category of trust. 

This information was used to create the framework for SNSs which included the factors the 

participants used as well as the security concerns prevalent in such environments. 

 

Formation of the framework - The EEMF equation was formed from the findings from the literature 

review and experiment 1-3. The EEMF equation factors in identity attributes, reputation, 

authentication and popularity. The EEMF diagram is shown in Figure 8. 
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Figure 8 - E-identity and E-trust Management Framework for SNSs 

5.4 Background 

EEMF is a system to be integrated into any social networking or virtual world environment by the 

backend technical developers. The aim of the EEMF is to visually display a score on the user profiles 

in order to inform the other users the level of trust they can place on the user. The score is based 

on factors such as: 

• Attributes of identity 

• 2-factor Authentication  

• Popularity of the user in the community 

•  User’s reputation in the community  

The distribution of scores is not done by human but is programmed to be done within the system 

by calculating the aspects mentioned further below in this chapter.  Having a system like the EEMF 
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score system will be useful to any classification of users such as social aware and non-social aware 

users. 

 

Figure 29 shows the final model of the framework based on the findings from this research. The 

diagram shows the key elements of this framework which are Identity attributes, reputation, 

authentication, popularity and the combined calculation of all these constitutes towards the trust 

score. The aim of this model is to show that Identity implies trust in distributed systems such as 

SNSs as well as to make users of such environments feel safe when interacting or socialising with 

other users. The users are able to keep certain information discreet from the public whilst only 

exposing relevant information to the friends on their friendship circle. This in return will allow the 

users who are not already friends with each other to see the score the user holds and base their 

decision on that. The attributes of Identity are the pivotal part of this model. The diagram illustrates 

that the formation of trust is dependent on the attributes of identity which forms the main part of 

establishing reputation, popularity and authentication into the environment. Each of the aspects 

mentioned further on contributes towards the total score. 

 

Prior to explaining how exactly the model works, we look at the various factors from the research 

to help users form trust and identify if a profile Is real or fake. The scores are there for the users to 

make a judgement call on whether to accept that the user is who he or she claims to be.  Table 16 

shows the factors contributing towards identity and trust management in social networks and 

virtual worlds based on the analysis of the data that was collected throughout this research. These 

factors have been identified by the participants as key in establishing trust with unknown users and 
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identifying if a user profile is real or fake. Key factors of E-identity attributes are a user’s name, 

gender, location, profile pictures, photos and the appearance of Avatars (for virtual worlds only). 

Key factors that make up popularity are Mutual friends, Friends, posts by the users and their friends 

as well as the length of time the user been active in the environment. The key factors that make up 

a user’s reputation are posts on the users’ profiles by the user as well as their friends and the 

number of likes and comments from users on their profile posts and images. Finally, the key factors 

that make up authentication is just the login credentials that matches the name that the user 

provided during registration. This is a process that is done once and is done during the registration 

stage. The user will be asked to go through a 2-factor authentication process where the user will be 

taken off the SNSs and VW environment and directed to a  trusted third party, such as a government 

portal. On this portal, the user will be asked to enter the credentials they use to access government 

official services. Once then authentication is successful, they are redirected back to their login page 

on the SNSs or VWs. This 2-factor authentication works the same way PayPal payments work on 

eBay when customers make a payment for their purchases. 
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Environment Factors Classification 

Social Network Name Identity Attributes 

Social Network Employee/school info Identity Attributes 

Social Network Profile picture Identity Attributes 

Social Network Mutual Friends/Followers Popularity 

Social Network Posts Popularity/Reputation 

Social Network Likes/comments  Reputation 

Social Network Photos Identity Attributes 

Social Network Login Validation Authentication 

Table 16 - Key attributes for establishing trust between users in SNSs 
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5.5 EEMF  trust score system 

 

Figure 9 - The EEMF score system equation 

Figure 9  depicts the steps to follow in order to create a trust score for each SNS users. These are 

furthere elaborated below. 

 

5.5.1 Identity attributes 

This section looks at the  framework in detail and what the “EEMF” score system entails. 

Primary and secondary research has proven that an individual’s identity is a collection of different 

attributes of that individual. The data collection exercises have made it evident that the attributes 
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of identity are associated with the level of trust established when engaging in such environments as 

well as to determine whether a user’s profile is fake or real. With the digital world being a low 

signalling environment, an individual’s identity attributes can be dynamic based on the purpose of 

their presence in that environment. Identity alone doesn’t contribute towards the establishment of 

trust but do have a large weighting due to what it depicts about a person. 

 

From the case studies conducted for this research, the main attributes of digital identities were 

compiled. These are Name, Gender, Email address and date of birth. These mentioned attributes 

play a pivotal role in the digital world where obfuscation of genuine identities take place without 

any obstacles.  Names in the virtual world appears to be created based on the character the Avatar 

is portrayed to be and is context dependent. Research shows that social media platforms such as 

Facebook, promotes the use of real world identity. However, this is not adhered to by all users of 

such platforms. Anecdotal evidence demonstrates that the use of fake/cloned identities on this 

platform. This raises the question, are the current identity verification checks enough to validate an 

individual’s identity. This is where this research proposes the use of 2 factor authentication. The 

attributes of identity vary between individuals based on their interpretation of what forms an 

individual’s identity. The data collected for this research showed that in the social networking world 

mutual friends and relationships form part of individuals online identity. However, this is something 

difficult to measure when interacting with users that has never been associated with any friends in 

the user’s friend’s list. This limitation is considered here and so the number of friends is used 

instead. Attributes used for the different types of semantic web may also vary for the same 

individual based on the purpose. Some individuals prefer being discreet and so using their real-world 
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identity is not ideal, hence, a fabricated or fake identity Is used. However, EEMF suggests that users 

should be provided the option to disclose their real identity information with the service provider 

whilst keeping it discreet from other users by not disclosing it on their profile. This is important for 

those users who are under witness protection or are not able to reveal their real-world identity. This 

will allow the staff of the service to track back to the person if there are any issues.  

 

The main attributes of identity used for this framework based on all the primary and secondary 

research are as bullet pointed below. Each attribute has a score value of 2 with a total for all five of 

these at 10. 

• Name 

• Employee/school Information 

• Profile picture 

• Location 

• Mutal Friends/followers 

 

The formula to work out the value for attributes is: 

Attributes = 
(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠)× 2

10
 × 100 

5.5.2 Reputation 

 The second factor that comprises of the EEMF score system is reputation which is a key 

phenomenon in SNSs where face to face interactions are limited. However, users are more like to 
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be using real world identities in SNS than in VWs. However, the use of fabricated and stolen 

identities are common in SNS. Reputation builds the users credibility to other unknown users whilst 

strengthening their level of trust. The participants from the card sorting exercise stated that they 

are more likely to add friends that they know of and add friends that their friends know of.  A Few 

posts from other users, tweets from others, few words to other members of the environment is 

credible enough to ruin a person’s reputation in the digital world due to reputation’s role in offering 

perspectives and generalising one’s thoughts. There are a few monitoring tools that would be able 

to pick out posts and activities associated with a person’s name. For all those emerging social 

networking sites, this framework proposes  an equation that can be integrated into SNSs.  

 

The equation to work out reputation of a user is:  

Reputation = 
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑜𝑙𝑙𝑜𝑤𝑒𝑟𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑟𝑖𝑒𝑛𝑑𝑠
 ×  100 

The score from this equation is then added to the score achieved from attributes score.  

 

5.5.3 Authentication  

Authentication is a vital element of any systems that holdssensitive information from its users. 

Current login techniques for SNSs include using login credentials such as username and password 

to gain access in to the system. Facebook has gone advanced on this and introduced a two-factor 

authentication security feature that is used to protect the user’s account in addition to their 

password. This two-factor authentication is different to what is being proposed as part of this 

framework. This framework proposes a two-factor authentication that requests the user to use a 
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trusted third party, such as a government portal to validate their identity during the registration of 

their social networking site profile. 

 

Authentication is given a score of 100 or 0. 100 is given if the user is able to authenticate themselves 

successfully whilst 0 is if authentication fails.  The score from authentication is combined with the 

score from reputation and the score from the number of attributes. 

 

5.5.4 Popularity 

Popularity is another important aspect of confirming if a user in social network and virtual world is 

real or fake which was verified with the primary and secondary research. 

Popularity = 
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑟𝑖𝑒𝑛𝑑𝑠 𝑖𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑒𝑑 𝑤𝑖𝑡ℎ

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑟𝑖𝑒𝑛𝑑𝑠
 ×  100 

The score from the popularity equation is added to the scores from the number of identity 

attributes, reputation and authentication. 

 

5.5.5 Overall equation for this framework for Social networks: 

In order to calculate the trust score, the equations are combined: 

Trust Score = 
𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠 𝑠𝑐𝑜𝑟𝑒+𝑅𝑒𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛 𝑠𝑐𝑜𝑟𝑒+𝑃𝑜𝑝𝑢𝑙𝑎𝑟𝑖𝑡𝑦 𝑠𝑐𝑜𝑟𝑒+𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑠𝑐𝑜𝑟𝑒

80
 

The sum value of attributes, reputation, poplarity and authentication is divided by 80 to provide the 

resulting value to be an integer between 1 and 5. 
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Table 17 shows what each score mean in regards to the level of trust between the users. An example 

of the trust score value calculation for someone who has scored 100% for all the elements would 

equate the trust score to be 5. A trust score of 5 would place the user in the high level of trust 

category. 

Score Meaning 

0 No level of trust 

1-2 Low level of trust 

3-4 Medium level of trust 

5 High level of trust 

Table 17 - Table showing scores against level of trust 

 

5.6 Framework Evaluation 

To test the validity of the framework, 100 Facebook (50 fake and 50 real) user profiles were used. 

The profiles were scanned for information pertaining to the user’s identity and activities that the 

users of these profiles were engaged in. Profile contents such as “full name”, “school/employee”, 

“location”, “profile picture”, “mutual friends”, “followers”, “posts”, “likes/comments”, “photos”, 

“registered and verified” formed as the factors of trust score. Information for these categories were 

retrieved from the user profiles and placed into an excel file. The excel file contained formulae to 

calculate the scores for each of the categories from the framework. These are “Attributes score”, 

“Reputation score”, “Authentication score”, “Popularity score”, “Trust score” and “Trust level”. 
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5.6.1 Evaluation Results 

 

Figure 10 - Chart showing the level of trust against real and fake SNS user profiles 

 

Using the formulae applied, the profiles were given a rating of “low”, “medium” and “high”. The 

chart shown in Figure 10, depicts the number of fake and real user profiles that had a score value 

that associates with these trust levels.  

 

A total of  42 fake profiles were in the low level of trust rating whilst the number of real profiles in 

the low level of trust rating was 27. The number of fake profiles in the medium level of trust rating 
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were 8 whilst the number of real profiles in the medium level of trust rating were 22. None of the 

fake profiles has a high level of trust rating whilst only one user profile received a high rating from 

the real user profiles. The results from the evaluation (See Appendix D1, D2) show how the 

framework equation can be used to produce a score of each user profiles to determine the 

authenticity of the profiles. This can in retunr help other users to make a decision on whether the 

user can be trusted to be accepted into their profile. None of the profiles showed a rating lower 

than “low” as all the user profiles, regardless of being fake or real, went through a registration 

process and the email/mobile phone number used during registration was verified. However, this 

verification alone does not prove that the account is being used for the right intentions or by the 

right person. Examples of the formulae used for each factor is shown in Appendix E1. 

 

During the card sort exercise, higher number of fake profiles (average of 13) were placed in the none 

category whilst in the evaluation, none of the fake profiles received a rating lower than “low”. The 

number of fake profiles in the high category (3) for the fake profiles in the card sort exercise were 

higher than the evaluation as none of the fake profiles received a rating of high. The number of fake 

profiles in the medium category (3) were less than the fake profiles that received the medium rating 

during the evaluation.  

 

See Appendix D1, D2 for evaluations results for fake and real user profiles. 
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5.6.1.1 Accuracy 

The profiles from the card sort exercise and the evaluation were compared to calculate the accuracy 

to understand how accurate the predictions made by the EEMF framework is. For this, the level of 

trust the 50 user profiles from the card sort exrercise were compared to the 50 user profiles used 

in the evaluation. The trust levels were then compared to see if the participants results matched 

the results generated by the formulae provided in the excel file.  

 

 

Figure 11 - Chart showing the number of profiles categorised by participants vs results from the automated system 
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Figure 11 shows the number of profiles categorised by the participants during the card sort exercise 

that matches the results from the automated system. This was achieved by using the following 

equation: 

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑟𝑜𝑓𝑖𝑙𝑒𝑠 𝑤𝑖𝑡ℎ 𝑚𝑎𝑡𝑐ℎ𝑒𝑑 𝑙𝑒𝑣𝑒𝑙𝑠 𝑜𝑓 𝑐𝑎𝑡𝑒𝑔𝑜𝑟𝑖𝑠𝑎𝑡𝑖𝑜𝑛

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑟𝑜𝑓𝑖𝑙𝑒𝑠
×  100 

 

A total of 37 profiles categorised by the particpants and the automated system did not match. This 

takes the percentage of accuracy to 26%. Data used for this calculation can be found in Appendix 

E2. 

 

5.7 Comparison of EEMF to existing frameworks 

Majority of existing literature concentrates on trust with the environment than trust between its 

users. This includes PageRank which was set up for e-commerce services and its predecessor, 

hyperlink-induced Topic Search (HITS). Few researchers from Switzerland introduced an algorithm 

called QTR (Quality, Trust and Reputation) which is a general ranking method that can evaluate 

users’ reputation and objects’ quality (Liao et al, 2012). This ranking algorithm showed some 

complications in assessing the reliability of a ranking method. Here, we look at some existing 

frameworks and models for trust and identity management on SNSs that are closely related to the 

proposed EEMF trust score system. We also look at current controls in place on such platforms and 

compare how the proposed EEMF score system can improve how trust and identity is managed. 
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5.7.1 Soeder and Barber 

A model for calculating User-Identity trustworthiness by Soeder and Barber 

Identity trustworthiness in online transactions was produced by Soeder and Barber (Soeder, Barber, 

2015).  Soeder and Barber, leveraging concepts from existing research, the user-provider trust 

relationship is modelled with different transaction contexts and attributes of identity. Overall, their 

research found that resource providers can significantly increase confidence in user-identity 

trustworthiness by simply collecting a limited number of user-identity attributes. The model was 

analysed for two aspects of user-identity trustworthiness—reliability and authenticity—with a 

significant set of actual user identities obtained from the user. Therefore, the research investigated 

how providers can increase the likelihood their users’ identities are trustworthy. As the number of 

transactions, a user initiates increases, more identity attributes about the user are collected. This 

model incorporates two vital metrics.  The first metric demonstrates that a user’s identity is more 

reliable when similar attributes are correctly used over multiple transactions. The second metric 

demonstrates that as a user presents more identity attributes, the identity is also more authentic. 

The model focuses on user-provider trustworthiness where the result is not shown to other users 

but only to the service providers. 

 

 In comparison to this model, the EEMF proposed in this research works towards utilising the 

information provided on a user profile which includes factors other than the identity attributes 

itself. The EEMF, proposes a measurement in place to help users assess the credibility, authenticity 

and trustworthy using the metric the will be presented with on each user profile prior to allowing 

the unknown users into their environment. EEMF places an emphasis on the user behaviour in the 
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environment by using the number of followers and friends that the user has which depicts how 

popular the user is in the environment.  

 

5.7.2 Rahangdale and Thakar 

User action based approach to determine trustworthiness among users in social networks by 

Rahangdale and Thakar 

Rahangdale and Thakar proposed a  model to allow information sharing between trusted users 

within a social network. Some social network attributes pertaining to actions of a user on the 

network have been considered that a user may perform very frequently such as tagging, comments 

and likes (Rahangdale, Thakar,2017). This may also include some personal or other sensitive 

information which the user may not want to share with all the other users but may want to share it 

with only trusted users.  They propose that for sharing and exchanging of information between the 

trusted users only trustworthiness of the users needs to be determined. In their model, 

trustworthiness has been calculated by giving appropriate weightage to atrrubtes such as mutual 

friend, tagging, comment and likes on the user profiles. The weighting on trust is determined from 

the maximum action on the user profiles. The weights are also based on the priorities of the 

attributes. These weights are put into the equation to formulate a score for trust.  

 

Rahangdale and Thakar proposed an approach that focuses mainly on user behaviour within a social 

network such as Facebook. The behaviour is not mapped against a user’s identity. Activities within 

a social network can be generated using spam bots and there are users that do not engage heavily 
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within such environments. EEMF maps the trust value againt multiple contents from a user profile 

such as the identity attributes, number of mutual friends, number of friends as well as activiites 

such as posts, comments and likes.  The authenticity of a user account cannot be merely determined 

from their activity within the environment. This is where the authentication process used in the 

EEMF helps to determine that the user is who they claim to be. 

 

5.7.3 Zohrei and Shakeri 

A model for evaluation trust between users in social networks based on subjective logic by Zohreie 

and Shakeri 

A new model for evaluating trust between users in social networks based on subjective logic is 

presented by Zhoreie and Shakeri (Zohreie, Shakeri, 2016). The model calculates the level of trust 

of friendship to help SNS users accept or reject friend requests from unknown users. The calculation 

is based on three categories, such as , similarity, confirmation and recommendation. Similarity is 

based on common interest, friendship distance and profile similarity. Common confirmation is the 

number of likes and dislikes from the user. Recommendation is dependent on how much users trust 

each other to recommend each other. The combined values of these three categories are then used 

to form a trust estimation which is provided to the recipient. This in turn helps the recipient to 

accept or reject friendship requests. This model has similar aim as the EEMF. However, the 

information used by EEMF differs to the model by Zhoreie and Shakeri. The identity attributes used 

in the EEMF is vital in understanding if a user’s account is cloned or fabricated whichis then 

confirmed using the authentication process.  Zhoreie and Shakeri focuses on similarities between 
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user profiles and activites that the users are engaged in to determine how much the user can be 

trusted. The flaw with their approach is that, the activites can be computed and there are no 

mechanisms to confirm that user is who they claim to be. The trust values in their model is good at 

identifying profiles that can be matched based on interests than to confirm the authenticity of the 

user. 

 

5.8 Discussion 

In this chapter, we looked at how the findings from the data collection methods carried out were 

combined to form the e-identity and e-trust management framework to produce a trust score 

system for users of SNSs. The framework has undergone an evaluation using an automated process 

to genrate the score values. These were then analysed to gather the percentage accuracy. We have 

then compared the proposed EEMF trust score system to existing models/approaches and identified 

that the EEMF focuses on a multiple number of factors from authentication, popularity, identity 

attributes and reputation to form a score that helps other users to evaluate if the user can be trusted 

into their environment. The EEMF can help those users that receive unknown friendship requests 

and those individuals who are not able to assess if a request as initiated from who they claim to be. 

This section summarises the findings from the evaluation. 

 

Findings from this research validates that having a trust score system will provide users a better 

method of making decisions on whether a user profile is real or fake.  
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The results from the evaluation show that integration of the EEMF into SNS will provide users the 

ability to decide whether a user can be trusted to gain entry into their profile. It provides a scoring 

system to help any digital world users of SNS to not only establish any level of trust but also to be 

aware that any unethical activities carried out can be reported and the suspect can be caught. 

Another aspect of the framework is that it acts as an identity validation tool and so the number of 

identity thefts will be decreased. However, there can be fraudsters that are able to feed in a large 

number of values to compromise the system and to gain trust from other users not already in their 

network. 

 

The percentatge accuracy of EEMF was calculated by comparing the results from the card sort 

exercise by the participants against the results from the automated system. A total of 50 profiles 

were compared. The same set of 50 user profiles were  used for both the card sort exercise and to 

be fed into the automated system. The comaprison gave the percentage of accuracy as 26%. The 

percentage is expected to be low as the decision made by the participants were truly subjective and 

varied between participants. However, the automated system is consisten in it’s evaluation of the 

user profiles using the provided equations. Some of the information that the participants used to 

gauge trust differed. Some participants looked at the information holistically than assessing each 

attributes individually. It was evident in the results from the card sort exercise that participants 

focussed one or two elements of the profiles whilst dismissing the remaining elements. The 

automated system looks at each profile in a consistent manner regardless of how many friends the 

users have. Some participants looked at the profiles to check if the user had a higher number of 

friends in their list. Some participants also participated in the card sort exercise with a pre-conceived 
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perception that users that they don’t know in the real world, cannot be put into any categories of 

trust. It was noticed that 18 of the user profiles (main fake profiles) were categorised into the not 

rated (as known as none) category by the participants. However, only 2 of these prifles were 

identified as not rated by the automated system. Another reason that the results varied is because 

participants are not able to decide if authentication was carried out for the user profiles. This didn’t 

come across as a requirement that the participants included in their decision. One of the limitation 

of comparing the results from the partiicpants and the automated system is that the results would 

vary due to one being a manual process whilst the other being an automated process. However, 

96% of the fake profiles (24 profiles) were either put into the low level of trust or the not rated 

category by the participants whilst 100% of the fake profiles fed into the automated system did not 

get placed into a level higher than low. In comparison to this, the real profiles categorised by the 

participants showed that 44% (11 profiles) of the profiles were placed into the low level of trust 

category whilst 48% of the real profiles fed into the automated system were placed into the low 

level of trust category. The results from the automated system would vary if placed into a real world 

environment where more information would be available to calculate the trust score. For example, 

some of the profiles used for this study did not disclose the  number of friends on the users’ friends 

list  which would have impacted the end result. This would be easily available if the system is 

integrated as a background process by the social network providers. Thus generating a score that is 

a true reflection of the contents on the user profiles. 

 

The next chapter details how the similar concept of EEMF can be applied to VWs. The evaluation 

was carried out using user profiles from SecondLife.  
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6 Framework for Virtual Worlds 

6.1 Introduction 

The fundamental product of this research is the framework, E-identity and E-trust management 

framework (EEMF) coined together from the results achieved from everyone the three experiments 

to form a solid framework for managing E-identity and E-trust on SNSs and VWs. This chapter looks 

at the framework in detail as applied to VWs. Keeping in mind that the end goal for this chapter is 

to comprehend the framework, we look at the distinctive elements contributing towards this which 

was accomplished from the data collections carried out which is discussed in Chapter 4.  Chapter 5, 

describes the framework for SNSs. Certain aspects of the framework remain the same for both SNSs 

and VWs but due to the difference in both environments and the difference in the type of identities 

used, the framework for VW must be independent. 

 

This chapter articulates the framework, evaluation carried out and the comparison of the EEMF for 

VW compared to existing framework/models for VWs. The chapter ends with a discussion on what 

was found during the evaluation of the framework as well as a summary of what was discussed in 

this chapter.  The framework for the virtual worlds differs slightly from the SNS framework due to 

the change in attributes used in the VWs. 

 

The attributes shown in Table 18, is based on the findings from experiment one described in 

chapters 4 and 5. The experiment aimed to identify the avatar-user association in VWs. The key 

attributes of the avatar's identity portrayed in the virtual environment were analysed using GT 
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analysis. Most of the attributes from the findings are shown in Table 18. Along with the identified 

attributes, observation from being in SecondLife and OpenSim helped to gather further attributes 

used by users. These are brought together to generate a trust score model to generate a system 

that would allow users to understand the users' identity and behaviour prior to accepting a friend 

request from them. The findings from this research show that only a few users of VWs use their true 

self in the environment. The results show that participants choice to have a new social/virtual 

identity in such platforms is impacted by peer pressure as well as the opportunity to be adaptable 

to the environment/community. Participants don't consider VWs as a genuine real-world domain 

thus don't see the outcomes of utilizing counterfeit identities. Participants preferred to keep their 

real-world identities discreet for protection which is anything but difficult to accomplish in VWs. 

Other essential findings from this experiment are the insignificant level of user-avatar association, 

especially with inexperienced users. 71 percent of the participants claimed to be using an identity 

that is fabricated from their fantasy which delineates that the dominant part of VW users is not 

utilizing their real-world identities. Therefore, VW providers should implement a framework that 

can enable VW users to have the capacity to utilize their virtual world identity while keeping on 

record who they truly are to track any exploitative practices within the environment. Crimes such 

as identity theft, bullying and harassment are common behaviours found in virtual worlds.  



143 

 

 

Factors Classification 

Login Validation Authentication 

Name (real and virtual) 
Identity 

Attributes 

Verification (email/voice/camera 

/age/payment information) 
Validation 

Real-world picture 
Identity 

Attributes 

Gender 
Identity 

Attributes 

Avatar Appearance 
Identity 

Attributes 

Friends Popularity 

Posts Popularity 

Followers Popularity 

Table 18 - Table of key attributes for establishing trust between users in VWs 
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6.2 EEMF Design for VWs  

 

Figure 12 - EEMF for VWs 
 

6.3 Background 

Finally, this chapter presents the E-Identity and E-trust management Framework (EEMF) score 

system which is a compilation of the findings of this thesis. EEMF is a system to be integrated into 

any virtual world environment by the backend technical developers. The attribute used towards 

each factor can vary depending on the platform. However, this framework has factored in the 

common attributes for each factor.  

 

 The EEMF aims to visually display a score/trust level on the user profiles to inform other users the 

level of trust they can place on the user. The score is based on factors such as:  



145 

 

 

• 2-factor Authentication  

• Validation 

• Reputation of the user in the community 

The distribution of scores is not done by a human but is programmed to be done within the system 

by calculating the aspects mentioned further below in this chapter.  Having a system like the EEMF 

score system will be useful to any classification of users such as social aware and non-social aware 

users. 

 

Figure 12,  shows the final model of the framework for virtual worlds based on the findings from the 

experiments and literature review conducted for this research. The diagram shows the key elements 

of this framework which are Identity attributes, validation, authentication, popularity and the 

combined calculation of all these constitutes towards the trust score. This model aims to show that 

Identity implies trust in VWs as well as to make users of such environments feel safe when 

interacting or socialising with other users. The users can keep certain information discreet from the 

public whilst only exposing relevant information to the friends on their friendship circle. This in 

return will allow the users who are not already friends with each other to see the score the user 

holds and base their decision on that. The attributes of Identity are a pivotal part of this model. The 

diagram illustrates that the formation of trust is dependent on the attributes of identity which forms 

the main part of the validation of user identities, gauging the popularity of the user and if the user 

has authenticated themselves into the environment.   
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Prior to explaining how exactly the model works, we look at the various factors from the research 

to help users form trust and identify if a profile is real or fake. The scores are available for the users 

to make a judgment call on whether to accept that the user is who he or she claims to be. However, 

in cases where the user has violated the terms and conditions of being in such an environment, the 

technical support teams would be able to track who the user is and identify their real-world identity. 

 

As discussed earlier, the factors contributing towards identity and trust management in VWs based 

on the analysis of collected data and literature review as shown in Table 18. These factors have been 

identified by the participants as key in establishing trust with unknown users and identifying the 

authenticity of the profiles. Key factors of E-identity attributes are the user's name, full name, 

gender, location, real-world picture, and the appearance of Avatars (for virtual worlds only). Key 

factors constituting popularity are the number of followers, number of friends, posts by the users 

and their friends as well as the length of time the user been active in the environment. The key 

factors that make up a user's identity validation are the verification provided for an email address, 

age, camera, and voice. Finally, the key factors for authentication are just the login credentials that 

match the name that the user provided during registration. This is a process that is done once and 

is done during the registration stage. The user will be asked to go through a 2-factor authentication 

process where the user will be taken off the VW environment and directed to a  trusted third party, 

such as a government portal. On this portal, the user will be asked to enter the credentials they use 

to access government official services. Once then authentication is successful, they are redirected 

back to their login page in the VW. This 2-factor authentication works the same way PayPal 

payments work on eBay when customers make a payment for their purchases. However, VWs allows 
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users to save their payment information, users can use their banking portal also for 2-factor 

authentication. Having the users' payment information on file helps the technical team to identify 

the user in cases where the user has violated their terms. Based on all the mentioned factors, the 

equation is formed to generate the trust score as shown in Figure 13. 

 

 

Figure 13 - EEMF Equation for VWs 

 

6.3.1 Identity Attributes 

This section looks at the framework in detail and what the "EEMF" score system entails. 
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Primary and secondary research has proven that an individual’s identity is a collection of different 

attributes of that individual. The data collection exercises have made it evident that the attributes 

of identity are associated with the level of trust established when engaging in such environments as 

well as to determine whether a user's profile is fake or real. With the digital world being a low 

signaling environment, an individual's identity attributes can be dynamic based on the purpose of 

their presence in that environment. Identity alone doesn't contribute towards the establishment of 

trust but do have a large weighting due to what it depicts about a person. 

 

From the experiment conducted for this research on VWs, the main attributes of virtual identities 

were compiled. The identity attributes play a pivotal role in the VW where obfuscation of genuine 

identities takes place without any obstacles.  Names in the virtual world appear to be created based 

on the character the Avatar is portrayed to be and is context-dependent. Research shows that social 

media platforms such as Facebook promote the use of real-world identity. However, this is not a 

rule within the VW environment. Anecdotal evidence demonstrates that the use of fake/cloned 

identities on this platform. This raises the question, are the current identity verification checks 

enough to validate an individual's identity. This is where this research proposes the use of 2-factor 

authentication. The attributes of identity vary between individuals based on their interpretation of 

what forms an individual’s identity.  

The main attributes of identity used for this framework based on all the primary and secondary 

research areas bullet-pointed below. Each attribute has a score value of 2 with a total for all five of 

these at 10. 

• Name (real) 
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• Virtual Name 

• Gender 

• Avatar Appearance 

• Real-world  picture 

The formula to work out the value for attributes is: 

(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠) ×  2

10
 × 100 

The score from the above equation is then applied to the overall trust score equation. 

 

6.3.2 Validation 

The second factor, validation is predominantly for VWs due to reasons that VW users mainly 

generate a VW identity as opposed to SNS where users are more likely to use their real-world 

identities. Due to this, an extra factor is added based on validation from payment information that 

users provide and email verification. This adds an extra layer of security and assures the users that 

the VW user's real-world identity is not discreet to the technical support team. This would also allow 

the technical support team to identify the users from any anomalies found in their behaviour. 

 

The attributes for this factor are provided during the registration process where the user is required 

to verify their email address. Payment information is provided to Second life for shopping purposes. 

This information includes the user's billing address associated with the payment method provided. 

Payment methods include Paypal accounts and credit/debit cards. The information that users 
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provide for billing purposes is real-world information and is not fabricated. This is why this attribute 

of validation is an important factor.  

 

The formula to work out the value for the validation factor is: 

(𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑣𝑎𝑙𝑖𝑑𝑎𝑡𝑖𝑜𝑛 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠 𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑑) ×  5

10
 × 100 

The score from the above equation is then applied to the overall trust score equation along with the 

score calculated from the identity attributes equation. 

 

6.3.3 Reputation 

The third factor that comprises of the EEMF score system is reputation/popularity which is a key 

phenomenon in VWs where face to face interactions are limited and where users are behind a 

masked face with multiple identities. Reputation builds the user's credibility to other unknown users 

whilst strengthening their level of trust. The participants from the card sorting exercise stated that 

they are more likely to add friends that they know of and add friends that their friends know of.  As 

quoted by Benjamin Franklin, "it takes many good deeds to build a good reputation and only one 

bad one to lose it". Reputation on VWs has to be maintained in a manner that less negative 

reputation is established. With all the information being widely available, any bad reputation will 

linger around for a very long time, until it is removed. A Few posts from other users, few words to 

other members of the environment is credible enough to ruin a person's reputation/popularity in 

the virtual world due to reputation's role in offering perspectives and generalising one's thoughts. 

However, VWs do not have a review system in place where other users can provide feedback. 
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Therefore, during this research, other factors that could contribute to building a reputation score 

was looked at. This includes existing information available in the environment that the technical 

team would have access to. These are the number of followers and the number of friends the user 

has. In SecondLife, this information is kept discreet from other users. However, this is information 

that can be retrieved and disclosed by the technical team.  

 

The equation to work out the reputation of a user is: 

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑜𝑙𝑙𝑜𝑤𝑒𝑟𝑠

 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑟𝑖𝑒𝑛𝑑𝑠
 ×  100 

The score from the above equation is then applied to the overall trust score equation along with the 

score attained from the identity attributes and the score attained from the validation equation. 

 

6.3.4 Authentication 

Authentication is a vital element of any system that holds sensitive information from its users. 

Current login techniques VWs include using login credentials such as username and password to 

gain access to the system. This framework proposes a two-factor authentication that requests the 

user to use a trusted third party, such as a government portal to validate their identity during the 

registration of their VW profile. 

 

Authentication is given a score of 100 or 0. 100 is given if the user can authenticate themselves 

successfully whilst 0 is if authentication fails.  The score from authentication is combined with the 

score from validation, reputation and the score from the number of attributes. 
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6.3.5 The overall equation for this framework for Social networks: 

To calculate the trust score, the equations are combined: 

Trust score = 
𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠 𝑠𝑐𝑜𝑟𝑒+𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑖𝑜𝑛 𝑠𝑐𝑜𝑟𝑒+ 𝑅𝑒𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛 𝑠𝑐𝑜𝑟𝑒 +𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑖𝑡𝑜𝑛 𝑠𝑐𝑜𝑟𝑒

80
 

 

The sum value of score from attributes, validation. reputation and authentication are divided by 80 

to provide the resulting value to be an integer between 1 and 5. Table 17, in chapter 5 section 

(Framework for SNSs) shows what each score means in regards to the level of trust between the 

users. An example of the trust score value calculation for someone who has scored 100% for all the 

elements would equate the trust score to be 5. A trust score of 5 would place the user in the high 

level of trust category.  

 

6.4 Framework Evaluation 

For validating the above-articulated framework, the equations were applied to a set of 50 VW user 

profiles. All these user profiles were generated using a VW identity than the user's real-world 

identity which was evident within the biography provided on the profiles. The profiles were taken 

from SecondLife and were available to be view by the public once an account was created. The 

information provided on the profiles to those outside their friends' list was limited.   

 

The profiles were scanned for information pertaining to the user's identity and activities that the 

users of these profiles were engaged in. The information used are "real world Name", "gender", 
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"Avatar appearance", "real-world picture", "virtual name", "friends", "followers", "login Validation", 

"posts", "VW birthdate", "age verification", "email verification", and "payment information". 

Information for these categories was retrieved from the user profiles and placed into an excel file. 

The excel file contained formulae to calculate the scores for each of the categories from the 

framework (see Appendix F). These are “Attributes score”, “Validation score”, “Reputation score”, 

“Authentication score”, “Trust score” and “Trust level”. 

 

 

Figure 14 - Chart showing the number of SL profiles in a low and medium level of trust  

 

Figure 14,  shows the number of profiles placed into the low and medium level of trust categories 

using the user profiles from the SecondLife environment. The score values for each user profile in 

VW are also provided in Appendix G. The number of profiles that were grouped in the medium level 
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of the category was 18 out of 50. 11 out of the 18 profiles showed a real-world picture of the user 

as well as shared their real-world name which contributed towards being placed into the medium 

level of trust. The number of profiles that were placed in the low level of trust was 32 out of 50. All 

the profiles categorised in the low level of trust had no evidence of a real-world picture and none 

of these users shared their real-world name. The profiles that undergone age verification were also 

categorised in the medium level of trust as this verification adds an extra layer of security for the 

interacting users. The purpose of this evaluation using the excel formulae from the equation 

described in section. was to explore if the profiles would be accurately grouped. The profiles that 

showed a real-world picture scored enough to be placed in the medium level of trust whereas the 

profiles that did not contain either the real-world picture or the real name scored only enough to 

be in the low level of trust category. It is to be noted that none of the profiles were placed in the 

"not rated" category. The scores may vary if placed into a VW environment where information such 

as the number of users and followers are accessible if the process is running in the background. The 

number of friends and followers were not available to the public and so the default value of 0 was 

used in this evaluation. 

6.5 Comparison to Existing Frameworks 

6.5.1 The identity Management approach for securing access to VWs by Bader 

Bader proposed an identity management approach for securing access to virtual worlds. The 

predominant purpose of this approach is to install a strong security mechanism to protect virtual 

identities represented by VW avatars. This has a strong emphasis on the usage of VWs by legitimate 

users through their generated avatars. The technique is based on the integration of strong 
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biometrical authentication, identity verification and authorisation mechanism allowing genuine 

users with authentic identity to gain access (Bader et al, 2016). 

 

The process that follows in this approach includes login with the identity management procedure 

to be registered into the environment. Upon successful completion of the registration, the user is 

requested to provide their fingerprint image as the biometric authentication method. The approach 

suggested by Bader is robust against attacks and impostor phishing (Bader et al, 2016). Impostors 

won't have access to the contents of the VW server due to a lack of original fingerprint as the dummy 

fingerprint won't be successful. Bader's approach is different from the EEMF but both models have 

an emphasis on associating virtual identity to real-world identity. The EEMF provides information to 

the users, allowing them to make decisions about interacting with unknown users. VWs are common 

for the use of fake identities that are created to interact with users that are unknown to them in the 

real world. In addition to this, it is also a platform for behaviour impacting issues and harassments 

towards other users. In a platform where the real-world identity is not monitored or identified, 

predators are finding it easier to attack their victims. Having a biometric system or a system where 

the virtual identity can be mapped to the user's real-world identity, would assure security to the 

users of such platforms. Identity and trust management within virtual worlds is an area that needs 

further attention due to the lack of research for this environment, unlike SNSs. 

 



156 

 

 

6.6 Discussion 

This chapter articulated the proposed EEMF in VWs. The proposed EEMF for VW differs from the 

one proposed for SNSs with the addition of validation and removal of popularity from the factors 

constituting the trust score system. Validation was added for VWs due to the nature of this 

environment where obfuscation of identities is common.  Validation allows the user's age and email 

address to be verified. This will also ensure that users of restricted age are not breaching the rules 

by gaining access to the environment. 

 

The proposed EEMF was evaluated using 50 SecondLife user profiles. These profiles were attained 

from the environment. These were then fed into an automated process of assigning a trust score to 

each profile. The profiles were also assessed for the type of information made available to the 

public. The information available on these profiles was limited as it is expected in VWs. The scores 

showed categorisation of profiles in the low and medium level of trust category and no profiles were 

put into the high level of trust category. The profiles that received a medium rating showed some 

type of real-world association such as their real-word picture and real name. 
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7 Proposed Guidelines for Staying Safe on SNSs and VWs 

7.1 Identity 

• Due to all the emerging SNSs regularly to suit the needs of many individuals, it is easy for 

cyber predators to steal identity-related information belonging to the users without their 

consent. This information is then used to create accounts in the victim's name on other SNSs.  

Social network users should search their names in google to identify the use of their names 

elsewhere without their consent. 

• Scams are in place, where profiles are cloned which are then used to send friend requests 

to other users on the victim's user profile. Social network users should be aware of this and 

should look out for any duplicate friend requests from people that are already accepted on 

their friend's list. 

• Users should be careful when visiting links sent by other users as this could be a scam to 

steal their identity and financial information. 

• With security vulnerabilities such as Spectre and Meltdown, users should be careful when 

installing anything provided on URLs that they are not familiar with. 

• Provide multiple methods for two-factor authentication. Facebook has a new feature in 

place that allows two-factor authentication to verify that the user logged in a certain 

device/location. This is done by sending a one-time use code to the user's registered phone 

number. This is not useful if the user does not have access to their registered phone number. 
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7.2 Mutual friends 

• Social networking sites such as Facebook provides information to its users about friends in 

common. This is a great feature to use to understand how the person may have sent a friend 

request without being an acquaintance. However, users are advised to be careful as the user 

may have added the common friends too. It is advisable to check with common friends on 

how they know each other. Do not accept unknown users as this could be as part of a scam 

or to steal information from the user. 

 

7.3 Popularity 

• Currently SNSs such as Facebook do not have a feature in place that will show reviews from 

other users unless it is a Facebook page dedicated to service. Users can still confirm how 

popular an individual is by checking their activities with other users. A fraudulent page may 

not have many conversational activities with other users or this information may be hidden 

from other users. 

• Asking other friends on the person’s profile is another way of finding out how popular the 

person is. 

• Check how popular the person is on groups that would allow such access. This will help to 

see if any other people within the group know the user. 
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7.4 Reputation 

• Reputation like popularity is difficult to gauge on many SNSs. This can currently be achieved 

by talking to mutual friends who may know the person that sent a friend request.  

• Searching on google if the person is on other SNSs is another way of finding out if the user 

created a fake or counterfeit profile. 

• Reporting any unusual activity to the SNSs provider will help them to validate the user’s 

identity. This can be done on both SNSs and VWs. 

7.5 Authentication 

• Many SNSs and VW environments have tightened their login credential policies. This includes 

the use of a strong password. Any users that are registered in the digital world where 

sensitive information is exchanged should ensure that the use of strong passwords is in 

place. 

• Users should not disclose their login credentials to other individuals as this can lead to their 

accounts being hacked. 

• Users should not leave their account logged in on shared devices. This provides other 

individuals using the same devices an opportunity to alter information that is provided by 

the user. 

 

For the technical features, the framework proposed earlier on should suffice the points to be 

discussed. However, there are some more procedures that the developers can integrate into these 

platforms to provide a safer environment for its users. 
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• Stricter identity verification methods 

• Stricter age-verification methods so that children under the age limit are not registered for 

an account. 

• Adult content should be tagged so that anyone under the age of 18 does not have access to 

the adult content. 

 

7.6 Existing guidelines for safety measures 

According to the guidelines set out by the UK Council for child internet Safety in 2010, service 

providers should continue to evaluate the current technologies to estimate how accurate the 

service provide by the technology is for identity and age verification. 

 

Currently, the service providers use various types of systems to deny access to users declaring that 

they are under the age of 13. Additionally, these systems are also capable of identifying children 

under the age of 13 (who have misrepresented their age) by having algorithms in place that would 

identify specific words used by children and young people. A cookie is a place onto the users' 

computer to restrict further attempts to re-register with a false age. These raise a few security risks 

for young users as children of this day and age are so advanced that the choice of words can be 

misinterpreted by the systems. Identify the users' age from their choice of words is not seen as an 

effective method. If the algorithm is not able to identify the young person to be under 13, this young 

person will then have access to social media where they have set up a profile. Having a profile does 

also exposes the young person to adult-themed contents that are not well controlled on SNSs. 
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Service providers have not set up effective rules for SNSs such as Facebook to restrict adult content 

from children or young people under the age of 18. This is proposed in the guideline mentioned 

earlier in the year 2010. The following is proposed in the guideline to ensure a safer environment 

for young users: 

• Allow content tagging so that adult contents can be tagged. 

• Enable technical means of protection such as filtering. 

• Ensure adult services are not accessible by users registered as under the age of 18. 

Use effective methods of identity verification systems to verify the users accessing adult-themed 

contents are indeed over the age of 18. This can be achieved by having checks on the following 

formal identifications: 

1. A credit card check 

2. PIN numbers (raises questions on Trust) 

3. Proof of account ownership 
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8 Discussion 

The main focus of this research was identity and trust management in distributed systems such as 

SNSs and VWs. Facebook and OpenSim were used to carry out experiments for data collection 

purposes. This research aimed to explore different attributes that contribute to an individual’s 

identity in SNSs and VWs while exploring the correlation between these attributes and the level of 

trust established. The findings of this research helped to achieve the main aim of this research which 

was to create an identity and trust management framework for SNS and VW platforms.  

 

This chapter is a discussion of how each of the objectives was achieved along with a discussion on 

the findings from the experiments and how it contributed towards the final output from this 

research which is the framework for SNSs and VWs. 

 

8.1 Secondary Research 

To understand identity and trust management in SNSs and VWs, secondary information for this 

research was attained leveraging multiple sources such as google scholar, IEEE conference papers 

and journals, ACM conference papers and journals as well as the platforms Facebook, SecondLife, 

and OpenSimulator. Older sources were also reviewed to provide a better understanding of the 

research methodology and data analysis methods used. Initial stages included gaining an 

understanding of the definitions of identity and trust as related to this research. The definition of 
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identity used in this research is people’s concept of who they are, what sort of people they are and 

how they relate to others. Based on this definition, investigation on how this definition differs for 

both the online and offline world were identified. The definition remains the same but the attributes 

of identities used in both the worlds differ. This research investigated identities in SNSs and VWs 

which were referred to as E-identities because of how they are not identical to the identities that 

users own in the real world. The different types of identities such as virtual and digital identities 

were explored.  Existing research demonstrates that both these types of identities differ based on 

the end goal and difference in the environments. Virtual identities are utilised by users for gaming 

purposes where a strong and rough persona is portrayed on their chosen Avatars. On the other 

hand, digital identities are used by individuals for any online activities. Evidence collected by the 

national institute of standards and technology in the US showed that digital identities are always 

unique but do not necessarily trace back to real-world users.  

 

The gaps identified from the secondary research showed that current processes do not focus on 

providing users an extra layer of security with a primary focus on the users. Users can befriend 

unknown users without comprehending the repercussions of trust being violated by those users. 

Additionally, the users are not provided with assurance over the authenticity of the users with 

whom interactions are taking place. The secondary information was then used to design the 

research methodology to collect the relevant primary information required. 
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8.2 Research Methodology 

The purpose of this research was to explore different attributes that contribute to an individual’s 

identity while exploring the correlation between these attributes and the level of trust established 

if any. To achieve this aim, both qualitative and quantitative research methodologies were used. A 

qualitative research methodology was appropriate to achieve the aim of this research as this type 

of research methodology explains the phenomenon by relying on the perception of SNS and VW 

users for the experiments carried out (Stake, 2010). Additionally, a quantitative approach was also 

appropriate to understand the relationship between variables (Creswell, 2003) such as the identity 

attributes and the level of trust established by the users of these platforms. As a result, a mixed 

approach that combines both the qualitative and quantitative research methodology was the most 

appropriate choice.  

 

8.3 Experiments 

The objectives were defined at the beginning of this research in Chapter 1. One of the objectives 

was to identify the key attributes of identities used in SNSs and VWs. Experiment 1 was carried out 

to understand how identities are used in VWs. Another aim of the experiment was to understand 

the user Avatar association. The findings from this experiment showed that the participants used in 

the experiment were not directly associated with the Avatars. They used a persona on the Avatars 

that was best suited for the environment and how attractive the Avatars were to other users. The 

use of different gender and appearances were seen. 
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Based on the findings from experiment 1, a second experiment was devised. This experiment aimed 

to investigate how the attributes identified from experiment 1 (or new ones identified) contributed 

towards deciding how genuine a social network profile is. Participants identified Facebook user 

profiles as fake and real. This experiment was carried out using both social aware and non-social 

aware participants. Data analysis showed that the number of profiles correctly identified as fake 

was less with the non-social aware participants. Not all the social aware participants identified the 

right number of fake profiles. In addition to the profiles identified as fake and real, participants were 

asked to identify the key attributes of identities used to finalise their decision. Participants primarily 

used attributes of identities such as the usernames, gender, profile picture, email addresses, and 

mutual friends. One similarity in the findings between both types of participants is that they both 

were looking at similar types of attributes of identity. The findings from this helped to device the 

final experiment which was a card sort experiment.   

 

The final experiment aimed to understand the level of trust participants establish with unknown 

users that send friend requests. A card-sort exercise was used for this experiment. This exercise was 

not conducted face to face. Participants were provided with login details to access the exercise on 

the portal. Participants were provided with 50 Facebook user profiles (fake and rea) and were asked 

to categorise the profiles into low, medium and high levels of trust. Profiles that didn’t belong to 

any of these categories were put into the none (not rated category). The participants grouped the 

profiles based on the information provided on the user profiles. This card sort exercise aimed to 

identify how social network users establish any level of trust with unknown users just based on the 

information provided on their user profiles. The findings from this exercised show results that varied 
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for each of the categories low, medium and high level of trust. The participants used all the 

information provided on the user profiles to make their decision. However, some users focused on 

individual attributes than looking at the profiles holistically. Low level of trust category showed user 

profiles that contained very little information about the user themselves as well as limited or no 

mutual friends. Some of the profiles showed images that did not show the user as the subject or did 

not have more number of consistent images on their profile.  The user profiles in the medium level 

of trust category showed user profiles that had more number of mutual friends than the low level 

of trust category.  The users disclosed much more information than what was shared on the user 

profiles in the low category. Information about their education, location, family information was 

also identified by the participants before placing them in this category. The profiles that were placed 

in the high level of trust category consisted of user-profiles with information on their mutual friends, 

comments from other users on their profiles, likes, posts from the user and other users and a high 

number of mutual friends.  

 

The contents used vs the level of trust established showed that there is a correlation between the 

number of vital attributes exposed and the level of trust established. This shows that the more 

information is made available on the user profiles, the easier it is to establish any level of trust.  With 

the responses gained from the participants in regards to what constitutes a high level of trust with 

users and the findings from all the experiments carried out for this research, a framework is 

produced. The focus of the framework is to produce a system that protects both Interacting users. 

This would create a much more successful interaction as both users do not have to worry about how 

legit the user is.  
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Trust is a very difficult phenomenon to measure due to how it varies from person to person as it is 

very subjective. However, the primary data analysis showed that having certain controls and 

measures in place helps the users to be able to enjoy the environment with ease of mind. 

 

8.4 Contributions of this research 

Indeed, casual browsing of Facebook shows easily that the use of fake is significant, despite 

Facebook's policy to disallow the use of fake identities in 2012, specifically fake names. A generation 

of new Facebook users may be involved in a world of lies and deceit. These users are involved in a 

world where people lie about their identity and also where relationships are quickly disposed at the 

click of a mouse. This is potentially dangerous leading many of the users to be hurt and also to be 

part of dangerous acts. Having a system in place to determine one's identity through the use of 

identity credentials would be beneficial for a highly popular social networking website like Facebook 

(Koshy et al, 2014). 

 

Therefore, the proposed framework in this research provides users the ability to make their 

judgemental call on whether to trust the information provided by the user on their profile. It 

provides the user with peace of mind and being aware that the profiles have been validated using 

formal techniques. The EEMF score system can be used for both SNSs and VWs. This will help any 

existing or emerging platforms to provide its users the assurance that fake identities are minimal. 
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The findings of this research helped to design and test the proposed framework which we coined as 

EEMF. EEMF is a framework that is used to generate a score system for SNSs and VWs. The score 

system aims to allow its users the ability to identify real and fake user profiles/accounts based on 

scores generated by the service providers using the equations provided in the framework chapters 

for both SNSs and VWs. The framework is primarily aimed at the developers of SNSs and VW 

environments. Due to the digital world being a low signalling environment where users are under 

no obligation or oath to use their real-world identity, the use of fabricated and fake identities are 

common. This system will help to identify the use of fake identities whilst improving user 

experience. Due to the difference in the type of environments that SNSs and VWs are, the 

framework was adjusted to be compatible with the information taken from the users to have access 

to the environment.  

 

8.4.1 Framework Evaluation 

The framework has undergone an evaluation using an automated process to generate the score 

values. These were then analysed to gather the percentage accuracy. We have then compared the 

proposed EEMF trust score system to existing models/approaches and identified that the EEMF 

focuses on multiple numbers of factors from authentication, popularity, identity attributes and 

reputation to form a score that helps other users to evaluate if the user can be trusted into their 

environment. The EEMF can help those users that receive unknown friendship requests and those 

individuals who are not able to assess if a request as initiated from who they claim to be. 
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Findings from this research validate that having a trust score system will provide users a better 

method of making decisions on whether a user profile is real or fake.  The results from the evaluation 

show that integration of the EEMF into SNS will provide users the ability to decide whether a user 

can be trusted to gain entry into their profile. It provides a scoring system to help any digital world 

users of SNS and VWs to not only establish any level of trust but also to be aware that any unethical 

activities carried out can be reported and the suspect can be caught. Another aspect of the 

framework is that it acts as an identity validation tool and so the number of identity thefts will be 

decreased. However, there can be fraudsters that can feed in a large number of values to 

compromise the system and to gain trust from other users not already in their network. However, 

the automated system is consistent in its evaluation of the user profiles using the provided 

equations. Some of the information that the participants used to gauge trust differed. Some 

participants looked at the information holistically than assessing each attribute individually. It was 

evident in the results from the card sort exercise that participants focused on one or two elements 

of the profiles whilst dismissing the remaining elements. The automated system consistently looks 

at each profile regardless of how many friends the users have. The results from the automated 

system would vary if placed into a real-world environment where more information would be 

available to calculate the trust score. For example, some of the profiles used for this study did not 

disclose the number of friends on the users' friends list which would have impacted the result. This 

would be easily available in the system is integrated as a background process by the social network 

providers. Thus generating a score that is a true reflection of the contents on the user profiles.  
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8.5 Strengths and limitations of this research 

8.5.1 Limitations 

• The participants of this research were all adults. Collecting data from children would have 

helped to understand exactly how children behave when friend requests are sent from 

strangers.  

• Only a few platforms of the virtual world and social networking sites were used for the study. 

Having a diverse range of networking interfaces would have helped to understand how users 

behave in all these environments. Due to time and resources, the top virtual world and the 

top social networking sites were used instead. 

• The practical contribution of this research, the EEMF score system may be of surprise to 

some users that do not want to link their social networking and virtual world accounts to 

any financial or government official services that they use. As part of the authentication 

phase of this framework, users have to validate their identity using a government official 

portal during the registration process. For such users, the ability to send in their formal 

identification documents are also available. 

 

8.5.2 Strengths 

• Non-homogenous test groups were used consisting of people of different genders, ages, 

expertise and even experience within social networks and virtual worlds. 

• Several data collection was carried out to confirm the results were not a coincidence. 
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• All the experiments carried out followed one after the other based on the results from each 

experiment. This allowed achieving the legacy of the research flow. 

• Finally, a framework that contributes to the practical contribution of this research. The 

framework is primarily for developers of such platforms to help its users understand if a 

profile is fake or real whilst contributing towards the establishment of trust. 

 

In August 2018 (Forbes, 2018), Facebook installed a trustworthiness score feature that Facebook's 

misinformation team uses to measure the trustworthiness of its users. The score is not visible to the 

users and so this does not inform the users of the trustworthiness of other users. The purpose of 

the feature is to inform the technical team if a user has a good or bad reputation and to identify any 

malicious actors. The information is then used to promote user posts into other users' newsfeed. 

The proposed framework in this research could contribute towards the system that Facebook has 

incorporated but with the focus of informing not just the technical team but also to the users. 
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9 Future Work 

The primary focus of this research was identity and trust management in social networks and virtual 

worlds. The research helped to develop a framework to manage identity and trust within these 

environments with the development of a trust score system. 

 

Future work for the proposed framework: 

• The evaluation of the framework as articulated in chapter 5 and chapter 6, focused primarily 

on Facebook and SecondLife. Even though the framework is expected to work on all other 

SNSs and VWs, it is not proven if the framework will perform as expected on other social 

networking and virtual world environments.  

• Social networking and virtual worlds are evolving daily allowing users to expose more 

information in public platforms. This research does not account for any further features 

where a new set of identity attributes or information is revealed. 

• This research looks at surface account information belonging to each individual and not 

focusing on the words used within posts and comments. Therefore, behaviours such as 

bullying, blackmailing from users with high trust scores may not be identified.  

• The participants used in the experiments were all UK based participants with less difference 

in culture. Responses from participants of diverse cultures would be a positive dimension to 

the research and the framework as currently trust between users is managed based on 

perception. 
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9.1 Determining the reliability of news shared on SNSs 

The trust score system could be extended by including data from shared posts/news/Twitter feeds 

to determine the validity and reliability of information shared on such platforms and reduce the 

widespread of hoax information. This investigation would include the identification of keywords 

used in hoax posts and highlight such posts to the users within a system similar to the trust score 

system.  The EEMF could be used to determine the credibility of shared posts, news and twitter 

feeds by assessing the origin of the information and the identity associated with the user sharing 

the information. Currently, EEMF in SNSs uses factors such as identity attributes, authentication, 

popularity, and reputation. All these different factors can be used to assess the credibility of 

information sources. 

 

9.2 Trust and identity in Privacy focused platforms 

Today's open platforms for social networks and virtual worlds are not focused on the users' privacy. 

Some of the issues prevalent with open platforms are as mentioned below: 

• Interactions are not private and users do not have full control over who can communicate 

with them. 

• Information shared on these platforms are permanent right now. Users should be 

comfortable to share what they want to without worrying about that information being 

permanent. Information no longer deemed as necessary or important should be taken off 

the site. 
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A system encompassing the above points is being considered by Mark Zuckerberg for Facebook and 

Instagram (Zuckerberg, 2019). Reducing permanence of information can lower the risk of messages 

resurfacing and embarrassing the user at a later point, but, this would open up opportunities for 

online bullying, exchange of inappropriate messages and other unsocial behaviours.   The trust score 

system could be extended to determine how user behaviour and user interaction can be used to 

highlight any anomalies.  

 

9.3 Management of trust and identities using a decentralised login system 

Throughout this research, all the experiments described in chapter 4 were carried out using 

platforms where service providers' servers are acting as authentications. These experiments could 

be extended to decentralised login system platforms where decentralised identifiers are used. 

Decentralised identifiers are a new type of identifier for verifiable, decntralised digital identity (Reed 

et al, 2019). A decentralised identifier (DID) login system would allow people to be in charge of their 

own identities. This would allow the user to decide what kind of information to be revealed to the 

public and the service being authenticated.  Even though DIDs are a type of globally unique 

identifier, they are the core component of an entirely new layer of decentralised digital identity and 

public key infrastructure (PKI) for the internet. Users can create a self-sovereign identity where the 

user has full control over their identity.  The trust score system from this research could be extended 

to decentralised identifier login systems. 
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9.4 Capturing of experimental results regarding human intuition 

The trust score system could be extended to models and taxonomies of human-automation 

interaction. This could be achieved with analysis into the implications of intuitive cognition in human 

reasoning and decision making within an automated/digital system. This may contribute towards 

providing a secure environment with preventative and detective measures in place based on 

behaviours forecasted. For social networks such as Facebook or Twitter, human emotions can be 

deduced from tweets and posts by the user. Most recent work conducted by Badarneh and the team 

focuses on determining the emotion expressed in Arabic tweets.  Badarneh's work goes beyond the 

assumption that each tween has only a single emotion that has no intensity. The focus of his work 

if to look at tweets and identify several emotions with varied intensity (Badarneh et al, 2018). This 

may expand understanding of the user's personality, emotional state as well as understand if the 

user is a high-risk user to other users of this environment. The trust score system could be integrated 

with artificial intelligence(AI) to automate detection and moderation of bullying and trolling as 

human moderators can't go through all posts on social networks manually to determine anomalies. 

The tool used to evaluate the trust score system could be expanded to look at individual posts and 

photos for inappropriate words or phrases associated with bullying on these platforms. 
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Appendix 

Appendix A  

(for Chapter 4) 

Questions (Male 1) 

 

Interviewer: Hi, would you like to show your avatar? 

Participant: Yes 

 

Interviewer: What is your avatar called? 

Participant: Own name. Male 

 

Interviewer: Why is it called by your name? 

Participant: It was predefined for us. 

 

Interviewer: Can you describe your avatar? 

Participant: I was going for the mad scientist look with a lab coat and spiky hair (brown). Didn’t 
put any shoes as I didn’t know how. He’s like a superman. 

 

Interviewer: Can you relate yourself to the avatar? 

Participant: No, as it’s never going to look like myself 

 

Interviewer: Would you use your own identity? 

Participant: No, as i am boring and would like to look more interesting in such environment. 

 

Interviewer: You don’t want people to know your real identity in virtual world? 
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Participant: Yup 

 

Interviewer: Anything else to add to your description of this avatar? 

Participant: If I can rename it, I would call it mad Bill as it relates to mad scientist. 

 

Interviewer: Are you a home student? 

Participant: Yes 

 

Interviewer: Would you like to receive more info about this research? 

Participant: Yes 

 

 

Questions (Male 2) 

 

Interviewer: Hi, can you please show me your avatar? 

Participant: Yes 

 

Interviewer: What is your avatar called? 

Participant: Own name as it was already defined. 

 

Interviewer: Can you describe your avatar please? 

Participant: Small head, male, big eyes and chose random clothing 

 

Interviewer: Does your avatar portray yourself? 

Participant: No, random choice 

 

Interviewer: Is this your first time? 
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Participant: Yes 

 

Interviewer: Will you be creating more avatars in the future? 

Participant: Probably 

 

Interviewer: Will you be portraying your own identity next time? 

Participant: No, I will make it up 

 

Interviewer: Would you change anything about your avatar? 

Participant: Would like to change how it looks 

 

Interviewer: Anything else to add on? 

Participant: No 

 

Interviewer: Are you a home student? 

Participant: No 

 

Interviewer: Would you like to receive more info about this research? 

Participant: Don’t mind to know more 
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Appendix B 

Categorisation of profiles – SNSs (for Chapter 4) 

Profile 

number 
Category High Medium Low  None Missed Total 

Profile 1 Fake/Cloned 18 7 5 1 0 31 

Profile 2 Fake/Cloned 2 0 21 8 0 31 

Profile 3 Fake/Cloned 2 4 13 12 0 31 

Profile 4 Fake/Cloned 3 3 12 12 1 31 

Profile 5 Fake/Cloned 3 7 15 3 3 31 

Profile 6 Fake/Cloned 2 4 8 16 1 31 

Profile 7 Fake/Cloned 1 1 11 17 1 31 

Profile  8 Fake/Cloned 3 9 4 14 1 31 

Profile  9 Fake/Cloned 2 1 11 16 1 31 

Profile 10 Fake/Cloned 2 1 11 16 1 31 

Profile 11 Fake/Cloned 1 2 11 16 1 31 

Profile 12 Fake/Cloned 5 7 9 9 1 31 

Profile 13 Fake/Cloned 2 1 11 16 1 31 

Profile 14 Fake/Cloned 3   12 14 2 31 

Profile 15 Fake/Cloned 2 3 10 15 1 31 

Profile 16 Fake/Cloned 3 4 10 13 1 31 

Profile 17 Fake/Cloned 1 3 15 11 1 31 
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Profile 18 Fake/Cloned 2 2 12 14 1 31 

Profile 19 Fake/Cloned 1 3 10 15 2 31 

Profile 20 Fake/Cloned 2 2 10 14 3 31 

Profile 21 Fake/Cloned 1 0 14 14 2 31 

Profile 22 Fake/Cloned 2 1 10 16 2 31 

Profile 23 Fake/Cloned 2 1 10 16 2 31 

Profile 24 Fake/Cloned 2 2 10 15 2 31 

Profile 25 Fake/Cloned 2 2 11 14 2 31 

Profile 26 Real 4 7 14 4 2 31 

Profile 27 Real 5 17 5 2 2 31 

Profile 28 Real 14 10 2 3 2 31 

Profile 29 Real 4 3 13 9 2 31 

Profile 30 Real 18 6 3 2 2 31 

Profile 31 Real 5 5 15 4 2 31 

Profile 32 Real 15 9 1 3 3 31 

Profile 33 Real 11 13 3 2 2 31 

Profile 34 Real 2 3 16 8 2 31 

Profile 35 Real 16 8 2 3 2 31 

Profile 36 Real 20 2 4 3 2 31 

Profile 37 Real 18 5 4 2 2 31 

Profile 38 Real 22 2 3 2 2 31 
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Profile 39 Real 21 5 1 2 2 31 

Profile 40 Real 4 7 15 3 2 31 

Profile 41 Real 4 5 15 5 2 31 

Profile 42 Real 9 10 8 2 2 31 

Profile 43 Real 4 8 13 4 2 31 

Profile 44 Real 24 1 1 3 2 31 

Profile 45 Real 23 2 2 2 2 31 

Profile 46 Real 25 0 2 2 2 31 

Profile 47 Real 5 5 17 2 2 31 

Profile 48 Real 6 7 14 3 1 31 

Profile 49 Real 3 6 16 4 2 31 

Profile 50 Real 6 10 11 2 2 31 

  

Total  for 

Fake 
69 70 276 327 33 775 

  

Total for 

Real 
288 156 200 81 50 775 

  Total 357 226 476 408 83 1550 
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Appendix C 

Information that participants used to decide the level of trust (for Chapter 4) 

High Medium Low None 

Photos, Information 

Comments, Friends, 

Posts Friends  Friends  

Comments  Comments, Photos Friends  Friends  

Comments, Photos 

Comments, Posts, 

Photos Friends  Friends  

Friends  

Comments, Posts, 

Photos Friends  Friends  

Friends  Friends  Friends  Friends  

Friends  Friends  Friends  Friends  

Friends  Friends  Friends  Friends  

Friends  Friends  Friends  Friends  

Friends  Friends  Friends  Friends  

Friends  Friends  Friends  Friends  
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Appendix D1 

Framework evaluation – SNS Real Profiles (for Chapter 5) 

ID Att score Rep Score Auth Score Pop Score Trust Score Trust Level 

1 60 0 100 20 2 Low 

2 80 148 100 70 5 High  

3 40 0 100 34 2 Low 

4 80 0 100 95 3 Medium 

5 80 0 100 32 3 Medium 

6 80 0 100 27 3 Medium 

7 80 0 100 93 3 Medium 

8 80 0 100 17 2 Low 

9 80 94 100 64 4 Medium 

10 80 0 100 31 3 Medium 

11 60 0 100 31 2 Low 

12 60 0 100 17 2 Low 

13 80 31 100 4 3 Medium 

14 80 0 100 0 2 Low 

15 80 94 100 64 4 Medium 

16 80 0 100 8 2 Low 

17 80 2 100 32 3 Medium 

18 80 0 100 9 2 Low 
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19 80 0 100 13 2 Low 

20 80 0 100 40 3 Medium 

21 80 0 100 39 3 Medium 

22 80 0 100 33 3 Medium 

23 80 0 100 0 2 Low 

24 40 0 100 0 2 Low 

25 80 0 100 0 2 Low 

26 80 8 100 4 2 Low 

27 80 0 100 0 2 Low 

28 80 0 100 0 2 Low 

29 60 0 100 0 2 Low 

30 80 47 100 68 4 Medium 

31 80 0 100 0 2 Low 

32 80 0 100 31 3 Medium 

33 40 0 100 0 2 Low 

34 80 0 100 0 2 Low 

35 40 43 100 40 3 Medium 

36 80 0 100 0 2 Low 

37 40 0 100 4 2 Low 

38 40 0 100 0 2 Low 

39 80 0 100 94 3 Medium 
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40 60 0 100 0 2 Low 

41 80 0 100 0 2 Low 

42 60 0 100 49 3 Medium 

43 80 0 100 36 3 Medium 

44 80 0 100 28 3 Medium 

45 40 0 100 1 2 Low 

46 60 0 100 1 2 Low 

47 80 0 100 88 3 Medium 

48 80 0 100 4 2 Low 

49 80 0 100 23 3 Medium 

50 80 0 100 91 3 Medium 
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Appendix D2 

Framework evaluation – SNS Fake Profiles (for Chapter 5) 

ID Att score Rep Score Auth Score Pop Score Trust Score Trust Level 

1 40 0 100 0 2 Low 

2 20 100 100 3 3 Medium 

3 20 0 100 0 2 Low 

4 40 0 100 0 2 Low 

5 40 100 100 100 4 Medium 

6 40 0 100 0 2 Low 

7 60 0 100 100 3 Medium 

8 60 0 100 5 2 Low 

9 20 0 100 0 2 Low 

10 60 0 100 8 2 Low 

11 40 0 100 0 2 Low 

12 60 0 100 0 2 Low 

13 40 0 100 1 2 Low 

14 40 0 100 0 2 Low 

15 60 0 100 1 2 Low 

16 40 0 100 57 2 Low 

17 60 0 100 7 2 Low 

18 40 0 100 1 2 Low 
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19 60 0 100 0 2 Low 

20 60 0 100 0 2 Low 

21 60 0 100 0 2 Low 

22 80 0 100 0 2 Low 

23 60 0 100 0 2 Low 

24 40 0 100 3 2 Low 

25 40 0 100 4 2 Low 

26 60 0 100 85 3 Medium 

27 80 0 100 100 4 Medium 

28 40 0 100 46 2 Low 

29 40 0 100 7 2 Low 

30 80 0 100 5 2 Low 

31 60 0 100 42 3 Medium 

32 40 0 100 13 2 Low 

33 40 0 100 0 2 Low 

34 20 0 100 0 2 Low 

35 40 0 100 0 2 Low 

36 60 0 100 7 2 Low 

37 40 0 100 5 2 Low 

38 40 0 100 32 2 Low 

39 40 0 100 32 2 Low 
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40 80 0 100 20 3 Medium 

41 40 0 100 20 2 Low 

42 60 52 100 1 3 Medium 

43 60 23 100 1 2 Low 

44 40 0 100 25 2 Low 

45 40 0 100 4 2 Low 

46 40 0 100 1 2 Low 

47 60 0 100 2 2 Low 

48 60 0 100 20 2 Low 

49 40 0 100 29 2 Low 

50 40 2 100 0 2 Low 
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Appendix E1 

Screenshots of formulae used for framework evaluation in SNSs (for Chapter 5) 

Attribute score staging 

 

 

Attribute score 

 

 

Reputation score 

 

 

Authentication score 
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Popularity score 

 

 

Trust score 

 

 

Level of trust 
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Appendix E2 

 SNS user profiles comparison of results from card-sort exercise (experiment 3) and evaluation 

results 

Card Sort  

Profile  Category 

 Cad-sort 

Trust Level 

Evaluation-

Profile no 

Evaluation 

Trust level 

Comparison of 

levels 

Profile 1 Fake/Cloned High p27 Low Disagree 

Profile 2 Fake/Cloned Low p38 Low Agree 

Profile 3 Fake/Cloned Low p3 Not rated Disagree 

Profile 4 Fake/Cloned Low p43 Low Agree 

Profile 5 Fake/Cloned Low p13 Low Agree 

Profile 6 Fake/Cloned Not rated p45 Low Disagree 

Profile 7 Fake/Cloned Not rated p18 Low Disagree 

Profile  8 Fake/Cloned Not rated p10 Low Disagree 

Profile  9 Fake/Cloned Not rated p17 Low Disagree 

Profile 10 Fake/Cloned Not rated p22 Low Disagree 

Profile 11 Fake/Cloned Not rated p9 Not rated Agree 

Profile 12 Fake/Cloned Low p47 Low Agree 

Profile 13 Fake/Cloned Not rated p15 Low Disagree 

Profile 14 Fake/Cloned Not rated p44 Low Disagree 

Profile 15 Fake/Cloned Not rated p20 Low Disagree 

Profile 16 Fake/Cloned Not rated p42 Low Disagree 



222 

 

 

Profile 17 Fake/Cloned Low p23 Low Agree 

Profile 18 Fake/Cloned Not rated p16 Low Disagree 

Profile 19 Fake/Cloned Not rated p36 Low Disagree 

Profile 20 Fake/Cloned Not rated p34 Not rated Agree 

Profile 21 Fake/Cloned Not rated p48 Low Disagree 

Profile 22 Fake/Cloned Not rated p37 Low Disagree 

Profile 23 Fake/Cloned Not rated p31 Low Disagree 

Profile 24 Fake/Cloned Not rated p1 Low Disagree 

Profile 25 Fake/Cloned Not rated p33 Low Disagree 

Profile 26 Real Low p16 Low Agree 

Profile 27 Real Low p26 Low Agree 

Profile 28 Real High p46 Low Disagree 

Profile 29 Real Low p37 Low Agree 

Profile 30 Real High p50 Medium Disagree 

Profile 31 Real Low p21 Medium Disagree 

Profile 32 Real High p8 Low Disagree 

Profile 33 Real Medium p17 Medium Agree 

Profile 34 Real Low p43 Medium Disagree 

Profile 35 Real High p20 Medium Disagree 

Profile 36 Real High p28 Low Disagree 

Profile 37 Real High p7 Medium Disagree 
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Profile 38 Real High p49 Medium Disagree 

Profile 39 Real High p48 Low Disagree 

Profile 40 Real Low p18 Low Agree 

Profile 41 Real Low p30 Medium Disagree 

Profile 42 Real Medium p12 Low Disagree 

Profile 43 Real Low p32 Medium Disagree 

Profile 44 Real High p11 Low Disagree 

Profile 45 Real High p5 Medium Disagree 

Profile 46 Real HIgh p19 Low Disagree 

Profile 47 Real Low p9 Medium Disagree 

Profile 48 Real Low p47 Medium Disagree 

Profile 49 Real Low p1 Low Agree 

Profile 50 Real Low p15 Medium Disagree 

      
Correct 

predictions 13 

    
Total 

Predictions 50 

    
Accuracy % 26 
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Appendix F 

Screenshots of formulae used for framework evaluation in VWs (for Chapter 6) 

Identity Attributes Score 

 

 

Validation Score 

 

 

Reputation Score 
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Authentication Score 

 

 

Trust Score 

 

 

Level of Trust 
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Appendix G 

Trust score values for VW user profiles (for Chapter 6) 

Attributes 

score 

Validation 

Score 

Reputation 

Score 

Authentication 

Score 

Trust 

Score Level of Trust 

20 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

60 50 0 100 3 Medium 
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60 50 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 100 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 100 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 
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40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

40 50 0 100 2 Low 

40 50 0 100 2 Low 

60 50 0 100 3 Medium 

20 50 0 100 2 Low 

60 50 0 100 3 Medium 

60 50 0 100 3 Medium 

60 50 0 100 3 Medium 
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