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ABSTRACT 

 

TOWARDS THE IMPLEMENTATION OF A NETWORK SECURITY ASSESSMENT 

MODEL FOCUS ON THREAT AND RISK MANAGEMENT 

 

Network security is an increasingly raising concern for every enterprise having IT 

infrastructure. The numbers of data breaches are increasing every year due to the complexity 

in the existing network security models. Background to the problem is that the existing 

network security assessment models cannot or not fully addressed in the given domain. The 

investigation is primarily focused on critical evaluation of various proposed network security 

assessment models with their strength and weakness. This thesis is a preliminary 

development of a model for assessing the network security taking under consideration the 

network associated risk. The proposed model simplifies the quantification process of the risk 

interrelated with organization network by utilizing various parameters. The model introduces 

the visualization techniques in the threats and vulnerability identification process as well. The 

end result of the measured risk has given a particular value with respect to its criticality in the 

conclusion of the model. This model will not only support in identification and classification 

of the threats but also enable the organization management to take well-informed decisions 

against the criticality found with risk expose by particular threat and vulnerability. 
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TOWARDS THE IMPLEMENTATION OF A NETWORK SECURITY 

ASSESSMENT MODEL FOCUS ON THREAT AND RISK 

MANAGEMENT 

CHAPTER   1 

 

Introduction 

 

 

This section starts initially with the introduction and importance of Network Security 

Assessment (NSA), providing an idea on how NSA plays a significant role in the field of IT 

Networks. Furthermore, is the presentation of the statement of problem, the aims and 

objectives of the thesis. These, are followed with the motivation of study; drawing attention 

towards the value and significance of NSA. The section also highlights significantly the 

scope and limitation of the study. 

Today‟s world is considered as a global village due to internet that links thousands of 

networks to each other. Security of the network is an equally important factor, which is 

increasing concern not only to private organizations / companies, but also to the government 

sector. The main concern is due to the exploitation of vulnerability in the network by the 

threats. The need for the network security assessment model arises to protect the information 

on the network from these threats and exploits. The core aim of the network security 

assessment is to enable the network administrator to ensure the availability, confidentiality 

and integrity of the network services and infrastructure. Turning the blind eye on the security 

assessment factor of the network would leave the network vulnerabilities uncovered and thus 

leaving the network to the mercy of hackers and attackers. In this context the need of network 

security assessment model is a necessity for maintaining a secure network infrastructure. 
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According to the IT security survey report presented by the Ponemon institute in 2011, the 

average cost of one data breach for U.S organization (which participated in the survey) for 

the year 2010, came out to be $7.2 million and average cost one cyber-attack came out to be 

$6.4 million. From the results of this survey it can be easily concluded that many 

organizations do not have precise and right strategy to thwart or prevent cyber-attack against 

their network and enterprise infrastructure. This is mainly due to the absence of efficient 

network security assessment framework (Institute, 2011). 

A plan of action is required to protect the network from different threats. An action plan is a 

set of several processes in order to protect and safeguard network from internal and external 

threats. A good and effective action plan provides protection from number of threats and 

attacks. The action plan depends upon the type and size of the organization. “Given that an 

increase in network size could amount to a relative increase in security requirement, it could 

be safe to put that the relationship between scalability and security is directly proportional”. 

Therefore, network security assessment is becoming a requisite for the improved clarification 

to the different problems (Spencer, 2002). 

 

1.1 Statement of Problems 

A solemn problem within this study area is the common misconception about network 

security terminologies and definitions, and this study is aimed to explain the network 

assessment related terminologies in a simpleminded way and also attempts to offer different 

approach to the existing network security assessment frameworks. The development of a 

model is plans in the thesis which tries to build an approach to quantify the Network Security 

Assessment and attempts to cover the security factors such as risk, likelihood, vulnerabilities, 

threats and impact. 

There is another survey which was conducted by Symantec Information Protection. This 

survey was conducted on 2,152 small and medium businesses (SMBs) which spanned in 28 

European Countries. According to the results of this survey, 77% Europeans firms 

experienced Cyber-Attacks which resulted in the loss of £202,000. This loss included 

downtime, loss in business and the loss of reputation (Condon, 2010). The survey report 
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concludes with the lack of appropriate countermeasure approaches taken in the organizations. 

As this is the major concern to the organization assets due to the presence of weakness in the 

organization network. 

The thesis work will attempt to improve the network security assessment model by focusing 

on the risk and threats linked with the organization. Furthermore, the proposed model will try 

to deliver improvement to the present assessment approaches used in the existing model by 

highlighting their weakness so to strengthen the development of network and it services. 

 

1.2 Aims and Objectives 

The artefact in the model aims to measure the network security of the organization through 

risk assessment.  Risk assessment is one important process of risk management which 

facilitate the organization to achieve its mission (a) by maintaining better security of the IT 

systems (b) by supervising the organization to take appropriate decisions against the network 

risk and able to justify the organization network security expenditures. 

The approach of the dissertation is to develop the understanding of the existing network 

security methodologies with the strengths and weaknesses. This understanding will support to 

eliminate the misunderstanding linked with the network assessment techniques. A model for 

network security assessment is proposed in the thesis which will enhance the process of 

security assessment by quantifying risk assessment. 

The main objectives of this dissertation are: 

- To produce an effective network security assessment model which makes attempts to 

quantify the security through assessing risk present in an organisation network. 

 

- Managing network security assessment in the light of risk associated parameters.  

 

- To propose initial framework for network security model using visualization 

techniques for improving security assessment of the network. 



Introduction to thesis 

 

4 

 

A model for network security assessment is proposed as the artefact, which will be covering 

the following factors like; risk, likelihood, threats, vulnerabilities and impact. The proposed 

model will help to strengthen the decision making power of the organization by realistic 

justification on the network security concerns. The basis of the model is built on the existing 

approaches used for assessing the network security.  

 

1.3  Motivation of the study 

The complexity of the corporate and enterprise networks is increasing day by day and in this 

era to electronic communication, computer systems of organization holds great amount of 

sensitive and valuable corporate information. A single weak or vulnerable point in the 

network will jeopardize the security of whole organization‟s network infrastructure therefore 

the need of the methods which provides confidence to the management team to ensure about 

the safety of each and every information asset is indeed the need of time. According to the 

FBI‟s Computer Crime Squad assessment, “between 85 and 97% of the computer intrusions 

go undetected.” This reading clearly point out that corporate firms are not only unaware of 

the fact that there network infrastructure is weak and potential target for the hackers but also 

that they do not even know when their important corporate information is stolen. Since every 

mistake in this world carries some price to be paid, in this situation it is the financial health of 

the corporation which is at stake (Spencer, 2002). 

 

1.4 Scope and limitation of the study 

Following are limitations of the scope of the study: 

- The theoretical analysis of the currently used methodologies for assessing network 

security is performed to highlight the strengths and weakness.  

- A propose model for assessing network security is explained through the structural 

flowchart of the model.  

- Due to study and time limitation the proposed model is not covering the process of 

implementation of model on the real-time network or any into type of software. 
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- The model will quantify the security by utilizing network associated risk parameters 

followed by formulae to assess the network security. 

- In order to restrict the internal and outsides threats of the organization the thesis 

provides recommendations to the existing assessment approaches which enable the 

management to take more appropriate countermeasures. 

 

1.5 Outline of the thesis 

The dissertation is organized in five chapters, which includes (a) the current chapter, 

introduction to thesis, literature review of the existing models and the proposed artefact with 

explanation of its parameters. Chapters 1 and 5 are the introduction and conclusion of the 

dissertation respectively. Additively, the utilized resources in the work are mentioned in the 

reference section of thesis. The figures and tables used in the thesis, timelines and dissertation 

poster are presented in the preparatory and appendices section respectively. 

 Chapter 2: Review of the literature. This chapter includes the literature review of 

the network security assessment, which comprises of the rationale of basic 

terminologies related to the thesis. The fundamentals of network security and 

providing the preliminary information in the field of network security risk. Describing 

the visualization techniques and explaining area of use in the network security 

assessment with the advantages and limitation of attack trees and attack graphs are 

also not left out. 

 

 Chapter 3: Review of methodologies. Review has performed by utilizing 

comparative analysis techniques, critical highlights of the strengths and weaknesses of 

the current network security assessment methods. The chapter also elucidates the 

network security assessment methodologies, framework and model to provide further 

insight into the process of NSA criterion currently employed. 

 

 Chapter 4: A proposed network security assessment model. This chapter includes the 

proposed model for assessing network security based on study and evaluations of 

existing models. It covers structural design of the model and using mathematical 
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formulae to quantify the risk with respect to parameters present in the organization‟s 

network. The proposed approach seeks to strengthen the place of network security 

assessment against different threats and vulnerabilities. Finally, evaluating and 

discussing the overall result of the thesis by comparing with the existing models. 

 

 Chapter 5: Conclusion and future work: The last chapter conclude the overall 

dissertation and provides recommendation for future work, the section is also 

important for learning point of view. 
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CHAPTER   2 

 

Review of the Literature 

 

 

This Chapter provides the literature review of network security assessment, with the precise 

description of basic network security terminologies. The fundamentals of network security 

are explained in this section to provide theoretical underpinning of the preliminary 

information in this area. There are different ways of assessing the network security today 

where risk and threat assessment are one of them. The literature focuses on the existing risk 

and threat assessment techniques and attempts to evaluate the present strength and weakness. 

There are several approaches covered in this chapter that are used to support the process of 

risk and threat assessment for appropriate results. Visualization techniques can play 

significant role in measuring the present risk in the organization network. These techniques 

are discussed with their advantages and disadvantages in this chapter as well. 

 

2.1 Basic Network Security Terminologies 

This section briefly describes the basic network security terminologies in order to increase 

the understanding of the network security concepts. The questions like: what is network 

security? What is the difference between threat and vulnerability? Is there difference between 

risk and attack? These questions are answered in this section to clarify the concept of errors 

and to strengthen the weakness present in the foundation of network security. 

a. What does security means? Security is the quality or state of being secure from 

danger. It also implies as something that provides protection or ensure freedom from danger 

i.e. safety. The measures taken to guards against espionage, sabotage, crime or attack 

(Goguen et al., 2002). 
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b. What is a Network? Interconnecting systems of channels resembles a network. The 

system of computation, databases, peripherals and terminals are connected by 

communications lines (Goguen et al., 2002). 

c. Network Security: A set of activities define to provide protection to the network from 

different threats (Baral, 2010). An efficient plan of action is required to protect the network 

from different threats. The plan of action also varies with the size of the organization 

network. The main role of network security is to ensure safety in the network and allow user 

to use the network without comprising their interest (Wang, 2009). 

c. Threat: “Either accidental or intentional potential to cause harm to a system or 

service. A Threat-Source is either intent or method targeted at the intentional exploitation of 

vulnerability, or a situation and method that may accidentally trigger an exposure to system 

vulnerability” (Wright, 2007). 

d. Vulnerability: “A vulnerability is any loophole in a system (un-patched or security 

hole) that can be triggered (either by accident or intent) to exploit a weakness in the system” 

(Wright, 2007). 

e. Attack: “An attempt to breach the security on a system regardless the outcome; 

attacks can be referred as specific strategies to violate security”. Attacks are classified as 

passive and active attacks. Passive attacks are those attacks which are not involved in 

performing any modification of the transmitted data and neither the source nor the destination 

is aware of eavesdropping of transmission. Active attacks are easy to detect but difficult to 

prevent due to the involvement of modification of transmitted data (Epiphaniou, 2011). 

f. Organisational security policy: “Rules, laws and practices to regulate the way an 

organisation manages and protects digital resources to achieve the security objectives. All the 

organisations must comply with the given regulations” (Epiphaniou, 2011). 

g. Risk: “Possibility of loss; the net negative impact of the exercise of vulnerability, 

considering both the probability and the impact of occurrence” (National Institute of 

Standards and Technology, 2002). 
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Figure 2.1: CIA Triangle 

 

 

h. Likelihood: the state of being likely. The probability of an attack to occur which 

depends on the attacker motivation and how simple is to mount an attack (Epiphaniou, 2011). 

i. Impact:  To evaluate the amount of damage being done due to the exploitation of 

vulnerability (Epiphaniou, 2011). 

 

2.2 Network Security Fundamentals (CIA) 

Network security has the following characteristics (Epiphaniou, 2011): 

Confidentiality: “The processes for keeping the data secret (not safe). Access to the data is 

only available to users who have the appropriate authority, clearance or access approval to do 

so. A potential threat to confidentiality is disclosure of information”. 

Integrity: “Protects against unauthorised alteration of data and it is important in order to 

verify its correctness”. 

Availability: “Ensures that the information is readily available to authorised users or a service 

(programs) as the information is needed”. 
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By taking proper security measures, service and data can be protected i.e. maintaining 

availability, integrity and confidentiality. Appropriate security measures can be taken after 

implementing proper network security assessment method. Thus, a need of an appropriate 

network assessment model is arises which help the management of the organization to take 

well-informed decisions about the network security issues. 

 

2.3 Defence “In Depth” 

An approach widens the scope of the security and responds to new conditions by encouraging 

flexibility in the policies. This approach ensures that the organization is not blindsided with 

the unexpected threats which can results in full system compromise by preferring the layered 

security architecture. This approach helps in simplify the risk assessment and response time 

of the organization network (Epiphaniou, 2011). 

 

The significance of Defence “in Depth” is that it provides support in the following areas of 

the network: 

 

 Effective risk based decision to be made 

 Reducing the cost of the countermeasures 

 Enhancing the organizations operational effectiveness 

 Increasing the cost of the attack for the adversary 

 Reducing associated risk with the organization 

 

2.3.1    Defence “In Depth” Lifecycle 

The Defence in Depth lifecycle is consist of four major steps as illustrated in the figure2.2. 
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Figure 2.2: Defense In-Depth Cycle 

 

The above figure shows four phases of Defence in Depth lifecycle. 

 

1. The first step provides vital responses towards the development of a strong and robust 

“In depth” defence structure called “Establishing Context”. 

 

2. “Risk analysis” is the second step which offers a basic methodology and fundamental 

considerations for the assessment of the current most condition of the defence of an 

organization. 

 

3. The third step which is “Implement defence in depth” describes a framework for the 

implementation of a complete set of defence in depth which provides a control over 

people, technology, governance and process. 

 

4. The forth step is “Monitor and review” which guarantees the current significance of 

defence in depth structure and provide considerations for it. 

 

Risk 
Analysis

Implement 
Defence In 

Depth

Monitor 
and 

Review

Establishin
g Context
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2.3.2    Defence “In Depth” Implementation 

The defence “In Depth” methodology works in such a way that it provides enhance protection 

against severe threats and allow the mitigation of several vulnerabilities. It also provides 

security incident detection in a timely and very effective way. In order to reduce the impact 

occurring on business operation defence In Depth react to these incidences and take counter 

measures. 

 

2.4 Visualisation techniques 

Today, providing security to network is a difficult task due to the complexity of networks. 

Visualizing the network information is one appropriate way out to proffer security to 

complex networks. Through visualization techniques one can gain deeper understanding of 

what‟s going on the network. One can uncover potential vulnerabilities and attack paths using 

these techniques which assist in suggesting better countermeasures. Visualisation techniques 

make it easier to analyse the security on broader network, assess present vulnerabilities and 

even enhanced business compliance. 

Visualization techniques plays significant role in constructing the rationale of data to provide 

coherence to the structure of the abstract data which is collected from different sources. 

These techniques help in understanding the large amount of information by compacting it in 

useful way. This makes semantic analysis of the gathered information easy and also aids the 

decision maker in finding the appropriate countermeasure for the protection of the network. 

In fact, a simple graph worth a thousand words (Viduto & Maple, 2010). 

For example, considering the data logs files from the intrusion detection system (IDS) where 

the data is presented in a raw format. Making the raw data into a visual format for human 

cognitive system, visualisation techniques pick up the essential information from the logs 

files and simply demonstrate them in a graph format. 

There are different types of security visualization techniques, depending on the ways of 

presentation of data. Using histograms, colour maps, scattered-plots and coordinates plots are 
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common techniques in this subject. But different types of schemes are used in displaying data 

depending on the type of data. Therefore the efficiency of visualization depends on the type 

of data used to present and the ways it is displayed. 

Attack graphs and attack trees are two different visualisation techniques, generally applied 

for network security analysis to envisage attack paths, probability of attacks and associated 

risk to the network. 

 

2.4.1 Notion of Attack Graph 

The concept of attack graph plays significant role in the field of computer security, 

particularly in network hardening and vulnerability assessment approaches. The attack graph 

supports in analysing the dependencies of vulnerability and also demonstrates alternative 

attack paths. Further, it discovers the shortest path to the target of the attacker and help in 

predicting the impact of the possible damage can be done by the intruder. “In an attack graph 

each path has series of exploits which lead to an adverse state. An adverse state is an event 

which has detrimental impact on the computer machine”. (Viduto & Maple, 2010). 

The concept of attack graph provides the answers to the following questions: 

- The system is vulnerable to which kind of attack? 

- Demonstrate the number of ways (attack paths) the intruder follows to compromise 

the system. 

- Determine the countermeasures against the vulnerabilities by the administrator to 

ensure confidentiality, availability and integrity of the network? 

 

The figure2.2 illustrates that how an attacker can reached the target machine (B) from the 

source machine (A) considering the case with the required conditions for gaining access. 
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Initially, the attacker exploits the ftp service from machine A in order to gain trust of the 

target machine. Then after running remote shell service to access the admin/root level 

privileges which enables to fully compromise the system by running the buffer overflow 

exploit on the targeted system. An alternative way of compromising the system is also shown 

in the figure2.2, which is when an attacker gets the secure shell session directly and then 

running the buffer overflow exploit on it (Huang et al., 2011). 

Thus, an attack graph can demonstrate possible attack paths with required conditions and 

states in sequence that can help the attacker in breaking into the system. This technique as a 

result can produce quantitative and meaningful conclusion for analysing the network security. 

 

2.4.2 Notion of Attack trees 

The possible attack paths in the network can be visualized by constructing the attack tree for 

the particular threat. Due to the simplified classification of different ways for logging into the 

system, attack tree enable to demonstrate have more convenient structure than attack graphs. 

As the attacks are represented by the nodes in the attack tree and these nodes are further 

classified into OR and AND nodes. The AND node is displayed when there is no alternative 

path of compromising the system whereas the OR node is showed when there is an 

alternative path available for compromising the system by the attacker. The destination or the 

Machine B (root) Machine A 

User (B) Trust (B, A) ftp_rhost (A, B) 

rsh (A, B) 

local_bof (B) 

ssh_bof (A, B) 

Figure 2.3: Attack path scenario Attack graph 
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target of the attacker is represented by the root node in the attack tree. Furthermore, the 

refinement of the goal is represented in the form of the children of a node and those attacks 

which can no longer refined can be represented by the leafs (Huang et al., 2011). 

The attack trees can be utilizes for assessing the attributes and analysing the security of 

network. For example, measuring the likelihood of an attack, quantifying the impact of the 

attack, assessing risk and measuring control defence. This concept also helps in estimating 

the lowest cost security measure by defining through quantitative metric for each security 

control (Viduto & Maple, 2010). 

 

                        

Figure 2 4: Log-in scenario by using an attack tree 

 

The figure 2.4.2 illustrates the possible ways an attacker can use to gain access to the system. 

A decision maker can concludes easily by analysing the shown attack tree that this type of 

attack can more easily by analysing the shown attack tree that this type of attack can more 

easily perform by the insiders. Responding to this attack tree, the management of an 

organization can build up a defence tree against the attack tree to measure the security control 

with the estimated budget. This technique provides in the processes of risk assessment and it 

management (Huang et al., 2011). 

Log In

Guessing 
Password

Learn the 
password
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Get from 

Target
Stealing

Obtain 
Sniffer Log 

file

Install 
keyboard 

snifer
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2.4.3 Advantages and Limitations of Attack graphs and Attack trees 

Attack graphs advantages 

 Critical paths can find easily in wide networks 

 All lines of attack are displayed to the administrator 

 Reduced the amount of complexity for large networks 

 Simplifies quantitative risk analysis 

 Easy to estimate the likelihood, impact and risk of the attack 

 Decision-makers could select a set of security countermeasure 

 Defending the system from possible attacks 

Attack tree advantages 

 Support in calculating minimum cost to defence measures 

 Streamlines risk assessment and management processes 

Limitation: 

 Low level vulnerability analysis, 

 Not provide details about state transition of attack 

 

2.6 Summary 

This chapter has given a brief background on the topic with the new approaches of analysing 

the network security control. In the next chapter we will discuss the existing network security 

assessment methodologies and thereafter followed by the proposed artefact of the thesis. 
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CHAPTER   3 

 

A Review of Methodologies for Assessing Network Security 

 

An overview of the existing methodologies for assessing the security of the network is 

provided in this chapter. The chapter critically highlight the strength and weakness of the 

methodologies through comparative analysis. This chapter also supports to increase further 

understanding between different perspectives of assessing the network security and helps in 

developing simple and alternative approaches for the network security assessment. 

3.1 Network Security Assessment Methodologies 

The network security methodology means analysis of procedure and rules engaged by the 

respective discipline for assessing network security. Exiting models of network security 

assessment are explained briefly and critically in the following section. 

 

3.1.1 A Framework for Network Risk Assessment 

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) is a flexible, 

emerging and self-directed vulnerability methodology. It is basically a security framework for 

risk assessment. It is developed to provide support for organizations to protect their 

information assets, infrastructure and helps them to achieve their mission. OCTAVE can be 

assumed self-directed because by adapting this methodology any organization can design 

their own unique procedures that are suitable for them. The reason for it to be flexible is that 

the processes outlined by the framework should not be strictly followed which is due to the 

fact that not all processes can be applied to all organizations. For e.g. a tertiary institution 

requires less evaluation procedures as compared to a hospital which requires more evaluation 

measures while conducting a security vulnerability assessment. The users of various systems 
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Figure 3.1: Integrated Security Infrastructure 

 

 

and network infrastructure are engaged in the assessment which allows them to make a firm 

contribution in a security evaluation which guarantees the following (Carnegie Software 

Engineering Institute (SEI), 2011). 

i. Suitable classification of organization information security assets. 

ii. The right users are involved in the risk evaluation process. 

iii. Right mix of countermeasures are provided and deployed in the appropriate areas. 

iv. A dynamic and ever-changing business context security evaluation is achieved 

 

3.1.2 Vulnerability Assessment: Towards an Integrated Security Infrastructure 

In an integrated security infrastructure a security methodology for vulnerability is created to 

perform vulnerability assessment, its job is to encounter all the security threats that are 

intrusively emerging. An integrated security framework is comprises of three elements; 

analysis, detector and capability to response and can be regarded as a unified approach. The 

infrastructure supports in gathering, analysing and countering threats that are generated from 

multiple sessions of distributed attack. An Integrated Security Infrastructure is a process of 

evaluating security vulnerabilities whose purpose is to classify threats and suggest suitable 

countermeasures. This methodology for evaluating vulnerabilities is developed based on the 

concept of OCTAVE. It is a complex process to detect, analyse and counter all security 

threats which are emerging and intrusive specifically those which have multiple attack 

sessions and are distributed in nature. In this type of attack each individual session can be 

considered as genuine but when attack sessions are combined they may be not genuine 

(Onwubiko & Lenaghan, 2005). 
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Figure 3.2: Self Directed Methodology 

 

 

Within the integrated security infrastructure a vulnerability assessment model was developed 

by Onwubiko which outlines for evaluation steps as shown in the figure3.2. These steps are 

constantly reviewed and enhanced in directing security vulnerability procedures (Onwubiko 

& Lenaghan, 2005). 

Step 1: Classification of assets; based on the identification of the organization assets with the 

security requirements and threats to those assets. 

Step 2: Classification of Threat & Vulnerability; based on the analysis of threats and 

vulnerabilities related with the organization assets. 

Step 3: Countermeasures; based on the analysis of the associated risks of the identified 

vulnerabilities and their effect on the business. 

Step 4: Strategy of protection and mitigation; based on the prioritization of the risks with the 

help of threat profiling. 

 

 

 

 

 

3.1.2 A Network Security Assessment Protocol 

Baral presented a network security assessment protocol by utilizing the deductive approach 

show in figure3.3 to perform analysis, assessing, security and awareness of the network. 

According to the proposed network security assessment protocol the model will support in 

analysing, assessing the network vulnerabilities and providing countermeasure with the 

necessary awareness to the staff of the organization. The proposed protocol is named ASSA 

where 'A' defines the analysis process of organization assets. This process consists of 
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Figure 3.3: Deductive Approach Model 

 

 

 

identification and prioritization of assets, threats and vulnerabilities in the organization 

network. The second 'A' defines the assessment process of the protocol. This process assesses 

the internal and external threats with the network vulnerability utilizing the open source tools 

and expertise suggestions. The 'S' in the network security protocol defines the security of the 

network by taking different counter measures and mitigation techniques. The last 'A' in the 

protocol defines the awareness process by educating the staff about the security of the 

system. This process educates network staffs by taking the following techniques under 

consideration which includes transference, precautions, acceptance, and avoidance techniques 

for the adverse events (Baral, 2010). 

 

 

 

 

 

 

 

 

3.1.4 A Model for Audits, Assessment and Review of Network Security 

A model is proposed in the report by Wright which helps the network risk assessor by 

enhancing their testing and assessment skills. According to the author "audit is not designed 

to distribute the allocation of blame". Diagnosing and the reporting of as much vulnerability 

as possible is the necessity for an effective network assessment. The author compares the 

audit process with the penetration testing and also proves that the external tools based 

penetration testing is not an effective method for assessing the existing network 

vulnerabilities. The process of auditing will help to understand the organization infrastructure 

and ensures smooth operations more properly than penetration testing. As the audit not only 

identifies the vulnerabilities but also identifies the associated risk and help the decision 
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makers to takes smooth decisions. The report recommend to use the audit approach for 

assessing the network security and strongly not supporting the tools based testing as a 

network security assessment methodology (Wright, 2007). 

The flow diagram of the network security audit model is illustrated in figure 3.4 which 

explains the importance of audit and it processes in the proposed model. The penetration 

testing and use open source tools are also one of the component in the assessment process of 

network security while perform auditing of the network. The flow initiates with the 

baselining of the asset followed by the audit process of the network security. If there is any 

variance in the expected result than the associated risk is calculated in order to take effective 

countermeasure against the threats. And if the result is according to expected value then the 

audit will mark as completed and also documented. The countermeasures will be taken under 

the decision of the executive management of the organization with respect to the organization 

network security policy. And after evaluation of network security audit the process awareness 

will be executed to educate the staff of the organization about the changes performed on the 

network.  

 

Figure 3.4: Audit and Assessment model for Network Security 
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3.1.5 A Methodology for Network Security Assessment (BASE) 

Another methodology was proposed for the assessment of the network security known as 

BASE. Basically BASE is an acronym for "Baseline, Audit and Assess, Secure, Evaluate and 

Educate". The methodology provides basic vulnerability assessment assurance including the 

utilization of cost effective tools to plan countermeasures which is fully executable and 

affordable. Following is the explanation of each process in the network security assessment 

methodology (Braunton, 2004): 

Baseline: The process of baselining consists of gathering the information about the assets of 

the organization and providing a document in the end of the process. This is the common step 

in most of the security assessment methodology. This document of asset will help in the next 

process of the model which is audit and assessment process. 

Audit & Assess: This process of the methodology can be performed manually and by using 

automated tools together as well. The audit of the mentioned assets is performed before the 

execution of the assessment process. A report is produced after the complete execution of the 

audit process which will support in the assessment process to enhance the results. This 

process is also interconnected with the risk analysis which will aid to take appropriate 

countermeasures. 

Security Implementation: This process consists of a plan of remediation which is executed to 

secure and patched the loop hole of the network environment. The implementation of the 

countermeasures is based on the organization policies which are taken by the management 

team of the organization. 

Evaluate & Education: This is the final process of the methodology which evaluate the results 

of the implanted countermeasure. This evaluation will ensure that the taken countermeasure 

and risk will avoid adverse impact on the organization assets. Educating the technical users, 

staffs and administrators is necessary to increase the awareness at a certain level. This will 

benefit the network to avoid mishap by the users in the long run and maintaining the 

confidentiality, availability and integrity of the network. 
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Figure 3.5: Cisco evolutionary cycle 

 

 

3.1.6 Cisco Network Security Framework 

Cisco network security framework consists of a cisco evolutionary cycle as illustrated in 

figure3.5 to assess the security of the network. Phase1 of this cycle is the identification 

process of the threats to the organization assets. The process of gap analysis is performed in 

Phase2 of the cycle to uncover the strengths and weakness of the network infrastructure. 

Similarly baselining of the organization assets may be used for reference model during the 

execution of phase1 and phase2 to achieve more appropriate results. The process of gap 

analysis is followed by phase3 of the evolutionary cycle which is the about planning of 

remediation. This phase provide the countermeasures to enhanced the security of network by 

updating the network. Plan sequencing is the phase4 which make sequence or set priority of 

to be taken countermeasures to ensure smooth patching network activity. The cycle finishes 

at the execution phase which is phase5 of the Cisco cycle in which the evaluation of the result 

is also done. This phase confirms that the results are according to the expected outcomes or 

not. Otherwise the framework is iterative and each cycle will result in more appropriate 

countermeasure to meet the business goal according to the organization security policy 

(Cisco, 2010). 
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3.1.6 Comparative Analysis 

In this section we have highlighted the weakness in each of the methodology discussed in 

literature review. This can supports to understanding the critical area in the existing models 

which are not fully addressed in the required network security assessment domain.  

Initiating with the Integrated Security Methodology; relatively generalized methodology to 

perform vulnerability assessment by the assessor of the organization. The classification of the 

threats and its sources is performed by means of the profiling technique in order to take 

countermeasures. The methodology is performing risk assessment by using OCATVE 

framework in a generalized way which can make difficulties to take decision by organization. 

The prioritization of counter measures is performed only by threats profiling which cannot 

provide sufficient information about the network infrastructure to the decision making 

management. 

The proposed Protocol by Baral for assessing the network security is analysing the network 

by penetration testing and assessing the threats and vulnerability by using open source tools 

and commands. This type of method is insufficient to perform the vulnerability and threats 

assessment because they do not completely addressed the vulnerabilities and threats posed to 

the network infrastructure. The result of this kind of approach is neither qualitative nor 

quantitative     due to which cannot support the management to take well informed decision. 

An audit and assessing model to perform the network risk assessment is proposed by Wright. 

The model compared the importance of an audit process with penetration testing of the 

network. The model insists to perform audit process and then execute the assessment process 

on the network. The auditing and assessment process can be enhanced by introducing 

visualization techniques to broaden the view of the vulnerabilities in the network.  

The another network security assessment methodology know as BASE is proposed to 

enhanced the security of network The audit and risk assessment phase of the methodology is 

performed manually and automatically by using network assessment tools and command on 

the network. The improvement in the risk assessment result can be brought up by utilizing 
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attack graph and attack tree techniques which provide the layered approach for in depth 

analysis. 

The Cisco evolutionary cycle for network assessment consist of five phases. Phase1 of this 

cycle can enrich by utilizing Onion Skin Model to improve the identification process of 

threats and vulnerabilities. The results of Onion Skin Model can also help in the Gap 

Analysis phase of Cisco Network Assessment Cycle. The management of the organization 

can be able to take more appropriate countermeasure with the support of Onion Skin model 

as it analysed the network with the layered approach. 

The process of security assessment of the network is dependent on the automatic tools in 

most of the existing methodologies. This approach of assessing will provide inadequate 

information to the assessor which lead to the inappropriate countermeasures. As it is obvious, 

that most of the existing network assessment models followed component-based approach to 

assess the network security. The component-based approaches includes the use of scanner in 

the identification process of vulnerabilities, detecting threats by using detectors and block 

attacks by implementing firewalls. The reporting process of all these components is in 

different formats which creates trouble for the assessor. The component-based models 

provide fragmented countermeasures which need to be prioritize before the implementation 

process. The existing network security assessment models lack behinds the risk assessment 

practice which in results implements the fragmented countermeasure inappropriately.  

As stated in (Huang et al., 2011) “the best security practice dictates that security requirements 

be based on risk assessment, which determines network‟s exposure to threats, identifies 

likelihoods of an event occurring as well as resulting harm to the assets.” There are various 

models and methods available to assess the network risk properly and efficiently. Onion Skin 

model is one of them which supports the risk assessment process and assess the network 

security in the form of layers. This layered security approach widens the scope of the 

assessment and provide all possible attack paths on the network.   
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3.2 Conclusion 

This chapter covers the existing network assessment methodologies by briefly explaining and 

highlighting the strength and weakness. The chapter provides suggestions to the reported 

issues in the existing models as well. A model is proposed in this thesis to assess the security 

of the network through risk and threat assessment which is explained in the following 

chapter. 
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CHAPTER   4 

 

Proposed Network Security Assessment Model 

 

This Chapter includes the proposed model for assessing network security, based on study and 

evaluations of existing models. The structural design of the model is constructed with the 

network security risk assessment parameters. The design of the model followed by 

mathematical formula which is utilized to quantify the risk and associated parameters present 

in the organization network. By implementing this proposed approach, the higher 

management of the organization can strengthen the decision making with respect to the 

network security policies of the organization. 

The purpose of the network security assessment (NSA) model is to provide recommendations 

about the organization network security issues in order to maximize the security of the 

network. The proposed model makes effort to present a model which acquires minimum 

knowledge for carrying out the network security assessment. As there are many existing 

methodologies to assess the security of the network and they almost attempt to answer the 

following questions about the network. What are the threats and vulnerabilities present in the 

network, how much they can affect the organization assets, what is the probability of 

occurring the adverse event in the network and how they can be handle. 

With the help of risk and threat assessment approach the raised questions can be answered 

very easily and simply. Furthermore, it also support in quantification process of the risk 

present in organization network by determining the values of the associated risk parameters. 

The structural design of the model is made in such a way that it provides easiness to 

understand the overall flow of the network security assessment and to identify all possible 

threats which pose to exposure of the organization assets. The next section is followed by the 

structural design of the network security assessment model and its explanation.   
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4.1 Structural Design for Network Security Assessment Model 
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4.1.1 Explanation of the proposed structural design of the model 

The design of the model starts with identification process of organisation assets which further 

led to process of classification of the assets. Classification of assets is performed on the basis 

of the asset value to the organization. Without identifying the asset value with respect to the 

organization the process of classification of asset could not be properly executed. The next 

process in the flow chart of model is vulnerabilities identification; similarly without this 

process the classification of vulnerabilities could not be executed. If the is no vulnerability in 

the network, then the process terminate here. The next process is of threats identification; 

threats which are associated to the network. Similarly, without proper threats identification 

classification process could not be fulfilled respectively. Appropriate classification of threats 

and vulnerabilities led to determine the likelihood of the adverse event present to the 

network. And the impact of that adverse event can be determined by the loss done to the 

organization asset due to the particular threat. The value of likelihood of particular threat, 

asset and impact will steered to measure the risk to the network. The value of the risk existent 

in the network due to the particular threat and vulnerability will help to determine higher 

management the particular sequence of the countermeasure which are being implemented 

with respect to the network security policies. 

 

4.2 Mathematical representation of the Model 

Functions are used to define the relationship between different quantities. As one quantity is 

dependent on another quantity in nature; for example, employee salary is dependent on the 

number of working hours. Therefore, the model attempts to make effort of making the 

relationship between the risk and the linked parameters of the network in the mathematical 

formula. The following formula for risk will quantify and support to find an appropriate risk 

value present in the network (Huang et al., 2011). 

Risk = Asset x Likelihood x Impact 

This formula shows that Risk is directly proportional to the Assets of the organization, the 

overall likelihood of threats and vulnerabilities present in the organization and impact due to 
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the presence of vulnerabilities in organization‟s network. Therefore we can say that when 

there are more assets there will be more risk and similarly, this will happen with likelihood 

and impact factor respectively and can also be vice versa. 

Now, to measure risk in the organization network; we are supposing risk as R, asset as Aί, and 

likelihood as Lί and impact Iί, where ί is an integer; which show the number of respected 

parameter. For instance, A1 which is a particular asset having certain value to the 

organization, have a particular threat T1 and vulnerability V1 which will assist in defining 

appropriate likelihood Li of the adverse event. The particular impact of the event due to the 

presence of threat T1 and vulnerability V1 can be determined by I1. 

Mathematically Asset, Likelihood and Impact can be expressed in the function of risk R as 

ƒ (R) = Aί * Lί * Iί 

This expression shows that the output of the function is dependent on three elements, which 

are from risk domain or any given set. Simply, we can also articulate that product of Ai, Li 

and Ii is from the defined set of R. 

At this instance, we make an effort to define the following factors which are used in the 

above functions; so to get better understanding of how to measure appropriate risk present in 

the organization‟s network. Therefore, to gain information about risk we have to analyse the 

following part of the formulae i.e. assets, likelihood and impact on network. 

The existing models for network security assessment which are used in the identification 

process of risk by dealing with the threats and vulnerabilities identification are more focus on 

the investment evaluation process (Viduto et al., 2011). The above formula will help in 

identifying appropriate risk value of the network by determining the asset value i.e. invested 

value, the probable value of adverse event and the impact of the adverse event. This will 

generate more focused result of risk present in the organization network due to the existence 

of threats and vulnerability. 
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4.3 Assessing Risk 

4.3.1 Determining assets value 

Beginning by defining asset as; that something having value to the organization, such as 

information, data, systems or group of people which help the organization to generate 

revenue (Goguen et al., 2002). 

A. Identification of assets 

Identification of assets is essential in order to acquire awareness for determining what should 

be protected. This involves producing a general record that lists all information data systems, 

and their belongings, group of people in the organization; which helps to generate profit. The 

table 4.3.6 in appendix A illustrates the minimum information required for identifying the 

asset i.e. system information. The model is focusing on the network security assessment with 

respect to organization environment, consequently, focusing on the following information for 

the identification of asset value: 

 System name: System Identifier 

 Owner of the System: Proprietor of the machine 

 Location of system: Place of system according to organization type 

 Business nature: Business type 

 Information type: sensitivity of processing information, software type 

 Purpose of System: Role of the system 

 Configuration of system: Specification of the system, Connectivity info 

 User type: local, admin, guest etc. 

Furthermore, as mentioned earlier that the information gathering process about the systems is 

not limited and as it depends on the organization type plus the scope of assessment. In 

addition comments by the system administrator on any known inherent strengths or 

weaknesses of the system will also assist in analysing the overall risk appropriately. 

After producing the inventory of the information assets; a document which describes the 

sensitivity of each asset will be required. This document explains the level of criticality of 

asset, importance and its value to the organization. The document is produced by classifying 



P r o p o s e d  N e t w o r k  S e c u r i t y  A s s e s s m e n t  M o d e l                                           

 

32 

 

the system criticality and the data it processes with regard to integrity, confidentially and 

availability requirements. 

B. Classification of the Asset 

After fashioning the inventory for information asset appropriately, classification of asset 

based on the sensitivity will be produced. The classification of asset will facilitate to identify 

the criticality of the asset. Utilizing important information of the assets, one can classify the 

asset as major, minor and critical and of course based on the organisation‟s decision. Table 

4.3.7 in appendix A illustrate the table for classification of asset with the defined rating 

columns. This will lead to apposite organization asset classification with respect to the 

sensitivity and criticality. 

 

4.3.2 Determine Likelihood 

The state of being probable or likely is likelihood. Determining the likelihood of present 

vulnerabilities and threats in the network can be made if the vulnerabilities and threats are 

properly analysed. Therefore before advising about any rating metric to the likelihood of 

vulnerabilities and threats we should have to focus on the analysis of threats and 

vulnerabilities present in the organization network. Without performing appropriate analysis 

process it is not possible to determine the likelihood of vulnerabilities and threats present in 

the network. 

The proposed model is to assess the security of the network using the risk assessment method 

rather than only assessing the vulnerability and threats present in the network. The threats and 

vulnerabilities identification are the important components of the risk assessment model. And 

appropriate analysis of threats and vulnerabilities will sustenance proper classification of 

threats and vulnerabilities which led to suitable risk value in the outcomes. 

The relationship between the threat and vulnerability is present in the figure 4.2, which will 

help to understand the dependency in determination of likelihood of the adverse events to the 

organization network. 
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Figure 4.2: Likelihood Determination 

Table 4.3.1 show, that the likelihood is equal to the multiplication of vulnerability and threat 

(Tί * Vί). Therefore, the presence of both vulnerabilities and threats is necessary for the 

determination of likelihood of the network attack, whereas the absence of any one factor i.e. 

vulnerability or threat will make the likelihood equal to zero. The figure 4.2 also 

demonstrated the relationship between the threat and vulnerability by the arrows direction. As 

the likelihood of the adverse event, is dependent on both quantities, i.e. threat and 

vulnerability. The relationship between threat and vulnerability for determining likelihood is 

further elaborated in the following table. 

 

Threats          *          Vulnerability Likelihood 

0 0 0 

0 1 0 

1 0 0 

1 1 1 

*where „0‟ mean absent and „1‟ means present 

Table 4.3.1: Likelihood 

So, the need of vulnerability and threats analysis is necessary before proceeding toward their 

classification. And once the classification of vulnerability and threat is performed; one can 

able to determine their likelihood in the network. 
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a. Vulnerability Analysis 

The objective of vulnerability analysis is to ensure that current deployed protection is secure 

enough in terms of security i.e. Confidentiality, availability and integrity by identifying 

vulnerabilities. Through this analysis one can find the weakness present in the network using 

the gathered assets information and providing indication about the loop hole in the network. 

This analysis also assists in determining the attack paths which can be followed by the 

intruders during attack. Various tools help in identifying specific weakness present is the 

system such as Nessus (Tenable Network Security®, 2011), SAINT (SAINT Corporation, 

2011), Whisker (IBM Corporation, 2009), Sara (Security-Database, 2011). 

Ways of identifying vulnerabilities depends on the network infrastructure and the systems of 

the organization. 

Conditions for the network infrastructure are as follows: 

 The network infrastructure is not yet designed then security has to focus on the vendor 

products, systems requirement and the organization security policies to control the 

vulnerability parameter. 

 The network infrastructure is being implemented then the attention can be expanded 

to the documents of security design, system certification results, test and evaluation. 

 The network infrastructure is live i.e. in operation then consideration could be 

enlarged to feature of system security, security controls and technical handling. 

 

Following are the points which can help in identifying vulnerabilities present in the system. 

 By means of classification report of assets vulnerabilities (may be technical and non-

technical) can be identified. 

 Getting awareness about the system bugs fixes and patches from the vendors sources 

could lead to any info about potential vulnerability. 

 Most of the vendors post patches and services pack details on their website which can 

play an important role in controlling the vulnerability. 
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Documents of vulnerability sources can also help in managing control on vulnerabilities. 

They can be as follows: 

 risk assessment document (earlier version) 

 Any report on system audit or system test 

 Vulnerability database (National Institute of Standard and Technology) 

 Security experts 

 Vendor advisors 

 System software security analysis 

 

After considering all report aspects present in the organizational documentations, one of 

proactive method for identifying vulnerabilities is system security testing. Dependency of 

funds, expertise and available technology are the main factors for executing system security 

testing phase. 

As mentioned earlier, several well-liked names of the auto vulnerability scanning tools are 

used to identifying the known vulnerabilities for a group of host on network. Several times 

these tools led to false-positive results in the end due to according to network environment 

and cause problems. One more weakness of these tools is that they cannot measure all 

possible paths of attacks i.e. the potential vulnerabilities present in the network. 

Another technique for identifying known and un-known vulnerabilities while assessing risk is 

followed by the test scripts (prepared before execution) to produce the expected result 

(National Institute of Standards and Technology, 2002). This helps to check the effectiveness 

of security control which assists to meet the security policy standard. 

Penetration testing is also another technique to break in to the network legally by the consent 

of the higher officials of the organization. This helps in discovering the weakness (exploits) 

present in the system with respect to the attacker point of view; that is attacking the network 

either from inside or outside the organization. 
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Classification of Penetration Testing (Bayne, 2002): 

- Zero-knowledge testing: 

This type of testing is usually conducted with no knowledge about the network 

infrastructure. The test is performed by the external penetration tester in order to 

compromise the organizational valued system.  

 

- Knowledge penetration testing: 

This type of testing is performed by having the knowledge of the network 

infrastructure. Usually the tester considers himself as a staff member of the 

organization having the basic privileges and rights (Bayne, 2002). 

Recently a model known as Onion Skin Model (OSM) is proposed (Huang et al., 2011) 

which supports in determining level of risk followed by the vulnerabilities assessment and 

identification of threats. This is performed by constructing attack graphs on different network 

layers and mapping threats to vulnerabilities. A security specialist from the visualised model 

could reveal potential sources of an attack and relying on such analysis, propose a list of 

security measures. Applying the model as part of risk management procedures can help 

security specialist to build a catalogue of threats not only previously logged by also newly 

discovered. Generally, threats such as accidental errors unauthorised access or social 

engineering are the ones which cannot be detected by specialised network tools; however, 

they can be perceived while applying Onion Skin Model. The knowledge of various possible 

threats for risk and impact analyses is well understood through this model. 

b. Classification of Vulnerability 

While rating any vulnerability at least the following two points should be taken into 

consideration. 

 Measuring severity level by estimating resources required by the defender and 

attacker. 

 Depicting the effectiveness and gauzing further exploitation done by the vulnerability. 
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Vulnerability 

Identifier 

Vulnerability 

Severity level 

Vulnerability 

effectiveness level 

Rating(Ti) 

 High High 1 – High 

 High Low 0.5 – Medium 

 Low High 0.5 – Medium 

 Low Low 0.25 – Low 

Table 4.3.2: Vulnerability Rating 

 

c. Threats Analysis 

Anything that could contribute in causing harm or damage to the assets is a threat to the 

organization. The analysis on threats emphasizes on all the factors that have the ability to laid 

foundation of interruption or tampering to any organization service. The threat categorization 

is performed in to human and non-human threats. Those threats in which the source or the 

origin of threat are humans are fall in the Human threat category and those which are not 

derived by human such as natural disasters are fall in non-human category (Bayne, 2002). 

 

Human Hacker Theft Technical Staff Non- Technical 

Staff 

Electricians 

Non-human Flood Lightning Plumbing Fire Air 

Table 4.3.3:  Identification of threats 

 

Table 4.3.3 illustrated the posed threats to the organization assets. Hackers are those people 

who compromise the organization system with the intention. Theft can perform through 

electronically and physically by the thieves. The doomed technical staffs of the organization 

are also huge threat to the organization because they can cause massive damage to the 

organization. Unintentionally the non-technical staff can perform any activity which could 

result in loss to the enterprise. Electricians could play an important role in maintaining and 

controlling the electrical related issues in the organization. The natural disaster or the damage 
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cause by the non-human threats should also take in consideration while analysing threats 

process.   

d. Threats Classification 

The identified threats need to be evaluated in terms of loss that can give to the business of the 

organization. Threats can be examined in relations with the capability and motivation of the 

threat. Let us consider the non-technical staffs of an organization who may have low 

motivation of performing malicious activity but due to the level of access they have high 

capability on origination assets. Similarly, the attacker may have low level of access but have 

high level of motivation for doing mischievous actions on the organization network. The 

motivation factor only exists in the category of Human threats and does not play any role in 

the natural disasters. The rating of the threats will be assigned high to those which have high 

capability and high motivation. The low rating will be assigned to those threats which have 

low motivation and low capability (Bayne, 2002). 

 

Threat Identifier Motivation Capability Rating(Ti) 

 High High 1 – High 

 High Low 0.5 – Medium 

 Low High 0.5 – Medium 

 Low Low 0.25 – Low 

Table 4.3.4: Threat (Ti) rating 

 

Likelihood Determination 

After rating identified vulnerabilities and threats of the network, the level of likelihood can be 

calculated by putting the respected values in the formula shown below. A result of the 

likelihood can also be measured by utilizing the likelihood rating table. 

 

Likelihood (Li) = Threat (Ti) x Vulnerability (Vi) 
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Li = (H = 0.5 > 1, M = 0.25 > 0.5, L = 0.125 > 0.25, VL = 0.0625 > 0.125) 

Table 4.3.5: Likelihood rating 

4.3.3 Impact Analysis 

The impact analysis of any adverse events cause by the successful exercising of threat and 

vulnerability can be accomplished by the information provided by the organization. Adverse 

event means the loss in any of the following factors: Integrity, Availability and 

Confidentiality of the system. The type of information requires for impact analysis are as 

follows: system information, system value and system & data sensitivity. The information 

can be also obtained by the following organizational documentation reports such as: mission 

impact analysis report (BIA) and asset criticality assess report (National Institute of Standards 

and Technology, 2002). After gathering the required system information impact analysis 

could be performed under the supervision of the organization higher authority. This will help 

the risk assessor personnel in making decision about defining the level of impact due to 

adverse event. 

Table 4.3.8 in appendix A presents the impact with the defined rating according to the rating 

scheme. The rating scheme defines the level of adverse event with high, medium and low 

pointers after having the analysis of the impact cause the exploitation of present threat and 

vulnerability in the organization network. 

Vulnerability (Vi) 

 

Threat (Ti) 

High – 1 Medium - 0.5 Low - 0.25 

Likelihood (Li) 

High - 1 1 0.5 0.25 

Medium - 0.5 0.5 0.25 0.125 

Low - 0.25 0.25 0.125 0.0625 
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4.4 Quantification of Risk 

After rating the assets, likelihood of adverse event due to a specific threat and vulnerability 

and the impact of the adverse event to the organization, the product of all factors will lead to 

quantification of risk, present in the network. Table 4.3.9 for risk quantification in appendix 

A allow to gather the rating of the analysis in table, so the get the value of the risk due the 

existence of threat and vulnerability. 

The level of risk can be control by the organization by following it network security policies 

and operational impact of the countermeasure. On the basis of the decisions which are made 

by the higher authority of the organization, the counter measures will be implemented 

accordingly. 

Result Documentation 

The results of findings should be documented properly as it is an official way of representing 

the identified risk due to existence of threats and vulnerabilities in the network. This will help 

in future decision making of the organization in various prospects. This risk assessment 

report helps the management in the decision making policy, budgeting, and operational 

changes because of its simplicity and ease of implementation. 

4.5 Summary 

In this Chapter we have presented the proposed network security assessment model focusing 

on risk assessment. Starting with the structured flow of the model in order to understand the 

work easily and then stating the mathematical formula for calculating the risk in the network. 

The work is made simple by defining the various assessment templates and also introducing 

the rating scheme for quantification of the result. The model also suggests the alternate 

approaches of identifying the threats and vulnerabilities in order to obtained more appropriate 

results. 
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CHAPTER   5 

 

Conclusion and Recommendations 

 

The goal of the thesis is to develop a simple model which helps the management of the small 

size organization in assessing the security of the network. The purpose of the propose model 

is to quantify the security by measuring existence risk in the organization network. The 

model also suggests the means of identifying threats and vulnerabilities in order to enhance 

the outcome of the risk assessment. 

The design of the model is structured in such a way that it made the work simple i.e. easily 

understandable, simple to quantify and find out appropriate results. A different approach is 

prepared in the thesis for assessing network security with respect to the existing models. The 

thesis not only describes and specifies the existing network security assessment models but 

also evaluate the benefits and weakness of the models. 

The Chapter 4 of the thesis covers the structured flow of the proposed model and also 

describes mathematically the process of quantification of risk present in the organization 

network. The templates are also defined in the section containing the minimum required 

information for the security assessment of the network. The rating of schemes of the model is 

assigns as well in a simple way which helps in the assessor in quantification process of the 

model.  Recommendations are also provided in the identification process of threats and 

vulnerabilities present in the network to improve the result of the assessment. 

Base on the results of the model the higher management of the organization can take 

decisions easily and confidently against the possible risks. The risk which exits in the 

organization network can be transferred or reduced by taken countermeasures or can be taken 

by the organization according to the security policies and the higher management decisions. 
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The limitation of the proposed model as mentioned earlier is that it can implement on the 

small size organization network easily. It can also implement on medium and large size 

network but to make it simple and easy the network have to break into small chunks to 

implement the proposed model. 

 

Future Work 

The areas of improvement in work can be improved by enhancing the model for measuring 

risk present in the organization network for larger networks. The model can be made more 

effective by focusing on the relationships of the threats, assets, vulnerabilities and 

countermeasures. This will improve the design of the model and produced more appropriate 

results and help the decision maker for cost effective and optimize countermeasures. 

Thus, the thesis helps to improve the understanding of network security concepts by 

proposing the network security assessment model focusing towards risk and threat. There is 

further more work to be done to enhance the security of the organization network, which 

helps to meet the demanding need of the security in this era. 
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APPENDIX   A 

 

Network Security Assessment Templates 

 

System 

Name 

Owner of 

the system 

Location 

of system 

Business 

nature 

Information 

type 

Purpose 

of 

system 

Configuration 

of system 

User 

type 

        

Table 4.3.6: Assets Identification 

 

Asset Name Criticality Level 

High Medium Low Very Low 

     

     

Table 4.3.7: Assets Classification 

 

Vulnerability Identifier Adverse Event Impact rating 

  High 

  Medium 

  Low 

  Very Low 

Table 4.3.8: Impact rating 

Asset (H, M, L, VL) Likelihood (H, M, L, VL) Impact (H, M, L, VL) Risk 

    

    

    

 Where H – High = 1, M – Medium = 0.5, L – Low = 0.25, VL – Very Low = 0.125 

Table 4.3.9: Risk Quantification  



A p p e n d i x e s  

 

47 

 

APPENDIX   B 

 

MSc Project Proposal Form (PPF) 

 

 

Student Number 1032257 

Student Name Muhammad Fahim Hasan 

Degree Course MSc. Computer Security & Forensic Analysis 

Supervisor Name Gregory Epiphaniou 

Title of Project Novel Network Security Assessment Framework. 

Description of your artefact Today‟s world is a global village and thousands of 

networks are interconnected to each other via the 

internet. The most significant factor is security of 

the network, which is increasing raising concerns 

not only to private organizations / companies, but 

also to the government. 

The artefact in my dissertation is the development 

of a Framework for Network Security Assessment. 

This project outlines a basic network security 

assessment framework in an effort to build a 

general network security plan that is affordable 

(cheaper) and applicable by everyone as compared 

with the present work. 
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What methodology (structured 

process) will you be following 

to realise your artefact? 

 With a comparative analysis of the existing models 

and critically highlighting problem areas. The 

model will explicitly define the grounds, and 

present the differences amongst existing works 

with considerations on benefits and limitations. 

The thesis will conclusively suggest alternative 

approach in the aspect of network security 

assessment. 

How does your project relate to 

your degree course and build 

upon the units/knowledge you 

have studied/acquired 

 I am currently doing my MSc in Computer 

Security & Forensics and my project is about the 

Method for Assessment of Network Security. As 

this research based thesis is constructed upon the 

knowledge and understanding of my unit courses 

which I have studied during my master degree. 

Resources 
 Research Papers, Conference Proceedings, 

Reports, Surveys & Dissertations. 

Have you completed & 

submitted your ethics form? 
 Yes No 
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APPENDIX   C 

 

Ethics Form 

 

 

FACULTY OF CREATIVE ARTS, TECHNOLOGIES AND SCIENCE 
 

Form for Research Ethics Projects (CATS Ethics Form) 
 
 

 

1. Student‟s name & email address: Muhammad Fahim Hasan & fahimnaqvi@gmail.com 

 

 

2. Registration Number:  1032257 

 

 

3. Course:    MSc. Computer Security & Forensics  

 

 

4. Supervisor‟s name:   Gregory Epiphaniou 

 

 

5. Working title of project Novell Network Security Assesment Methodology 

 

 

 

 

SECTION A Proposal 
 

Please summarise below the ethical issues involved in the research proposal and how they will be 

addressed. In any proposal involving human participants clear explanation of how informed consent 

will be obtained, how confidentiality will be observed, how the nature of the research and the means 

of dissemination of the outcomes will be communicated to participants must be provided. 

 

This project outlines a basic network security assessment protocol in an effort to build a 

universal network security plan that is affordable and executable by everyone. With the 

comparative analysis of the existing models and by critical analysis technique highlighting 

the problematic area. The model will explicitly define the grounds and presents the different 

between the current work considering the benefits, limitations and alternatives in the overall 

thesis.  
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SECTION B Check List 
 

Please answer the following questions by circling YES or NO as appropriate. 
 

1. Does the study involve vulnerable participants or those unable to give informed consent (e.g. children, 

people with learning disabilities, your own students)? 
 

YES   NO   
 

2. Will the study require permission of a gatekeeper for access to participants (e.g. schools, self-help 

groups, residential homes)? 
 

YES   NO   
 

3. Will it be necessary for participants to be involved with consent (e.g. covert observation in non-public 

places)? 
 

YES   NO   
 

4. Will the study involve sensitive topics (e.g. obtaining information about sexual activity, substance 

abuse)? 
 

YES   NO   
 

5. Will blood, tissue samples or any other substances be taken from participants? 
 

YES   NO   
 

6. Will the research involve intrusive interventions (e.g. the administration of drugs, hypnosis, physical 

exercise)? 
 

YES   NO   
 

7. Will financial or other inducements be offered to participants (except reasonable expenses or small 

tokens of appreciation)? 
 

YES   NO   
 

8. Will the research investigate any aspect of illegal activity (e.g. drugs, crime, underage alcohol 

consumption or sexual activity)? 
 

YES   NO   
 

9. Will participants be stressed beyond what is considered normal for them? 
 

YES   NO   
 

10. Will the study involve participants from the NHS (patients or staff) or will data be obtained from NHS 

premises? 
 

YES   NO   
 

If the answer to any of the questions above is “Yes”, or if there are any other significant ethical issues, then 

further ethical consideration is required.  Please document carefully how these issues will be addressed. 

 

Signed (student):                      Muhammad Fahim Hasan Date:  14-07-2011 

 

Countersigned (Supervisor):    Gregory Epiphaniou Date:  14-07-2011 
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APPENDIX   D 

 

Thesis Gantt Chart 
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Thesis Poster 
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