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ABSTRACT 

 

Virtual machine technology has emerged with relishing features such as versioning, isolation 

and encapsulation. These features have made evidence acquisition and preservation difficult 

and impracticable. Virtual machines have proved excellence in anti-forensics, such that 

conventional approaches to integrity preservation have not yielded the best results required to 

facilitate admissibility. Issues around virtual machine forensics, its relationship with digital 

evidence integrity, and effects to admissibility have been resolutely investigated. In this work, 

we focused on the identification of threats to the integrity of evidence in a virtual machine 

environment using VMware hypervisor as case study. A conceptual framework, EIPF for 

preserving integrity of evidences resident in a virtual machine environment is introduced. The 

framework emphasises rules, processes and parameters necessary for upholding the accuracy, 

reliability and trustworthiness of digital evidence.  The framework adopts the widely known 

Clark-Wilson‟s principles on Data Integrity. In our investigation, the key parameters used are 

the security strength of the hash algorithms, the relative Number of Evidence Attributes), and 

the Number of Evidence Circles. To simplify the analysis further, a reliability rating factor 

has been introduced as a means of defining conceptual integrity levels. We have 

mathematically modelled all the penalty parameters for data integrity in our model following 

widely known and recommended standards and processes. Although a demonstration of the 

behaviour of EIPF had not been exhaustively featured, the proposed framework has offered a 

starting point towards adopting an improved way of ensuring integrity. While opening up a 

path for unification, it has amplified the trust level for a court‟s acceptance of a claimed 

integrity state for digital evidence. 
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CHAPTER ONE 

INTRODUCTION 

Virtualization as a technology in computing remains an issue that cannot be swept under 

carpets; not especially now that its impact is being felt in almost every field of computing. 

The growth in virtualization has witnessed almost equal negativities. As virtualization unveils 

its applicability in digital forensics, digital forensic investigators and experts have not been 

left out of the beneficiary list, at the receiving end of the challenges of technology with 

emphasis to virtual machine forensics. A rise in technological advances has also informed a 

rise in crime with the application of same technology. Being an electronic operating 

environment, virtual machines have been found to be interesting tools for the proliferation of 

cyber and electronic crimes, hence the need to study, identify, acquire and analyze them for 

evidence. 

One major backbone of digital forensics is the admissibility of evidence, this in turn is a 

function of the reliability and trustworthiness of an evidence, „Integrity'  as it is referred. 

Current trends in digital / computer forensics affirms that the use of virtualized environments 

as tools, the challenges they present and their applications as evidence are fast catching up 

with the conventional approach. This is informed by the resistance, difficulty and sometimes 

unproductive outcomes that are likely to be encountered when investigating virtual 

environments as opposed to the physical environment. And if success is to be recorded, the 

integrity of acquired and presented evidence is a worthwhile issue to reckon with. 

Irrespective of the environment, physical or virtual, it is a point worth noting that the integrity 

of digital evidence remains a sure priority if admissibility is required in court. However, 

worth reminding again is the submission that virtualized environments (virtual machines) are 

upsetting the way Information Technology and digital forensics in particular is being 

approached and applied to societal issues. Virtualization allows for the running of dual or 

multiple program platforms on a single machine; the recompense for which yields a reduced 

cost in IT solutions. International Data Corporation (IDC) market survey research on 

virtualization usage, forecasted that virtualization will become more popular and revenue 

from its services will increase from $6 billion in 2008 to $11.7 billion by 2011 (Vaughan-

Nichols 2008). This assertion was further consolidated by yet another survey presentation 
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from IDC that showed that most clients that had deployed virtualization reduced their 

hardware costs by 20% which resulted in an average saving of 23% over an annual cost on 

hardware, power, cooling and real estate expenditures (Healey, Anderson & Humphreys 

2008). This growth if sustained, in my opinion would mean that virtualization would be 

encountered in nearly every field of Information Technology and Computing, digital forensics 

inclusive. 

1.1 Aims and Objectives 

Prior to known descriptions and methodologies for conventional forensic computing and their 

applications to virtualized-machines (virtualization), this project is aimed at rolling-out 

possible (emerging) obscurities encountered in virtual machine environments, and to proffer a 

way of preserving the integrity of digital evidence within such environment. Hence, the 

following objectives are worthy of note:- 

 The identification of possible threats to the integrity of digital evidence in a 

virtualized environment (virtual machines). 

 To offer to the forensic society, an informative resource pool on pressing issues like 

knowledge of operations, investigative procedure and anti-forensic activities; all 

inherent in the handling of virtual machines (VMware in specific). This is with a 

view to giving an understanding of its features, functions, operations and 

applications to virtual forensic analysis. 

 Extensively review existing study and frameworks within the subject area and 

identify areas of discrepancies and improvements 

 To propose a framework that could be useful in determining digital forensic 

evidence with emphasis on integrity preservation of virtual machine states and 

contents as evidences, capable of being presented in the court of law. The 

framework will emphasize rules, principles and parameters that are necessary and 

should be adopted so as not to compromise the trustworthiness of digital evidence.  

 This framework will be achieved based on and from the study of existing and 

related methodologies such as the Forensic Evidence Management system (FEMS) 

and Digital Evidence Management Framework (DEMF). 

 Clark-Wilson‟s principle of data integrity will be used as the basis of our 

framework. 



A Framework for the Preservation of Evidence Integrity in Virtual Environment - 1032455  

 

3 
 

1.2 Problem Statement 

With the proliferation of virtualization, being confronted with virtual machine forensic cases 

can hardly be avoided in the near future. The occurrence is not as much a problem as the need 

for knowledge and accessible research that offers solutions, and deals clearly with the 

techniques and procedures capable of handling such occurrences. The integrity of such 

evidences raises a lot of questions. Where is the evidence located, how do you acquire such 

evidence, how do you preserve integrity during analysis and most importantly how do you 

prove such integrity. Inadequate researched answers to these questions will no doubt lead to 

either intentional or unintentional compromise of acquire digital evidence. Inaccurate analysis 

of virtual machine evidence could also amount to absolute misrepresentation of motive and of 

course lead to misdirected court conclusions.  

Unclear answers to potential virtual-forensic questions; could also mean that acquiring digital 

evidence from virtual machines could be rendered impracticable, or better still, acquired 

evidence would could remain inadmissible to untrustworthiness. The versioning, 

encapsulation and isolation properties of virtual machines (Pfaff, Garfinkel & Rosenblum 

2006) are potential mechanisms for concealing and (or) wiping-off of evidence. And from a 

knowledge point of view these features present virtual machines as excellent anti-forensic 

tools. A sure necessity would be to strive to understand the components of a virtual machine 

and how they work and perhaps the possible ways of handling the potential anti-forensic 

mechanism. 

1.3 Significance and Motivation 

General information exists about virtual environments (machines), their usability and features. 

Nevertheless, noting that evidence might be resident within virtual environments as opposed 

to physical machines, it is imperative that such evidence be acquired and its integrity 

preserved for admissibility in court. Currently, there is a lack of such adequate knowledge and 

(or) resources that could lead to the successful preservation of virtual machine evidences. 

A research released by Gartner Inc stated that 18% of server workloads in 2009 ran on 

virtualized servers; now this was anticipated to grow by 28% in 2010 and projections are that 

growth would reach half (50%) by 2012. A hosted Virtual desktop market worldwide is 

projected to reach 49 million units in 2013, accelerating from the 500,000 units recorded in 

2009 (Messmer 2009).Giving that virtualization has found its way into numerous electronic 

computing devices from servers to workstations, laptops, smart phones and PDAs, it is 
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estimated that Hosted Virtual Desktops (HVD) revenue will rise from $1.5 billion in 2009 to 

$65.7 billion in 2013 (Stamford 2009).  It is anticipated also that more than half of all new 

smart-phones shipped will include hardware virtualization support in 2012 (Barrett & Kipper 

2010).  

Now given this foregoing, the interest of Digital Forensic Experts and investigators both in 

the field and academia should be aroused; especially when virtualization as a technology 

might be jeopardizing the flexibility of access and Integrity of digital evidence. Firstly, 

evidence must be able to be acquired from such environments, and most essentially, the 

integrity of such evidence must be preserved adequately. 

This study will endeavour to afford Private Agencies and Law Enforcements good knowledge 

about virtual machine forensics and emphatically the need and methods for ensuring evidence 

trustworthiness. It will attempt to proffer knowledge resource that could reduce the tendencies 

for missing or compromising evidence integrity in a virtualized environment. This knowledge 

is scarcely available, and this could lead to several legal issues and problems varying from 

missing-out vital piece(s) of evidence that could incriminate the innocent or acquit the guilty 

and ultimately lead to inaccurate rulings (Leshney 2008). 

1.4 Scope and Limitations of the Study 

Although several Virtual Machine platforms abound that could be studied, emphasis would be 

directed on VMware‟s Virtual Machine. Again, several virtualization products are offered by 

VMware, ranging from VMware ACE, VMware ESX, GSX Server, VMware Player, 

VMware Server, and VMware Workstation. Our study and presentation will focus specifically 

on VMware Workstation and the test-bed will adopt VMware Workstation version 7.1.3 

build-324285 for windows. The physical machine will run Windows 7 Operating System 

while the guest operating system will run windows XP service pack 2. 

The choice of VMware has been informed by the assumption that it is the most popular and 

most used Virtual Machine Monitor. VMware is noted to boast a higher density and mix of 

operating system support, it is also known to posses more maturity in features and costs as 

compared to others. (Messmer 2009). Gartner Inc‟s survey research on server virtualization 

forecasted that although currently dominating the market, by 2012 VMware's share is 

expected to reduce in size to 65% but the base of VMs will have grown to 58 million, a 10-

fold leap. By that time, the projections would be such that Microsoft will hold 27% share, 
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Citrix 6%, Red Hat 2% and others about 1% (Messmer 2009) . This statistics proves VMware 

a dominating giant in the virtualization industry. 

However, it should be on note that the outcome and presentations of this study might contrast 

with different or other versions of the virtual machine applications, host machines and (or) 

guest operating systems. One likely challenge however is the existence of diminutive 

knowledge, research and public skill on the study area; this is because the technology in 

question is noted to be an emerging. A motivational attempt to address this limitation would 

mean studying the functionality of VMware Workstation and seeking the methodologies for 

integrity preservation. 

1.5 Outline of the Study 

This section describes the structure of the thesis. 

Chapter 1 provides an overview of the project. It includes an outline of the objectives of the 

study, the problem area and the driving force that offers justification for the study. It also 

presents the scope and limitations of the study as related to the problem area. 

Chapter 2, which is the start of the review of related literature, describes relatively the concept 

about virtualization technology, with specifics to virtual machines and their relations to digital 

forensic computing. It gives an overview on virtual machines, their Type 1 and Type 2 

categories, approaches and properties. With respect to the scope of the study, the review of 

literatures in this study also covers a synopsis on VMware workstation being the case study 

tool, its components and properties, and how such are applicable to digital forensics. 

Chapter 3 presents a review of relevant studies on the Integrity of digital evidence in virtual 

machine environments.  It includes existence digital forensic methodologies and comparisons 

as related to the problem area. This section also discusses the significance of ensuring digital 

evidence integrity and outlines factors or risks that could mitigate evidentiary weight. It also 

brings to light possible requirements that could be used to assess integrity and existing 

techniques known to be useful in preserving digital evidence integrity. It also presents other 

proposed frameworks and models adaptable for the proving and improving of digital 

evidence. 

Chapter 4 presents an overview of the proposed framework. This starts with the explanation 

of the need for a proper chain of custody, and then followed by the presentation of the 
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suggested model covering the key elements. The concept, phases, principles and assumptions 

are clearly highlighted with relevant tabulations, flowcharts, activity diagrams etc. Also 

includes the adoption of Clark-Wilson integrity principle and how it could be suitably applied. 

It further provides a low–scale test-bed experiment of the proposed methodology, its outcome 

and a subsequent evaluation plan. 

Chapter five summarises the conclusions and recommendations of this study, and outlines 

possible areas of future research and development. 
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CHAPTER TWO 

SYSTEM VIRTUALIZATION CONCEPT(S) 

 

For the essence of this study, and to ensure a proper understanding of the concept of virtual 

environments, we will first define what host environments are in contrast to the virtual 

environments. A Host environment is a hardware-based environment where direct contacts 

are made to physical devices. In our context, it can also be referred to as physical machine. A 

physical machine can be defined as a physical computer running at the electronic or machine 

level as opposed to a logical level (Barrett & Kipper 2010). Physical machines are 

environments where by work is performed or processing is achieved electronically with the 

direct access and utilization of physical machine components; these range from computer hard 

disk drives, computer memory, processors and other known computer hardware devices that 

directly enforce the manipulation of data. On the whole, the point there to grasp is that host or 

physical machine environments refer to where data are physically resident on the tracks and 

sectors of storage devices. 

A virtual Machine is an implementation of a logical machine that runs programs in a manner 

similar to physical machines. Virtual machines are software products which allow users to 

create multiple independent working environments; each simulating its own set of hardware 

(CPU, Hard disk, Memory, network controllers and other physical components) and its own 

software (Bem & Huebner 2007). Thus, virtual machines can be said to replicate the usual job 

sharing features adopted in large scale mainframe computers. 

 In “Formal Requirements for Virtualization third generation architectures” by Popek and 

Goldberg in Barrett and Kipper (2010), virtual machines are described as “efficient, isolated 

duplicates of real machines”. This implies that virtual machines are program applications that 

act as if they are their own computers. Figure 1 below shows a snapshot of Windows 7 Host 

machine running Windows XP and Linux Virtual Machines on VMware workstation. 
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Figure 1: Windows 7 Host machine running Windows XP and Linux Virtual Machines 

The review of related literature involved the discovery and study of works on the concept of 

virtual machines (VMware Workstation in specific) and how it relates to digital forensics. The 

challenges that affect evidence integrity in a physical machine and their applications to a 

virtual machine. Methodologies, frameworks and a comparative analysis of other related 

works with emphasis to preservation of evidence integrity will form the bulk of this chapter. 

Resource acquisition will be achieved via the University of Bedfordshire Digital Library; the 

electronic database will be sought for relevant resources. IEEE Xplore, IEEE and the ACM 

digital libraries will be used. Keywords for searches include; Virtual forensics, Integrity of 

digital evidence, Virtualization, Virtual Machine forensics, Evidence integrity framework, 

VMware forensics. The results would include published papers, conference proceedings and 

researches that focus on machine virtualization, virtual machine forensic and integrity 

preservation frameworks that could be used to address the study. 

It should also be on note that virtual machines adopt numerous complex features to achieve its 

function, and just like  Bem and Huebner, (2007) informed; many compromises and 

restrictions are to be anticipated, thus, a good understanding of what can and cannot be 

achieved should be desired by any user attempting to use or examine it for evidence. A 

Virtual Machine (VM) is simply a virtual computer running inside a physical computer 

(Barrett & Kipper 2010). Virtualization with virtual machines presents a concept that 

integrates varying technologies; emulation, isolation, partitioning, time-sharing and resource 

management amongst others to attain its objectives (Tsifountidis 2011). 
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From a technical point of view, this aids the splitting of physical machines resources also 

referred to as “host machine resources”, into multiple processing virtual (guest) machines. 

Computer virtualization is achieved by inserting a layer of abstraction between hardware and 

software. This is typically implemented by a program called Virtual Machine Monitor 

(VMM) or Hypervisor that manages the physical hardware resources (Tsifountidis 2011). 

 

Figure 2: Virtualization Concept (Structural) 

 

Virtualization also aids mobility, replication, rollbacks, and restarts. It reduces the hardware 

and time requirements related to performing same tasks on multiple physical machines 

(hosts). It offers a method for exploiting the power of multi-core and multi-socket systems 

which is increasingly growing (Hay & Nance 2009). Figure 2 above shows the structural 

concept of virtualization. 

2.1 Digital Forensics Virtualization 

Digital forensic virtualization defines the application of virtualization (principles and features) 

to digital forensic computing. Mindful of the current policies and methodologies attributed to 

conventional digital forensic computing, it is worth informing that virtualization has opened-

up a new sight-angle or perspective, and has consequently created slight changes to the nature 

of digital forensics. With the adventurous features of virtual machine monitors and the 

continual exploitation of such features by users and experts, virtual machines are increasingly 

becoming the target or tools for disreputable activities. Given that such activities have to be 

controlled, investigated with evidence presented, virtual machines have not succumbed to the 

usual modus operandi for the investigation, securing and preservation of evidence as it relates 

to traditional computer forensics.  
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With virtual machines, full-fletched computing or operating environments can now be carried 

on micro devices and portable, movable disks; which implies that hardware devices can be 

left behind and software taken along for executing any desired intent with ease. This means 

that traditional methods for investigating and preserving evidence might not be enough a 

solution, being that internet browsing, program activity, and event histories would remain 

inside virtual machines, and depending on user expertise, very little or virtually no traces of 

activities can be traced after ejecting detachable medias. These amongst others are digital 

forensic issues that have emerged as a result of the proliferation and application of virtual 

machine environments. 

2.2  Virtual Machine Monitors (Hypervisors) 

Virtual Machine monitors (VMM) also referred to as “Hypervisors” are programs that 

manage multiple operating systems (Barrett & Kipper 2010). VMM as it is referred to also 

manage instances of the same operating system. As earlier noted, a hypervisor provides an 

interface between a virtual machine and its underlying hardware; providing a platform and 

allowing functionality for the overlying virtual machine. Activities performed by virtual 

machine monitors include, but not restricted to allocating host machine resources (hardware) 

to guest virtual machines and controlling the use of such resources appropriately. The 

hypervisor replicates physical devices for each virtual (guest) machine and manages the 

communication between the virtual environment (machine) and the physical system‟s CPU, 

Memory, storage medium and the network at large. The hypervisor thus, can be said to 

possess a high-privileged mode access to physical machine as compared to other program; 

given its isolation ability and the control of hardware pool. 

2.3  Basic Functions of Virtual Machine Hypervisors 

Patty Bates in her article titled “The Rising Impact of Virtual Machine Hypervisor 

Technology on Digital forensic investigations” pointed that there are three (3) basic functions 

of a hypervisor. These include; 

i. Creation of independent partitions for software services, operating systems and 

applications 

ii. Enforcement of hardware boundaries among partitions 

iii. Trapping and routing hardware requests among hardware partitions 
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These functions or perhaps characteristics can be aptly summarized in three (3) words which 

include; Independence, Isolation and Trapping. Figure 3 presents a generic virtualization 

system configuration. 

 

 

Figure 3: A Generic System Configuration for Virtualization 

 

Ben Pfaff et al (No date) in their paper titled “Virtualization Aware File Systems: Getting 

Beyond the Limitations of Virtual Disks”, presented three (3) basic attributes of virtual 

machine. These included; versioning, Isolation and Encapsulation.  Versioning presents the 

ability of a virtual machine to save and resume any number of check points or snapshots from 

history. It allows for the creation of new versions of snapshots from existing versions. 

Additional benefits of versioning include specialization and non-persistent storage. Isolation 

is the attribute that separates a virtual machine that separates it from external influence either 

from the hardware or from other guest operating systems. It is the ability that enables a virtual 

machine to operate independent of the hardware. These features could be classified as 

orthogonal privileges that automatically put access control into the hands of the Virtual 

machine owner, and Name space isolation. Encapsulation on the other hand, allows for the 

complete movement via network or portable storage media, of virtual disks and 

accompanying virtual machines. This allows that different machines can easily be transferred 

deleted and moved at ease. 
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2.4 Classification of Virtual Machine Monitors (Hypervisors) 

Virtual machine monitors (Hypervisors) are classified into two basic categories. The Bare 

Metal Hypervisor (Type 1) and the Hosted Hypervisor (Type 2). These, work and function in 

slightly different ways in their application of virtualization. However different, they both bear 

the common feature of adding a virtualization layer of abstraction or technology that enhances 

operational management through the addition of security controls. 

i. Bare Metal Hypervisors (Type 1) 

These are virtual machine software that run directly on host hardware, exerting some 

manner of control over the hardware. Often referred to as “Type-1” or “Native” 

hypervisors. These programs work by exercising control over the underlying hardware 

devices and the guest virtual machine. This presents a conventional implementation of 

the virtual machine design; because the guest operating system resides and runs on a 

separate level above the hypervisor. This could be termed as a second (2
nd

) level of 

abstraction. 

 

Bare metal hypervisors are usually installed on the physical computer, and acts like a 

small operating system in its functions of hardware controls, resource scheduling and 

guest monitoring (Barrett & Kipper 2010). One important point to note about this 

setup is that the virtual machine, otherwise known as the guest operating system is 

unaware that its underlying platform (hardware) is not real and thus modifications are 

relatively not required. However the guest operating system does not require resources 

from the host (Barrett & Kipper 2010). Now this implies that the guest operating 

system is controlled by the host operating system with the application of virtual 

architectures that replicates physical hard disks, CPU, memory amongst others. The 

hypervisor basically coordinates instructions between the guest operating system and 

the hardware egg. Citrix, XenServer, VMware Esx. 

 

There is also a mechanism for “Embedded hypervisor” which defines the situation 

whereby hypervisors are designed or wired, into the hardware devices themselves. 

Some of the driving reasons for such (embedded hypervisors) as noted by Barret  and 

Kipper, (2010) include support for multiple OS, Secured encapsulation for defined 

subsystems, embedded code legacy support and application migration to multi-core  

systems. 
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ii. Hosted Hypervisor (Type 2) 

Hosted hypervisors are program hypervisor that are installed on top of host operating 

systems. Here, host operating system could imply any traditional operating platform 

such as Windows, Macintosh or Linux. Type 2 virtualization architectures normally 

maintain additional layered abstraction running in the guest operating system. This 

allows for the control of interaction between the host operating systems. An interesting 

feature to note in hosted (Type 2) architectures is that application are able to run or 

executed concurrently with the hosted virtualized application; which is unlike the 

bare-metal architecture. Bare-metal only runs programs within the virtual 

environment. 

The guest operating system is on a third level of abstraction above the hardware, thus 

resource control for the hypervisor is determined by the amount presented or provided 

by the underlying operating system (host). Thus, the hypervisor basically runs on a 

pre-installed and already configured operating system. Instances of type 2 hypervisors 

include Microsoft Virtual PC, VMware Workstation, Parallels workstation and Citrix. 

Table 1: A Comparison between Type-1 and Type-2 hypervisors 

 Bare Metal Hypervisors 

(Type 1) 

Hosted Hypervisor 

(Type 2) 

Guest OS Resource 

Dependent 

Dependent on the provisions 

of the underlying hypervisor 

Dependent on the 

provisions of the Host 

operating system  

Running Flexibility Does not allow for 

simultaneous running 

(multitasking) with external 

applications 

Runs external applications 

simultaneously with 

hypervisor 

Level of Abstraction 

above hardware 

Level 2 Level 3 

Users Microsoft, VMware,   

XenServer, and Citrix. 

Microsoft, VMware, 

Parallels and Citrix. 
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2.5 Categories of Virtualization 

Based on the solution to the virtualization challenges presented by the x86 architecture 

proffered by VMware Inc., a new form of category was opened-up for virtualization products. 

VMware‟s researchers pioneered the breakthrough with the development of the binary 

translation techniques which undoubtedly led to the creation of alternative methods for 

managing instructions for efficient virtualization of CPUs in the x 86 designs (Bellard 2005). 

The categorising list included; Full Virtualization, Para-virtualization and Hardware-assisted 

virtualization. 

i. Full Virtualization 

This presents a virtualization technique whereby a virtual environment completely 

emulates the hardware upon which it resides. Binary translation feature ensures that 

host operating system does not require any awareness of the existence and running of 

any virtualization program. Hence, the guest operating system is fully disintegrated 

from its underlying hardware by a virtualization layer that is enabled by the virtual 

machine monitor (hypervisor). And just like Barrett and Kipper (2010) put it, “In this 

type of environment, any software capable of execution on the physical hardware can 

run in the virtual machine and any operating system supported by the underlying 

hardware can be run in each individual virtual machine”. They also noted that with 

full virtualization hypervisors, none-sensitive instructions are executed at native or 

original speed by physical CPU; operating system instructions and user-level 

instructions are executed speedily. 

With these developments, it might not be out of place to say that full virtualization 

proffers the most acceptable form of isolation for virtual machines. The virtual 

machine monitor (hypervisor) is placed in ring 0 with less privilege for modification. 

The guest operating system is placed on ring 1 with more privileges than the ring 3 

applications. This means that the VMM only performs trappings of non-virtualized 

privileged instructions and replaces them with equivalent, translated versions that will 

yield desired results in the virtual hardware. 
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ii. Para-Virtualization 

This involves the modification of operating system kernel which acts as an 

intermediary between hardware level processing and the applications. Para-

virtualization adopts the use of hyper-calls, which similar to the behaviour of 

conventional system calls, requests services for kernel operations for use by 

applications. Para-virtualization is thus adopted in a bid to bring virtualized system 

performance nearer to native (Whitaker, Shaw & Gribble 2002) 

This is such that the guest operating system should recognize and be aware that it is 

harboured and is running within a virtual environment that enables it to communicate 

with the physical hardware. 

iii. Hardware-Assisted Virtualization 

Hardware-assisted virtualization was introduced in a bid to increase or enhance the 

performance of the initial two (2) virtualization categories (full virtualization and 

Para-virtualization). The drive towards native performance was thus the principal goal 

of hardware-assisted virtualization. And just as Fotis Tsifountidis (2011) asserted, “In 

order to achieve better performance, virtual machines should be able to interact with 

the hardware just as they do in the case of unprivileged operations”. This meant that 

hardware support was very essential if improved performance had to be achieved in 

virtualization. It also meant that communications from CPU instruction was set to 

execute on a level mode that was below the operating system kernel. Privileged and 

sensitive calls are programmed to by default trap to the hypervisors, hence the binary 

translations used in full virtualization or the hyper-calls used in Para-virtualization 

become unnecessary (Barrett & Kipper 2010). The modification of sensitive 

components of the operating system, management of privileges, performance, efficient 

resolution of compatibility issues between virtual machine monitors (hypervisors) and 

operating system amongst others are improved considerably. 

2.6 VMware 

VMware, Inc. is the proprietary company that provides virtualization services. It works ranges 

from the provision of virtualization software to other virtualization services. VMware‟s 

virtualization products can run on popular operating system platforms. Windows, Linux and 

Macintosh are notable platforms that enjoy compatibility with VMware products. VMware 
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software are designed for both client and server system. They proffer completely virtualized 

environments for guest operating systems and are significantly portable between computers. 

They exist in both Type 1 (bare-metal hypervisors) and Type 2 (hosted hypervisors) forms all 

depending on the need. VMware service products range from Desktop and End-user 

computing, data centres and cloud infrastructure, application and information technology 

management amongst others.  

In the context of this study, focus is directed on the desktop and end-user computing products 

which include VMware View, VMware Thin-App, VMware Workstation, VMware Ace, 

VMware Player, VMware Fusion, VMware Zimbra, VMware Horizon App Manager and 

VMware Mobile Virtualization Platform (MVP). This study focuses on VMware Workstation 

as case study. 

 VMware Workstation 

VMware Workstation is a Type 2 virtual machine monitor (Hypervisor) for x 86 and x 

86-64 systems. Just like other type 2 virtual machine suites, VMware workstation 

enables a physical machine to run virtual (logical) machines conveniently. It also 

possesses the ability to allow for the running of multiple virtual machines at the same 

time. Some basic but interesting features of VMware workstation are; supports the use 

of USB devices, the bridging to existing host network devices, hard drives and CD-

ROMs. From a forensic point of view, VMware workstation can aid forensic 

investigations as well as the perpetration of computer crimes. It is useful for testing 

live CDs and simulating necessary activities and operations as might be forensically 

required. Although there are so many functional releases of VMware workstation that 

might yield varying outputs. 

2.7 Signature Components of VMware Workstation. 

Evidence integrity as earlier noted occupies a very critical vacuum in reaching conclusive 

decision about culpability or otherwise in a computer crime scenario. However, virtual 

machines in their entirety or traces must be found before the attempt to preserve integrity is 

initiated. Given the variations in virtual machine monitor (hypervisor) types, hypervisor 

components and (or) signatures vary, thus, the ability to recognise and differentiate files and 

signature traces of virtual machine monitors would be very much desirable if efficiency must 

be achieved. VMware like other virtual machine monitors maintains a list of files that 
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uniquely identifies it and without which functionality is hardly feasible. These files form the 

building block of the hypervisor as a system. They could thus be resorted to, as sure proves of 

the existence and (or) use of VMware software within any host machine. The emergence of 

only one of the files indicates that a virtual machine may have existed on the media being 

examined (Shavers 2008). And they also proffer good sources of evidence. 

 

 .vmsd file:- This is a snapshot descriptor file. This usually retains a description 

(metadata) about the snapshots. 

 .vmx file:- This refers to the main virtual machine configuration file. It maintains 

information about the operating system, memory details, disk information, and host 

more. It is usually a text file that can be easily edited. 

 .vmdk file: - This is the virtual disk for the virtual guest operating system. It is a form 

of disk descriptor file, which includes the disk layout, structure, geometry and 

physical properties. 

 .vmem file:- This refers to a Virtual machines' paging file. It retains a backup of the 

virtual machine‟s paging record or file. It is retained even after the crash of a virtual 

machine  

 .vmsn file:- This refers to a VMware snapshot files, usually created in line with 

snapshot names. VMSN files store the states of the virtual machine after the snapshots 

were created. 

 .nvram file:- This stores the BIOS settings for virtual machines. 

 .vmss file:- This is referred to as the suspended state file. It stores the suspended states 

of a virtual machine.  

.vmtm file:- Since teams of virtual machines can be created; this file retains the 

configuration information for created teams.  

 .vmxf file:- This file is retained when a virtual machine is removed from a team. 

 .vswp file:- This refers to the virtual machine‟s swap file. 

 .log file:- This refers to the VMware log files. This retains a log of activities for a 

virtual machine 

 

Additively, virtual machines could be deleted at ease after use or sometimes could be used 

from portable removable disks. Notwithstanding, traces or remnants of virtual machines are 
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usually left, a hold of which could also prove existence or use. Lnk files, virtual network 

adapters and Registry entries are good instances of such traces and should be also preserved 

from compromise when discovered. All or one of these files and traces could serve as 

signatures for the identification of virtual machine presence and should be adequately 

subjected to integrity preservation procedures for admissibility. 

2.8 Summary 

The virtual machine concept of virtualization presents an execution of a logical machine that 

runs programs in a manner analogous to physical machines. Virtual machines software allows 

for the creation of multiple independent working environments; each reproducing its own set 

of hardware and software. Digital forensic virtualization defines the application of 

virtualization (principles and features) to digital forensic computing. Versioning, isolation and 

encapsulation amongst others are basic features of virtual machines (VMware workstation in 

particular) that have seen exploitations by users and experts for illegal activities. A need to 

investigate, secure and preserve evidences within such environments becomes paramount and 

critical. Hence, user or expert acquaintance with the basic signature components of the virtual 

machine will help in achieving integrity for potential evidences. 
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CHAPTER THREE 

EVIDENCE INTEGRITY IN VIRTUALIZED ENVIRONMENTS: THE 

FORENSIC APPROACH 

 

The previous chapter has dealt clearly the concept and nature of virtualization with emphasis 

on virtual machine perspective. This chapter presents how virtualization relates to digital 

forensics and the basic significance and requirement for establishing evidence integrity. 

Digital forensics have been defined as the application of computer science and the 

investigative processes of law to undertake the analysis of digital evidence after adequate 

search authorisation, chain of custody, the use of mathematical validation tools, repeatability, 

reporting and proper expert witness presentation (Barske, Stander & Jordaan 2010). Given 

this definition, digital forensics would constitute several processes and stages varying from 

ensuring proper legal authorisation to investigate, correct chain of custody for evidence, 

validated forensic tools, proper imaging and examination of evidence, an assurance of quality 

and proper presentation in court. All these, in our study context of virtual machine forensic 

must be applicable to ensure that sound forensic evidence is achieved. 

The application of computing and digital forensic technology to crime management 

(investigation and admissibility) is no doubt a welcomed and appreciated technological 

breakthrough. The ease and speed of securing, manipulating, transmitting and maintaining of 

evidence records due to computing technology has shortened the usual,  elongated periods of 

investigations. Notwithstanding, this has also presented stern risks which if not attended to 

might nullify the values attributed to the pros noted earlier. These threats are directed to 

questions on the integrity, accessibility and preservation of digital evidence either within a 

physical (host) machine environment or within a virtual machine environment. These 

difficulties question the absoluteness and reliability of acquiring and securing trustworthy 

digital evidence from and within a virtualized environment. This chapter attempts to present 

forensic approaches adaptable in the preservation of evidence integrity in a virtualized 

environment. 
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3.1 Digital Forensic Methodologies 

The proliferation of digitization has compounded the complexity of crime. As more records, 

data and information are being digitized, it is not unlikely that proofs and evidences required 

to initiate a prosecution in the court of law will also be digitized. Arthur Conan Doyle in his 

story titled “The adventure of Black Peter” said “One should always look for a possible 

alternative and provide against it. It is the first rule of criminal investigation”. These, 

alongside current trends have necessitated the development of processes that could nib in the 

bud, emanating digital forensic challenges. Not only has there abounded a shift in the popular 

media‟s presentation of how crime scene investigations are carried out, but there has been a 

change on demand placed on crime scene investigators (Rogers & Seigfried 2004). 

Forensic experts and law enforcements have fought and are still fighting their way through 

these challenges by developing programs that could be used to examine computer and digital 

evidence. Processes and procedures adopted in computer and digital forensic investigations 

have direct influence on the outcome of the investigation (Yusoff, Ismail & Hassan 2011). 

Not adopting suitable investigative procedures could lead to numerous irregularities varying 

from incomplete evidence, missing evidence and most likely compromised evidence. 

Skipping processes or switching on the other hand could also amount to inconclusive results 

or misdirected conclusions. 

As crime environments are speedily moving from physical to computerised and even more 

from physical (host) machines to virtual machine environments, the knowledge and skills of 

investigative personnel must adapt to meet the demands. It is pertinent for computer and (or) 

digital forensic investigators to perform their work properly, meeting emerging trends and in 

accordance to well structured standards. They must adopt consistent and well-defined forensic 

procedures (Reith, Carr & Gunsch 2002), since their actions are subject to judicial scrutiny if 

such cases have to be in court. 

A number of authors and experts have proposed various investigation models and processes 

that could be used to conduct a forensically sound investigation. Rogers and Seigfried, (2004) 

opined that some experts in the new emerging fields of digital forensic have suggested that 

traditional crime scene approaches be abandoned for new improved approaches due to the 

unique and evolving natures of computers, network, operating environments and digital 

evidence in general. 
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 Computer Forensic Investigative Process (1984) 

This model was first proposed by Politt in 1984 as a methodology for handling digital 

evidence investigation. This model was proposed with a view of ensuring that the 

results obtained from digital forensic investigations are scientifically reliable and 

legally admissible or acceptable as the term might suit best. The stages included; 

Acquisition, Identification, Evaluation and Admission (Politt 2007). 

The acquisition phase ensured that digital evidence was collected in a suitable manner 

with due approval of an authority. Identification encompassed the tasks of noting out 

the actual evidence from the acquired lot and converting such to a form 

comprehensible by humans. The Evaluation phase involved determining if the 

components identified are significantly relevant to the case being investigated and thus 

worthy of being regarded evidence, while the Admission phase involved the 

presentation of such evaluated evidence in the court of law. 

 Computer Forensic Analysis Guidelines (1999) 

These forensics analysis guidelines were proposed by Farmer and Venema in 1999. 

The guidelines presented a list of steps, in their opinion were necessary to achieve a 

proper forensic investigation. Their steps were segmented into five (5) which include; 

Secure and Isolate; this involved protecting and preserving the crime scene or crime 

computers from external infiltrations, Record source; involved documenting the status 

of the crime scene after it had been secured. Searching for evidence; involved the 

lookout for potential evidence as related to the crime committed, Collect and Package 

Evidence; is the phase for packaging and scaling identified potential evidence. The 

final stage is Maintaining Chain of Custody, which covered keeping records and 

documenting every detail about the evidence, its location, what process it was 

subjected to, when and by whom.  

 Digital Forensic Research Workshop Investigative Model (2001) 

This methodology was proposed as a general purpose digital forensic investigative 

procedure at the First Digital Forensic Research Workshop (DFRWS) in 2001. This 

workshop had among other objectives, promotion of scholarly discussions related to 

digital forensic research and its application, the definition of core technologies that 
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form the focus of useful research and the establishment of common lexicon for 

common language by the forensic community (Palmer 2001). 

The DFRWS comprised of six (6) phases which started with Identification; covering 

system monitoring, profile detection and analysis. This was followed by Preservation 

which defined adequate case management and a detailed chain of custody. Collection 

followed covering the collection of relevant data using approved technique. This was 

followed by Examination and Analysis phases, these two phases relatively 

intertwined, covered tracing evidences, recovery of hidden or deleted data and 

validation amongst others. The final phase is Presentation which involved 

documentation and the presentation of testimony in the court. 

 Abstract Digital Forensics Model (ADFM – 2002) 

This model was proposed by Reith, Carr and Gunsch in 2002 being motivated by the 

DFRWS. This was thus an expansion of the DFRWS model. They added three (3) 

additional phases to DFRWS, summing up to nine (9). The three (3) phases added 

were Preparation, Approach Strategy and Returning Evidence. 

Preparation involved setting up tools, technique, search warrants and monitoring 

authorization. Approach strategy involved formulating an approach that was 

dependent on the potential impact on bystanders, while Returning evidence involved 

ensuring physical and digital materials are returned or disposed appropriately. The 

order of arrangement of the phases of the model is as follows; Identification, 

Preparation, Approach Strategy, Preservation, Collection, Examination, Analysis, 

Presentation, Returning Evidence (Reith, Carr & Gunsch 2002). 

 Integrated Digital Investigation Process (2003) 

This was proposed by Carrier and Spafford and as the name implies, this model was 

developed with the view of integrating various existing digital forensic investigative 

models. The authors structured their model into five (5) stages which included; 

Readiness phase, Deployment, Physical crime scene investigation, Digital crime scene 

investigation and Review (Carrier & Spafford 2003) 

The Readiness phase ensures that equipments and tools are ever ready and experts are 

competent to use the tools. Deployment ensured the provision of mechanism for 



A Framework for the Preservation of Evidence Integrity in Virtual Environment - 1032455  

 

23 
 

detecting crimes. Physical Crime scene investigation involved preserving, collecting, 

documenting, reconstructing and presenting the physical evidence; Digital Crime 

scene investigation also presents same as physical only that it applies to the digital 

evidence. Review involved the complete review of the investigation procedures in a 

bid to determining improvement areas. It should be noted however, that the stages 

presents the steps in a broader perspective as each of the phases has bundled into it a 

number of sub-phases. A further improvement of the IDIP model gave rise to the 

introduction of the Enhanced Digital Investigation Process Model (EDIP) in 2004 

(Baryamereeba & Tushube 2004). The improvement involved the inclusion of a 

Trace-back phase which was meant to enable the investigator trace back to the devices 

appropriately. 

 Hierarchical Objective-Based Framework (HOBF) 

This framework was proposed by Beebe & Clark on the basis of concrete principles 

(Multiple Tier order principled). It is a six (6) staged process for forensic investigation 

as follows; Preparation, Incidence Response, Data Collection, Data Analysis, 

Presentation of Findings and Incident Closure. The framework‟s concept emphasizes 

on sub-phase and objective-tasked hierarchical structures signify the ability to impact 

such details, thus, making the framework usable and flexible. The framework is noted 

to be applicable to various abstraction layers with principles that are applicable in 

varied ways to all phases (Beebe & Clark 2004) 

 Generic Computer Forensic Investigation Model (2011) 

Generic Computer Forensic Investigation Model (GCFIM) is a new digital/computer 

forensic model proposed in 2011. The authors based their presentation on the need to 

maintain a seemingly universal methodology that could be adaptable for nearly all 

digital forensic situations. Their proposition was established after the study of other 

investigation models and taking out common phases that appear in most models. The 

proposed GCFIM is grouped into five (5) phases starting with a Pre-process which 

involves tasks that relate to relevant preparatory works prior to the actual investigation 

and acquisition of data. It so included authorizations and tool preparations etc. Phase 2 

is Acquisition and Preservation which involves the usual identification, acquisition, 

transportation, storage and preservation of evidence. The third phase is Analysis 
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which bears the tasks of discovering who is responsible for the crime. The fourth 

phase is Presentation which involved the documentation of analysed results and 

presentation to an authority, while Post-process comes last as the phase that covers the 

proper closure of investigation; i.e. review of the investigation with identified lesson. 

However, it should be noted that aside from the sequential transition one phase to the 

next, there is the ability to return to previous phases for reviews and correction of 

weaknesses and acquisition of fresh information (Yusoff, Ismail & Hassan 2011). 

3.2 General Review 

Prior to the study of available models and frameworks for digital forensic investigation, it 

purports that there is not a unified stranded for defining digital forensic methodology; but 

rather a set of procedures and tools built from the study  of researchers and the experiences of 

system experts and law enforcement. 

Given these, it might be right to consent to the assertions of Palmer (2002) that the evolution 

of digital forensics has not been from the scientific community, but rather from ad-hoc tools 

and techniques. This he further pointed constitutes a problem since digital evidence had to be 

obtained with the application of reliably proven methods for extraction and analysis without 

the slightest prejudice or alteration. 

As have been noted earlier, most of the enumerated guidelines, methodologies or frameworks 

are inconsistent and non-standardized. Most of the models where propounded with focus on 

certain attributed conditions, situations, systems or technologies; and with little regards for 

generalization. However, just as noted by Yusoff et al (2011), there exist common steps and 

(or) phases that can be extracted and abstractly defined to be very much necessary in any 

emerging framework that would be modelled to be technology or crime independent; in 

furtherance to the basis and focus of the Digital Forensic Research Workshop. Digital forensic 

phases like Planning, Acquisition/Collection, Preservation/Storage, Examination, Analysis, 

Reconstruction and Presentation seem to have featured in most of the models, which could 

imply the importance of each in digital forensic investigation. It might thus not be out of place 

to term these as basic steps or phases that are necessary in any digital forensic process, if 

tangible results or outcomes must be expected.  
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3.3 Significance of Digital Evidence Integrity 

Digital evidence is defined as a set of reliable objects that uphold or refute a hypothesis 

(Hargreaves 2009). This implies that digital evidence must be integrity-proven with same 

degree of reliability before it could be used. Digital evidence integrity on the other hand, 

defines the characteristics of a digital evidence to remain in its uncompromised state. This 

projects a requirement property that digital data (evidence) has not been altered in an 

unauthorised manner since the time it was created, transmitted or stored by an authorised 

source (Vanstone, Van Oorschot & Menezes 1997). 

The condition is much relevant and important in any or every digital process of investigation, 

on the basis that evidence can hardly be used for successful prosecution in the court of law if 

it does not possess a convincing level of integrity. Uncovering evidence to prove or refute 

allegations is an integral part of a forensic investigator‟s brief (Oswald 2007). And so, 

irrespective of the location of such evidence (physical or virtual), its compromise could 

circumvent court proceedings. It is therefore imperative that digital evidence, especially in 

virtualized environments be preserved appropriately. 

In this study, the simple act of turning-on or off of a digital device, programs or virtual 

environments could alter data or information; with the aftermaths that digital evidence have 

been contaminated.  Improper application of forensic tools and procedures, inadequate 

understandings of the operations of a target system amongst other factors are valid 

contributors too.  An apt knowledge of how  to preserve the integrity of an evidence while 

running through all relevant phases of any forensic investigation is critical to a final 

presentation to any prosecution. 

It must be noted that digital evidence may be infiltrated or removed at any time, either 

intentionally or otherwise. Dubious or malicious security and forensic experts are always at 

their whims in ensuring that digital forensic evidences are compromised to denounce 

acceptance during court proceedings. Virtualization experts are able to erase or overwrite 

relevant forensic records of virtual machines. Virtual machines could be actively used to 

initiate and perpetrate cyber offences and yet be uninstalled from host machines with all 

traces removed. And even more, is the adoption of Anti-forensic techniques that does not 

leave trails of activities on system. Given the ease with which digital data could be 

transmitted, copied, planted, altered or manipulated; a mere act of late response to the 

challenge of acquisition and securing could reduce the integrity and reliability of the evidence 
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obtained (Oswald 2007). Therefore, integrity, which seeks to ensure that no changes are made 

to a virtual machine environment or its relayed files and components; between the time the 

suspect last used or accessed the environment and the present status, remains a position to 

reckon with and  assure. Anything less or otherwise would amount to wrong, misguided and 

undesirable outcomes. The result could include false prosecution or false discharge. 

The chain of custody plays a supportive role in the digital forensic investigation process. It 

has been defined as a road map that shows how a digital data was acquired, analysed and 

preserved in order to be presented as evidence in court (Cosic & Baca 2010). And just as they 

put it, “the evidential weight of digital evidence can only be safeguarded if it can be proven 

that the records are accurate”. This of course upholds the concept of integrity, which all the 

way is significant, since it qualifies and makes admissible any evidence in the court of law 

3.4 Evidence Integrity: Factor, Threats and Risks 

Attaining evidence integrity is not quite easy given the requirement for the adherence of 

protocols and procedures, which are further subjected to scrutiny and audit test. Therefore, 

giving evidential proof of integrity would amount to providing valid answers to the potential 

questions as relating to the evidence. How was it collected, how it was preserved, where the 

procedure was carried out, who have so far handled it and in what capacity? 

To ensure that valid answers are accorded these questions, it requires that an investigator must 

be conscious of potential factors, threats and risks that could jeopardize the chances of 

retaining original states if the evidence. 

3.4.1 Factors and Risks Affecting Integrity of Digital Evidence 

Electronic Data, especially in its magnetic form can easily be altered or tampered. It follows 

that adequate precautions have to be in place (Upchurch 2001). However, an understanding of 

potential factors that can mitigate the weight of integrity will help reduce possible 

occurrences.  Location of the evidence, Access modes, mode of acquisition and Transmission 

are some factors worth noting. 

 Chain of Custody 

Chain of custody is a process used to document and maintain record of handling and 

management of a forensic data or evidence. It proffers a way of guaranteeing the 
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identity and integrity of a digital evidence from collection to presentation and (or) 

reporting. 

Chain of custody and integrity of digital evidence play very vital roles in the digital 

forensic investigation process (Cosic & Baca 2010). This fact is expressed in the 

expectation that forensic experts should be sure to know and show how digital 

evidence was discovered, the collection and handling, who and when it was handled. 

This also consolidates the idea of “Complete Evidence”, which expectantly should 

include valid answers for what, who, when, where and how of s digital evidence. If 

any of these remain unanswered, the chain of custody could be termed incomplete 

(Cosic & Baca 2010). This could affect court admissibility. 

 Location of Evidence 

The location of potential evidence in a digital environment is a factor that could 

determine integrity. Determining if an evidence is within a program as a content or if 

it is outside a program as a document parameter or attribute (e.g. creation time, 

accessed time, modified time, deletion time etc) would either reduce or increase the 

chances of tampering with the evidence. Most appropriately, digital evidence is 

determined by records of the existence of a file or event, and not necessarily by 

viewing or retracing its contents. In this study, having a potential evidence within the 

virtual machine environment (guest operating system) would accord more 

convenience, reduce modification tendencies and increase the possibility of 

maintaining evidence integrity that if it were located within an application 

environment maintained by the virtual machine. And just as stated earlier, it is thus 

easier preserving evidence integrity within an operating system environment that it 

will be within an application environment. And even more, when the proof of integrity 

is determined by the existence of a file or piece of record than by viewing its contents. 

 Access Modes / Privileges 

This could be termed as the level of access and control exerted on a potential system 

or resources. The use of bit-lockers, write-protection, and the activation of Read/Write 

modes on evidence could also make or mar evidential weight. Encryption of files, 

drives and operating environments could also affect evidential weight. Low level 

access privileges on virtual environments, files and application could also reduce or 
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stop reliability of evidence prior to location, acquisition and preservation. This could 

subsequently raise questions of integrity. 

 Acquisition / Transmission 

The mode of acquisition and transmission of digital evidence could also affect its 

integrity. The technique adhered to for acquisition could say how much consciousness 

about integrity that was adopted. In a sense, the choice of bit-stream copying with or 

without compression or traditional copying could either maintain, add-up or reduce 

bits of data to evidence which also raises queries about evidence integrity. In this 

study, the choice of creating bit-image of virtual environment, copying specific 

contents or imaging a complete physical disk  are possible employable options. 

 Storage environment / Poor Security 

Digital evidence (data) are noted to be stored or transported within an area not well 

suited for computing components; ranging from temperature intense areas and near 

electromagnetic fields (Upchurch 2001). It is thus important that such evidence be 

properly coated to preserve them from damages due to high temperatures of 

electromagnetic fields in the course of storage or transportation. Subsequent access to 

crime scenes and (or) computing environments by suspects or other external persons 

due to poor security could accord opportunities for alterations or at worse deletions. 

 Technical Know-How 

Inadequate knowledge and application of system specific forensic procedures (virtual 

environments) could undoubtedly alter evidential records, making them invalid and 

unacceptable. Untrained personnel “looking around” in the suspect‟s computer or 

system might also accidentally tamper evidences such as time stamps (Upchurch 

2001). 

 Altered Operating Sequence 

The tampering of system sequence (physical or virtual) either by the suspect or a 

forensic investigator could alter potential evidence. For instance, the altering of start-

up or shutdown sequence by “pulling the plug” could amount to data loss or even the 
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triggering of disk wipe utility that could erase the system hard drive, or certain 

incriminating evidences. 

3.5 Requirements for Assessing Integrity of Digital Evidence 

Earlier, Integrity had been defined as a characteristic to be met and not a physical entity to be 

preserved. It defines the minimum acceptable standards or attributes of evidence that must be 

reached before such evidence is considered for decision making. This therefore implies that 

digital evidence can hardly be achieved or assessed directly, but against certain benchmarks 

or standards considered significant towards affirming the said state. Scholars, researchers and 

experts with time have in their basic diversities proposed requirements deemed basic for the 

attainment of digital evidence integrity. Some of these shall be presented herein. It is however 

a point to note that most of these studies and requirements have been based on the concept of 

reliability (Digital evidence reliability). 

Oxford Online Dictionary defines “Reliability” as “consistently good in quality or 

performance; able to be trusted”. Reliability is thus the condition of being consistently sound 

in quality, and being able to be trusted. It also defines integrity as the “condition of being 

unified or sound in construction”. With respect to electronic data, it is the “internal 

consistency or lack of corruption”.  

We are thus left to construe that the process of attaining established states of integrity are 

similar to that of reliability. The motives are same, the procedures are same, and so are the 

outcomes. One might be able to put thus; reliability is an unreserved expression of integrity 

within predefined criteria. Prior to our study, it is pertinent that digital forensic evidences 

especially in a virtualized environment be handled in such manners that do not reduce its 

trustworthiness or reliability and in another term, its integrity. 

Miller (1992), presented three (3) important criteria for the assessment of digital evidence 

reliability and (or) integrity. These criteria include; Authenticity, Accuracy and 

Completeness. All other relevant requirements he has further noted are encapsulated into 

either of these three. 

 Authenticity 

This is defined as the state of undisputed origin and not a copy; genuine (Oxford-

Online-Dictionary 2011). Although no specific definition has been provided for 
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authenticity by Miller; he has however presented the assessment of authenticity in an 

outline of questions; how is it possible to verify the authenticity of input to machine?, 

how is it possible to verify the authenticity of the output of a machine?, and how can 

the question of deliberate tampering with information stored in a system be dealt 

with?. 

An attempt towards providing valid answers to these outlined questions will tend 

towards proving the authenticity of the data in question. For instance, the authenticity 

of machine output could be proved if by human articulation, one is able to; i). Confirm 

that an output came from the machine in questions, and ii). That the purported output 

is the result of a particular process amidst several processes performed by the system 

(Miller 1992). Sommer (1998) also affirmed same point in his principles of evident 

evaluation. He articulated that it should be possible to demonstrate that such evidence 

is “specifically linked to the circumstances and persons alleged – and produced by 

someone who can answer questions about such links”. In our study, it implies that one 

should be able to prove that an evidence came from a particular virtual machine with 

the application of specific process(es) carried out by specific personnel. Additively, 

given that digital data is basically extracted from physical units or systems (hard 

drives etc); it follows that the prime origin of a digital evidence (irrespective of 

environment), is relatively physical and thus, such digital evidence should be able to 

maintain a trace-back to an original piece of physical hardware evidence. Accusations 

of unlawful data or evidence interference should be refutable (Miller 1992)  

Satisfying these criteria in our study could involve taking fingerprint of physical hard 

drives with the virtual machine inclusive and extracting the virtual machine disk file 

for search of evidence. A comparison of the hash value of such extracted evidence 

with that resident in the virtual machine with proper documentation of processes could 

be used to demonstrate origin of contents and accusations on tampering could as well 

be mitigated. 

 Accuracy 

Accuracy is defined as “the quality of being correct or precise” (Oxford-Online-

Dictionary 2011). Miller (1992) also classifies his meaning of accuracy with respect to 

data (evidence) into two parts, Firstly, he noted that it must be possible to assess the 
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accuracy of the information provided to the system or machine, and secondly, it must 

be feasible to evaluate the accuracy of the information outputted by the system or 

machine. It must be pointed out that emphasis is not directed on the accuracy of the 

information being supplied or outputted by the system, but rather, on the possibility 

for testing for accuracy of such information. This note is quite helpful in the light of 

Casey‟s assertion that all digital evidence possesses some degree of uncertainty. 

Reaching or achieving some degree of accuracy requires the measurement of errors 

and uncertainties (Casey 1998). 

Aside from measurement, error rates at each level of abstraction or process or 

investigation should be measured and noted, since reliability and integrity of digital 

evidence would depend on such error rates and the context to which it is applied in a 

case. i.e., the measure of acceptable error rate on the evidence that allows for its 

admissibility. However, given that there is no predefined or standardized acceptable 

measure of error on evidence accuracy, it is not out of place to say that error rate 

should be relatively minute. And just like Sommer (1998) puts it, “it should be 

possible to show that evidence is free from any reasonable doubt about the quality of 

procedures used to collect the material, analyse the material if that is appropriate and 

necessary and finally, to introduce it into court -  and produced by someone who can 

explain what has been done”.  

In our study, it implies that the accuracy of our forensic procedures (physical machine 

imaging, virtual machine and evidence extraction, digital fingerprinting and 

comparison) and results are easily assessed given that the original evidence is still 

available and accessible. This allows for audit trails by third party personnel who 

might wish to verify presented results. The application of multiple tools for integrity 

preservation on digital evidence could also be used for a measure of accuracy; it is 

expected that same results be obtained in any case.  

 Completeness 

This requirement entails an absoluteness of digital evidence. Everything is evidence of 

an event, hence the point is to identify, capture and secure in its entirety, evidence 

related to the incident in question. What this means is that sequel to the range of 

diversities in digital forensic investigation and variations in the type of digital 
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evidence, the investigator(s) is (are) best positioned to determine the necessary bits 

that would ensure “Complete” evidence. And even more is their responsibility of 

justifying the decision (Hargreaves 2009). This, in my opinion, puts the completeness 

of digital evidence on the platform of subjectivity, meaning that even though it should 

be possible to present that evidence within its own terms clearly articulates a 

comprehensive tale of specific sets of situations or event, the task of defining the 

components relevant to completeness and their rationale solely lie on the 

investigator(s). The completeness requirement asserts that “it should be possible to 

assess which digital evidence is preserved and which is lost, and the maximum amount 

of digital evidence relevant to the investigation should be preserved” (Hargreaves 

2009). 

Prior to our study, it entails that utmost possible attributes of digital evidence should 

be maintained and preserved, if integrity has to be attained. And in line with 

Hargreaves‟s concept, such evidence attribute should be assessable to allow for 

evaluation of the extent to which they genuinely present a complete story. 

 Unaltered 

This requirement entail that there should not abound any form of change or tampering 

to the original form of a digital evidence. Although slightly similar to the accuracy 

requirement, it can be best grasped when considering and verifying the nature and 

status of an evidence when in transition from one investigative process to another. The 

ease and applicability of this requirement is thus dependent on the mode and 

complexity of the scenario. It might be relatively easy a criteria to satisfy for dead or 

offline scenarios, when focus is on the examination and analysis of system hard 

drives. The application of write-blockers is a worthwhile and suitable technique that 

helps such requirement.  

In the case of live scenarios where memory-resident information and running 

processes are considered potential evidence, the requirement of “non-alteration” 

becomes an arduous task to attain. Firstly, “pulling the plug” is out of the possible 

measure since in most cases it will either alter or completely wipe memory (RAM) 

contents and running processes (Vidas 2007). 
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It might be right to point out that “non-alteration” of evidence as a requirement, is one 

that is hardly attainable when the scenario in question is a “Live incidence” that 

required live investigation. There is no way to avert making changes, since live 

acquisition or examination would require the deployment of tool on the live system for 

data capture, and such tools will uncontrollably effect changes to the running system 

(Vidas 2007). However, a better approach would be in the form presented by Casey 

(2007) where he articulated that “the acquisition process should change the original 

evidence as little as possible and any changes should be documented and accessed in 

the context of the final analytical results”. 

In recognition to the difficulty of attaining the above requirement (non alteration), the 

Association of Chief Police Officers (ACPO) in their guidelines, asserted a second 

principle which states; “where a person finds it necessary to access original data held 

on a computer or on storage media, that person must be competent to do so and be 

able to give evidence explaining the relevance and implications of their actions”. It 

therefore implies that non-alteration of evidence cannot be considered a general or 

absolute requirement for integrity and reliability. However, it could be applicable 

depending on the case scenario. Non-alteration can be a means for satisfying two 

earlier requirements; first, by not changing any evidence and being able to 

demonstrate this, it is simple to show the “authenticity” of digital evidence since it can 

be compared to the data on the original source and shown to be the same; thus, 

demonstrating digital evidence origin. If evidence is not altered, and this can be shown 

to be the case, then it is easy to present justification on the “completeness” of the 

preserved evidence (Hargreaves 2009). 

3.6 Existing Frameworks and Methodologies for Integrity Preservation. 

Digital Evidence Integrity like earlier noted is the characteristics of a digital evidence to 

remain in its original uncompromised state. It is referred to as the property whereby digital 

data („evidence‟ in our case) has not been altered in an unauthorised manner since the time it 

was created, transmitted or stored by an authorised source (Vanstone, Van Oorschot & 

Menezes 1997). This implies that irrespective of either the processes of acquisition, 

transmission or storage, digital forensic evidence must remain in an unaltered state. Prior to 

integrity evaluation requirements, it also implies that no deductions or additions must be 

effected to the original form of the evidence. To ensure this, several methods for securing and 
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signing of digital evidence have been adopted; numerous forensic computing tools have also 

been created that implement some type of checksums or hashing to allow investigators to 

verify disk, image or file integrity as potential evidence(Cosic & Baca 2010). This function 

basically, is the most prominent criteria that supports the admissibility and usability of any 

forensic data, material, and (or) information as evidence in court. 

 Digital Fingerprinting (Hashing) 

This is defined as the process of creating a unique signature of a digital content 

(evidence). This is achieved with the application of cryptographic hash functions that 

take or act on the data, returning a fixed-size string of hexadecimal values. This is 

such that any change (intentional or otherwise) in evidence content will also result to a 

corresponding change to its hash value. A characteristic of digital fingerprinting or 

hashing is that it does not modify the content of data or evidence it acts on 

(MediaHedge 2010). Other notable characteristics of digital fingerprinting include; 

collision-resistance, pre-image resistance, and second pre-image resistance (Dang 

2011). 

Collision resistance implies the computational infeasibility of finding two varying 

inputs to a cryptographic hash function that have the same hash value. The estimated 

strength for collision resistance provided by a hash function is half the length of the 

hash value generated by a given cryptographic hash function. This also implies that 

the estimated security strength for collision resistance is   𝐿 2    bits; where L is the 

length of the hash function (Dang 2011).  

Pre-image Resistance also referred to as one-way property, implies the computational 

infeasibility to find another bit string of variable length that can yield the same bit-

string of hash value with a known bit string value. This, as noted by Dang (2011) is 

measured by the amount of time needed to find a pre-image for a cryptographic hash 

function with high probability. The estimated security strength for pre-image 

resistance is the length, L of the hash value generated. 

Second pre-image resistance explains the computational infeasibility of finding 

another input or variable bit that has the same hash value as any other specified input 

(Dang 2011). 
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This characteristics have proved digital fingerprinting (hashing) a worthy method for 

preserving evidence from unintentional, malicious or unauthorised change. Message 

Digest (MD-Family Algorithms), Secured Hash Algorithms (SHA-Family 

Algorithms) amongst others are the most popular algorithms used for hashing. 

Continuous developments in the fields of Information Security have witnessed 

improvements in the implementation of hash algorithms due to threats and 

vulnerabilities. And with time, there has arisen the need to monitor the efficiency of 

these algorithms which in 2008 led to the publication of approved Secured Hash 

standards by National Institute of Standards and Technologies (NIST) for computing 

message digests that are considered acceptable by law (NIST 2008). These algorithms 

included SHA-1, SHA-224, SHA-256, SHA-384, and SHA-256. All of these varied in 

size of blocks and data word applicable and subsequently, the number of 

corresponding bits of message digest generated 

 

 Digital Signatures 

This refers to an electronic signature that is appended to electronic documents (files 

etc) as a way of authenticating the identity of a signer. Digital signatures serve same 

purpose as conventional signatures; they verify the authorship of a signed document, 

and even attempt to prove that the original content of a signed document had not been 

altered. Some basic characteristics of digital signatures that has proved it a worthwhile 

technique include; it is easily transportable, it cannot be forged or imitated, and can 

automatically be time-stamped (SearchSecurity 2000) 

 

Digital signatures rely on cryptographic function or algorithms to ensure authenticity. 

This implies that a receiver is able to affirm who created the document and is also 

certain that such documents have not been tampered with in any way since created by 

the sender. The method uses asymmetric cryptography where the signer uses a secret 

(private) key to generate a digital signature, such that anyone can verify the generated 

signature by using the published public key certificate of the signer (Cosic & Baca 

2010). In the context of security, reliability and integrity, it accords the ability to make 

certain that the arrival and receipt of an originally signed document means that a 

sender cannot comfortably and with ease, deny not to have sent such document 

afterwards. This, as one of the basic principles of information security is termed “Non-

Repudiation”. 
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In a research on „Evaluation of Security Methods for Ensuring the Integrity of Digital 

Evidence‟, Saleem et al (2011) after their evaluation of a range of security algorithms 

for implementing evidence integrity, recommended from their findings that Digital 

Signatures with Secured Hash Algorithm (SHAx) family functions be considered 

topmost choice for integrity preservation of data. Their recommendations were incited 

by the recorded advantages of Digital Signatures (SHA-512 with PKI public Key 

Cryptography) over Cyclic Redundancy check (CRC-16 and CRC-32) and Message 

Digest (MD5). The findings proved SHA-512 to be computationally faster, least 

vulnerable, easy to use. Has high strength and possesses higher levels of accuracy and 

capability to provide higher levels of integrity (Saleem, Popov & Dahman 2011). 

Table 2 show the summary of recommendations, while figure 4 below shows the 

evaluation model used. 

Table 2: Summary of Security Algorithm Recommendations (Saleem, Popov & Dahman 2011) 

Recommendations Security Algorithms 

High Level of Data Integrity Digital Signature with SHAx 

Data Confidentiality ….. 

Non-Repudiation Digital Signature 

Identification and Authentication Digital Signature 

High Level of Accuracy Digital Signature with SHAx 

Binding of Functionality at High Level SHAx 

High Level of Strength/Security Digital Signature with SHAx 

High Computational Efficiency CRC 

Least Attacks SHAx, Digital Signature 

Time Binding ….. 
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Figure 4: Security Evaluation Criteria Model (Saleem, Popov & Dahman 2011) 

 

 Time-Stamp(ing) 

A timestamp is termed as a series of strings or character that denote date and(or) time 

in which a particular event(s) occured. From the computing perspective, it could be 

termed as the time an event(s) is(are) recorded by a computer. Time as a quantifiable 

value has become very important in most aspects of commerece and security as an 

order for binding validity, granting access and reconstruction of event orders (Hosmer 

2002). Secure and auditable time issues have paved way to the realization of the 

importance of authenticating time sources, given that ost computing systems posses 

varying time representations. This concept also seem to exploit the techniques of 

public key infrastructute (PKI) as used by third party (certificate) authorities combined 

with the official world source of time. Hence, this methodology is seen to efficiently 

secure the time and simulteneously provide the evudentiary trail of the time source 

within the time stamp (Hosmer 2002). 

Proving the integrity of digital evidence with time requires several standards and 

actions which; the advancement of accuracy and trust of digital time, the binding of 

such trusted electronic time with digital data and computer events routinely, 

standardizing timing routines throughout the digital world and ensuring that such 

trusted time are traceable to a legal time source(s) (Hosmer 2002) 
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Cosic & Baca (2010) in their paper titled „Do we have full control over Integrity in 

Digital Evidence Life cycle‟ asserted that a valid and well-documented chain of 

custidy is the only condition that ensures the acceptance of a digital evidence in court. 

This involved proven answers for who, what, when, where and how details of the 

evidence administered. They presented a „Digital Evidence Management Framework 

(DEMF)‟ concept to ensure the security of a chain of custody and ultimately the 

integrity of digital evidence. The concept proposes Biometric applications (who) for 

digital signing, Timestamping (when), Google map, GPS coordinate web service or 

RFID device for geo-location (where) and Hashing and Asymmetric encryption (how) 

for securing digital evidence(Cosic & Baca 2010). In furtherance to their work, they 

came up with a valid time stamping method for digitally signing evidence all through 

the investigation process. The methodology involved obtaining Time Stamp from a 

Secured (Trusted) Third Party (Time Stamp Authority) that will be used to prove the 

time evidence was accessed by anyone at any stage of the forensic investigation 

(Cosic & Baca 2010). This implied constant communication had to be ensured 

between the investigator and the trusted third party. An event-based Digital Forensic 

Frame also supports the calculation of MD5 or SHA-1 hash values of digital evidence 

for later referencing, as the easiest and acceptable method of proving the integrity. 

(Carrier & Spafford 2004). 

Proving evidence integrity with time-attribute significantly offer notable advantages. 

And just like Chet Hosmer (2002) noted “we can noe bind for the first time the who 

(the identity of the signer), when (the time the signing took place) and the what (the 

digital data being protected). This new digital integrity mark will allow us to rpove 

the integrity of digital evidence today and in the future. 

 Geolocation Information 

This implies the geographical location details of an event. Prior to our study, it could 

imply the geographical location detail of the activities (processes) being carried out on 

a digital evidence that is directed towards ensuring integrity. A reliable and integrity-

valid evidence is one that should be able to show among other properties, details about 

where a digital evidence was handled and(or) manipulated. This is one relevant task of 

an investigator that could effectively facilitate admissibility and acceptance of an 

evidence in court (Cosic & Baca 2010). 
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Mindful of the privacy and security issues and legistlations surrounding the use and 

application of geolocation information,which is much directed towards consequences 

for both privacy and physical safety  that might arise as a reuslt of the disclosure of 

such information. This rigid concerns have apparently created some level of restrictive 

consents standards for the use and disclosure of geolocation information (Doty, 

Mulligan & Wilde 2010). 

Cosic & Baca (2010) in their paper titled „Do we have full control over Integrity in 

Digital Evidence Life cycle‟ also opined that being able to provide evidence 

geolocation parameter  through the application of either of Google maps, GPS 

coordinate web service or RFID device technologies, could enhance the 

trustworthiness of an evidence, and woild provide a wider view of circumstances 

surrounding the evidence. This, if achieved, could reduce questions and doubts about 

the authenticity of such evidence in court. 

Mrdovic, Huseinovic, & Zajko (2009), proposed an approach for acquiring and 

analysing evidence (volatile evidence) that would reasonably yield the preservation of 

integrity. Mindful of the numerous factors inhibiting the integrity of live forensic 

evidences, they proposed the use of the inbuilt memory dump utility in windows 

(Windows Hibernation), the creation of a bit image and the analysis of the image 

using CERT‟s LiveView utility in Vmware. This allows forensic examiners to mount 

and boot-up such images and to gain interactive user-level access and perpective of 

the environment, all without modifying the underlying image or its contents. All 

changes made to disk are written to a separate file (Mrdovic, Huseinovic & Zajko 

2009). An examiner only secures a read-only access level of operation on such 

evidence, thereby ensuring that no data is written to disk. 

The automation of the forensic Analysis process called Forensic Evidence 

Management System (FEMS) was a proposed model by Arthur, Olivier, Venter, & 

Eloff (2008). Their model incorporated the use of Biba Integrity model for the 

preservation of digital evidence integrity with Casey‟s Certainty scale as the integrity 

assurance measurement criteria. Casey‟s model creates an association between 

certainty and the integrity of digital evidence in a scale, in which the greater the 

certainty level, the greater the integrity associated with the evidence source, and even 

more, the inferences on such evidence(Arthur et al. 2008).  
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Prior to all these reviews, one point remains glaring in all the propositions; digital 

signing of evidence using cryptographic hash function is a worthy method for proving 

and ensuring evidence integrity. And this can further be strengthened with the addition 

of functions like certainty models, biometrics, timestamping and geo-location 

parameters. Nothwithstanding that these models were mostly applicable to physical 

environments, a digital evidence does not change form in any particular location. And 

since virtual environments posses the ability to behave like physical environments, it 

is not out of place that same integrity methodologies and processes as applied to 

physical machines could be replicated to them given that a full understanding of the 

features, functions and operations of the virtual environment (machine)  are known. 

3.7 Summary 

The relevance of computing and digital forensics technology to crime management is 

a trend that has enjoyed the delight of our contemporary society. This development 

has sought to answer the question about the reliability and absoluteness of digital 

evidence. Noting that procedures adopted in a computer and digital forensic 

investigation, and the state of the evidence both bear direct influence on the outcomes 

of the investigation. 

Emerging transitions of crime from host machines to virtual machines have opened-up 

critical issues that are to be reckoned with. Appropriate procedures in tune with 

emerging trends are a pertinent requirement from forensic experts/investigators. Thus, 

irrespective of the methodology adopted, generic procedures of planning, acquisition, 

preservation, examination, analysis, reconstruction and presentation demand proper 

adherence. These, label severe significance on evidence integrity, which must be 

proven irrespective of the origin or location of the evidence. An accurate record of 

evidence via chain of custody is one sure proof for evidentiary weight, which 

ultimately qualifies such evidence for admissibility in the law court. 
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Proper chain custody, evidence location, access mode/privileges, acquisition and 

transmission modes, storage modes, technical know-how and system coordination 

amongst other are viable threats that are capable of dealing blows to evidence integrity 

requirements of authenticity, accuracy and completeness. Existing models for integrity 

have presented process like digital fingerprinting (hashing), digital signatures and 

time-stamping as possible ways of assuring evidence integrity. These could be 

replicated in virtual environment scenarios as much as they are in host or physical 

environments.  
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CHAPTER FOUR 

EVIDENCE INTEGRITY PRESERVATION FRAMEWORK (EIPF) 

 

In previous Chapter, it has been clearly presented that the need for evidence Integrity is a 

basic priority in every digital investigation process. It seeks to ensure that no compromise 

happens to any digital evidence material, and on the basis that digital data (potential evidence) 

can easily be tampered, it so guarantees that special skills and techniques would be required to 

assure safe and acceptable preservation of evidence. In this chapter, the Evidence Integrity 

Preservation Framework is presented and analysed. 

Virtualization also compounds the complexity of evidence preservation, given the layered 

abstractions upon which potential evidence could be resident. It entails that even greater and 

more specific skills have to be imbibed and utilized to ensure that no compromise or 

alteration is affected to digital evidence in a virtual machine environment. Like earlier noted, 

virtualization technology and especially within the context under study, presents a four-layer 

abstraction. It will be important to point at this stage that a level of connectivity and (or) 

relationship is maintained between each one layer and the next, hence, inter-layer interactions 

are very much imminent. For instance, the host operating system in one layer communicates 

with hardware and also with the virtual machine monitor (hypervisor) it harbours. Any 

interaction between the virtual machine monitor and the physical hardware is efficiently 

mediated by the host operating system. The guest operating system (virtual machine) on the 

other hand maintains a different level of abstraction; such that its interactions with the outside 

domain (hardware and services) are made possible by the help of the virtual machine monitor 

(Hypervisor). VMware workstation in this perspective ensures efficient communication with 

the host operating system to enable its guest platform to access and utilize hardware 

resources. 

The point is that each time any layer of this computing system is active and inter-layer 

transactions or communication is assumed, information is created and maintained in various 

forms and locations depending on the layers in question. However, integrity advocates that 

data or information generated should be adequately preserved from alteration irrespective of 

their sources or location. Worst case scenarios present situations where potential evidence 

information are scattered amongst all the layers of abstraction, upon which complete integrity 
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implies a complete preservation of all potential evidence items in all the layers. The lighter 

scale could just involve evidence within a single layer which is considered enough to prove or 

disprove fact about an allegation. A preservation of the specific layered details might be all 

that is required. 

4.1 The Conceptualization of Evidence Integrity Preservation Framework (EIPF) 

The evidence integrity Preservation Framework (EIPF) is a conceptual model that attempts to 

proffer a way of ensuring the reliability, authenticity and completeness of an evidence within 

a virtual machine environment; mindful of the versioning, isolation and encapsulation features 

of such system as explained in chapter 2. This is in the light of current virtualization trends 

and the subsequent exploitation and (or) utilization of such trends in the perpetration of digital 

crime. EIPF is based on three (3) basic factors or elements that have been noted to be vital, if 

ideal evidence integrity has to be achieved within a virtual environment. These factors 

include; the strength of the Hash Function, the number of Evidence Attributes and Evidence 

Cycle achieved. 

Hence, EIPF relies on the assertion that evidence in a virtual environment is 

considered integrity-responsive if it satisfies the following three (3) constraints; 

i. The hash algorithm/ function applied is strong to withstand compromise or 

duplication. 

ii. It  possesses the necessary and acceptable attributes of a complete evidence      

(hash value, timestamp, geo-location, digital signature) 

iii. If it genuinely establishes links/connection to most or all stages of the evidence 

cycle. 

EIPF pitches roots on Daubert‟s guidelines for determining reliability and 

trustworthiness of scientific and technical evidence. These  guidelines include 

critically considering; if adopted procedures have been published and subjected to 

peer review, if such procedures are generally accepted by the community, if the 

procedures have been  tested, and finally, if the procedures have negligible error rates. 

EIPF emphasizes the concept of complete evidence; defined as the ability of digital 

evidence to posses the minimum required information that commits or refutes 

allegations of suspected digital crime. 
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4.2 Significance of Chain of Custody in EIPF 

Apparently, chain of custody should be a rule rather than an exception within a digital 

forensic investigation process. It attempts to consolidate an accurate audit and control of 

digital evidence potentially admissible in the court of law. It is worthy of note that knowing 

what the evidence is, alone is  not enough; how the handling occurred in terms of processes 

and activities performed, where  the process occurred and when (precise time) it occurred; are 

all valuable attributes that combine to enhance authenticity of such evidence. It will be 

agreed, that all of the mentioned attributes are significant in terms of evidence verification. 

Being that alterations could easily be done. The significance again is spread to all the parties 

involved. First is the investigator; upon whom lies the burden of proof of the authenticity of 

evidence. The legal authorities; upon whom lie the burden of deciding the validity and 

incriminating degree of presented evidence. Then to a third-party (an aggrieved or auditing 

personnel), who might desire to verify or nullify the authenticity of an asserted status of an 

evidence. This is either makes or mars admissibility. 

4.2.1 Model Assumptions 

The adoption and use of EIPF as an integrity preservation model is with respect to the 

following assumption(s); 

 That no integrity level is assumed before adoption, while at least a minimum 

level of integrity is assumed after adoption. 

 The user / investigator possesses a good understanding of the features, 

functions and operations of the virtual machine monitor (VMware 

workstation), and its file system. 

4.3 EIPF Structural Elements 

The Integrity of Digital Evidence in a virtualized environment as contained in the proposed 

framework consists of three (3) basic elements; the security strength of the hash function or 

algorithm adopted, the number of evidence attributes incorporated into the evidence, and the 

extent of evidence cycle reached. These elements form the basic foundation upon which 

evidence integrity can be considered. This is realized by the check of these attributes against 

laid down integrity benchmarks and a solemn compliance to the laid down principles of 

separation of duties and well formed transactions; as contained in Clark-Wilson‟s model of 

integrity. 
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4.3.1 EIPF Strength of Cryptographic Hash function or algorithm 

A Cryptographic has function has been earlier defines as a function that maps a bit string of 

variable length to a fixed-length bit string that represents a unique signature. Strength of 

cryptographic has function is thus defined with respect to three (3) basic properties; Collision 

Resistance, Pre-image Resistance and Second Pre-image Resistance  

Given the above, security strength of hash function as it applies to EIPF is defined within the 

range of recommended cryptographic hash function proffered by NIST. These hash functions 

include; 

i. SHA-1 (Secured Hash Algorithm-1), which has a collision resistance of less than 

80. 

ii. SHA-224 (Secured Hash Algorithm-224), with collision resistance of 112. 

iii. SHA-256 (Secured Hash Algorithm-256), with collision resistance of 128. 

iv. SHA-384 (Secured Hash Algorithm-384), with collision resistance of 192. 

v. SHA-512 (Secured Hash Algorithm-512), with collision resistance of 256. 

vi. HMAC-SHA (Keyed-Hash Message Authentication Code), which is used to offer 

data authenticity and integrity protection. HMAC-SHA security strength is 

determined by the security strength of the HMAC and the length of the HMAC 

output, which also depends on the specified hash function it is combined with. 

This means that the higher the strength of the hash function adopted, the higher the integrity 

level, hence, the more reliable and acceptable the evidence will be. 

4.3.2 EIPF Number of Evidence Attributes 

This defines the number of attributes that are used to qualify the evidence in our model. This 

is within the concept of complete chain of custody or handling defined earlier that requires 

that the “what, where, when and who” attributes of a digital evidence be adequately answered 

to prove integrity and reliability. With the potentials of occurrence that digital evidence might 

not always maintain all the above attributes due to stringent circumstances (anti-forensic 

activities), there are likelihoods that the number of attributes retained by evidence could 

indirectly improve its evidential weight and integrity. For instance, four-fold attribute (Hash 

value, time-stamp, geo-location data, and digital signature…) evidence could be considered, 

convincing, acceptable and integrity-responsive, than a two or less-fold attribute evidence in 

terms of admissibility. It is thus not out of place to assume that the secondary enhancement of 
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evidentiary weight due to an increased number of attributes on evidence is also required to 

preserve integrity. Therefore, it is based on this assumption that the following attributes have 

been incorporated in the framework. 

i. Hash Value (What) - This identifies the status or signature of the evidence. 

ii. Geo-location Data (Where) – This identifies the location where the evidence 

was being manipulated (investigator submits hash content). 

iii. Trusted Timestamp (When) – This defines the time when the evidence hash 

was received by third party. 

iv. Digital Signature (Who) – This is used to authenticate anyone that has control 

or handled the evidence. 

A reliability rating factor is introduced to help guide towards defining conceptual 

integrity levels: 

 

Reliability Rating  = 𝑳𝒊   Where  𝒊 =   𝟏,𝟐,𝟑   ,           

 

           such that;  

1, 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝐻𝑎𝑠ℎ 𝑉𝑎𝑙𝑢𝑒  𝑤ℎ𝑎𝑡 𝑎𝑛𝑑 𝑎𝑛𝑦 𝑂𝑛𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑜𝑡ℎ𝑒𝑟 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠

2, 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝐻𝑎𝑠ℎ 𝑉𝑎𝑙𝑢𝑒  𝑤ℎ𝑎𝑡 𝑎𝑛𝑑 𝑎𝑛𝑦 𝑇𝑤𝑜 𝑜𝑓 𝑡ℎ𝑒 𝑜𝑡ℎ𝑒𝑟 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠

3, 𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝐻𝑎𝑠ℎ 𝑉𝑎𝑙𝑢𝑒  𝑤ℎ𝑎𝑡 𝑎𝑛𝑑 𝑎𝑙𝑙  𝑇ℎ𝑟𝑒𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑜𝑡ℎ𝑒𝑟 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠

   

 

4.3.3 EIPF Evidence Process Cycle 

This seeks to present the cycle of evidence bits that make up complete evidence given a 

virtualized environment. It follows that for an evidence to be comprehensive from a 

virtualized perspective (virtual machine environment), four (4) bits of evidence one for each 

cycle need to be integrated together. Just as noted earlier in the virtualization architecture, 

there exist four layers of abstraction the virtual machine layer, the hypervisor layer, the host-

operating system layer, and the hardware layer. It will be worth recounting again that there 

exist links or connections between or successive layers of the architecture for which 

communication and (or) interaction is maintained. 

These interactions are recorded at various levels of the system depending on complexity. 

Hence for any forensic investigation / litigation, a level 1 bit requires that there be an evidence 

showing proof of crime relative to the virtual machine environment, this is termed “Primary 

Evidence”. Level 2 bits requires that there exist an element of binding between the primary 
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evidence and the virtual (guest) machine. Level 3 bit requires that there be a valid evidence 

binding the virtual (guest) machine with the hypervisor (virtual machine monitor). Level bit 4; 

evidence requires that there should exist a binding between the hypervisor (VMM) and the 

host machine (hardware). 

Hence, the more the bit of evidence covered, the better reliable the overall evidence, and the 

higher the integrity. 

 

Figure 5: EIPF Evidence Cycle 

 

4.4 Mathematical Representation 

Given the assertions presented so far, it would be out of place to forward that for digital 

evidence within a virtual environment to be integrity-valid, it must be subjected to a collision-

resistant cryptographic hash function, wherein its security strength is defined by half the 

number of bit-string values generated. The greater the value, the stronger the resistance to 

collision and hence the higher the level of security embedded therein. The integrity and 

reliability of evidence can also be enhanced by the number of evidence attributes 

incorporated, thus, the less number of attributes, the less reliable the integrity assumed. 

Evidence cycle achieved ensures that comprehensive evidence is achieved in the context of 

virtual machine system layers. This provides genuine details of the source of digital evidence 

traceable through all the virtualization levels of abstraction. 

Thus, it might be safe to put that the level of integrity for evidence within a virtualized 

environment is dependent on the strength of the hash function, the number of evidence 
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attributes and the evidence cycle achieved. To conveniently represent the above concept in 

mathematical notation, we first represent the factor herein referred to as dependent variables; 

for which virtualized evidence integrity depends. And for which any change in either or all of 

the values conceptually changes the state of integrity of the evidence. 

 Integrity of Evidence in a Virtualized environment is denoted by IV. where v 

implies virtualized environment. 

 Strength of hash function is denoted by h 

 Number of evidence attributes is denoted by N 

 Evidence cycle is denoted by C 

Hence, Integrity of evidence in a virtualized environment IV, is determined by three (3) 

important factors; which include; strength of hash function; h, Number of evidence attributes; 

N, and Evidence Cycle achieved. Also, given that the factors vary in sense and parameters, 

the relationship amongst them will encompass a logical product (multiplication) to arrive at 

the defined independent variable IV . This could be denoted by; 

 

Integrity   =  Strength of hash function   *   Number of evidence  

attributes   *  Evidence cycle 

            

It will be recalled that in Section 4.3.1, varying strength levels for cryptographic hash 

function has been defined which implied that anyone of such levels could be applicable; and 

in which case would yield different integrity level for the evidence. For the context under 

study; i would be used to represent the individual strengths of hash function. Number of 

evidence attributes also is categorised into levels for which j will be used for its 

representation. Evidence cycle is categorization into 4 level for which k will be used for its 

representation. 
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Given, the above points, integrity of evidence in a virtualized environment as defined in 

Equation (1) above can be further expanded as; 

 

 𝑰𝒗  =  𝒉𝒊𝑵𝒋𝑪𝒌 (1) 

 

For  i =   { 1, 2, 3, 4, 5 and 6 },  

        j =    { 1, 2, 3, 4 } and  

       k  =   { 1, 2, 3, 4 } 

Where, 

hi , denotes strength of hash function applied to evidence, where i, being from 1 to 7 defines 

the domain of  h,  

i.e., the relative limit (range) that corresponds to any assumed strength level of hash function 

or algorithm used. The higher the value based on classification, the higher the strength level 

and guarantee of safety of tampering. 

Nj denotes number of applicable attributes that could be incorporated into evidence with their 

respective reliability level classification.  

Here, the higher the number of evidence attributes, the better reliable the evidence is 

considered for admissibility. 

Ck denotes the evidence cycle covered. Given that there exist four (4) cycles to achieve 

“Complete evidence”, where k being from 1 to 4 defines cycle transitions achievable for 

evidence.  

The higher the evidence cycle achieved, the more reliable and trustworthy the evidence. 
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4.5 EIPF Process Flowchart 

 

Figure 6: EIPF Process Flowchart 

Evidence  
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The process of preserving evidence integrity in a virtual machine environment as illustrated in 

figure 5 consists of several steps that are divided into two separate parts. The 

user/investigator‟s part and the Trusted Third-Party Authority (TTA). 

4.5.1 User / Investigator. 

This part defines clearly the actions or activities within the integrity preservation process that 

is restricted solely to the user or investigator. This is in line with Clark-Wilson‟s model 

principle of Separation of Duties. The principle as earlier noted emphasizes that no single 

entity or person should perform a task from start to finish. Tasks and responsibilities should 

be shared amongst two or more people to avert the possibilities of fraud by one person acting 

singly. In this study, the action constrained to the user/investigator as follows:- 

 The process of creating a unique identifier, digital fingerprint (hash value) of a 

digital evidence using any of the recommended hash functions (SHA-1, SHA-224, 

SHA-256, SHA-384, SHA-512, HMAC-SHA) 

 The process of defining relative hash strength of utilized algorithm with respect to 

presented scale 

 The process of sending a fingerprint to a Trusted Third-party Authority 

 The process of determining the evidence cycle reached and defining the extent of 

integrity achieved (based on the three factors enumerated). 

 The process of estimating certainty of evidence integrity (using Casey‟s certainty 

scale). 

All the processes enumerated above are separated duties of a user/investigator within the 

preservation model and should be adhered to if the proposed model is to relevant. 

4.5.2 Trusted Third-Party Authority Part 

This also outlines the restricted activities of a trusted third-party authority in the preservation 

process of evidence. It is also aligned with the principle of separation of duties. These tasks 

include; 

 The process of authenticating a user / investigator, and accepting an evidence 

fingerprint 

 The process of creating an evidence file (EF) containing accepted fingerprint. 
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 The process of adding or otherwise approved geo-location details to evidence file 

(EF) as obtained from estimation. 

 The process of adding a timestamp (officially obtained from server) to evidence file 

(EF) 

 The process of computing new fingerprint for evidence file (EF) 

 The process of digitally signing of evidence with protected key 

 The process of sending a digitally signed file to user / investigator. 

All above processes are also separated duties of a trusted third-party as contained in the 

framework. 

It is necessary to note that all duties confined to various parties should be holistically adhered 

to, for the framework to be considered relevant. Any change or transfer of duties outside that 

which is already laid is considered not in line with the framework‟s objective, and might be 

considered an irregularity that could jeopardize the integrity of the evidence in question. 

4.6 EIPF and other Models 

Numerous models have been proposed for the handling and preservation of evidence 

integrity. However, all of such models have been directed towards evidences within a 

physical or host machine environment. Virtual environments are relatively new and are still 

emerging, hence not much have been seen to be discussed within the area. One novel feature 

of EIPF is that it seeks to handle potential solutions to the problems of evidence integrity 

within a virtual environment (virtual machine). 

In precise terms, EIPF has emerged from the review of existing models and channelled 

towards ensuring that virtual machine evidences remain uncompromised. It introduces geo-

locations data as a new attribute to evidence, which offers improvement to evidence integrity 

as compared to existing models. This attribute adds value and weight to evidence by 

presenting geographical locations of actions performed on evidence. 

Given the abstractions found in virtualisation, EIPF introduces an evidence cycle, which 

defines and iterating process for achieving complete evidence within a virtual environment. 

This is borne from the fact that digital evidences in virtual machines most usually bear 

corresponding traces in the virtual machine monitor (hypervisor) and host machine. The prove 

of an evidence emanating from a virtual machine will involve the corresponding prove of the 

link of such virtual machine to an underlying virtual machine monitor, host operating system 



A Framework for the Preservation of Evidence Integrity in Virtual Environment - 1032455  

 

53 
 

and hardware. And all these levels collectively for a cycle of proofs that need to be preserved 

as complete evidence.  

EIPF also brings to light a reliability rating factor, defining integrity levels with respect to 

strength of hash function, evidence cycle and number of evidence attributes. Finally, EIPF as 

a model also adopts the integrity principles of Clark-Wilson, which are based on well-formed 

transactions and separation of duties. 

 

4.7 Summary 

Evidence Integrity Preservation Framework (EIPF) as a model seeks to proffer ways of 

attaining reliability, authenticity and completeness of digital evidence within a virtual 

environment. EIPF is built based on three vital elements that could determine the integrity of 

digital evidence in a virtual machine environment. These factors include strength of hash 

function of the evidence, which is determined by the collision-resistance of the algorithm 

used, the number of evidence attributes and the evidence cycle achieved. 

Modelled on the assumptions that an investigator must possess a good understanding of the 

functionalities of the virtual machine monitor and file system of the virtual machine, and that 

no integrity level is assumed prior to adoption, EIPF is developed based on Clark-Wilson‟s 

principles of separation of duties and well-formed transaction. Through the concept of chain if 

custody, it attempts to consolidate an accurate audit and control of digital evidence. Its 

relevance is distributed amongst all parties (investigator, trusted third-party, legal authorities), 

who must work together in deciding the integrity and admissibility of an evidence originating 

from a virtual environment. 
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CHAPTER FIVE 

CONCLUSION AND FUTURE WORK 

 

In this final chapter, a summary and contribution of this thesis is presented, with 

recommendations on future works that could be embarked towards improving the current 

statuesque. 

Virtualisation technology has been seen to be a growing field which impact on digital 

forensics cannot be ignored. Although promising, virtualization has opened up vulnerabilities 

that are being exploited by malicious users. Virtual machine monitors (hypervisors) for 

instance retains adventurous features (isolation, versioning, encapsulation and mobility) that 

have lately and recurrently being exploited by users and experts as tools and targets for illegal 

activities. Controlling these activities, presented results of adequate investigation of virtual 

machines, securing and preserving of evidences remain a sure necessity.  

The truth to be told, government bodies, private organisations and individuals are faced with 

immense  difficulty in securing and preserving and presenting sufficient and relevant evidence 

to prove illegitimacy of user actions, legal and(or) regulatory compliance to operational 

policies or otherwise. 

The application of digital forensics has offered a gain of easing and speeding up of  securing, 

manipulating, transmitting and maintaining of evidence records due to computing technology 

has shortened the usual elongated periods of investigations. There is thus, a need to show that 

evidence is exactly what it was acclaimed. 

Digital evidence integrity with respect to virtual machine environment, describes the 

characteristics of a digital evidence to remain in its uncompromised state. It seeks to ensure 

that no changes are made to a virtual machine environment or its relayed files and 

components; between the times the suspect last used or accessed the environment and the 

present status. Anything less or otherwise would amount to wrong, misguided and undesirable 

outcomes. The result could include false prosecution or false discharge. 

Evidence Integrity Preservation Framework (EIPF) is presented as a framework that targets 

the unattended aspect of safeguarding evidence integrity in virtual environments. EIPF as a 

framework seeks to proffer ways of attaining reliability, authenticity and completeness of 
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digital evidence within a virtual environment. The factors noted to be responsible for 

determining evidence integrity include; strength of hash function applied on evidence 

determined by the collision-resistance of the underlying hash algorithm, the number of 

evidence attributes, and the evidence cycle achieved.  

Notwithstanding the odds, EIPF has conceptually contributed its mark in the areas of integrity 

of digital evidence and admissibility as follows; it has proffered an improved way of ensuring 

the integrity of digital evidence in a virtualized environment. It conceptually increases and 

consolidates trust level for court acceptance by answering most of the potential questions 

surrounding evidential weight of digital evidence. It has also opened up a path for uniformity 

and standardization of forensic policies and procedures.  

5.1 Conclusion and Future Work 

In this study, the architecture and design of EIPF has been considered as viable tool that 

assists in the preservation of evidence integrity in a virtual machine environment. EIPF 

components, processes and their effect on integrity of evidence have been described. 

However, a demonstration of the behaviour of EIPF had not been exhaustively featured; 

hence, future work will involve the detailed application of EIPF on real life scenarios. It is 

also clear that this work presents a system that is achieved through a combination of distinct 

processes towards attainment of evidence integrity,  a future study could be aimed at 

developing a single, automated system that could handle all of the outlined processes of EIPF, 

so that efficiency, timeliness and accuracy and enhanced. Finally, a good study of other 

available virtual machine tools could be embarked, to ascertain the applicability of EIPF. It is 

hoped that the potential benefits of adopting this framework will prevail over existing 

constraints, and the new level of evidence integrity proposed will press forward the 

preservation and utilization of evidence in a virtualized environment. 
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APPENDIX A. 

 

 

Source: (Saleem, Popov, & Dahman, 2011, p. 221) 
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APPENDIX B. 

MSc Project Proposal Form (PPF) 

AY10/11, Semester 3 (Jun 2011 – Jan 2012) 

Student Number 1032455 

Student Name Uchenna Peter Daniel Ani 

Degree Course MSc. Computer Security and Forensics 

Supervisor Name Dr. Gregory Epiphaniou 

Title of Project 
A Framework for Evidence Integrity Preservation in 

Virtualized Environment: A Digital Forensic Approach. 

Description of your artifact The growth in virtualization has witnessed almost equal 

negativities. A rise in technological advances has also 

informed a rise in crime with the application of same 

technology. Digital forensic investigators and experts have 

not been left out of the beneficiary list, at the receiving end 

of the challenges of technology with emphasis to virtual 

machine forensics. Being an electronic operating 

environment, virtual machines have been found to be 

interesting tools for the proliferation of cyber and electronic 

crimes, hence the need to study, identify, acquire and 

analyze them for evidence. 

Approaches to integrity of digital evidence have relied 

strictly on the application of hash functions and an 

organized chain of custody. This project will however strive 

to ascertain weaknesses inherent in this conventional 

approach and further propose relevant add-on parameters to 

reduce the risk of compromising evidence integrity in a 

machine virtualized environment. 

Objectives 

Prior to known descriptions and methodologies for 

conventional forensic computing and their applications to 

virtualized-machines (virtualization), an attempt will be 

made to roll-out possible (emerging) obscurities 

encountered in virtual forensics with references to the 

integrity of digital evidence. Hence, the following 
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objectives are worthy of note:- 

1. The identification of possible threats to the integrity of 

digital evidence in a virtualized environment (virtual-

machines). 

2. To offer a resource pool that could inform the forensic 

society on the pressing issues inherent in the handling 

of virtual machines (VMware in specific). This is with 

a view to giving an understanding of its features, 

functions, operations and applications to virtual 

forensic analysis.  

3. To propose a framework (methodology) that could 

serve as useful guide in determining digital forensic 

evidence with serious emphasis to the integrity 

preservation of virtual machine states and contents as 

evidences, capable of being presented in the court if 

law. This methodology will emphasize rules, principles 

and parameters that are necessary and should be 

adopted so as not to compromise the trustworthiness of 

digital evidence. 

Artifact 

The designed framework will include the following:-  

i. Initial Hypothesis (valid assumptions about the 

existence, location and integrity of evidence). 

ii. Conceptual design of an Evidence Integrity 

Preservation Framework (EIPF). 

iii. Processes and procedures that can ensure secured and 

effective acquisition, preservation and analysis of 

digital evidence contained in a virtual environment. 

The purpose of this work is to attempt to bridge the gap 

between forensic computing and virtualization.  

Project’s Expected Outcomes 

i. The project will help to update forensic experts and 

educate potential investigators on vital information 

about virtualization and virtual machine forensics with 

insights on how integrity of evidence can be achieved. 

ii. Unfair prosecution or imprecise court rulings as a result 

of erroneous or incomplete  investigation of virtual 

machines or the compromise of incriminating evidence, 

all could be mitigated 

iii. Research outcomes and successful prosecutions form 
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the bedrock references for potential cases; 

iv. Initial researches and concluded cases jointly form a 

basis for future cases; accordingly, a bid to position a 

valid and appropriate basis would imply setting the 

proper and needed evidence integrity precedence in 

both virtual machine forensics, and its evidence 

administration in the court of law. 

Intellectual Challenges 

i. The growth of virtualization has resulted in the 

introduction of numerous virtualization applications 

that apparently bear varying components and 

functionalities. Hence, an apt knowledge of one 

machine does not necessary prove a profound 

knowledge of the others; a key challenge would be the 

incomprehensive knowledge of the operations of all 

known and emerging virtualized products (machines) 

as targets. 

ii. The technique of acquiring evidence from VMware 

machine with compromising the integrity and state of 

the machine. And the proving of such integrity status 

without reasonable doubts so as to reinforce a position. 

iii. The scattering of evidence due to the multiple 

virtualization of host, applications and operating 

system. This could make the situation tighter.  

iv. Anti-forensic activities; the use of VMware machines 

for computer crime and the subsequent clearing of 

incriminating tracks, the use of virtual machines 

through removable media like CD-ROM via VMware 

workstation could also pose severe challenges to virtual 

forensics. 

What methodology 

(structured  process)  will 

you be following to realize 

your artifact? 

Methodology 

An attempt will be made to note and record necessary 

preferences in the forensic investigation procedures, where 

integrity preservation is a relevant prerequisite. The 

framework will follow a conceptual sequence that is 

targeted towards coming-up with a methodology that can be 

used for ensuring integrity while examining virtual 

environments for evidence. The framework will be 

evaluated using test cases scenarios to check validity. 

The approach is considered appropriate as it seeks to first 

offer a good and broader understanding of current issues in 

the research area with a view to attempting solutions to the 
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issues aptly. 

How does your project 

relate to your degree course 

and build upon the 

units/knowledge you have 

studied/acquired  

This project bears strong connections with my course in 

computer security and forensic. With knowledge and skills 

acquired in forensic data analysis and the implementation of 

data integrity using cryptographic functions, this project is 

sure to meet an amicable end.  

Resources To develop my artifact, the following resources will be 

required. 

i. Research Literature, journal and conference papers 

that would provide comparative knowledge and 

analysis of current work and (or) frameworks on the 

study area. 

 

ii. Framework /methodology  validation test-bed 

comprising of the following:-  

a. Two computer systems (one to serve as the 

victim‟s/suspect‟s system, and the second to 

serve as the investigator‟s toolkit). 

b. Windows 7 Operating system on the physical 

machines, VMware Workstation, Windows XP 

virtual machine as guest Operating system. 

c. Forensic tools, Computer Hacking tools and 

Removable Medias. 

Have you completed & 

submitted your ethics form? 
Yes  
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APPENDIX C. 

 

FACULTY OF CREATIVE ARTS, TECHNOLOGIES AND SCIENCE 

 

Form for Research Ethics Projects (CATS Ethics Form) 

 

Student’s name & email address: Uchenna Peter Daniel Ani (ucsoil@yahoo.com) 

Registration Number:  1032455 

Course:    MSc. Computer Security and Forensics 

Supervisor’s name:   Dr. Gregory Epiphaniou 

 

Working title of project A Framework for Evidence Integrity Preservation in 

Virtualized Environment: A Digital Forensic Approach. 

 

SECTION A: Proposal 

Please summarise below the ethical issues involved in the research proposal and how they 

will be addressed. In any proposal involving human participants clear explanation of how 

informed consent will be obtained, how confidentiality will be observed, how the nature of 

the research and the means of dissemination of the outcomes will be communicated to 

participants must be provided. 

 

Ethical issues in my project involves the rightful use of computer hacking tools to create a test 

attack on systems or networks that could be forensically investigated. This would mean that 

the forensic activities would be in line with the proposed model and would not be applied to 

any system other than the one meant for the experiment. 

 

The consent of the Forensic Lab supervisor will be sought for the use of the forensic lab. 

Hacking and the forensic tools will be required from the lab and activities during the test will 

be monitored by the project supervisor. To maintain confidentiality, all practical forensic 

activities would be performed in the forensic lab and reports of updates passed to the 

supervisor. 
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SECTION B Check List 

 

Please answer the following questions by circling YES or NO as appropriate. 

 

1. Does the study involve vulnerable participants or those unable to give informed 

consent (e.g. children, people with learning disabilities, your own students)? 

YES    NO   

2. Will the study require permission of a gatekeeper for access to participants (e.g. 

schools, self-help groups, residential homes)? 

YES    NO   

3. Will it be necessary for participants to be involved with consent (e.g. covert 

observation in non-public places)? 

YES    NO   

4. Will the study involve sensitive topics (e.g. obtaining information about sexual 

activity, substance abuse)? 

YES    NO   

5. Will blood, tissue samples or any other substances be taken from participants? 

YES    NO   

6. Will the research involve intrusive interventions (e.g. the administration of drugs, 

hypnosis, and physical exercise)? 

YES    NO   

7. Will financial or other inducements be offered to participants (except reasonable 

expenses or small tokens of appreciation)? 

YES    NO   

8. Will the research investigate any aspect of illegal activity (e.g. drugs, crime, underage 

alcohol consumption or sexual activity)? 

YES    NO   

9. Will participants be stressed beyond what is considered normal for them? 

YES    NO   
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10.  Will the study involve participants from the NHS (patients or staff) or will data be 

obtained from NHS premises? 

YES    NO   

 

If the answer to any of the questions above is “Yes”, or if there are any other significant 

ethical issues, then further ethical consideration is required.  Please document carefully how 

these issues will be addressed. 

 

Signed (student):                      Uchenna Peter Daniel Ani  Date:  19/07/2011 

 

 

Countersigned (Supervisor):    Dr. Gregory Epiphaniou   Date:  19/07/2011 
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