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NOVEL, ROBUST AND COST-EFFECTIVE AUTHENTICATION 

TECHNIQUES FOR ONLINE SERVICES 

 

P. NORRINGTON 

 

ABSTRACT 

This thesis contributes to the study of the usability and security of visuo-cognitive 

authentication techniques, particularly those relying on recognition of abstract images, an 

area little researched. 

 

Many usability and security problems with linguistic passwords (including traditional 

text-based passwords) have been known for decades. Research into visually-based 

techniques intends to overcome these by using the extensive human capacity for 

recognising images, and add to the range of commercially viable authentication solutions. 

The research employs a mixed methodology to develop several contributions to the field. 

 

A novel taxonomy of visuo-cognitive authentication techniques is presented. This is 

based on analysis and synthesis of existing partial taxonomies, combined with new and 

extensive analysis of features of existing visuo-cognitive and other techniques. The 

taxonomy advances consistent terminology, and coherent and productive classification 

(cognometric, locimetric, graphimetric and manipulometric, based respectively on 

recognition of, location in, drawing of and manipulation of images) and discussion of the 

domain. The taxonomy is extensible to other classes of cognitive authentication technique 

(audio-cognitive, spatio-cognitive, biometric and token-based, etc.). 

 

A revised assessment process of the usability and security of visuo-cognitive techniques 

is proposed (employing three major assessment categories – usability, memorability and 

security), based on analysis, synthesis and refinement of existing models. The revised 

process is then applied to the features identified in the novel taxonomy to prove the 

process‘s utility as a tool to clarify both the what and the why of usability and security 

issues. The process is also extensible to other classes of authentication technique. 
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Cognitive psychology experimental methods are employed, producing new results which 

show with statistical significance that abstract images are harder to learn and recall than 

face or object images. Additionally, new experiments and a new application of the chi-

squared statistic show that users‘ choices of abstract images are not necessarily random 

over a group, and thus, like other cognitive authentication techniques, can be attacked by 

probabilistic dictionaries. 

 

A new authentication prototype is designed and implemented, embodying the usability 

and security insights gained. Testing of this prototype shows good usability and user 

acceptance, although speed of use remains an issue. A new experiment shows that 

abstract image authentication techniques are vulnerable to phishing attacks. Further, the 

testing shows two new results: that abstract image visuo-cognitive techniques are usable 

on mobile phones; and that such phones are not, currently, necessarily a threat as part of 

observation attacks on visual passwords. 

 



 

 iv 

 

 

DEDICATION 

I dedicate this thesis to my parents, Geoffrey James (in memoriam) and Fiona Norrington, 

and my brother, David Norrington. 

 



 

 v 

 

 

TABLE OF CONTENTS 

Abstract ......  ........................................................................................................... ii 

Dedication ..  .......................................................................................................... iv 

Table of Contents ................................................................................................... v 

Table of Figures ...................................................................................................... x 

Table of Tables ................................................................................................... xiv 

Acknowledgements ............................................................................................... xx 

Declaration .  ........................................................................................................ xxi 

Chapters 1 – 8 ............................................................................................... 1 – 233 

Appendix 1 .  .............................................................................................. 234 - 237 

References ..  .............................................................................................. 238 - 249 

Appendices A – S  .......................................................................................... on CD 

 

Chapter 1: Introduction ....................................................................................... 1 

1.1. Background ..................................................................................................... 1 

1.2. Motivation of this work .................................................................................. 9 

1.3. Aim and objectives ....................................................................................... 13 

1.4. Research methodology.................................................................................. 14 

1.5. Contributions ................................................................................................ 16 

1.6. Scope and limitation ..................................................................................... 17 

1.7. Thesis organisation ....................................................................................... 18 

 

Chapter 2: Related work ................................................................................... 21 

2.1. Introduction................................................................................................... 21 

2.2. Memory and images ..................................................................................... 21 

2.2.1. Memory ............................................................................................. 21 

2.2.2. Face and object recognition .............................................................. 23 

2.2.3. Abstract images ................................................................................. 24 

2.2.4. Image types and memorability .......................................................... 25 

2.3. A framework for human–machine authentication techniques ...................... 26 

2.4. Overview of existing visual techniques ........................................................ 29 

2.4.1. Visually-assisted text passwords ...................................................... 29 

i. Inkblot association 

ii. Rebus 

iii. CAPTCHA 



 

 vi 

2.4.2. Graphical passwords ......................................................................... 31 

iv. Draw-A-Secret (DAS) 

2.4.3. Sequence of regions chosen within a single image ........................... 32 

v. Menu icon with hidden geometrical password 

vi. Tap regions – Blonder 

vii. Click regions – extended 

viii. VisiPass 

ix. PassPoints 

2.4.4. Cognitive regions .............................................................................. 36 

x. v-Go 

2.4.5. Sequence of images for recognition .................................................. 36 

xi. Thematic sets 

xii. Personal photos 

xiii. Story 

xiv. PicturePIN 

xv. PassFaces 

xvi. Déjà Vu 

xvii. UF-IBA 

2.4.6. Manipulation of images for geometric effect ................................... 42 

xviii. Triangle scheme 

xix. Movable frame scheme 

xx. SafeCracker 

2.4.7. Visual cryptography .......................................................................... 44 

xxi. Visual cryptography 

2.5. Existing taxonomies of visual techniques .................................................... 44 

2.5.1. Features and uses of a taxonomy ...................................................... 45 

2.5.2. Existing taxonomies for visuo-cognitive authentication  

techniques ......................................................................................... 47 

2.5.3. Summary of existing taxonomies ..................................................... 53 

2.6. Image description and classification ............................................................. 53 

2.7. Usability and security assessment for authentication technique design ....... 67 

 

Chapter 3: A novel taxonomy of cognitive authentication techniques .......... 70 

3.1. Introduction................................................................................................... 70 

3.2. Methodology for constructing the novel taxonomy...................................... 70 

3.3. Existing terminology for visuo-cognitive authentication techniques ........... 71 

3.4. The proposed taxonomy ............................................................................... 75 

3.5. Level 1 taxa – Authentication mode ............................................................. 78 

3.6. Level 2 taxa – Cognitive authentication: mode of cognition ........................ 78 



 

 vii 

3.7. Level 3 taxa – Cognitive authentication: (visuo-) sub-types ........................ 79 

3.7.1. Cognometric authentication .............................................................. 79 

3.7.2. Locimetric authentication ................................................................. 80 

3.7.3. Graphimetric authentication ............................................................. 81 

3.7.4. Manipulometric authentication ......................................................... 81 

3.8. Level 4 taxa – the Feature Level................................................................... 83 

3.8.1. Types of image .................................................................................. 84 

3.8.2. Dimensionality of images ................................................................. 84 

3.8.3. Dynamicity of images ....................................................................... 85 

3.8.4. Time .................................................................................................. 85 

3.8.5. Action ordering ................................................................................. 86 

3.8.6. Process breadth and depth ................................................................. 87 

3.8.7. Decoy interactions ............................................................................ 87 

3.8.8. Process feedback ............................................................................... 88 

3.8.9. Universal and special features .......................................................... 88 

3.9. Linguistic techniques .................................................................................... 89 

3.10. Evaluation of the taxonomy .......................................................................... 92 

3.11. Conclusion .................................................................................................... 93 

 

Chapter 4: Usability and security assessment of cognitive 

authentication techniques ............................................................... 95 

4.1. Introduction ................................................................................................ 95 

4.2. Methodology for constructing the assessment process .............................. 95 

4.3. Existing assessment processes ................................................................... 96 

4.4. Revised usability and security assessment process .................................. 106 

4.5. Cognitive authentication Level 1 taxa ...................................................... 107 

4.6. Cognitive authentication Level 2 taxa – mode of cognition .................... 109 

4.7. Cognitive authentication Level 3 taxa – visuo sub-types ......................... 110 

4.8. Cognitive authentication Level 4 taxa – the Feature Level ...................... 112 

4.9. Linguistic authentication .......................................................................... 117 

4.10. Conclusion ................................................................................................ 121 

 

Chapter 5: Experiments on learning, recall and selection of images .......... 123 

5.1. Introduction................................................................................................. 123 

5.2. Experiment Group 1 – Controlled image learning and recognition ........... 123 

5.2.1. Design, participants, materials, apparatus and procedure ............... 123 

5.2.2. Results for Experiment 1 ................................................................ 129 

5.2.3. Results for Experiment 2 ................................................................ 132 



 

 viii 

5.3. Experiment Group 2 – User selection of images ........................................ 135 

5.3.1. Design, participants, materials, apparatus and procedure ............... 135 

5.3.2. Results for Experiment 3 ................................................................ 139 

5.3.3. Results for Experiment 4 ................................................................ 141 

5.3.4. Results for Experiment 5 ................................................................ 142 

5.4. Conclusion .................................................................................................. 144 

 

Chapter 6: PassPix – A new authentication tool ........................................... 146 

6.1. Introduction................................................................................................. 146 

6.2. Design and implementation ........................................................................ 147 

6.3. Participant behaviour analysis .................................................................... 170 

6.4. Participant evaluation analysis ................................................................... 188 

6.5. Phishing attack ............................................................................................ 214 

6.6. PassPix on small form factor devices ......................................................... 218 

6.7. Conclusion .................................................................................................. 221 

 

Chapter 7: Conclusion and further work ....................................................... 224 

7.1. Conclusion .................................................................................................. 224 

7.2. Further work ............................................................................................... 229 

 

 

Appendix in this volume 

Appendix 1: Images from Experiments 1 to 5 and PassPix ....................... 234 

 



 

 ix 

Appendices on the accompanying CD 

Appendix A: Publications ........................................................................... A1–26 

 1. Maple, C. and P. Norrington (2006). The usability and 

practicality of biometric authentication in the workplace. 1st 

International Conference on Availability, Reliability and 

Security (ARES06). Vienna University of Technology, 

IEEE: 958-964 ...............................................................................A2 

 2. Norrington, P. and C. Maple (2006). Extending e-

Government to e-Society: Usability lessons from the UK ID 

Card Trial. IADIS International Conference e-Society 2006. 

Dublin, Ireland. ...........................................................................A13 

Appendix B: Patents Related to Visuo-Cognitive Authentication ................... B1 

Appendix C: Token-Based and Biometric Authentication Techniques ....... C1–3 

Appendix D: Lough's (2001) Taxonomy Properties ......................................... D1 

Appendix E: UK Biometrics working Group‘s (2003) Implementation 

Issues for an Authentication System ....................................... E1–9 

Appendix F: Herrmann‘s (2007) Security and Privacy Metrics .................. F1–3 

Appendix G: Gibson‘s (2005) Nineteen Principles in Six Categories for a 

Successful Authentication System .......................................... G1–7 

Appendix H: Image Arrays for Experiments 1, 2, 3 ..................................... H1–2 

Appendix I: Experiment 1 Data.................................................................... I1–4 

Appendix J: Experiment 2 Data.................................................................... J1–2 

Appendix K: Experiment 3 Data................................................................... K1–3 

Appendix L: Experiment 4 Data................................................................. L1–22 

Appendix M: Experiment 5 Data.................................................................. M1–3 

Appendix N: PassPix interface design .......................................................... N1–5 

Appendix O: PassPix images ........................................................................ O1–7 

Appendix P: Flowchart symbols ...................................................................... P1 

Appendix Q: PassPix experiment forms ..................................................... Q1–12 

Appendix R: PassPix participant behaviour data ....................................... R1–35 

Appendix S: PassPix participant evaluation data ....................................... S1–35 

 



 

 x 

 

 

TABLE OF FIGURES 

Figure 1.1 Attribute infrastructure security services (Schläger & Ganslmayer, 

2007) ......................................................................................................... 5 

Figure 1.2 Phishing email: purportedly from NatWest Bank to this author (22 

May 2008). ................................................................................................ 6 

Figure 1.3 Screenshots of phishing attack against NatWest Bank (May 2008) .......... 8 

Figure 2.1 Cognitive Information Processing Model (Clark, 2000) ......................... 22 

Figure 2.2 BioAPI framework of functional components ........................................ 26 

Figure 2.3 Framework of functional components for Human–Machine 

authentication techniques ........................................................................ 27 

Figure 2.4 Inkblot association (Stubblefield & Simon, 2004) .................................. 29 

Figure 2.5 Rebus (King, 1991) ................................................................................. 30 

Figure 2.6 The Yahoo! CAPTCHA (von Ahn, Blum et al., 2003) ........................... 30 

Figure 2.7 Draw-A-Secret (DAS) (Jermyn, Mayer et al., 1999) .............................. 31 

Figure 2.8 Blonder‘s tap regions (Blonder, 1996) .................................................... 32 

Figure 2.9 visKEY™ (SFR GmbH, 2005) ............................................................... 33 

Figure 2.10 Mininova Labs‘ Passclicks (Erik, n.d.) ................................................... 34 

Figure 2.11 VisiPass (Gibson, 2005) .......................................................................... 34 

Figure 2.12 PassPoints (Wiedenbeck, Waters et al., 2005) ........................................ 35 

Figure 2.13 v-Go (Bensinger, 1998; image Paulson, 2002) ....................................... 36 

Figure 2.14 Thematic sets (Weinshall & Kirkpatrick, 2004) ..................................... 36 

Figure 2.15 Personal photos (Tullis & Tedesco, 2005) .............................................. 37 

Figure 2.16 Story (Davis, Monrose et al., 2004) ........................................................ 38 

Figure 2.17 PicturePIN™ (Pointsec Mobile Technologies, n.d.) ............................... 39 

Figure 2.18 PassFaces™ (Real User Corporation, n.d.) ............................................. 39 

Figure 2.19 Déjà Vu (Dhamija, 2000) ........................................................................ 41 

Figure 2.20 UF-IBA (Harsh & Newman, 2007) ......................................................... 42 

Figure 2.21 Triangle scheme (Sobrado & Birget, 2002) ............................................ 42 

Figure 2.22 Movable frame scheme (Sobrado & Birget, 2002) ................................. 43 

Figure 2.23 SafeCracker (Maple & Ryan, 2004) ........................................................ 43 

Figure 2.24 Visual cryptography (Baird, n.d.) ............................................................ 44 

Figure 2.25 Abstract images and algorithmic features ............................................... 56 

Figure 2.26 Icons used in PicturePIN™ (Pointsec Mobile Technologies, n.d.) ......... 58 

Figure 2.27 ―Weather and climate‖ glyph set from Microsoft‘s Webdings 

(Microsoft Typography, 1997) ................................................................ 59 

Figure 2.28 Similarity between seed-generated images (Bauer, 1998a). ................... 60 

Figure 2.29 Photograph of castle harbour in Sirmione, Italy (Burford, Briggs et 

al., 2003) ................................................................................................. 62 

Figure 2.30 Images generated from adjacent seeds, which show visual 

similarity (base seed ―30‖, Conrad‘s algorithm) ..................................... 66 

Figure 2.31 Images which may leak information about the seeds .............................. 66 



 

 xi 

Figure 3.1 Proposed taxonomy of cognitive authentication techniques ................... 76 

Figure 5.1 Example array from each image set: (A) faces, (B) abstract images, 

(C) objects ............................................................................................. 126 

Figure 5.2 Instructions – Phase 1 (Learning) .......................................................... 128 

Figure 5.3 Instructions – Phase 2 (Recognition)..................................................... 128 

Figure 5.4 Correct answers from each image set .................................................... 129 

Figure 5.5 Estimated Marginal Means of (A) number of correct selections, (B) 

response times for 3 different image types (face, abstract, object) ....... 130 

Figure 5.6 Estimated Marginal Means of (A) number of correct selections, (B) 

response times for 2 different image types (face, abstract) ................... 133 

Figure 6.1 PassPix image types .............................................................................. 148 

Figure 6.2 PassPix application top level process flowchart .................................... 156 

Figure 6.3 British Computer Society website homepage (screen shot of 

http://www.bcs.org) ............................................................................... 157 

Figure 6.4 Google Mail website homepage (screen shot of http://gmail.com/) ...... 157 

Figure 6.5 PassPix Account creation and sign-in screen ........................................ 157 

Figure 6.6 PassPix training screen for an example image set ................................. 160 

Figure 6.7 PassPix sign-in screen for an example image set .................................. 161 

Figure 6.8 PassPix application sign-in process flowchart ...................................... 165 

Figure 6.9 PassPix application sign-in recognition sub-process flowchart ............ 166 

Figure 6.10 PassPix application create account process flowchart........................... 167 

Figure 6.11 PassPix application training recognition sub-process flowchart ........... 168 

Figure 6.12 PassPix application lost password process flowchart ............................ 169 

Figure 6.13 PassPix application compromised password process flowchart ............ 170 

Figure 6.14 Average of combined training and sign-in attempts over all 

participants by test day .......................................................................... 175 

Figure 6.15 Participant sign-in success by day for all participants excluding 

Day 1 ..................................................................................................... 178 

Figure 6.16 Time taken to select individual images during training rounds 

combined by time .................................................................................. 180 

Figure 6.17 Time taken to select individual images during training rounds 

without long tail .................................................................................... 181 

Figure 6.18 Grouped data for number of participants completing a training 

round for ten-second intervals ............................................................... 182 

Figure 6.19 Time taken to select individual images during sign-in rounds 

combined by time .................................................................................. 183 

Figure 6.20 Time taken to select individual images during sign-in rounds 

without long tail .................................................................................... 185 

Figure 6.21 Grouped data for number of participants completing a sign-in 

round for five-second intervals ............................................................. 186 

Figure 6.22 Average ease-of-description rating for self or other people .................. 198 

Figure 6.23 Paired ratings for perceived ease-of-use and satisfaction for 

PassPix .................................................................................................. 205 

Figure 6.24 Movement of participant ratings comparing PassPix to text 

passwords at start and end of test period ............................................... 207 



 

 xii 

Figure 6.25 PassPix sign-in screen showing position of web page fold on 

horizontal iPhone display ...................................................................... 219 

Figure 6.26 PassPix sign-in screen showing effects of viewing conditions on 

iPhone display ....................................................................................... 220 

Figure A1.1 Image Arrays for Experiments 1, 2, 3 from Appendix H ...................... 234 

Figure A1.2 Image Sets for Experiment 4 from Appendix L .................................... 235 

Figure A1.3 Images for Experiment 5 from Appendix M ......................................... 236 

Figure A1.4 PassPix Images from Appendix O ........................................................ 237 

on the accompanying CD 

Figure H.1 Abstract Array 1 ......................................................................................H1 

Figure H.2 Face Array 1 ............................................................................................H2 

Figure H.3 Object Array 1 .........................................................................................H2 

Figure L.1 Participant consent form .......................................................................... L1 

Figure L.2 Data collection form ................................................................................ L2 

Figure L.3 Group A image sets 1 to 5 ....................................................................... L3 

Figure L.4 Group A image sets 6 to 10 ..................................................................... L4 

Figure L.5 Group A image sets 11 to 15 ................................................................... L5 

Figure L.6 Group A image sets 16 to 20 ................................................................... L6 

Figure M.1 Images selected from Bauer‘s Galleries (Bauer, 1998) with original 

numbered source filenames and renamed with letters (A – L) ............... M1 

Figure N.1 PassPix Account creation and sign-in screen in viewport .......................N1 

Figure N.2 Account creation and sign-in screen detail ..............................................N2 

Figure N.3 PassPix error message to user for sign-in attempt using non-

existing username ....................................................................................N2 

Figure N.4 PassPix error message to user for account creation attempt using 

pre-existing username .............................................................................N2 

Figure N.5 PassPix presentation of passimages to user when creating account 

and starting initial training ......................................................................N3 

Figure N.6 PassPix training screen for an example image set ...................................N3 

Figure N.7 PassPix feedback to user on training run success and re-

presentation of correct passimages to user ..............................................N4 

Figure N.8 PassPix sign-in screen for an example image set ....................................N4 

Figure N.9 PassPix response to successful sign-in run..............................................N5 

Figure N.10 PassPix error message to user after unsuccessful sign-in run .................N5 

Figure O.1 PassPix image set 1 .................................................................................O1 

Figure O.2 PassPix image set 2 .................................................................................O2 

Figure O.3 PassPix image set 3 .................................................................................O3 

Figure O.4 PassPix image set 4 .................................................................................O4 

Figure O.5 PassPix image set 5 .................................................................................O5 

Figure O.6 PassPix image set 1 on iPhone from 18cm..............................................O6 

Figure O.7 PassPix image set 2 on iPhone from 18cm..............................................O6 

Figure O.8 PassPix image set 3 on iPhone from 18cm..............................................O7 



 

 xiii 

Figure O.9 PassPix image set 4 on iPhone from 18cm..............................................O7 

Figure O.10 PassPix image set 5 on iPhone from 18cm..............................................O7 

Figure P.1 Standard flowchart symbols .................................................................... P1 

Form Q.1.1 PassPix Information email ......................................................................Q2 

Form Q.1.2 PassPix Experiment instructions .............................................................Q3 

Form Q.1.3 PassPix Consent email ............................................................................Q4 

Form Q.2.1 PassPix user evaluation form ........................................................... Q6–12 

Figure R.1 Histogram of number of participants completing all training rounds 

in a given time ....................................................................................... R17 

Figure R.2 Grouped data for number of participants completing a training 

round for five-second intervals ............................................................. R18 

Figure R.3 Histogram of number of participants completing all training rounds 

in a given time ....................................................................................... R23 

 



 

 xiv 

 

 

TABLE OF TABLES 

Table 1.1 Sales and compound annual growth rate for Business-to-Consumer 

e-commerce in five European countries in 2006 (adapted from 

Grau, 2006) ............................................................................................. 10 

Table 1.2 Some e-commerce estimates for China and the United States in 

2007 (data from Peters, 2008) ................................................................. 10 

Table 2.1 Summary of Suo, Zhu et al.'s (2005) taxonomy of visuo-cognitive 

authentication techniques ........................................................................ 48 

Table 2.2 Summary of De Angeli, Coventry et al.'s (2005) taxonomy of 

visuo-cognitive authentication techniques .............................................. 50 

Table 2.3 Summary of Wiedenbeck, Waters et al.'s (2005) taxonomy of 

visuo-cognitive authentication techniques .............................................. 51 

Table 2.4 Summary of Gibson, Conrad et al.'s (2006) taxonomy of visuo-

cognitive authentication techniques ........................................................ 52 

Table 2.5 Combination of existing taxonomies of visuo-cognitive 

authentication techniques ........................................................................ 53 

Table 2.6 Burford, Briggs et al.‘s (2003) taxonomy of images .............................. 63 

Table 2.7 Revised taxonomy of images .................................................................. 65 

Table 3.1 Existing terminology for visuo-cognitive authentication techniques ...... 73 

Table 3.2 Summary of proposed taxonomy of cognitive authentication 

techniques with examples ........................................................................ 77 

Table 3.3 Classification of existing visuo-cognitive authentication techniques 

using the proposed taxonomy .................................................................. 78 

Table 3.4 Summary of some manipulometric visuo-cognitive authentication 

techniques ................................................................................................ 83 

Table 3.5 Summary of image classification ............................................................ 84 

Table 3.6 Classification of features of Level 4........................................................ 89 

Table 4.1 Renaud‘s accessibility category (adapted from Renaud, 2005, 

Figure 6.8) ............................................................................................... 97 

Table 4.2 Renaud‘s memorability category (adapted from Renaud, 2005, 

Figure 6.9) ............................................................................................... 98 

Table 4.3 Renaud‘s security category (adapted from Renaud, 2005, Figure 

6.10) ........................................................................................................ 99 

Table 4.4 Implementation issues affecting user experience of authentication 

(adapted from UK Biometrics Working Group (2003)) ........................ 101 

Table 4.5 Principles affecting user experience of authentication (adapted 

from Gibson et al. (2005)) ..................................................................... 104 

Table 4.6 Revised assessment process usability category ..................................... 106 

Table 4.7 Revised assessment process memorability category ............................. 107 

Table 4.8 Revised assessment process security category ...................................... 107 

Table 4.9 Level 1 usability and security concerns for cognitive authentication ... 108 

Table 4.10 Level 2 usability and security concerns for cognitive authentication ... 110 



 

 xv 

Table 4.11 Level 3 usability and security concerns for visuo-cognometric 

authentication ........................................................................................ 111 

Table 4.12 Level 4 usability and security concerns for visuo-cognitive 

authentication ........................................................................................ 112 

Table 4.13 Level 2 usability and security concerns for linguistic authentication ... 118 

Table 4.14 Level 3 usability and security concerns for character-based and 

challenge-based linguistic authentication .............................................. 118 

Table 4.15 Level 4 usability and security concerns for character-based and 

challenge-based linguistic authentication .............................................. 120 

Table 5.1 Summary of design and participants for Experiments 1 and 2 .............. 125 

Table 5.2 Correctly selected images for Experiment 1 ......................................... 130 

Table 5.3 Response times for each image type for Experiment 1 ......................... 130 

Table 5.4 Correctly selected images for Experiment 2 ......................................... 133 

Table 5.5 Response times for each image type for Experiment 2 ......................... 133 

Table 5.6 Standardised residuals of frequency of image choice from Face-

Object-Abstract image sets .................................................................... 140 

Table 5.7 Standardised residuals of frequency of image choice from Group A 

image sets .............................................................................................. 141 

Table 5.8 Frequency of selection of each image for discarding by order of 

selection and total .................................................................................. 142 

Table 5.9 Frequency of images selected as a group for discarding ....................... 143 

Table 6.1 PassPix image type description and source ........................................... 148 

Table 6.2 Summarised training and sign-in data by day ....................................... 174 

Table 6.3 Number of training and sign-in rounds by day excluding Day 1 .......... 177 

Table 6.4 Anomalous training data ....................................................................... 179 

Table 6.5 Summary statistics for training data – delay time of image selection 

during training rounds ........................................................................... 180 

Table 6.6 Summary statistics for sign-in data – delay time of image selection 

during sign-in rounds ............................................................................ 183 

Table 6.7 Summary statistics for training data – delay time of image selection 

during sign-in rounds for delays of up to 22 seconds ............................ 184 

Table 6.8 Summary statistics for sign-in data – delay time of image selection 

during sign-in rounds for delays of up to 22 seconds ............................ 187 

Table 6.9 Summary statistics for correct and incorrect image selection in 

sign-in rounds ........................................................................................ 188 

Table 6.10 Browsers and login locations used by participants ............................... 191 

Table 6.11 Username formats and descriptions ...................................................... 193 

Table 6.12 Summary statistics for username creation and use ................................ 195 

Table 6.13 Summary information for participant descriptions of their sign-in 

images for themselves ........................................................................... 196 

Table 6.14 Summary information for participant descriptions of their sign-in 

images for others ................................................................................... 196 

Table 6.15 Summary statistics for participant rating of ease of description of 

images where they have rated for both self and other people ............... 198 

Table 6.16 Summary statistics of participant ratings of interface start, training 

and sign-in pages ................................................................................... 201 



 

 xvi 

Table 6.17 Summary statistics for participant ratings for ease-of-use and 

satisfaction of PassPix ........................................................................... 204 

Table 6.18 Summary statistics for participant ratings comparing PassPix to 

text passwords ....................................................................................... 206 

Table 6.19 Summary statistics for acceptability to participants of PassPix for 

secure access to different devices and services by device/service ........ 209 

Table 6.20 Summary statistics for acceptability to participants of PassPix for 

secure access to different devices and services by participant .............. 210 

Table 6.21 Summary statistics for acceptability to participants of PassPix for 

use by others for secure access to participant data by data user ............ 211 

Table 6.22 Summary statistics for acceptability to participants of PassPix for 

by others for secure access to participant data by participant ............... 212 

Table 6.23 Number of images correctly guessed on each attack round by 

Phishers and number of accounts successfully attacked where 

participants gave descriptions for themselves for five images .............. 216 

Table 6.24 Summary statistics for phishing attacks on accounts where 

participants gave descriptions for themselves for five images .............. 217 

on the accompanying CD 

Table B.1 Patents related to visuo-cognitive authentication .................................... B1 

Table C.1 Token-based authentication techniques................................................... C1 

Table C.2 Physiological and behavioural biometric authentication  

techniques ............................................................................................ C2–3 

Table D.1 Lough‘s (2001) literature review of properties of taxonomies ................D1 

Table F.1 Inventory of Security and Privacy Metrics (Herrmann, 2007) ............ F1–3 

Table G.1 Gibson‘s six categories and nineteen principles for a successful 

authentication system (adapted from Gibson, 2005) .......................... G1–2 

Table I.1 Session A recognition phase raw data .................................................. I1–2 

Table I.2 Session B recognition phase raw data .................................................. I3–4 

Table J.1 Session A recognition phase raw data ................................................. J1–2 

Table K.1 Frequency of image choice from Face-Object-Abstract image sets ........K1 

Table K.2 Chi-test of frequency of image choice from Face-Object-Abstract 

image sets ................................................................................................K2 

Table K.3 Standardised residuals of frequency of image choice from Face-

Object-Abstract image sets ......................................................................K3 

Table L.1 Images chosen from Group A image sets and effort of choice  

listed by participant (N=24) (raw data) ............................................ L7–18 

Table L.2 Frequency of image choice from Group A image sets .......................... L19 

Table L.3 Expected value of frequency of image choice from Group A image 

sets ......................................................................................................... L20 

Table L.4 Chi-test of frequency of image choice from Group A image sets ......... L21 

Table L.5 Standardised residuals of frequency of image choice from Group A 

image sets .............................................................................................. L22 

Table M.1 Images chosen (3 in order) to discard by participants (N=29) (raw 

data) ........................................................................................................ M2 



 

 xvii 

Table M.2 Frequency of selection of each image for discarding by order of 

selection and total ................................................................................... M3 

Table M.3 Frequency of images selected as a group for discarding by order of 

selection .................................................................................................. M3 

Table R.1 Registration data ...................................................................................... R2 

Table R.2 Training data – images selected during training rounds by 

participants 1–9 ....................................................................................... R3 

Table R.3 Training data – correctness of individual images selected and total 

number of correct images selected during training rounds by 

participants 1–9 ....................................................................................... R4 

Table R.4 Training data – clock time of image selection during training 

rounds by participants 1–9 ...................................................................... R5 

Table R.5 Training data – delay time of image selection during training 

rounds ................................................................................................. R6–8 

Table R.6 Sign-in data – images selected during sign-in rounds by  

participant 1 ............................................................................................. R9 

Table R.7 Sign-in data – correctness of individual images selected and total 

number of correct images selected during sign-in rounds by 

participant 1 ........................................................................................... R10 

Table R.8 Sign-in data – clock time of image selection during sign-in rounds 

by participant 1 ...................................................................................... R11 

Table R.9 Sign-in data – delay time of image selection during sign-in rounds 

by participant 1 ...................................................................................... R12 

Table R.10 Summarised training and sign-in data by day ....................................... R13 

Table R.11 Collated training data – delay time of image selection during 

training rounds ............................................................................... R14–15 

Table R.12 Collated training data for number of participants completing all 

training rounds in a given time .............................................................. R16 

Table R.13 Grouped data for number of participants completing a training 

round for five-second intervals ............................................................. R17 

Table R.14 Grouped data for number of participants completing a training 

round for ten-second intervals ............................................................... R18 

Table R.15 Collated sign-in data – delay time of image selection during  

sign-in rounds ................................................................................. R19–21 

Table R.16 Collated sign-in data – delay time of image selection during  

sign-in rounds – outlier values .............................................................. R21 

Table R.17 Collated training data for number of participants completing all 

sign-in rounds for a given time ............................................................. R22 

Table R.18 Grouped data for number of participants completing a sign-in 

round for five-second intervals ............................................................. R24 

Table R.19 Grouped data for correct and incorrect image selection in sign-in 

rounds .................................................................................................... R25 

Table R.20 Phishing data – images selected during phishing rounds by  

Phisher A ........................................................................................ R26–27 

Table R.21 Phishing data – correctness of individual images selected and  

total number of correct images selected during phishing rounds  

by Phisher A ................................................................................... R28–29 



 

 xviii 

Table R.22 Phishing data – clock time of image selection during phishing 

rounds by Phisher A ....................................................................... R30–31 

Table R.23 Phishing data – delay time of image selection during phishing 

rounds by Phisher A ....................................................................... R32–33 

Table R.24 Number of images correctly guessed on each attack round by 

Phishers and number of accounts successfully attacked ....................... R34 

Table R.25 Number and type of descriptions provided by Participants to 

Phishers ................................................................................................. R35 

Table S.1 Participant prior experience of security issues  

(Questions 4, 5, 6) ............................................................................... S1–2 

Table S.2 Participant descriptions of their sign-in images for themselves  

(Question 7.1) ...................................................................................... S3–5 

Table S.3 Participant descriptions of their sign-in images for others  

(Question 7.2) ...................................................................................... S6–8 

Table S.4 Participant rating of ease of description of images  

(Question 8) ............................................................................................. S9 

Table S.5 Participants‘ rating of ease of description of images where they 

have rated for both self and other people  

(Question 8) ........................................................................................... S10 

Table S.6 Participant comments on images  

(Question 9) ........................................................................................... S10 

Table S.7 Familiarity of images  

(Question 10) ......................................................................................... S11 

Table S.8 Username data  

(Questions 11, 12) ........................................................................... S12–13 

Table S.9 Browsers and login locations used by participants 

(Question 13) ......................................................................................... S14 

Table S.10 Browsers and login locations used by participants 

(Question 13 supplementary) ................................................................ S15 

Table S.11 Participant ratings of interface start, training and sign-in pages  

(Questions 14, 15, 16) ........................................................................... S16 

Table S.12 Participant comments on interface start page  

(Question 14 supplementary) ................................................................ S17 

Table S.13 Participant comments on interface training pages  

(Question 15 supplementary) ................................................................ S18 

Table S.14 Participant comments on interface sign-in pages  

(Question 16 supplementary) ................................................................ S19 

Table S.15 Participant ratings for ease-of-use and satisfaction of PassPix  

(Questions 17, 18) ................................................................................. S20 

Table S.16 Paired participant ratings for ease-of-use and satisfaction of 

PassPix  

(Questions 17, 18) ................................................................................. S21 

Table S.17 Participant ratings and comments comparing PassPix to text 

passwords  

(Question 19) ................................................................................... S22–23 



 

 xix 

Table S.18 Summary statistics for participant ratings comparing PassPix to 

text passwords  

(Question 19) ......................................................................................... S24 

Table S.19 Acceptability to participants of PassPix for secure access to 

different devices  

(Question 20) ................................................................................... S25–26 

Table S.20 Acceptability to participants of PassPix for secure access to 

different services  

(Question 20) ......................................................................................... S27 

Table S.21 Participant comments on acceptability of PassPix for secure access 

to different devices and services  

(Question 20 Supplementary) ................................................................ S28 

Table S.22 Acceptability to participants of PassPix for secure access by others 

to participant data  

(Question 21) ......................................................................................... S29 

Table S.23 Participant comments on acceptability of PassPix for secure access 

by others to participant data  

(Question 21 Supplementary) ................................................................ S30 

Table S.24 Additional participant comments  

(Question 22) ......................................................................................... S31 

Table S.25 Additional participant comments made during the test period ........ S32–35 

 



 

 xx 

 

 

ACKNOWLEDGEMENTS 

 

I thank my Director of Studies, Professor Carsten Maple, and my supervisory team, Dr 

Marc Conrad and Dr Paul Sant, for their continuous encouragement, invaluable guidance 

and support in my research work. My examiners, Dr Lindsay Marshall (University of 

Newcastle) and Dr Wei Huang, provided valuable feedback on the content and structure 

of the thesis. 

 

I also thank Chris Wildsmith and Steve Ashley of Kinetic Solutions, Woburn Sands, 

Bedfordshire, for their contribution to this project as a commercial partnership. 

 

For particular support at various stages of my research, I would like to thank Dr Ian 

Robertson, Paul Cavendish, John Stephens, Mick Baldwin, Andrew Callard, Dr Tim 

French, Ian Williamson, Haider Al-Khatib, Igor Praznovsky, Jon Hitchcock (including 

excellent proof-reading), Mitul Shukla, Gregory Epiphaniou and Marcia Gibson. The 

voluntary participation of numerous students and others in the experiments is also greatly 

appreciated. 

 

The encouragement, support and friendship of students and staff both in the Institute for 

Research in Applicable Computing, the Research Graduate School and elsewhere in the 

University have helped me through those occasional times when other things seemed 

more attractive and yet other times when distraction was needed. 

 

This research was funded by The Engineering and Physical Sciences Research Council 

(EPSRC) and Kinetic Solutions Ltd. under Industrial CASE Training Grant 4302508. 

 



 

 xxi 

 

 

DECLARATION 

 

I declare that this thesis is my own unaided work. It is being submitted for the 

degree of Ph.D. at the University of Bedfordshire. 

 

It has not been submitted before for any degree or examination in any other 

University. 

 

 

Name of candidate: Peter Norrington 

 

Signature: 

 

 

 

Date: 

5th January, 2009 



Chapter 1. Introduction 

      1 

 

 

CHAPTER 1: INTRODUCTION 

As the number of people using the World Wide Web for commercial, leisure and personal 

use has grown, so has the need grown for accurate, timely and often confidential 

information to pass between parties with ease. Proving one‘s identity to gain legitimate 

access to services is increasingly necessary to prevent unauthorised users from stealing 

information, misusing services, stealing identities or damaging reputations. This research 

examines issues around the usability of online authentication techniques, particularly 

those using visual cognition, loosely termed ―visual passwords‖, with the aim of 

justifying a prototype implementation of a visual authentication technique. 

 

1.1 Background 

Advances in communication technologies and access to them by growing portions of the 

world‘s population have dramatically increased the volume of communications. The 

printing press and the rise of literacy rates through wide segments of the (Western) 

population drove an explosion in the amount of information recorded and transmitted: 

one-to-many through books, pamphlets and newspapers; and one-to-one through letters. 

The telegraph and fax machine increased the speed and distance with which short 

messages (text and facsimile documents respectively) could be transmitted. The telephone 

permitted instantaneous, two-way verbal communication, initially between fixed points. 

Mobile telephony and increasingly large radio networks can connect almost everywhere 

in the world to anywhere else. The Internet and the technologies that support the World 

Wide Web enable increasingly diverse forms of information, in increasingly large 

quantities, to be stored indefinitely, transmitted almost anywhere on demand, and linked 

together. 

 

The opportunities for online communication are now numerous with many applications 

and wide participation: online shopping (browsing, purchasing), email, instant messaging, 

chat rooms, forums, community sites, social networking sites, online storage (accessible 

from anywhere, and shareable if desired), recommendation services, conferencing and 

virtual organisations. People engaging in these activities may be acting for, say, 

themselves, a business, a voluntary organisation or a government organisation. 
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As the opportunities and requirements for communication have grown between people as 

individuals or as representatives of organisations, so have the opportunities for misuse by 

interception, alteration or blocking of communications, individually or at service level. 

These important circumstances are featured in the Information Security field as 

Confidentiality, Integrity and Availability – the CIA model – which is widely discussed 

(e.g. National Institute of Standards and Technology, 2004; Organization for Economic 

Cooperation and Development, 1996; SANS Institute, n.d.). 

 

The model is extended by some authors. The need to gain diagnostic and forensic control 

of the authentication process leads to adding Auditability or Accountability – thus, CIAA 

(e.g. Ciampa, Day et al., 2007; U.S. Food & Drug Administration, 2007). Other authors 

stress the need for Non-repudiation (e.g. UK Biometrics Working Group, 2003) – the 

message author cannot later deny having sent the message – as part of sound Information 

Security management. There are, however, yet other authors, such as Herrmann (2007), 

who consider the CIA model to be limited and even counterproductive. Herrmann‘s 

extensive analysis lists over 900 metrics. 

One factor that contributed to the delay in the development of security 

metrics is the confidentiality, integrity, and availability (CIA) model. To be 

blunt, this model is overly simplistic. It ignores the extensive interaction 

among all four security engineering domains: physical security, personnel 

security, IT security, and operational security. [Herrmann, 2007: p. 9] 

 

A full model of security principles is beyond the purpose and scope of this work, so this 

discussion provides only a flavour of this complex topic. See, for example, Gerber, von 

Solms et al. (2001: p. 34), who discuss confidentiality, integrity, availability, auditability 

and authenticity – ―the property that ensures that the identity of a subject or resource is 

the one claimed‖. 

 

Researchers and technologists have responded by creating methods of protecting every 

part of the chain of transmission, from the simplest of transposition cipher schemes, such 

as the Caesar Cipher, to advanced public key encryption schemes requiring long or 

complex mathematical operations, such as the symmetric Diffie-Hellman (1976) key 

exchange or the asymmetric RSA (Rivest, Shamir et al., 1978) key exchange. The simpler 

schemes have long been rendered useless, while some of the complex ones have come 

under attack with improvements to techniques in mathematical analysis and increases in 

computing power for solving mathematical problems. However, the more advanced of 

these schemes remain robust, although this is only the case until someone finds a 
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solution. In this regard, quantum computation poses a (currently theoretical) threat; using 

Shor‘s algorithm (Shor, 1995) would allow existing integer factorisation encryption 

schemes (e.g. RSA) to be broken and a large number of currently secret messages to be 

opened. Quantum computation does however offer new, strong encryption techniques – 

quantum cryptography – e.g. BB84 (Bennett & Brassard, 1984). 

 

For the online applications mentioned previously, the user‘s involvement is of notable 

importance. It is not just the transmission of messages that requires protection, but the 

user‘s access to services, ensuring that any particular user, and only that user, can access 

their own services. Two key concepts are active beneath this: authorisation and 

authentication. 

 

Authorisation involves mapping appropriate users to appropriate levels of access for an 

appropriate time-scale. These range from the simplest authorisation structure where all 

users access all services forever to more complex models such as Wikipedia‘s, with 

different levels of revocable authorisation (simplified here): 

There are tens of thousands of regular editors - everyone from expert 

scholars to casual readers. Anyone who visits the site can edit it, …. …, a 

few hundred administrators with special powers to enforce good behavior, 

and a judicial style arbitration committee that considers the few situations 

remaining unresolved, and decides on withdrawal or restriction of editing 

privileges or other punishments when needed, …. [Wikipedia, 2007] 

 

Authentication involves ensuring that a user attempting to access a service is in fact the 

user to whom that level of access belongs. The user makes a claim to be a particular 

account holder by providing identifier(s) – also known as credentials – which the system 

checks to determine if that claim should be accepted. The strength of the claim and the 

strength of the identifiers required by the system may vary considerably: from a weak 

claim to be an anonymous user known only by an ad hoc name with only a password as 

identifier, to a strong claim to be a particular unique, identifiable individual using credit 

card details or a passport. The three main techniques employed are: (a) cognitive – things 

the user knows; (b) token – things the user has; and (c) biometric – things the user is 

(physiological or behavioural). Discussion of these and their appropriateness is provided 

later. 

 

Authentication identifiers may be something issued by an organisation (typically tokens 

or passwords) or something the user defines, either by prior possession (typically 
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biometrics) or creation (typically passwords). Authentication may occur only at point of 

entry (even for multiple services via Single Sign-On (SSO)), or may be required at 

intervals during service use or at the point of requesting different levels of service, as in 

an online banking service that requires an initial login and then further authentication 

before the user can make significant changes to parts of the account information. 

 

Authorisation and authentication are often conflated into a single concept (confusingly 

also known as authentication). In fact, they form part of a larger, complex discussion 

around Identity Management: how to identify assets, levels of service, user roles, user 

identities (including proxy services and delegated users), authentication points and audit 

trails. 

 

There is a third, related concept, identification. Whereas authentication involves checking 

a claimed identity for acceptability, identification involves discovering the identity of an 

individual from such information as is available, whether gained overtly or covertly, e.g. 

for criminal, medical or medico-forensic reasons. Authentication also allows (ethically or 

legally, or not) an organisation to collect user-identifiable data, such as email addresses 

from site visitors for later marketing purposes. Although beyond the scope of this work, 

the Information Security model may thus be extended with the dimension of Privacy, to 

account for how, why and with what consequences the organisation is undertaking this. 

 

One model which indicates the position of authorisation policy in the authentication-

authorisation chain is that of Schläger & Ganslmayer (2007), see Figure 1.1. The situation 

where no authentication is required can be obtained by considering only two of the ―Main 

Transaction‖ elements, ―User Request‖ and ―Request granted‖. The position of access to 

all services may be obtained by considering the ―Main Transaction‖, ―User 

Authentication‖ and ―Access Control‖ processes. Finer tuning of authorisation requires 

explicit authorisation controls. The ―Authorisation‖ process is actually present even in the 

minimal case of access to all services upon successful authentication, even though it may 

be implicit, or even unrecognised. However, the interest in this project is with 

authentication – and not with authorisation nor identification – and appropriate techniques 

for ensuring usable authentication at the point of authentication, rather than other parts of 

the security chain. 
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Figure 1.1: Attribute infrastructure security services (Schläger & Ganslmayer, 

2007) 

 

Although concerns around usable security were raised in the 1970s and 1980s (e.g. 

Morris & Thompson, 1979; Brand, Makey et al,. 1985; Klein, 1990), it is only since the 

1990s that the user‘s impact on security – their ability accidentally or deliberately to 

undermine security – has been widely discussed. 

 

Two examples of the concerns identified are password cracking and phishing. For 

example, a password combining any six of the standard 96 QWERTY keyboard 

characters (with or without the Shift key: letters, numbers, punctuation) could be any one 

of 96
6
 (over 780 billion) strings. Yet people use a far smaller number of these strings, 

preferring those which use lowercase letters to form words, in their everyday 

understanding of the term, as compared to the mathematical meaning, rather than using 

special characters – such as the caret (^) – or even numbers. Such strings are vulnerable 

to a variety of attacks ranging from social engineering in which the attacker gains 

personal information they believe will give them the password, to dictionary attacks in 

which the attacker tries passwords in a list of commonly used words, and to brute force 

attacks in which the attacker tries every possible string until the correct one is found. The 

likely success of such dictionary attacks may be seen when a reputable estimate of the 

total number of words in the English language of all lengths is less than one million 

(AskOxford, 2008). 

 

Phishing is a social engineering attack in which an attacker sends an email to an 

individual purporting to come from a trusted source, such as a bank. The email requests 
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that the user reply with account information and the user‘s account password, so the 

trusted source can verify the correct functioning of the account. 

 

A typical example is the email in Figure 1.2 received by this researcher. The Bank‘s 

details in the email footer are all correct. The From: address has the correct ―nwolb.com‖ 

domain for NatWest Online Banking. 

 

For a naïve bank customer this might look convincing. In the context it was received 

however, the University of Bedfordshire‘s email scanner, indicated the link to be 

potentially fraudulent (mismatched target and link text). Without this intervention, and 

user knowledge that NatWest never sends out emails asking for customer details, the 

email could pass for legitimate. 

 

From: NatWest Bank <customers_support-.reference_647da@nwolb.com> 

Subject: Account Status Notification 
 
National Westminster Customer : 
 
This message has been sent to you from National Westminster Bank because we 
have noticed invalid login attempts into your account, due to this we are 
temporarily limiting and restricting your account access until we confirm your 
identity. 
Please follow the link below and fill in the necessary requirements : 
 
http://ww7.natwest.co.uk/default.aspx?refererident/upgrade 
 
Please sign in to Online Banking to continue to the verification process and ensure 
your account security. It is all about your security. 
 
Regards, 
 
National Westminster Bank Plc. 
Registered in England and Wales (Registered Number 929027), Registered 
Office: 135 Bishopsgate, London EC2M 3UR. Authorised and regulated by the 
Financial Services Authority. NatWest is entered on the FSA's Register and its 
Register number is 121878. The FSA's Register can be accessed at 
www.fsa.gov.uk/register. NatWest's registered VAT number is GB 243852752 

 

Figure 1.2: Phishing email: purportedly from NatWest Bank to this researcher (22 

May 2008). 

 

The link took the user to a simulated NatWest login page, Figure 1.3, hosted on the site of 

a German ice hockey team. (Revisting the site on 9 July 2008, the site was ―temporarily 
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down, due to a hacking attack‖
1
.) This phishing page is almost identical to the original; 

inspection of the web page code shows that the code is stolen from the NatWest site and 

image files are the originals, requested from NatWest‘s servers. However, handling of the 

user‘s data is different; and the observant reader may see four differences: (1) the URLs 

in the address bars are different: NatWest‘s uses its proper address root, a session ID and 

a cookie check date stamp; the fake indicates that processing will be carried out in 

another location; (2) the absence of the ―Forgotten your customer number?‖ text link in 

the fake; (3) the absence of the secure page (HTTPS) padlock in the fake; and (4) the 

presence of the status bar text ―Done‖ in the fake. 

 

All the recipient need do is enter login details in the webpage. There is relatively little 

effort involved, and much to lose from the user‘s point of view: access to a bank account 

containing personal and transactional details and financial assets. 

 

There has been a rapid rise in phishing attacks. The BBC reported an 8000 percent 

increase in phishing in 2006 (BBC, 2006). Facebook became the target of a Chinese 

hosted phishing scam late in 2007 (Singel, 2008). Monster.com (a major CV / job search 

site) was victim to a phishing scam originating in Turkey in July 2008 (Savvas, 2008). 

Flickr users were offered packages of supposedly special photos, but this was really an 

attempt to gain their login details (Flickr, 2007). 

 

Issues surrounding the security and usability of text-based passwords have become a 

focus of research in recent years – for example, Wood, 1977; Adams, Sasse et al,. 1997; 

Adams & Sasse, 1999; Renaud & Smith, 2001; Sasse, 2003; Furnell, 2005a; Furnell, 

2005b; Furnell, 2007 – leading to explicit statements of weakness and vulnerabilities. 

Some of these widely-discussed issues are: users pick easy-to-guess passwords, write 

passwords down, share them, reuse old ones, use the same one more than once; and 

system default passwords may be weak (even as simple as ―password‖). 

 

Consequently, an authentication technique that can overcome the weaknesses of 

traditional password techniques and vulnerability to attacks such as these could contribute 

to the security of web-based transactions. This will enhance the security and hence 

acceptability and development of e-commerce, and e-communication in general. 

                                                 

1
 ―Aufgrund eines Hackangriffes sind wir vorruebergehend [sic] offline.‖ 
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Figure 1.3: Screenshots of phishing attack against NatWest Bank (May 2008) 

Top: legitimate NatWest Online secure site login page 

(http://www.nwolb.com/). Bottom: fake hosted on Netzadler ice hockey 

team site (http://www.netzadler.de/). Screenshots by this researcher: 

Netzadler, 22 May 2008; NatWest, 9 July 2008) 

1 

1 

2 

2 

3 

3 

4 

4 
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Several so-called visual, image or graphical password techniques have been proposed 

recently. The field started with the little-remarked on King (1991) and Najjar (1992). A 

significant oversight in the academic literature to date is that the system later known as 

PassFaces was actually patented in 1994 (Davies, 1994). It was only with Blonder‘s 

(1996) patent that the possibilities of image instead of text passwords became of serious 

interest. There has been a small number of commercial implementations (Passlogix Inc., 

2000; SFR GmbH, 2005; Passfaces Corporation, n.d.; Pointsec Mobile Technologies, 

n.d.), which have gone to market with little if any prior investigation into their suitability 

or implementation. There has been a diverse range of commercial and academic interest, 

further discussion of which will be given in Chapters 2 and 3. There is a range of patents 

– see Appendix B – involving visual cognition for authentication, which may be of 

importance for commercial development of authentication techniques. 

 

Images have been proposed as having great potential for memorability (Shepard, 1967; 

Standing, 1973; Bensinger, 1998). Three types of image have received the greatest 

attention for usability: faces, objects and scenes. 

 

Faces are employed commercially in PassFaces™ (Passfaces Corporation, n.d.), which 

was assessed academically for security by Valentine (1999a; 1999b) and consequently 

redesigned. Objects are used commercially in PicturePIN (Pointsec Mobile Technologies, 

n.d.). Scenes are used commercially in VisKey™ (SFR GmbH, 2005), but were not 

assessed. 

 

So-called abstract images, first proposed in Dhamija & Perrig (2000), have received very 

little attention. One implementation was outlined in Rao (2001), but this appears not to 

have been executed. No usability studies are known to this researcher. Abstract images 

offer advantages which make them a potentially valuable addition to the range of images 

used in authentication techniques. It is possible to generate such images easily; there is a 

very large number of possible images; there is no copyright issue; and no need to 

construct or maintain a library of images. 

 

1.2 Motivation of this work 

The motivation for this work has several strands: 

 The growth and value of web-based transactions and interactions 
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 Usability and accessibility considerations 

 Security issues (such as phishing and hacking). 

 

Business-to-Consumer (B2C) e-commerce is considered to have much potential for 

growth. Grau (2006) gives 2006 sales figures and predicted compound annual growth rate 

to 2010 for the UK, Germany, France, Italy and Spain, in Table 1.1. 

 

Table 1.1: Sales and compound annual growth rate for Business-to-Consumer e-

commerce in five European countries in 2006 (adapted from Grau, 2006) 

Country Sales ($billions) Compound annual growth rate 2006-2010 

UK 47.9 21.8 % 

Germany 23.9 27.2 % 

France 16.0 27.2 % 

Italy 5.0 32.9 % 

Spain 3.8 30.9 % 

 

Figures will rise as large, emerging economic regions (e.g. China, India, Brazil, Eastern 

Europe) become richer and more technologically advanced, adding more e-commerce 

sites and more consumers to local and international marketplaces. Peters (2008), 

comparing China and the United States, reports the estimates summarised in Table 1.2. 

 

E-commerce is not the only area of expansion. A recent trend contributing to the growth 

of web usage is the development of Web2.0 sites, which depend on user-supplied content 

(O'Reilly, 2005), such as Facebook (http://www.facebook.com/), MySpace 

(http://www.myspace.com/) and aspects of Amazon‘s websites 

(http://www.amazon.com/, .co.uk/, etc.). 

 

Table 1.2: Some e-commerce estimates for China and the United States in 2007 (data 

from Peters, 2008) 

County Internet users Business-to-Consumer 
sales (2007) 

Credit cards 

China 210 million million US$626 50 million credit cards 
(cf. 1.1 billion debit cards) 

U.S. 218 million billion US$125 1.5 billion credit cards 

 

For areas in which the local languages are not based on the character sets easily 

associated with so-called standard keyboards (e.g. QWERTY, AZERTY) – notably India, 

Arabic-speaking countries, China and Japan – providing other methods of authentication 
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which do not rely on the user‘s ability to interact with a foreign language keyboard may 

encourage further uptake of web opportunities. This may also provide a degree of ease of 

use for speakers/readers of different languages using the same site, as no assumptions are 

required on the users‘ part regarding text password strength or construction. In turn this 

provides an opportunity for website managements to employ a security application which 

is not dependent on providing rules for creating passwords, as the application itself may 

enforce the security level required. 

 

Issues of inclusion of the widest range of users are about more than language. For more 

detailed comments, see Norrington (2004). 

 

There is a general principle of usability, of which the International Organization for 

Standardization (ISO) provides a definition: 

The extent to which a product can be used by specified users to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified 

context of use. [International Organization for Standardization (1998) in 

UsabilityNet (2003)] 

 

In the context of authorisation credentials, the specified users are ―the general 

population‖, or a specified user group, the specified goal is ―to log in successfully‖ and 

the specified context of use is ―to an online service‖. 

 

Beyond this, as this researcher wrote in Maple & Norrington (2006): 

The usability and practicality of security systems is not under any form of 

standardisation or other control. However, the accessibility of the work 

environment and service provision is now enshrined in UK law by the 

Disability Discrimination Act (1995, amended in 2005) (DDA) […], which 

seeks to encourage public and private employers and service providers to 

develop and maintain workplaces and services (physical and virtual) which 

are accessible to all. Increasingly other countries, such as the USA and 

Germany, have, or are, introducing legislation that protects the rights of 

disabled people to engage in all aspects of life.  

 

Usability–Accessibility issues fit into a wider context of designing goods and services 

which can be used by or be of benefit to anyone. Various terms can be found in the 

literature for ‗universal design‘, such as ‗design for all‘, ‗accessible design‘, ‗universal 

access‘, ‗barrier free design‘; the differences are outside the scope of this work. 

Resources from the European Commission (2008), the Center for Universal Design 

(1997) and the Trace Center (n.d.) discuss these issues. Additionally, an article by 

Vanderheiden (1990) provides perspective on the limitations of universal design. 
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Although written within the context of education in the US, it does highlight issues 

around the difficulty of making any product equally accessible to everyone. 

 

A wide range of disabilities are described in a World Wide Web Consortium (W3C) 

document (Brewer, 2004), and categorised as Sensory, Physical and Cognitive. Visual 

(sensory) disabilities have a clear impact on authentication techniques requiring vision; 

physical disabilities will impact the user‘s ability to interact with the authentication 

application; and cognitive disabilities will impact the user‘s ability to process, store and 

remember authentication credentials, whether text-based or visual. For further 

information on disabilities and how they can affect system design and implementation, 

see Maple & Norrington (2006) and Norrington & Maple (2006), reproduced in Appendix 

A. These report on this researcher‘s experience as a participant in the UK Government‘s 

UK ID Card Trial, and on the usability of the biometrics envisaged for the ID Card (face, 

iris and fingerprint) for individual citizens, extending this into the practicalities involved 

for organisations implementing similar card schemes. 

 

Disability impacts on every facet of economic and social life, as shown by some brief 

statistics. Given the widespread use of online services, the usability of authentication 

techniques is not a trivial issue. There are approximately 8.6 million disabled people in 

the UK covered by the Disability Discrimination Act (1995), which represents around 15 

percent of the population (Employers' Forum on Disability, 2003). There are estimated to 

be 1.6 million registered blind people, 1.5 million with cognitive difficulties, and a further 

3.4 million people who are otherwise IT disabled and 6 million that have dyslexia 

(AbilityNet, 2004). Most disabled people acquire their disability during their working life 

or later (Employers' Forum on Disability, 2003). By the year 2010, 40 percent of the UK 

population will be over 45 – the age at which the incidence of disability begins to 

increase significantly (Employers' Forum on Disability, 2003). In the case of dyslexia, 

this means that around 1-in-10 people have some form of dyslexia; it is a spectrum 

disorder, varying from very mild (to the point where a person may never appreciate its 

effects) to the severe and disabling. 

 

Over 5.5 million disabled people are of working age which represents 16 percent of the 

working population, and at least one in four customers either has a disability or is close to 

someone who has (Employers' Forum on Disability, 2003). Currently,  

As many as a third of people in Britain are now aged 50 or over. This group is 

vitally important: it accounts for half the nation's spending and three quarters 
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of its wealth. Many people now retire earlier and enjoy an active and healthy 

retirement, but some struggle financially and/or suffer poor health. [National 

Centre for Social Research (2004)] 

 

Elsewhere, international data indicates that around 10% of the world‘s population is 

disabled (Office of the United Nations Commissioner on Human Rights, n.d.). 

 

In addition to usability issues, a significant security consideration is the risk of password 

recovery by hackers using active spying techniques or passive forensic techniques. Key-

logging and cache investigation are examples of the former. The contention is that it is, at 

least currently, harder to log mouse movements over a screen with images than it is to 

record keystrokes, and that mouse movements are not meaningful without knowledge of 

the screen contents. Hard-disk memory reading after a session has been closed or a 

machine switched off are examples of the latter. Again, the contention is that it is harder 

to find and interpret data created by an image-based authentication technique (e.g. mouse 

clicks), unlike the relative ease with which a keystroke sequence can be recovered. 

 

For these reasons and as text-based passwords have such a variety of known problems, it 

is appropriate to investigate other techniques. Whilst this thesis does not contend that any 

other technique will supplant text passwords, they may offer advantages by providing: 

 an alternative or improvement in some contexts, such as with particular devices 

used for accessing the Web or to implement a particular level of security. 

 an alternative or improvement for some users or groups of users. 

 variety for commercial password solutions, creating new market opportunities. 

 

1.3 Aim and objectives 

The aim of this research is to extend academic study of online authentication techniques 

by development of a novel, robust and cost-effective authentication tool. 

The aim is supported by the following objectives: 

 

i. To develop a taxonomy of cognitive authentication techniques, to place this work 

within the wider context of academic and commercial authentication 

developments, generate ideas for further novel authentication techniques and 

support assessment of authentication techniques. 
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ii. To develop an assessment process for comparing cognitive authentication 

techniques and their implementation in tools, with particular reference to the tool 

developed in this work. 

iii. To develop and execute experiments which test the use of algorithmically-

generated abstract images for their impact on the security, usability and 

accessibility of authentication techniques. 

iv. To specify and implement a working prototype for an authentication tool. 

 

1.4 Research methodology 

Several research approaches have been used; this section provides an overview, with 

more details in the relevant chapters. 

 

During background study and problem analysis, significant existing approaches to 

authentication techniques were identified in academic literature and commercial products. 

Major areas of activity in authentication techniques were reviewed, leading to 

justification of the choice of algorithmically-generated abstract images as the visual 

authentication technique for implementation. The research question was defined with 

aims, objectives and appropriate scope. 

 

Issues relating to visual cognition were evaluated for their impact on memorability for 

users and system design. It became apparent that existing descriptions of ―images‖ in the 

literature were insufficient to develop a clear enough definition of ―abstract images‖. 

Classifications of images were sought, but apart from descriptions from an art history 

perspective, little was found. This led to the extension of what was available to ensure the 

research question could be appropriately restated, now in terms of algorithmically-

generated abstract images. 

 

A thorough review of visual authentication techniques and cognitive issues was 

conducted, as this research area is new, relatively unfocussed and has no over-arching 

review literature. The existing literature uses terms such as ―visual‖, ―image‖ and 

―graphical‖ for authentication techniques in an ambiguous manner and without full 

coverage of the domain, so key concepts were identified and clarified. Existing 

classifications of visual techniques are high level, inconsistent, and lack full domain 

coverage. Classifications of other cognitive techniques are at a similar or lower level of 
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development. An analytic approach was adopted, to discover features of cognitive 

authentication techniques which would allow them to be compared and contrasted. 

Comparison of sensory and cognitive abilities of humans and comparison of structural 

features of authentication techniques provided useful insights towards developing a novel 

taxonomic analysis. 

 

Furthermore, recognising human sensory and cognitive abilities provides a tool for 

inferring usability and security concerns at different levels of the taxonomy, based on 

considerations of the effects of having complete, partial or absent ability. In addition to 

the concerns raised, it is possible to identify features of interest for measurement, i.e. 

metrics. By considering issues raised in the academic literature for assessment of 

authentication techniques, a revised authentication process has been devised. The 

assessment process was then applied to the taxonomy to outline the productivity of this 

approach. 

 

Experiments were designed and conducted to test cognitive issues relating to the 

memorability and describability of algorithmically-generated abstract images. The 

experimental design methodologies are part cognitive psychology methods for hypothesis 

testing cognitive abilities under laboratory conditions and part open-ended investigation 

to discover new research questions. Given that such images were expected to have no 

intrinsic meaning to participants, the experiments provided an interesting mixture of 

results. The cognitive psychology experiments indicated, as expected, that abstract 

images were harder to learn and recognise than face and object images under laboratory-

restricted conditions. The investigative experiments revealed evidence that, 

notwithstanding the supposed meaninglessness of abstract images, participants as a group 

made choices that were not consistent with purely random choices. The former findings 

indicated that laboratory-style restrictions on learning and recognition of abstract images 

for the authentication tool would inevitably ensure that the utility of such a tool would be 

less than that of one using face or object images. The later findings were used to change 

direction of the development of an authentication tool for the chosen technique with 

desirable features. 

 

The final system specifications for the authentication tool design were formulated and 

implemented. The specifications and implementation are light-touch software 

engineering, as the objective adopted was to develop a system which could be tested 
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under a variety of essentially unknown device, operating system and browser 

combinations with minimum need for complex versioning. The tool was assessed to 

investigate the extent that it met the specifications, particularly for the purposes of this 

research as usability tests. 

 

Unexpected opportunities to address two research issues arose during testing. Firstly, the 

participants in the testing were asked to provide descriptions of their passimages, to find 

out how easy they would find such descriptions for themselves or others. It was then 

apparent that these descriptions could be used to simulate attacks on the accounts. 

Secondly, one of the participants used a PDA to sign-in, which was not foreseen. This 

provided the stimulus to test image visibility on and shoulder surfing against a small form 

factor device. 

 

1.5 Contributions 

The research makes the following contributions: 

 

 A review of major contributions to visuo-cognitive authentication literature, 

academic and commercial, including some otherwise overlooked or 

underestimated material. 

 A novel taxonomy of visuo-cognitive authentication techniques in both scope and 

depth, extensible to other cognitive techniques and token- and biometric-based 

techniques. This provides a coherent model and terminology, neither existing 

prior to this, with which to analyse techniques for usability and security issues 

and underpin programs of research into these issues. 

 Within the taxonomy development, a thorough discussion of image types and 

their impact is incorporated, for the first time in cognitive authentication literature 

as far as this researcher is aware, based on the classification of Burford, Briggs et 

al. (2003), extended and with examples not considered by them. 

 A revised assessment process for usability and security concerns and metrics, 

based largely on Renaud (2005), particularly incorporating usability issues for the 

first time, also supporting research program design. 

 Experimental results comparing for the first time memorability of abstract images 

with faces and objects. 
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 A new experiment design with an application of the chi-squared test in visuo-

cognitive authentication indicating that choice amongst images is not random 

over a population, with the consequence that statistical dictionaries of images 

may be built. 

 A new implementation of an abstract image authentication application is 

developed. Experimental results are presented for a test group showing speed and 

memorability of the technique and participant perception of the application. 

Additionally, results for a staged phishing attack and a mobile phone 

eavesdropping attack are presented, which appear to be new investigations in 

visuo-cognitive authentication.  

 

1.6 Scope and limitation 

This research focusses on the use for authentication in online contexts of human visual 

cognition and memory and comparison with linguistic cognition and memory; other 

forms of authentication are considered for contextualisation. 

 

The notion of the ―online‖ context covers the setting of transactions between a human and 

a service over the web, for example e-commerce. This could be extended into services 

between a human and a physical point-of-entry connected to a network. However, the 

existence of a physical barrier to entry raises additional issues around how users are 

trained and what happens when the authentication system fails. The situation that this 

project captures is that of a web-based anonymous service, where direct interaction 

between a user with other humans for training or error-correction is actually or effectively 

not possible, e.g. the user-base may run from thousands to millions, or staffing for user 

support is intentionally kept to a minimum or not feasible, as may be the case for Small 

and Medium Enterprises (SMEs). 

 

The online context is further defined by how a person interacts with a service. For the 

most part a standard environment is anticipated: a graphical user interface, a keyboard 

and a pointing device, usually a mouse. Clearly this standard has usability and 

accessibility implications for people unable to use one or more of the items of equipment. 

However, existing password schemes are also subject to similar, but often unrecognised, 

usability and accessibility implications, as addressed directly in the usability and security 

assessment process in Chapter 4. 
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To set the wider context of authentication, token- and biometric-based techniques are also 

considered. All three major forms of technique – cognitive, token and biometric – have 

advantages and disadvantages, which must be taken into account given a particular 

context of use. Thus it is necessary to show why cognitive techniques have advantages 

which best serve in the online context. 

 

Within the general domain of cognitive techniques, there are sub-domains, such as 

linguistic (e.g. text-based), visual, auditory and tactile cognition. Again, each has 

advantages and disadvantages, which must be taken into consideration for a given 

context, although some of these will be shown to have serious deficiencies which would 

make them hard to implement usefully in any context. Linguistic and visual techniques 

will be shown to offer the best options within this sub-domain. 

 

At a finer level, the scope of technique development is restricted to automatically-

generated abstract images, specifically for techniques involving selecting one image 

from amongst distractors. Abstract images have not yet received enough attention to be 

certain whether they are of any use or not in authentication. Automated generation of 

images is desirable pragmatically, to reduce the need to employ people to create large 

numbers or libraries of images. The generation of images by machine will necessarily 

require an algorithm of some kind. Defining the term ―abstract image‖ is not straight-

forward, and this is pursued in Chapter 2. 

 

1.7 Thesis organisation 

Chapter 2 reviews previous work on authentication techniques – cognitive, biometric and 

token – and introduces basic terms in the domain. From this higher level, discussion 

moves to areas within the cognitive sub-domain, particularly traditional password 

techniques and the newer visual authentication techniques used in this project, justifying 

the proposal that visual techniques offer the most significant alternative to the traditional 

password techniques. Visual authentication techniques are placed into a broad framework 

at this point. Here, particularly the distinction between techniques that use images and 

those which use visual cognition is drawn. Within this the types of image researched 

elsewhere or used in existing commercial applications are identified, and issues around 

defining ―abstract images‖ discussed. 
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The psychology literature – on which academic discussion of and research into cognitive 

authentication techniques is based – is large, yet often shallow in the sense that different 

authors rely on different papers whether drawing the same or different conclusions from 

these. Thus it is useful to present an overview of cognition, particularly visual and 

linguistic, against which to place other authors‘ use of cognitive psychology. 

 

To show that different types of image have different utility in an authentication setting, a 

classification of image types is developed, based on Burford, Briggs et al.‘s (2003) 

interdisciplinary review. 

 

Chapter 3 develops a taxonomy of visual authentication techniques, indicating natural 

extension into other cognitive areas, based on deeper review and analysis of academic 

and commercial literature. This work is prefigured in the broad framework in Chapter 2 

and in the work of a limited number of authors – De Angeli, Coventry et al., 2005; Suo, 

Zhu et al., 2005; Wiedenbeck, Waters et al., 2005; Gibson, Conrad et al., 2006 – but only 

at a high level, for visual techniques and not consistently between authors. In addition to 

providing a coherent framework for the field, its productiveness is shown with 

suggestions for new authentication techniques. 

 

Chapter 4 develops a usability and security assessment process for assessing 

authentication tools, notably to compare the proposed tool with existing tools. The 

assessment process is based on existing work (Saltzer & Schroeder, 1975; International 

Organization for Standardization, 1998; UK Biometrics Working Group, 2003; Gibson 

2005; Renaud, 2005; Financial Services Technology Consortium, 2006), principally that 

of Renaud, and incorporates insights from cognitive psychology, discussed in Chapter 2 

and the taxonomy of Chapter 3. The taxonomy provides a framework for the parts of the 

assessment process by making explicit what can be measured in terms of user behaviour 

and some aspects of the structure and contents of cognitive authentication techniques. 

Other features of the assessment process are drawn from consideration of technical, 

business-case, social and legal issues. 

 

Chapter 5 presents experimental results used to specify and implement the proof-of-

concept authentication tool, and evaluation of this tool. Of interest to this research is the 

ability, or otherwise, that people have to remember abstract images, and specifically those 

that are automatically and algorithmically generated. The extent to which this matches or 
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exceeds people‘s abilities with linguistic passwords will significantly influence the likely 

uptake of visual password techniques. Additionally, the difficulty, or otherwise, with 

which information about the images can be transferred to others is important. 

 

Chapter 6 presents the design, implementation and evaluation of a prototype for one 

specific visual authentication technique, drawing on the experience of cognitive 

psychology, related techniques and the experiments. Additional results for a simulated 

phishing attack are also presented here. 

 

Chapter 7 summarises the main findings drawing overall conclusions and makes 

suggestions for further work. The major themes of the work presented are stated, with 

final evaluation of the results obtained against the authentication domain. Avenues for 

further research are identified with regard to both developing and attacking cognitive 

authentication techniques. 
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CHAPTER 2: RELATED WORK 

 

2.1. Introduction 

Usable and secure cognitive-based authentication relies on appropriate use of human 

memory, and in this context on memory of images. Section 2.2 reviews literature on 

cognition and memory for face, object and abstract images. The model of cognition and 

memory used here is developed in Section 2.3 into a framework for the parallel processes 

in humans and machines during an authentication session; this framework is suggested as 

a basis for a future entity to entity approach. 

 

Turning to current academic and commercial literature on visual authentication 

techniques, significant contributions are classified and summarised in Section 2.4. The 

classification draws out some of the similarities and differences between the techniques, 

but cannot provide a thorough analysis. To conduct deeper analysis of the techniques, a 

taxonomic approach is developed in Section 2.5, firstly describing the features and uses 

of a taxonomy and then applying these to the few, limited, quasi-taxonomic approaches in 

the literature, and combining them. As part of this approach, it was necessary to analyse 

the non-trivial concept of image type (in Section 2.6), important as it is for its effect on, 

for example, memorability and overall usability. 

 

The final theme investigated is that of authentication metrics. Very little of the visual 

authentication literature addresses what can or should be measured in assessing visual 

techniques. However, some significant insights are gained before discussing and 

developing metrics in Chapter 4. 

 

2.2. Memory and images 

2.2.1. Memory 

This summary of the three levels of storage in memory – sensory, short-term and long-

term – (see Figure 2.1) is structured loosely around Clark (2000), and is standard in 
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cognitive psychology texts, e.g. Groome, Dewart et al. (1999) and Carlson, Martin et al. 

(2004), and expanded with particular details from further sources. 

 

Figure 2.1: Cognitive Information Processing Model (Clark, 2000) 

 

Information from the environment arrives in the form of, for example, light or sound. 

Sensory memory collects this in the form it arrives in (visual or audible memory), 

although this does involve some processing, for example: the physical layers of the eye 

(lens, retina, etc.) affect the transmission of light to the rods and cones which process it 

by frequency and brightness; similarly, the eardrum, hammer and anvil affect sound 

before it is picked up by the cochlea and analysed by frequency and amplitude. 

 

Information is retained only for milliseconds at this stage; if it is not rehearsed it is lost. 

Selective attention moves information to short-term memory (STM). Storage here is in 

the order of tens of seconds, but it is limited in capacity. Within STM there is the working 

memory – an active process that keeps information in current use for thinking. 

Information that is not further stored is lost (forgotten).  

 

As information is consolidated and related to existing knowledge it enters long-term 

memory (LTM). Although not shown in the figure, information may also decay (be 

forgotten) in LTM, in the absence of reuse or significance to the user. Information may 

also be degraded by interference with other memories. 

 

Whilst the brain is engaged in thinking activity – such as rehearsing (learning) a password 

– other incoming sensory data may interfere with the learning, particularly when of 

sufficient interest to the user to require STM storage, displacing the data for learning in 

working memory. Thus it is important that users are not distracted whilst learning 
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passwords by other stimuli from the authentication system. In an online environment, for 

example, a website login, the authentication system may be the only aspect of the 

environment the system designer has control over; the user may have other browser 

windows open or applications active and visible or capable of pushing information into 

the user‘s awareness (e.g. pop-up windows). This suggests that such designers should 

keep authentication systems as simple as possible. A designer may perhaps have control 

over a wider part of the user‘s environment if the learning takes place in a controlled 

location, such as a booth. 

 

The number of items that can be held effectively in working memory was investigated in 

Miller‘s (1956) seminal study, and found to be typically around 7, with variation between 

5 and 9, although it may be as low as 4. Baddeley (2007) reports more recent opinion, 

Cowan (2001; 2005), as favouring the lower end of this range. People may adopt 

strategies to convert a larger number of items into a more manageable number by 

―chunking‖ – collecting smaller items into larger groups by using patterns. For example, a 

string of characters such as 123abcABC can be chunked from 9 items into 3; but a string 

such as k‖X0#D\pz may not be chunkable into a smaller number of items. All memory-

based password techniques place demands on users to encode the password (STM, 

working memory), store it (LTM) and retrieve it at the appropriate time; see e.g., 

Baddeley (2007), with consequent points of failure: decay, interference, unchunkability. 

 

People‘s general experience of memory teaches them about these disadvantages, and 

encourages the use of strategies to bypass them. Additionally, users may think that, 

―security procedures are either a joke, the cloak-and-dagger stuff of system and network 

administrators, and/or due to paranoia‖ (Kessler, 1996). Some simple avoidance strategies 

employed are re-using passwords for different systems, or using personal characteristics, 

proper names and birthdays (Brown, Bracken et al., 2004). Brown, Bracken et al. found 

that a third of students had forgotten passwords they needed and half wrote them down. 

Thus, the disadvantages of memory and the strategies used to alleviate them work against 

password security. 

 

2.2.2. Face and object recognition 

Face recognition is an important skill for humans, enabling us to recognise members of 

and outsiders to our communities. People tend to be very good at distinguishing and 
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remembering faces despite the fact that recognising faces involves making within-

category discriminations; faces belong to a single category of objects. 

 

There is a large body of evidence suggesting a strong, innate face recognition module 

(e.g. see Leder & Carbon (2006)); a module is a functional brain region. However, 

Gaulthier & Nelson (2001), for example, argue that expertise with non-face objects can 

allow a person to recruit other areas of the visual system not normally dedicated to face 

perception. Nevertheless, current thinking in cognitive psychology favours the position 

that there is a separate face recognition module. 

 

PassFaces™, where people have to recognise a sequence of faces from among a set of 

distractor faces, has proved to be robust: users made fewer login errors compared to those 

using passwords even after a long interval between logins (Valentine, 1999a; 1999b). 

 

Object recognition involves between-category discriminations (e.g. microscope, anvil, 

cup), a different process from face recognition; yet it is very fast. Grill-Spector & 

Kanwisher (2005) have shown that we recognise what an object is (its category) as soon 

as we know it is there. Recognising an object, such as a cup, involves more than just 

visual processing; alongside this, the semantic system is accessed. Thus multiple sources 

of information are brought together to recognise an object – a visual code (what it looks 

like), a semantic code (what it is) and a phonological code (its name). 

 

These multiple sources of information must, of course, be created when an object is 

encoded (learnt). It is possible for one or more of them to be absent from encoding or to 

fail to encode correctly. For example, it is possible to recognise an object (visual code) 

and to know its name (phonological code), without knowing anything about it (semantic 

code); or to know an object‘s name and something about it without ever having seen one. 

However, such situations are not encountered in the visual authentication literature. 

Strictly, this researcher observes that experimenters (including with hindsight himself) do 

not appear to have checked that all objects are in fact known to all participants. 

 

2.2.3. Abstract images 

As far as this researcher was able to determine, there is no relevant literature on the 

cognitive psychology of abstract image recognition. In this researcher‘s opinion, this may 
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be because the skill of recognising images which are not images of something has no 

evolutionary advantage, and is perhaps only of obvious interest in artistic domains. Most 

visual authentication techniques require recognition rather than recall; none of the visual 

authentication techniques this researcher has seen employ cued recall. 

 

2.2.4. Image types and memorability 

The better memorability of visual information over semantic information is supported by 

evidence over many years. Shepard (1967) compared the memorability of words, 

sentences and pictures. Participants were presented with magazine images (non-abstract), 

individual words or sentences. Later they were shown pairs of images, words or sentences 

– one which had been presented previously and one which had not – and asked to identify 

which one they had seen before. In the sentence condition participants made errors 11.8% 

of the time compared with only 1.5% in the image condition. Similarly, Standing (1973) 

showed that people were capable of recognizing 10,000 images (non-abstract) with an 

83% accuracy. Paivio (1971; 1986) has therefore argued for a dual-code theory: that there 

are two representational systems, one visual and one verbal. An entailment of this is that 

our memory for verbal material can be enhanced if we generate a visual image 

corresponding to the meaning of a sentence (phrase or word). This in turn supports the 

better memorability of meaningful words as passwords over random character strings, 

with non-meaningful but chunkable strings falling between these. 

 

Relating this to the three types of image used in this research suggests distinct advantages 

and disadvantages for each type. Everyday objects (presented in everyday orientations) 

are easily recognised as they activate semantic and visual codes along with the visual 

code. Faces (of people not known to users) have no phonological code (name) and no 

particular semantic code (features which might indicate roles are not present, although 

some semantic information such as supposed gender, ethnic group or age may be 

present). Abstract images will have no phonological code (no name) and by hypothesis 

very little semantic code (relationship or content information), since they are not images 

of anything. 
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2.3. A framework for human–machine authentication 

techniques 

Within the field of cognitive authentication there is currently no overarching model of 

authentication interactions. However, within the area of biometrics, the BioAPI 

Consortium is developing the biometric Application Programming Interface (API), the 

BioAPI, which is, 

[t]he specification and reference implementation for a standardized API that 

is compatible with a wide range of biometric application programs and a 

broad spectrum of biometric technologies." [BioAPI Consortium, 1998] 

 

Version 2.0 is an international standard, ISO/IEC 19784-1:2005, extending its 

predecessor, BioAPI 1.1, which is an American National Standard, ANSI/INCITS 358-

2002. The BioAPI 2.0 presents a framework of components with four categories of 

functionality (BioAPI Consortium, n.d.): 

a) sensors, which are usually physical devices capable of capturing a 

biometric sample from a subject; 

b) template databases (archives), which may be contained in a physical 

media such as a smart card, or accessible via a logical connection to a 

relational database management system, or accessible via any other 

suitable means; 

c) processing-algorithms, which process biometric samples, converting 

them from sensor data to templates; 

d) matching-algorithms, which compare a biometric sample against a 

biometric template and return a score. 

 

Figure 2.2 represents this in a simple model of the framework (not present in the original 

literature), showing communication between the functional categories, with applicability 

to authentication techniques in general from the point-of-view of the machine. 

 

 

Figure 2.2: BioAPI framework of functional components 
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Physiological biometric and token-based authentication techniques are, in general terms, 

passive as far as a user is concerned. Biometrics and tokens are presented to the system 

without the user cognitively processing anything, although the user must have the 

credential to present and the ability to understand the requirements of the system. (Covert 

identification systems work without the final requirement of understanding.) For an 

extensive list of biometric and token-based authentication techniques, see Appendix C. 

 

Behavioural biometrics, such as (dynamic) signatures, whilst generally considered with 

physiological biometrics, often border on cognitive authentication, for two reasons. 

Firstly, they are learnt by practice, which varies in its degree of conscious control; 

compare the way we learn to walk from childhood to the learning of how to sign our 

signatures. Secondly, they are to some extent changeable by decision, although signatures 

more so than gait, indicating a different degree of ingrained learning. Behavioural 

biometrics may also have characteristics of tokens; e.g. a signature on a cheque, when a 

recipient does not see the signing, moves the signature-object towards being a token, as it 

is not attached to the signer‘s action. 

 

Cognitive authentication techniques all have a degree of conscious recognition or recall, 

even after they have been learnt, although what cognition is possible for a particular user 

depends on their physiological and psychological characteristics. 

 

For all three categories of technique, the user is an important part of the overall system, 

so the model is extended to account for their participation in Figure 2.3 (standard 

flowchart symbols described in Appendix P). 

 

During authentication, the user is presented with some stimulus by the non-human part of 

the overall system to which they are expected to respond. The stimulus must be presented 

in such a way as to be matched by a user's ability to perceive the stimulus, and the user's 

response must be appropriate to some sensing capability of the system and/or the sensing 

device designed to be appropriate for the user. To be repeatable, the user must be able to 

learn and remember (recognise or recall) the stimulus-response expected. 

 

The stimulus may not need to be an explicit message to authenticate, as shown by locks, 

sensor pads and door PIN pads, where the stimulus is present in the environment all the 
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time, without requiring that someone must use them. Explicit messages to authenticate 

(whether invitation, order or set of instructions) are often a very useful part of the process 

to gain the involvement of the user or to train them for situations in which such messages 

will not be given. 
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Figure 2.3: Framework of functional components for Human–Machine 

authentication techniques 

 

This model now shows several important features. Explicitly including the user shows 

that usability is an important and obvious feature when considering technique suitability – 

robustness and cost-effectiveness. Biometric techniques here gain explicit recognition 

that they present some stimulus to the user. Non-cognitive techniques use procedural 

memory, whereas cognitive ones use both procedural and declarative. In cognitive 

psychology, procedural memory concerns that of ―knowing how to‖ (actions, processes, 

scripts) and declarative memory concerns that of ―knowing that or what‖ (knowledge 

about, facts, statements). However, the model is agnostic as to where the authenticating 

data is stored: for machines this may be internal or external, depending on where the 

system‘s boundaries are drawn; for humans a password (certainly for text- or visually-

based) may actually be stored on a piece of paper, so only procedural memory is used. 

The model makes explicit the sensor (input) and display (output) requirements of a 

technique. Further to this, the model also shows that a user may engage in self-

observation, i.e. checking that what they are doing matches what they expect they should 

do. Similarly, a machine may do the same, for example moving sensors to accommodate 

a user or issuing instructions to the user. 
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There are two extensions of this model which are not pursued here, as they are beyond the 

scope of this research. Firstly, the model does not account explicitly for token-based 

authentication. However, the model may be open to expansion by considering where 

authenticating data is stored and where the processing and matching takes place. 

Secondly, this model could be expanded to account for the wider range of Entity–Entity 

authentication. Although Human–Human authentication is of little direct interest in web 

security (although ultimately all security of this kind is a proxy for it), Machine–Machine 

authentication is becoming more important as autonomous software agents act on behalf 

of users, or these become more hard-wired into developments in physical systems, such 

as autonomous robots, wearable computing devices or ubiquitous computing systems. 

Indeed as these systems and their interactions become more complex, Machine–Machine 

authentication may have much to benefit from understanding Human–Human interaction, 

as well as the variety and range of authentication (and communication in general) 

amongst, for example, insects and plants. 

 

2.4. Overview of existing visual techniques 

The techniques presented here show major lines of research in visual authentication, 

based on brief discussions in the visual authentication literature. 

 

2.4.1. Visually-assisted text passwords 

i. Inkblot association 

 

Figure 2.4: Inkblot association (Stubblefield & Simon, 2004) 

 

For each new password, Stubblefield & Simon‘s (2004) system generates a set of 

―inkblot‖ images (Figure 2.4). Each image is generated by applying an algorithm to a 

random seed. The user creates an association (one or more words) for the image, and then 

takes the first and last letters of the association (treating plurals as singulars). This is 
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repeated for a sequence of images. The password consists of the sequence of first-last 

letters generated. To force formation of associations, at enrolment the images were 

presented a second time in a different order; this order was used in verification attempts. 

 

After one week (the only time span experiments were conducted for), 18 out of 25 users 

(72%) were able to recall associations for 10 images and authenticate successfully. 

 

ii. Rebus 

 

Figure 2.5: Rebus (King, 1991) 

 

King‘s (1991) Rebus Password Mechanism is a mnemonic technique for aiding users to 

recall passwords which have been randomly generated from nonsense syllables. An 

image easily associated with an English (in this case) word which is similar to the syllable 

is assigned by the system to each of the syllables in the password, based on a technique 

which has been successfully employed for learning Russian (cited in King). The example 

in Figure 2.5 provides image associations for the English words ―cow + see + her‖ for 

nonsense syllables ―kou + ce + hur‖ In addition to providing a visual association (dual-

coding) for the password, King suggests that the first image may be used as a prompt for 

a user who has forgotten a password, without revealing the rest. 

 

iii. CAPTCHA™ 

 

Figure 2.6: The Yahoo! CAPTCHA (von Ahn, Blum et al., 2003) 

 

In 2000, von Ahn, Blum et al. (2000) coined the term CAPTCHA – for Completely 

Automated Turing Test To Tell Computers and Humans Apart. These CAPTCHAs are 

designed (von Ahn, Blum et al., 2003) with the intention that they are easy for humans to 
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solve and hard for computers. As such, automated, artificial intelligence programs (bots) 

should have greater difficulty in decoding these than a human, which makes them suitable 

for using as security features on websites. (An alternative benefit from the CAPTCHA 

program is that they act as challenges to the Artificial Intelligence community to improve 

AI programs.) 

 

Early CAPTCHAs, Figure 2.6, were relatively simple transformations of text. 

Researchers have found ways of breaking some of these, e.g. see Mori & Malik (2002), 

which has led to increasing their complexity by, for example, including patterned 

backgrounds, backgrounds that interfere with the text or using transformations which 

more radically alter character shapes. 

 

CAPTCHAs are widely used for one-off authentication, as a liveness test when setting up 

an account for example, as humans can solve them much faster than bots. They are 

currently well-regarded and used on sites such as Hotmail (http://www.hotmail.com/) and 

MySpace (http://www.myspace.com/). 

 

2.4.2. Graphical passwords 

iv. Draw-A-Secret (DAS) 

 

Figure 2.7: Draw-A-Secret (DAS) (Jermyn, Mayer et al., 1999) 

 

Jermyn, Mayer et al. (1999) designed Draw-A-Secret (DAS) as an authentication solution 

for small form factor devices, particularly PDAs. The user creates a secret by drawing 

freehand on a grid, Figure 2.7a. The system records the drawing by storing the cell co-

ordinates and the order they are passed through, including information on where strokes 

start and stop, Figure 2.7b. To authenticate the user reproduces (by recall) the drawing, 

which must match the data stored, although it will not be a perfect reproduction. 
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One criticism in Thorpe & van Oorschot (2004) is that users might attempt to create 

memorable passwords by enrolling symmetrical patterns. 

 

2.4.3. Sequence of regions chosen within a single image 

v. Menu icon with hidden geometrical password 

Pickover & Riekert (1990) discuss, without illustration, a method for accessing a program 

by clicking on the edges of its launch icon in some predetermined order. 

 

vi. Tap regions – Blonder 

 

Figure 2.8: Blonder’s tap regions (Blonder, 1996) 

 

Blonder‘s (1996) patent is widely, but incorrectly, cited as the first image-based 

technique (called ―graphical passwords‖ there). At enrolment, the user selects an image, 

and regions within the image, their size and sequence to compose a password; see Figure 

2.8. Apart from the selection of regions, the system may automate the other choices. 

Authentication succeeds if the user can replicate the selection and sequence of the regions 

within the required tolerance. Many authors misunderstand the scope of the patent, e.g. 

Birget, Hong et al. (2003) who write, 

The click region passwords of Blonder have a limitation, namely the fact that 

the click regions are predefined; they are part of the design of the image. This 

implies that the users cannot provide images of their own for making 

passwords, since a user‘s images will not have any predefined click regions.  

It also implies that the users cannot choose click places that are not among 

the preselected ones. It would be desirable to let users introduce their own 

images, [with, sic] which they are familiar and in which they recognize and 

remember many details. Moreover, users would like to choose any places that 

attract them as click regions; such places are easier to remember. 
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vii. Click regions – extended 

Birget, Hong et al. (2003; 2005; 2006) make a significant contribution to the click region 

approach through the Graphical Passwords Project (Birget, Hong et al., n.d.) by 

introducing ―robust discretization‖. They observe that the selection of points on a fixed 

grid will lead to occasions when the actual point registered for a click lies on or close to a 

cell boundary (more often than not, in fact). As users will only be able to select their 

points with a limited degree of accuracy (hence the need to describe them as regions, not 

points), users will often select a point which lies in a cell adjacent to the cell in which 

their actual point lies. Thus they propose a scheme which automatically adjusts the grid, 

so that each new point will lie in the centre of a cell. The grid movement is also stored 

with the click information. Additionally, they introduce a further feature for the user to 

zoom into the image to increase the number of selectable regions. 

 

visKEY™ (SFR GmbH, 2005), Figure 2.9, is an implementation of Blonder‘s and Birget, 

Hong et al.‘s ideas for a small form factor device, although it appears to make no 

reference to either of these works.  

 

 

Figure 2.9: visKEY™ (SFR GmbH, 2005) – the circled 1 indicates an example 

selection point. 

 

An online implementation, without reference to Blonder (1996) or other work, is that of 

Mininova Labs (http://labs.mininova.org/), (Erik, n.d.). Figure 2.10 illustrates, although 

not a controlled experiment, the way in which many users select points located on similar 

features of a photograph, although with some variation around those features (in this case, 
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faces near to the camera, signage, the front of the tram, the clock tower), while other 

areas receive scant or no attention. 

 

 

Figure 2.10: Mininova Labs’ Passclicks (Erik, n.d.) 

 

viii. VisiPass 

 

Figure 2.11: VisiPass (Gibson 2005) 

 

Gibson (2005) implements Blonder (1996) for a single tap region in each of multiple 

images (also mentioned in the patent). Figure 2.11 illustrates the training guide tap region 

highlight around the tap region in the centre. Gibson compared such a system (called 

visual-spatial there) with an abstract image selection system. Users took an average of 

241 seconds (34 users) to create accounts and 216 seconds (42 users) to login. The system 

used decoy screens to indicate that a mistake had been made; users might or might not 

recognise this and go back a screen or continue on in error. For each system, 94% (visual-

spatial) and 89% (visual) of participants successfully logged in after training, requiring an 

average of 3.70 and 2.07 training rounds per test. Users were undecided or satisfied, 

scoring 3 or 4 (on a scale of 1 to 5, scale inverted from results in source) with both 

techniques. 
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ix. PassPoints 

 

Figure 2.12: PassPoints (Wiedenbeck, Waters et al. 2005) – numbers are hints for 

the user 

 

Wiedenbeck, Waters et al. (2005) investigate a particular example of the click region 

technique, using five points and a tolerance of 20 pixels, Figure 2.12. Enrolment included 

creating the password and practising ten times. They tested retention immediately after 

enrolment and again after two and six weeks. 

 

During learning, the average number of incorrect submissions of the ―graphical‖ 

passwords was 4.8 compared to 0.4 for alphanumeric passwords, and the total practice 

time for ten rounds was 171.89 seconds compared to 66.08 seconds. For verification, the 

number of incorrect submissions rose for both graphical and alphanumeric passwords for 

the two later verification periods, though graphical passwords were significantly worse 

for the post-enrolment test. For correct submissions (no data is provided for incorrect 

submissions), alphanumeric passwords took on average 5.23 seconds rising to just over 9 

seconds for the later tests, and graphical passwords took an average of 8.78 seconds, 

rising to over 19 seconds for both the later tests. 
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2.4.4. Cognitive regions 

x. v-Go 

 

Figure 2.13: v-Go (Bensinger, 1998; image Paulson, 2002) 

 

Bensinger (1998) introduced an unnamed concept involving the manipulation of elements 

of a scene, later incorporated into v-Go (Passlogix Inc., 2000). It appears since to have 

been completely removed from both the v-Go application and all Passlogix 

documentation; the image from Paulson (2002) is the only one this researcher has been 

able to locate. He proposed various methods, each using some form of association 

between objects in a scene and a manipulation of those objects to produce a desired 

result, such as: selecting favourite items (of food); making a favourite meal; setting the 

time and date on a virtual clock or calendar, or hiding objects in a room (Figure 2.13). 

 

2.4.5. Sequence of images for recognition 

xi. Thematic sets 

 

Figure 2.14: Thematic sets (Weinshall & Kirkpatrick, 2004) 
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Weinshall & Kirkpatrick (2004) propose a system using photographs. Each user is 

presented with 100-200 images grouped into themes (such as the Dutch theme in Figure 

2.14) with 2-9 images in a group. One image in each group is system-selected as the 

target; all the targets together make up the training set. Each group is used only once for 

authentication; as a user authenticates, each group is retired and requires replenishing. 

After 1-3 months a user was able to recognise their images with 90% accuracy, this being 

the best result after the image group contents were adapted to include photographs with 

differences sufficiently large for the users (less than ten, one per condition) to 

discriminate them correctly. 

 

xii. Personal photos 

 

Figure 2.15: Personal photos (Tullis & Tedesco, 2005) 

Tullis & Tedesco (2005) investigated using photographs, including ones with personal 

significance; see Figure 2.15. Fourteen participants provided 8-20 photographs of 

personal significance. The investigators created a pool of around 300 distractors, images 

they considered similar to the participants‘ images. The participants also selected ―at least 

4‖ from a categorised collection of about 2,000 stock photographs. For each set of 

images, they performed about 8 login trials. For verification trials both immediately after 

enrolment and one month later for personal and stock photographs, the error rates were 

between 4% and 6%, with average login times of around 10-11 seconds at the immediate 

stage and 11-13 seconds one month later. A month after the latter trials, twelve of the 

participants took part in a further test with modified distractors, one group of distractors 

being random and the other being tailored by the experimenters to more closely match the 

content of the target images. All participants were successful, but the average login time 

rose to just over 20 seconds. 
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They also conducted a brief investigation into whether the participants‘ colleagues (all 

being from the same workplace) could identify each others‘ photographs. ―Break-in‖ 

accuracy averaged 29% and 35% for the first two tests, and 30% and 25% for the random 

and tailored distractor tests; break-in was based on how many images were correctly 

identified as being someone else‘s, not how many accounts were broken into. 

 

xiii. Story 

 

Figure 2.16: Story (Davis, Monrose et al., 2004) 

 

Working with a variant of the picture selection approach, Davis, Monrose et al. (2004) 

created the Story scheme. This password scheme consists of the user selecting a subset of 

the images in a display (say 4 from 9 in Figure 2.16); each image in the display is selected 

by the system from a different category (e.g. animals, attractive male faces). Participants 

were instructed to associate a story with their password pictures to help them memorise 

them; however, only 50% of participants did so, although reasons for this are not 

provided. 

 

Averaged over 100 login attempts for 95 participants, correct login percentages varied 

between 90-95% at 0, 35 and 80 days after  first login, whilst dropping to 75-80% at 20 

and 55 days, thus showing considerable (and unexplained) variability. Additionally, 

although starting at 92% correct logins, a clear downward trend was shown over 12 days 

towards around 82%. 

 

Issues of stereotypical user choices of image were found, in much the same way as for 

PassFaces (see below), with women choosing animals more often and men choosing 

attractive women more often. 
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xiv. PicturePIN™ 

 

Figure 2.17: PicturePIN™ (Pointsec Mobile Technologies, n.d.) 

 

Pointsec Mobile Technologies (n.d.) created this selection scheme for a mobile phone; the 

user selects, say, four icons from the standard set of ten (Figure 2.17) in a sequence of 

their choosing to form their password. No tests of this system are known to this 

researcher. 

 

xv. PassFaces™ 

 

 

Figure 2.18: PassFaces™ (Real User Corporation, n.d.) 
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PassFaces (Real User Corporation, n.d.) – documented in Real User Corporation (2001; 

2002; 2004) – is an authentication technique requiring the user to select one user-chosen 

and pre-learnt face from a set of nine (cf. image 2 in the single row of Figure 2.18, with 

the bottom middle image in the 3x3 grid), typically repeated over 5 screens, but more or 

less depending on the security required. It has received scrutiny – e.g. Valentine (1999a; 

1999b) and Brostoff & Sasse (2000) – with some interesting outcomes, and important 

ones given that it is used in areas of the U.S. Congress. 

 

Valentine‘s work showed that there were some significant flaws in the original design, 

which mixed faces of different genders, ages and ethnic groups. It was possible to build 

statistical dictionaries of likely user choices based on knowledge of the user‘s 

demographic details and the perceived characteristics of the images: essentially, this 

amounts to people choosing someone they could relate to (and explicitly so in feedback 

comments) either because they were similar (particularly by ethnic group) or for reasons 

of image attractiveness (particularly men were more likely to choose an image of an 

attractive woman). The result was the redesign of the grids with images that are more 

homogenous for gender, age and ethnic group. However, his work also indicates that rates 

of 100% authentication are maintainable over five month periods, even with irregular 

login patterns, whereas passwords tend to decay and may result in 70% login rates. 

 

Brostoff & Sasse (2000) report the company as saying, 

The Passfaces patent holding company intends to control their distribution to 

minimise possible confusion between different sets of Passfaces [Barratt, 

1999, personal communication]. 

Additionally, inspection of the Passfaces website indicates that, 

The standard Passfaces Image Library contains 135 face images; additional 

sets of face images are added to the Library every year. [Real User 

Corporation, 2005] 

This suggests that whilst they still hold the patent, growth of the image library will not be 

particularly quick (the patent was granted in 1994 – Davies (1994)), and that Passfaces 

recognise that users will not be able to handle many face-based passwords. 

 

Brostoff & Sasse‘s work shows a surprising result: the possibility that there may be 

interference between Passfaces and passwords. They also show through an 

implementation embedded in a student course application that Passfaces may be better for 

irregular use than passwords. 
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xvi. Déjà Vu 

 

Figure 2.19: Déjà Vu (Dhamija, 2000) 

 

For enrolment in Dhamija‘s (2000) Déjà Vu (also discussed in Dhamija & Perrig (2000)) 

each participant selected a portfolio of five images from a collection of 100 of Bauer‘s 

(1998a) ―Random Art‖ images; see Figure 2.19. During verification each participant was 

presented with these five images randomly displayed with twenty other images from the 

collection. The participant then selected their five images in any order to login. 

 

Average portfolio selection time for the twenty participants was slower (45 seconds) than 

passwords (25 seconds) or PIN (15 seconds), whilst selecting a photograph portfolio (in a 

parallel manner) was slowest (60 seconds). In recall sessions, immediately after 

enrolment and one week later, PINs (15 and 27 seconds) and passwords (18 and 24 

seconds) performed similarly, whilst abstract images (32 and 36 seconds) and 

photographs (27 and 31 seconds) fared worse. Dhamija (op. cit.) reports that passwords 

and PINs fared worse than either image type when considering recovery from mistakes or 

outright failure to login. 
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xvii. UF-IBA 

 

Figure 2.20: UF-IBA (Harsh & Newman, 2007) (detail) 

 

Harsh & Newman (2007) use fractal images in a Déjà Vu-like set up; see Figure 2.20. 

Users select without restriction at least five images (in total) over three screens each of 36 

images. At login the system generates a character at random for each image in a screen 

and the user enters this for each of their images present on that screen (then entering extra 

characters from a random system-generated set for a total of ten characters per screen). 

They give figures of 51.6% login attempts (N=2298) for 58 participants with median 

access time for successful attempts of 28 seconds; for unsuccessful attempts the median 

was higher. As results are given as medians, it is not possible to compare these with 

figures given as means. 

 

2.4.6. Manipulation of images for geometric effect 

xviii. Triangle scheme 

 

Figure 2.21: Triangle scheme (Sobrado & Birget, 2002) 

 

Sobrado & Birget (2002) suggest several methods for using geometric arrangements of 

icons and a selection technique. In the triangle scheme, the user selects K ―pass-objects‖ 
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(perhaps ten from N objects (a few hundred to a few thousand). At authentication, the 

system displays 3 of the K objects, in a randomly selected half of the screen, in random 

positions, the rest of the screen being filled with a random selection of the N objects, in 

random positions. To authenticate, the user locates three of their pass-objects and clicks 

within the triangle the icons appear to make (their convex hull); see Figure 2.21. 

 

xix. Movable frame scheme 

 

Figure 2.22: Movable frame scheme (Sobrado & Birget, 2002) 

 

Sobrado & Birget (2002) also propose the movable frame scheme, see Figure 2.22. Again 

there are N objects and K pass-objects. This time three of the pass-objects are presented, 

two inside the frame and one in the frame itself. The user drags with the mouse the frame 

until the pass-object in the frame forms a line with the two inside the frame. 

 

xx. SafeCracker 

 

Figure 2.23: SafeCracker (Maple & Ryan, 2004) 
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Maple & Ryan‘s (2004) SafeCracker scheme replaces combination safe lock numbers 

with images; see Figure 2.23. The user is presented with two dials, each one containing 

an image learnt at enrolment. The user turns the second dial using the controls until the 

second learnt image is aligned in the same zone as the first image. The user confirms the 

position is correct and is then presented in turn with additional second dials, each 

containing a further enrolment image for re-alignment with the image in the first dial. The 

dials are filled with further images shuffled at random to prevent an onlooker from 

gaining any significant information about which images are co-aligned. 

 

User testing over one week for 26 users indicated that the scheme was usable for 90% of 

the participants. The average number of attempts to authenticate rose from just under 1.4 

on Day 1 to just over 1.6 on Day 3, but dropped again to around 1.3 for Days 5 to 7. 

 

2.4.7. Visual cryptography 

xxi. Visual cryptography 

 

Figure 2.24: Visual cryptography (Baird, n.d.) 

 

Naor & Shamir (1995) introduced the concept of visual cryptography, which involves 

applying a mathematical process to create at least two ―shares‖ of an image. Out of a total 

number of N shares it is possible to ensure that for some K (  N) the original image can 

only be reconstructed if any K shares are available. (The images in Figure 2.24 were 

generated by an online version of this process, Baird (n.d.).) This method creates a 

number of incomplete tokens, which when combined permit a key to be recovered. 

 

2.5. Existing taxonomies of visual techniques 

The features and use of taxonomies are discussed here, and existing visuo-cognitive 

authentication taxonomies reviewed, analysed and combined. 

 

+ = 
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2.5.1. Features and uses of a taxonomy 

Howard & Longstaff (1998) define a taxonomy and the related term classification as, 

a classification scheme that partitions a body of knowledge and defines the 

relationship of the pieces (Radatz, 1996)
2
. Classification is the process of 

using a taxonomy for separating and ordering. 

 

The Professional Learning Centre‘s (2004) definition of a taxonomy takes this further, 

indicating the structural nature of a taxonomy: 

A system for naming and organizing things into groups that share similar 

characteristics. Most typically, a taxonomy places topics or subject categories 

in a hierarchical relationship to one another, from the broadest to narrowest. 

Taxonomies can also organize topics in flat, networked and faceted 

structures. 

 

More recently Lambe (2007), in his interdisciplinary knowledge management work, 

observes that taxonomies can be constructed in many ways, as: ―lists, trees, hierarchies, 

polyhierarchies, matrices, facets, and system maps‖. Lambe (op. cit.: chapter 2, 

―Taxonomies can take many forms‖) provides extensive discussion of these types of 

taxonomy, their construction, use and drawbacks, about which a full discussion is beyond 

the scope of this thesis. 

 

Howard & Longstaff (1998), based on (Amoroso, 1994), offer the following features as 

being desirable for a taxonomy to achieve best descriptive power: 

1. mutually exclusive – classifying in one category excludes all 

others because categories do not overlap, 

2. exhaustive – taken together, the categories include all possibilities, 

3. unambiguous – clear and precise so that classification is not 

uncertain, regardless of who is classifying 

4. repeatable – repeated applications result in the same classification, 

regardless of who is classifying 

5. accepted – logical and intuitive so that categories could become 

generally approved, 

6. useful – could be used to gain insight in to the field of inquiry. 
 

Lough (2001) identifies 18 features derived from a study of six security-related 

taxonomies. These are presented in Appendix D for reference, but this researcher believes 

that given the definitions above, the longer list does not provide any additional benefit in 

terms of features for the taxonomy developed in Chapter 3. 

                                                 

2
 Radatz (1996) has not been investigated further, as this is a common statement of the definition. 
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Having said that, there is one property on Lough‘s list – ―internal versus external threats‖ 

– which is dealt with in Chapter 3, as a consequence of the approach taken to the 

taxonomy. Namely, technological limitations do not restrict the taxonomy, but 

technological implementation must be accounted for in order to provide a full description 

of an implemented technique. 

 

Howard & Longstaff (1998) also outline several provisos. 

A taxonomy, however, is an approximation of reality and as such, a 

satisfactory taxonomy should be expected to fall short in some 

characteristics. This may be particularly the case when the characteristics of 

the data being classified are imprecise and uncertain, as is the case for the 

typical computer security information. Nevertheless, classification is an 

important and necessary prerequisite for systematic study. 

 

The provisos are explicitly in operation in several places in the development of this 

taxonomy. Some of the visuo-cognitive authentication techniques studied here are 

incompletely specified in the literature, which leads to the possibility of classifying them 

in more than one way. The possibility that a technique or implementation has been mis-

interpreted exists, although this can mean that despite a subsequent misclassification of 

the actual technique, the taxonomy benefits from the development of additional taxa – a 

taxonomic category is known as a taxon – indicating possible techniques. Additionally, 

there are some techniques which are anomalous compared to the rest, for which it is not 

yet clear how much data (i.e. examples of techniques) is required to develop a fuller 

taxonomic classification. 

 

The expected benefits of this taxonomy can be summarised as: 

1. The creation of a standardised and consistent terminology for technical 

discussion. (Uptake for non-technical discussion is neither expected nor 

necessarily desirable.) 

2. The development of a standardised framework to compare and contrast 

existing techniques for strengths and weaknesses in different contexts. 

3. The development of a framework to discover new techniques and 

implementations. 

 

Authentication technique taxonomy has not developed much since Menkus' (1988) 

conceptual three-fold classification: authentication by knowledge (cognitive), possession 

(token) or biometric. The only other top-level classification this researcher has found is 
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that of Clarke (1994), of which only cognitive authentication is applicable over the web 

for the contexts within scope. 

 

The motivation for the taxonomy is not merely theoretic, but serves a pragmatic need. 

Organisations considering implementing authentication systems may consider a range of 

techniques, depending on their particular needs. A taxonomy, particularly when linked to 

system risk assessment, can assist with organising options and potential outcomes. 

 

The Financial Services Technology Consortium (FSTC) attempted to create a taxonomy 

for the financial industry – the Better Mutual Authentication Taxonomy of Authentication 

Techniques (Financial Services Technology Consortium, 2006) – for risk assessment. As 

a taxonomy it has several problems. Firstly, it does not explain how items are related to 

each other, being essentially a list. Secondly, it is incompletely specified, as terms in it 

overlap and are not thoroughly explained. Thirdly, it contains sections which describe 

issues outside the techniques in and of themselves, such as ―Consumer Adoption‖. 

Fourthly, it doesn‘t distinguish adequately between different cognitive password 

techniques. It is however a good basis for metrics as it explicitly poses technique and 

system features to measure. 

 

The wider development of taxonomies in the field of computer security (with other 

examples) is shown in Lough (2001), which deals with attacks on computer systems. 

Cognitive techniques necessarily require human interaction. This is the area in which 

there is little systematic work to indicate the strengths and drawbacks of groups or 

individual techniques based on analysis of their features. 

 

2.5.2. Existing taxonomies for visuo-cognitive authentication 

techniques 

This discussion of existing visuo-cognitive authentication techniques is based on three 

published papers – Suo, Zhu et al. (2005), De Angeli, Coventry et al. (2005) and 

Wiedenbeck, Waters et al. (2005) – and one unpublished draft paper – Gibson, Conrad et 

al. (2006). To the best of this researcher's knowledge these are the only papers which 

address the issue of developing a taxonomy explicitly (whether or not called a 

―taxonomy‖) by creating category names and definitions, rather than building lists of 

individual techniques, or describing different techniques or applications in passing 
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discussion. These taxonomies are summarised and examined in this section, and then 

combined in Section 2.5.3, as a first step in advancing the novel taxonomy in Chapter 3. 

 

For each of the taxonomies presented the structural terminology of "Levels" is not present 

in the sources. This structure is used to make explicit the relationships in the original 

sources, whether they are presented as lists, tables or diagrammatically. The examples 

with each taxonomy are from the sources, though this researcher has added brief 

descriptive information or original source references for consistency and to provide links 

into the material in Section 2.4. 

 

Suo, Zhu et al. (2005) 

Suo, Zhu et al. (2005) present a taxonomy which has two top level taxa: recognition-

based and recall-based. These are defined as: 

Using recognition-based techniques, a user is presented with a set of images 

and the user passes the authentication by recognizing and identifying the 

images he or she selected during the registration stage. Using recall-based 

techniques, a user is asked to reproduce something that he or she created or 

selected earlier during the registration stage. [op. cit., p. 464] 

 

To discuss the effectiveness of Suo, Zhu et al.‘s taxonomy, examples in the paper, 

summarised in Table 2.1, are compared with their taxonomic definitions. Techniques 

which result in the user inputting a text string have been excluded from discussion of Suo, 

Zhu et al.‘s taxonomy, as they raise other issues which are better addressed within a 

discussion of cued text-based password techniques. 

 

Table 2.1: Summary of Suo, Zhu et al.'s (2005) taxonomy of visuo-cognitive 

authentication techniques 

Level 1 Level 2 Exemplified by 

recognition-based   Déjà Vu (Dhamija & Perrig, 2000) 

 ―triangle scheme‖ (Sobrado & Birget, 2002) 

 PassFaces (Real User Corporation, 2001) 

recall-based reproduce 
a drawing 

 Draw-A-Secret (Jermyn, Mayer et al., 1999) 

 signatures using a mouse (Syukri, Okamoto et al., 
1998) 

 repeat a 
sequence 
of actions 

 Selection regions (Blonder, 1996) 

 

Déjà Vu and PassFaces are recognition-based by their definition. However Sobrado's 

"triangle scheme" is not a pure recognition technique because it requires not only the 
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recognition by the user of three previously selected images, but also a mental operation to 

identify their convex hull in the display. It is a point within this hull – the area within 

lines drawn between each pair of images, not the images themselves – that is selected by 

the user. Thus, this taxonomy has insufficient categories to distinguish essential features 

of the techniques. 

 

Within the ―reproduce a drawing‖ subclass of recall-based techniques, Draw-A-Secret 

(DAS) is an appropriate member by their definition. The user employment of a mouse to 

produce a digital version of their signature is, however, not the reproduction of a drawing; 

it is what is normally described as a behavioural biometric – a dynamic signature – albeit 

created with a non-traditional input (writing with a mouse) / output (visual feedback) 

device pair. Their taxonomy does not identify any underlying similarities or differences 

between cognitive and behavioural biometric techniques. 

 

Regarding Blonder‘s selection regions (called tap regions in the source) technique, this 

does not fall within recall-based techniques; rather it is a recognition-based one. The user 

must recognize and identify points (small regions) within an image and select them; there 

is no reproduction of part(s) of the image(s) – unlike in DAS. The taxonomic sub-group 

of ―repeat a sequence of actions‖ is, however, still useful; see Section 3.8.6. 

 

De Angeli, Coventry et al. (2005) 

De Angeli, Coventry et al. present a taxonomy which has three top level taxa: 

The term cognometric is used by Real User Corporation to denote 

authentication systems based on the measurement of innate cognitive abilities 

of the human brain, such as face recognition …. In this paper we propose to 

restrict its meaning to those systems based on visual recognition of target 

images embedded amongst a set of distractor images. Locimetric systems 

refer to mechanisms requiring the identification of a target point within an 

individual image. Drawmetric systems lie at the borderline between 

biometrics and graphical mechanisms, as they require the user to reproduce a 

pre-drawn outline drawing. [op. cit., p. 130; italics in source] 

 

Comparing this with Suo, Zhu et al.‘s taxonomy, it is noticeable that De Angeli, Coventry 

et al.‘s taxonomy, summarised in Table 2.2, covers both recognition- and recall-based 

techniques, proposing taxonomic names, but it is unclear whether they intend to 

differentiate by type of memory separately or in combination. 

The mouse-input signature technique provided by Suo, Zhu et al. for their ―Reproduce a 

drawing‖ taxon is explicitly recognised by De Angeli, Coventry et al. as bordering on 
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behavioural biometrics. This supports the earlier point that mouse-drawn signatures are 

fundamentally biometric, although their reassignment does not mean that the category is 

empty. 

 

Table 2.2: Summary of De Angeli, Coventry et al.'s (2005) taxonomy of visuo-

cognitive authentication techniques 

Level 1 Exemplified by 

Locimetric  V-go Password by Passlogix, based on the work of 
(Boroditsky, 2002) 

Cognometric  Déjà Vu (Dhamija & Perrig, 2000) 

 PassFaces (Real User Corporation, 2001) 

Drawmetric  ―Draw-A-Secret" (DAS) (Jermyn, Mayer et al., 1999) 

 

The source of the memorisation technique from which the term "locimetric" is taken – 

Higbee (1988) in Renaud & De Angeli (2004) – concerned the association of items in a 

list with parts of a mental scene, such as places and objects in a walk through a house. 

The use of the term in this context is clearly different, as the points to be recalled are 

already within the image provided and it is not a requirement that these points be recalled 

with a further mental association technique. However, this does not affect the utility of 

the notion of "locimetric" applying to a locus of attention. 

 

Although Real User Corporation appear not to have trademarked the term "cognometric", 

it is worthwhile considering what effect its current close association with PassFaces™ 

may have. A Google (http://www.google.com/) search on ―cognometric‖ indicates that at 

this time (checked 18th Dec. 2008) the term is only used in Real User documentation, 

press reports or other documents relating to PassFaces, and references to De Angeli, 

Coventry et al.‘s (2005) paper. 

 

Real User Corporation have made their definition sufficiently open that it can be easily 

applied to a range of techniques, and it is used in this thesis with modification (see 

Section 3.7.1). As with any neologism, its actual or eventual acceptability or usage – 

whether in academic, commercial or public areas – is a matter for speculation beyond the 

scope of this thesis. 

 

The term "drawmetric" appears to have a drawback. As a constructed scientific term it is 

part English, part Greek, which is unusual. To parallel other terms used and for 

translatability, the new term "graphimetric" is proposed, noting that the morpheme 



Chapter 2. Related Work 

 51 

"graph-" has moved beyond its original Greek meaning of "writing" to include drawing, 

as shown in words such as "graphics". This new term is used in further discussion here. 

 

Wiedenbeck, Waters et al. (2005) 

Wiedenbeck, Waters et al. (2005) present a taxonomy, summarised in Table 2.3, which 

has three top level taxa. Level 1 taxon names are derived from phrasing in their text (op. 

cit., p. 107). 

 

Table 2.3: Summary of Wiedenbeck, Waters et al.'s (2005) taxonomy of visuo-

cognitive authentication techniques 

Level 1 Exemplified by 

recognition-based  Déjà Vu (Dhamija & Perrig, 2000) 

 PassFaces (Real User Corporation, 2001) 

cued-recall based  (Blonder, 1996) 

 (Boroditsky, 2002) 

recall-based  ‗‗Draw-A-Secret‘‘ (Jermyn, Mayer et al., 1999) 

 

Wiedenbeck, Waters et al. are explicit about the psychological foundation of this 

classification: 

Recognition involves identifying whether one has encountered an item 

before. In a graphical password system based on recognition, the user has to 

be able only to recognize previously seen images, not generate them unaided 

from memory. By contrast, pure recall is retrieval without external cues to 

aid memory, e.g. remembering a textual password that one has not written 

down. …. However, there is an intermediary form of recollection between 

pure recall and pure recognition: cued recall. An example of cued recall is 

scanning an image to find previously chosen locations in it. Viewing the 

image cues the user about the locations. [op. cit., p. 106, italics added] 

 

From the descriptions and examples, recognition-based, cued-recall based and recall-

based can be related to De Angeli, Coventry et al.‘s cognometric, locimetric and 

drawmetric respectively. 

 

Gibson, Conrad et al. (2006) 

Gibson, Conrad et al. (2006) present a taxonomy, summarised in Table 2.4, which has 

three top level taxa; the examples are from the source (pp. 6-7). 
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Table 2.4: Summary of Gibson, Conrad et al.'s (2006) taxonomy of visuo-cognitive 

authentication techniques 

Level 1 Level 2 
(italics in 
source) 

Exemplified by 

graphical   "User creates a graphical image to produce a 
password value" (Jansen, Gavrila et al., 2003) 

visual   "User selects icons, photographic or art images to 
produce a password value" (Jansen, Gavrila et al., 
2003) 

visuo-spatial   "Visual authentication task augmented by the 
demand for the user to employ spatial cognition to 
produce a password value" (Renaud & De Angeli, 
2004) 

 [with the following two sub-categories] 

 visuo-spatial 
selection 

 "Systems based on Blonder‘s tap region design 
(Blonder, 1996), a proposed system where on being 
presented with a login image, the user selects a 
sequence of coordinates using a pointing tool in 
order to authenticate." 

 visuo-spatial 
manipulation 

 "Systems where users create passwords by 
manipulating objects in a graphical window, for 
example entering the time on a clock, making a 
cocktail or drawing a selection of cards from a 
deck." (Gibson [private communication] indicates 
this is from (Bensinger, 1998).) 

 

Before discussing this taxonomy, it must be stated clearly that this is from an unpublished 

draft, whose authors are not thereby committed
3
 to its structure nor terminology. 

 

From the descriptions, graphical, visual and visuo-spatial selection can be related to De 

Angeli, Coventry et al.‘s drawmetric (graphimetric), cognometric and locimetric 

categories respectively, whilst noting that locimetric is demoted by one level in this 

taxonomy. The visuo-spatial manipulation category indicates that a new term is useful for 

covering techniques that require the manipulation of elements in a display. The term that 

is used in further discussion is ―manipulometric‖, by parallel construction with the others. 

 

This taxonomy is interesting because it introduces some concepts of ―modality‖ – i.e. 

sensory (visual and spatial) and operational (selection and manipulation) – although these 

terms and descriptions are not used. 

 

                                                 

3
 As established in discussion with Gibson. 
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2.5.3. Summary of existing taxonomies 

Combining the evaluations and comments in Section 2.5.2 produces the taxonomy in 

Table 2.5, noting that it includes neither Sobrado's "triangle scheme" nor mouse-input 

signatures. 

 

The discussion in this section has shown that while all of the taxonomies capture 

significant differences between different visuo-cognitive techniques, an improved 

taxonomy is obtained by combining all of them. Of note is that the memory types are 

mapped to particular terms, which means that these can be adopted as taxa. 

 

Table 2.5: Combination of existing taxonomies of visuo-cognitive authentication 

techniques 

Memory type Cognitive modality Term Exemplified by 

from 
(Wiedenbeck, 
Waters et al., 
2005) 

based on (Gibson, Conrad 
et al., 2006) 

from (De 
Angeli, 
Coventry et al., 
2005), with two 
new terms (*) 

 (all sources) 

recognition visual cognometric  Déjà Vu 

 PassFaces 

cue-based 
recognition 

visuo-spatial   

 visuo-spatial selection locimetric  Blonder 

 visuo-spatial manipulation manipulometric*  Boroditsky 

recall graphical graphimetric* 
(replacing 
drawmetric) 

 DAS 

 

2.6. Image description and classification 

Blonder (1996) raises an interesting challenge which is widely overlooked, to the point 

where the supposed range of the patent is often mistakenly restricted, e.g. Wiedenbeck, 

Waters et al. (2005) and Birget, Hong et al. (2003). The patent includes the possibility of 

using blank images. The part of the quotation starting "presumably" is included as it 

indicates Blonder‘s expectation that this type of image would create a restriction. 

the password image could be a blank screen (i.e., no image), requiring the 

user to just remember the location of the tap regions by "dead reckoning" 

(presumably using extra-large tap regions) [op. cit.] 

 

The notion of a ―blank‖ image needs to be filled out. Firstly, an image is only blank 

(empty) when a display is expected to contain something with contextual meaning 
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(meaning-full). Secondly, the presence of a blank image (or an image area which has no 

image displayed in it) can be described more accurately as an area of a single colour, 

counting black, greys and white as colours in this context. The area could have more than 

one absolute colour in it at the pixel level. However for the purposes here it is sufficient 

that the colours not be distinguishable to the human eye at the distance that they are 

intended to be viewed under normal operating conditions; as the colours become visible 

separately, they will be perceived as a texture. In practice, human eyes, neurological 

capacities and cognitive processing skills are not uniform, so an area could appear to be 

of a single colour to one person and not to another. However, this type of image is 

significantly distinct from others that it deserves a class of its own. Such images are 

called ―uniform‖ images here. In passing it may be observed that this adjective also 

serves for audio-cognitive techniques using a sound of uniform temporal quality, whether 

monochromatic (pure tone) or polychromatic (chord). 

 

A further point may be made picking up on viewing under ―normal‖ operating conditions, 

there is another type of image where each pixel is randomly coloured, which is not 

covered in the literature, except as a passing comment (Perrig & Song, 1999) or in the 

context of visual cryptography (Naor & Pinkas, 1997). This equates to audio noise; such 

an image is here called a ―visual noise image‖. However using these seems less plausible, 

as they are more difficult to distinguish without a user paying more attention to the fine-

grain detail within an image. 

 

According to Wiedenbeck, Waters et al. (2005) tap regions are a cued-recall technique, 

however in a uniform image there are no visual cues within the image. Any cueing would 

have to rely on features outside the image, such as features inside or outside the 

application – toolbars, icons, text, window frames – if those features were consistently 

present and positioned on each use of the visuo-cognitive authentication application. 

 

It is apparent from this that the identification of tap regions, necessarily spatial in nature, 

is cued in what may be generally understood as images, but pure recall in uniform images 

unless the cue comes from the image boundary or outside this. Recall might be supported 

by a user identifying a tap region by creating a semantic code, such as ―one third of the 

width from the left and one fifth of the height from the top‖. Déjà Vu (Dhamija & Perrig, 

2000) supports this; the technique explicitly randomises the position of images in each 

set, so the target image cannot be learnt on the basis of its position in the display, but 
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must be recognised as the target image in itself. This can be further tested by observing 

that if all the images in a displayed set are (perceptually) identical (regardless of their 

content type), the only form of recognition of an image possible would be spatial 

position. This leads to positing a new taxon of spatio-cognitive techniques at the same 

level as visuo-cognitive techniques. 

 

Moreover, it is useful to consider what happens under certain failure conditions of 

implementations of Blonder-style techniques. If one image fails to load, the user may fall 

back on three strategies before choosing the tap point In addition to bail-out options of 

restarting or abandoning the authentication process), attempting to: 

1. recall the missing image and locate the salient feature 

2. recall the position by spatial relationships 

3. rely on muscle memory (autonomic responses are not explored here). 

 

Additionally such spatio-cognitive techniques could be manifested, if perhaps with low 

feasibility, by locating a position on a physical medium, perhaps for the visually impaired 

or hidden from sight for an implementation less susceptible to shoulder surfing attacks. 

Such techniques might also be transferred between visual and physical media either 

relative to different cognitive abilities (for accessibility) or for different physical 

environments (for usability). 

 

This discussion draws out a point not made in any of the authentication literature. The 

classification of a cognitive technique depends on the medium and manner in which the 

technique is intended to operate, and that classification may not be immediately apparent. 

Tap-regions-on-uniform-images appear to be a visual technique, but are better classified 

as a spatial technique presented visually. Additionally, adaptations may need to be made 

on the basis of accessibility, as is already the case when text-based passwords are 

delivered through speech. 

 

Defining the term ―abstract image‖ is not straight-forward, as it has connotations in 

various disciplines – art, psychology, computing – which overlap and diverge depending 

on the context and meaning of ―abstract‖ and ―image‖. A simple example of this is a 

Microsoft Word AutoShape, Figure 2.25a, generated algorithmically: the user supplies 

outer circle radius and arc curvature; the two inner circles and the arc length adjust to 

scale with the outer circle, retaining relative locations. It is abstract in the sense of not 
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being a real person‘s face, or even mistakable for a possible person‘s face. Yet the 

algorithm is intentionally designed to produce something which ―looks like‖ a face, 

although at a considerable degree of abstraction (no ears, no hair, etc.). However, the 

image in Figure 2.25b consists of the same elements at the same scale as that in Figure 

2.25a, and those elements could be manipulated for position algorithmically, as well as 

for dimension as in Figure 2.25c. 

 

 

 a b c 

Figure 2.25: Abstract images and algorithmic features 

(a) Image W created from a Word AutoShape face (b) Image created from 

the same line elements as W, retaining dimensions but with altered relative 

locations (c) Image created from the same line elements as W, but with 

altered dimensions and relative locations. 

 

So, for the purposes of this project, the working definition of ―abstract image‖ is one 

which looks neither like an identifiable object or scene, nor an abstraction for a class of 

objects or scenes, for a particular user group (which could be anything up to all humans). 

Taken as sets of images, usable abstract image sets in this context are those which contain 

images which are in general not identifiable as something.  

 

It must be noted that this is a definition by exclusion, much in the way that a non-expert is 

defined as not fulfilling the criteria that an expert does. 

 

Déjà Vu (Dhamija, 2000) employs abstract (or abstract art) images as generated by Bauer 

(1998a), by whom they were called ―random art‖. These images are generated by a 

program applying a selection of pre-chosen functions (algorithms) to a seed value using 

the co-ordinates of a pixel in the image area to define each pixel's colour. The sense in 

which they are ―random‖ is not that which might be applied to the perception of a visual 

noise image, rather that the seed is random. The term ―abstract‖ captures more accurately 

the images‘ lack of relation to any real world object or concept, and is widely used in the 

academic literature, including that of Wiedenbeck, Waters et al. (2005; amongst others) 
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and De Angeli et al. (2002; amongst others). Other types of algorithm than Bauer‘s could 

be used with equal effect, such as fractals, Mandelbrot sets or Lissajou figures. In 

passing, it should be noted that the sense of ―abstract‖ in artistic usage ranges across, 

a deep distinction between abstracting from appearances, even if to the point 

of unrecognizability, and making works of art out of forms not drawn from 

the visible world [Encyclopædia Britannica, 2008] 

 

The later type of abstract art is shown in some of Piet Mondrian‘s and Jackson Pollock‘s 

paintings, both of which have extractable mathematical form. Mondrian‘s Compositions 

series 
4
 are reproducible to some extent by appropriate algorithms (e.g. White, n.d.), and 

Pollock‘s ―drip technique‖ paintings show fractal structure (Taylor, Micolich et al., 

1999). Meanwhile, there are algorithms which produce images which are characterised 

semantically, such as fractal ―ferns‖. 

 

Pictures and photographs have been used in a variety of studies, amongst which a 

comparison against abstract images (Dhamija, 2000) (a target selection technique, in 

which they proved to be easier to recall), as the basis of the Visual Identification Protocol 

(VIP) (De Angeli, Coutts et al., 2002; De Angeli, Coventry et al., 2003; De Angeli, 

Coventry et al., 2005) (a target image selection system), and PassPoints (Wiedenbeck, 

Waters et al., 2005) (a tap region system). Such pictures are known to be more 

memorable than abstract art for reasons described in, for example, De Angeli, Coventry et 

al. (2005). The pictures concerned may be described as ―naturalistic images‖, covering 

tools, flowers, animals, buildings, pictures of people (where the faces are not the focus of 

the picture), nature scenes, or many other things, or combinations of these. 

 

There is another type of image employed in current authentication systems: icon-style 

images. These are drawings which (are intended to) look like something, such as a trash 

can, match, snail or light bulb – these particular icons are utilised in the commercial 

product PicturePIN™ (Pointsec Mobile Technologies, n.d.), as shown in Figure 2.26. 

Icons typically have less detail than naturalistic images. 

 

                                                 

4
 For example, Piet Mondrian, Composition with Color Planes 5, 1917. Viewable at The Museum 

of Modern Art, New York. 

http://www.moma.org/collection/browse_results.php?criteria=O%3AAD%3AE%3A4057&page_n

umber=8&template_id=1 
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Figure 2.26: Icons used in PicturePIN™ (Pointsec Mobile Technologies, n.d.) 

 

Images types can be further extended or new types defined by various means. Firstly, 

there is the possibility of using digital copies of real artistic images: scenes such as van 

Gogh‘s Sunflowers 
5
 or faces such as da Vinci‘s Mona Lisa 

6
. Secondly, apparently 

naturalistic images may include objects not occurring in the real world: for example, 

faked pictures or pictures of unicorns, or ―impossible art‖ such as the scene in Escher‘s 

Belvedere 
7
. Thirdly, there are artistic images (traditionally executed or using graphics 

technology) which break with naturalistic styles, such as Dali‘s The Persistence of 

Memory 
8
. Fourthly, there are many non-language glyphs, such as those defined in the 

Unicode Standard (see The Unicode Consortium (1991), version 5.0 in print, version 

5.1.0 online), most with symbolic function in some context (for example, punctuation. 

mathematical symbols, Mahjong tiles) and a few without (some of the dingbats code 

block). Many of these are suitable for direct use or adaptation as images. Other examples 

of objects, faces or scenes (depending on one‘s interpretation) can be taken from any of a 

wide variety of fonts, such as Microsoft‘s Webdings, see Figure 2.27. 

 

Examples such as these could be of use in an authentication application which is tied to a 

field of discourse, where they would be more memorable for experts – and perhaps 

enjoyable – to users involved in the field, although perhaps of reduced security value as 

they would be sharable by name. 

                                                 

5
 Vincent van Gogh, Sunflowers, August 1888. Viewable at The National Gallery, London. 

http://www.nationalgallery.org.uk/collection/features/sunflowers/default.htm 
6
 Leonardo da Vinci, Mona Lisa, c. 1503–1506. Viewable at the Musée du Louvre, Paris 

http://www.louvre.fr/llv/oeuvres/detail_notice.jsp?CONTENT%3C%3Ecnt_id=10134198673226

503 
7
 Maurits Cornelius Escher, Belvedere, 1958. Viewable at National Gallery of Art, Washington 

DC. http://www.nga.gov/fcgi-bin/tinfo_f?object=47936 
8
 Salvador Dali, The Persistence of Memory, 1931. Viewable at Museum of Modern Art, New 

York. http://www.moma.org/collection/browse_results.php?object_id=79018 
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Figure 2.27: “Weather and climate” glyph set from Microsoft’s Webdings 

(Microsoft Typography, 1997) 

 

Additionally, there are numerous methods of deriving images from naturalistic ones, by 

applying effects in graphics packages, such as ―edges‖, ―colour-flattening‖, 

―watercolour‖ or ―solarization‖. 

 

There are further distinctive types of image: maps, graphs, dot matrix patterns, and 

geometric shapes, the last called ―regular‖ images in Perrig & Song (1999, passim). (In 

passing, a possible technique could use a mash-up of Google Maps and a click region 

technique to create an authentication system based on a map known to the user.) 

 

Further illustration of these types is given by considering the relationship of ―abstract 

image‖ given here with the approach to image generation in the field of Information 

Visualization; the term according to Robertson (2000) ―was coined in 1989, inspired by 

the idea of applying Scientific Visualization techniques to abstract information spaces.‖ 

 

As the domain has matured, the visualization has been applied to information, scientific 

phenomena and data, amongst other things. Friendly & Denis (2004) provide a useful 

comparison of the usages (see also the InfoVis:Wiki at http://www.infovis-wiki.net/). 

Information visualization is the broadest term that could be taken to 

subsume all the developments described here. At this level, almost anything, 

if sufficiently organized, is information of a sort. Tables, graphs, maps and 

even text, whether static or dynamic, provide some means to see what lies 

within, determine the answer to a question, find relations, and perhaps 

apprehend things which could not be seen so readily in other forms. …. But, 

as used today, the term information visualization is generally applied to the 

visual representation of large-scale collections of non-numerical 

information, such as files and lines of code in software systems …, library 

and bibliographic databases, networks of relations on the internet, and so 

forth. …. [S]cientific visualization … is primarily concerned with the 

visualization of 3-D+ phenomena (architectural, meterological [sic], 

medical, biological, etc.), where the emphasis is on realistic renderings of 

volumes, surfaces, illumination sources, and so forth, perhaps with a 

dynamic (time) component. …. … data visualization [is] the science of 

visual representation of ―data‖, defined as information which has been 
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abstracted in some schematic form, including attributes or variables for the 

units of information. …. 

 

With these definitions, Bauer‘s ―random art‖ images (Bauer, 1998b) are most closely 

related to Data Visualization. The relationship is, however, misleading. The seeds 

employed to generate the images are not actually data; they are random strings. 

Additionally, notwithstanding any tendency of Bauer‘s algorithm to generate images 

which are in some way similar (in pattern or colour, see Figure 2.28), it is not a 

requirement for Dhamija & Perrig‘s (2000) authentication technique that similar seed 

strings generate similar images. 

 

 

Bauer‘s algorithm takes two words; the first mostly causes variation to 

palette and the second mostly to pattern. 

Figure 2.28: Similarity between seed-generated images (Bauer, 1998a) 

 

A further issue from Robertson (2000) is worth consideration, that vision is not the only 

mode of cognition. 

The fundamental insight was that humans are very good at recognizing 

patterns, and this can help us make sense out of complex information. Much 

of the research in Information Visualization over the last ten years has 

leveraged human visual perception. But if we take a broader look at human 

natural capabilities, there are other cognitive and perceptual capabilities we 

are not leveraging as well. For example, when we perceive patterns in the 

real world, we use our other senses, particularly hearing and haptics, in 

addition to vision. Perhaps we should rename this field ―Information 

Perceptualization‖, and focus on using multiple channels of human 

information processing to facilitate pattern recognition. 
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This raises more complex issues. The first issue is that as humans are good at looking for 

and recognising patterns; rather we are programmed for it, which leads us to identify 

patterns where none are present, or at least where none were presented. This point further 

underlines the definition by exclusion given above for abstract images. The second issue 

is that not all people have any particular cognitive skill or perceptual ability, so an 

authentication technique that works for some users may not work for all. In these 

circumstances, we must assess whether it is possible, and then desirable, to reuse an 

authentication technique in one modality – such as using seeds for images to produce 

sounds for a blind user – or whether it is better to employ a different technique for such a 

user population. 

 

This discussion draws out various types of image: uniform, visual noise, abstract, faces, 

naturalistic and iconic, noting that other types may be defined. Different image types raise 

different recognition issues, so image type is clearly an important dimension in select-

amongst-distractor techniques. However, although this method of describing and 

categorising images is initially productive in indicating the non-visual characteristics of 

some techniques, it is an essentially ad hoc classification that leads to ad hoc explanations 

and predictions of user behaviour for different image types. To develop reasoned 

explanations and predictions of user behaviour, a coherent classification of image types is 

required that accounts for the points raised in this discussion on image features. 

 

This researcher has been able to identify only one such classification, Burford, Briggs et 

al. (2003). Although Burford, Briggs et al. call this a taxonomy, it does not fulfil the 

criteria for a satisfactory taxonomy (see Section 2.5.1), significantly that the abstraction 

levels are subject to interpretation, so the classification cannot be fully mutually 

exclusive, unambiguous or repeatable. They do, however, acknowledge that the 

classification scheme is not complete. The categories and definitions in Table 2.6 are 

from Burford, Biggs et al. (op. cit., p. 130, Table 1) with the illustrative, not exhaustive, 

comments which accompany the image (op. cit., p. 152, Fig. 13; see Figure 2.29 here). 

 

After extensive discussion regarding available classifications or taxonomies, and how to 

locate them, with Dr Ian Robertson, Division of Psychology, and John Stephens, 

Department of Media, Art and Design, at the University of Bedfordshire, this researcher 

reached the conclusion that this is currently the only relevant classification available. 
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Additionally, those discussions lead him to believe that the classification is sound enough 

for use here, although with the reservations explained here. 

 

The classification scheme can be extended further by considering an image from five 

different perspectives: 

1. classification by semantic content 

2. classification by metadata 

3. classification by image type 

4. classification by style 

5. classification by production method. 

 

Firstly, Burford, Briggs et al.‘s classification mainly describes the semantic content, 

whether at the lower level of visual processing or the higher level of names and 

associations. Separating these two classes in Table 2.7 shows more clearly the 

relationship between image types and their expected usefulness from a security 

perspective, namely those in the former should be harder to describe than the latter as the 

images are not readily identifiable as some thing. 

 

 

Figure 2.29: Photograph of castle harbour in Sirmione, Italy (from Burford, Briggs 

et al., 2003) 
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Table 2.6: Burford, Briggs et al.’s (2003) Taxonomy of images 

Category Definition Comments 

Perceptual 
primitives 

The content extracted by low-level perceptual 
systems. In a strict sense this is unlikely (even 
impossible) to be reported. In practical terms, 
though, colour and some textural descriptions 
which do not rely on a higher level may be 
categorized here. 

 texture 

 contrast 

Geometric 
primitives 

Simple two- and three-dimensional non-
representational forms, such as line, arc, square, 
circle, etc. 

 triangles 

 quadrilaterals 

Visual extension Visual meaning which requires some inference. 
Most typical of these will be detection of depth, 
from shadow, occlusion, perspective, etc. 

 shadow 

 texture 
gradient 

Semantic units Names, both general and specific. Most 
descriptions will have some naming content, 
though it may be subsumed in higher levels. 

 sand 

 castle 

Contextual 
abstraction 

Associations or interpretations which depend on 
environmental knowledge. Such abstractions are 
presumed to be universal. 

 sunlit 

 wet 

 hot 

Cultural 
abstraction 

Associations which rely on specific cultural 
knowledge. This may be the viewers‘ own culture 
(or subculture), or simply one of which they are 
aware. 

 holidays 

 summer 

Technical 
abstraction 

Associations which rely on detailed specialist 
knowledge and vocabulary. Again this may be 
through direct experience of an area, or second-
hand knowledge. 

 building age 

 aperture 

Emotional 
abstraction 

Emotional and affective associations. These may 
be generalisable, but will be filtered by the 
viewers‘ own experiences. 

 history 

 security 

Metadata Information which describes the image, but is not 
actual image content, such as image format, size, 
aspect ratio, etc. 

 image format 

 size 

 aspect ratio 

 copyright 

 

Secondly, separating off entirely the tenth class as a new third classification level – which 

concerns data external to the image – makes explicit that that level is not part of a true 

hierarchy. Of the types of metadata listed, size is the most important, as this affects the 

amount of detail an image can contain. Size would usually be height and width, but can 

be extended to account for depth for 3–D images. 

 

Thirdly, explicitly describing the type of image is fruitful, as shown in the preceding 

discussion. So although this could be assigned at Burford, Briggs et al.‘s cultural level, 

this is extracted to a higher level, using terms from that discussion: abstract, noise, 

uniform (including blank), regular shapes, face (a special object type), object, scene, 

images with movable parts (which might be objects or scenes). 
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Fourthly, at that cultural level it is worth explicitly introducing a notion of image style, 

covering non-exclusive terms such as for example, photograph, icon, line drawing, or oil 

painting. Classification by style is not dealt with exhaustively here; new terms may be 

introduced as needed. Description of this kind requires a cultural though not necessarily 

technical understanding of the ways in which images are created, even if the recognition 

of an image as belonging to a particular style requires a variety of cognitive processing 

strategies. The value of being explicit about this is that image types can be referred to 

more exactly, for example as photographs or oil paintings of faces, line drawings or 

photographs of scenes, or iconic or complex line drawings of objects. 

 

Fifthly, it is worth noting the method by which the images have been produced. The 

methods of production considered here are: 

 hand generated 

 machine automated capture 

 machine algorithm generated. 

 

The importance of these methods relates to how easy it is to acquire images for a 

particular technique. Hand generated images require individual attention which imposes a 

higher level of cost as the number of images increases. A photograph taken by a person 

falls into the first method, as the person does the work using the camera as a tool. A 

robotic camera falls into the second method. Cost will again be a factor. Both of these 

methods rely on an interaction with the outside world, although generating truly random 

seeds may be achieved with sensors that measure fluctuations in natural phenomena. The 

third method covers algorithmically controlled image creation, using data or seed values 

to create renditions of objects, scenes or non-representational images. These have the 

advantage of being easy to generate, requiring computational power rather than 

equipment to access the world. As computer generated imagery (CGI) technologies 

improve, the traditional description of a photograph as requiring a camera is merging into 

a broader description of ―photographic quality‖, where it becomes increasingly difficult 

to tell how an image was made just from the image. These methods of production should 

not be confused with the file type of image (.jpg, .gif, etc.), i.e. its storage structure and 

conventional naming. 

 

With these issues taken into consideration, types of image can be mapped into the image 

classification in Table 2.7. 



Chapter 2. Related Work 

 65 

Table 2.7: Revised taxonomy of images 

Category Definition (shortened) Example Image type 

Classification Level 1: Visual processing 

Perceptual 
primitives 

low-level perceptual 
information 

 colour 

 texture 

 contrast 

 abstract 

 noise 

 uniform 
(including 
blank) 

Geometric 
primitives 

Simple non-
representational forms, 
(2D, 3D) 

 line 

 arc 

 square 

 circle 

 abstract 

 regular shapes 

Visual 
extension 

Visual meaning which 
requires some inference 

 depth 

 shadow 

 occlusion 

 texture gradient 

 abstract 

Classification Level 2: Names and associations 

Semantic units Names, both general and 
specific. 

 sand 

 castle 

 face 

 James 

 face (a special 
object type) 

 object 

 (without scene 
context) 

Contextual 
abstraction 

(universal) environmental 
knowledge. 

 sunlit 

 wet 

 hot 

 scene 

 images with 
movable parts 

Cultural 
abstraction 

Associations which rely on 
specific cultural 
knowledge...  viewers‘ own 
(sub-)culture, or one they 
know of 

 holidays 

 summer 

 IMAGE STYLE 

 (IMAGE TYPE) 

 any 

Technical 
abstraction 

detailed specialist 
knowledge (direct or 
indirect experience) 

 building age 

 aperture 

 any 

Emotional 
abstraction 

Emotional and affective 
(generalisable, but filtered 
by the viewers‘ 
experiences) 

 history 

 security 

 any 

Classification Level 3: Metadata 

Metadata Information which 
describes the image 

 image format 

 size 

 aspect ratio 

 copyright 

 (applies to all) 

Classification Level 4: External data 

Production 
method 

Information which 
describes how the image 
was created 

 production 
method 

 (applies to all) 
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The question arises as to whether it is better that an algorithm generate images which are 

not related in any obvious or easily computed way. This depends on how any seeds are 

used. If images within one target-plus-distractors set are generated by adjacent or close 

seeds, the generating algorithm should not produce images which are so similar to the 

user that they cannot distinguish them easily enough. See Figure 2.30 where of seven 

consecutive images, six are broadly similar with two pairs (A11 and A16; A13 and A14) 

which are closely similar. 

 

 

Images generated from adjacent seeds, (base seed ―30‖) 

Figure 2.30: Similarity between seed-generated images (Conrad, n.d.) 

 

Additionally, the images generated should not leak information about the seeds, which 

would permit discovery of seeds; see Figure 2.31 for an example of a naïve seed 

algorithm. Compromising the seeds by external calculation may lead to identification of 

the algorithm, of a seed table, or a particular user‘s seed record. Thus, from a security 

perspective, it should not be assumed that seeds or algorithms are undiscoverable, rather 

that their relationship will be complex enough to prevent casual cracking. 

 

 

Seeds (a) R 050 1 B (b) B 100 5 G (c) PK7 070 3Y6 RV9 

For algorithm ―circle on background‖ with Attribute-Value pairs of 

background colour (Red, Green, Blue, Purple, blacK, Yellow, Violet); 

background fill pattern (0 plain, 7 top-left-to-bottom-right diagonal, 9 centre-

outward); circle diameter (50%, 70%, 100 % of square width); circle line 

thickness (1, 3, 5 points); circle fill colour (as background colour); circle fill 

pattern (as background fill pattern) 

Figure 2.31: Images which may leak information about the seeds 
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2.7. Usability and security metrics for authentication technique 

design 

Security should be built into systems in an appropriate way from the beginning, not 

included as an after-thought or bolt-on. Assessment of a security solution requires 

metrics, relevant and definable qualities of the technique and its implementation, their 

measurement, and an evaluation of the impact of different metrics. 

 

The function of the techniques investigated here is primarily to permit authorised access 

to the front of an application (network, program, resource, website, etc.), rather than to 

detail an asset- and user-based policy. As the focus is on novel visual-based techniques to 

replace traditional text-based passwords, issues related to users are of primary 

significance. If a particular technique or group of techniques cannot be successfully 

employed by users, it is unlikely to have any widespread or lasting impact. Technological 

issues at the server-side are of secondary interest – although of course important – since a 

technique that cannot be prototyped to user satisfaction will not benefit merely from 

being technically possible. 

 

The have been numerous attempts to develop metrics for security techniques in general, 

or for groups of them, particularly biometrics. A full review of the field was not possible 

within the project timeframe. The issues presented here, and discussed in Chapter 4, thus 

reflect some significant general undertakings in the literature, and those found 

specifically within the cognitive authentication literature. 

 

For many years – at least as far back as the mid-70s (Saltzer & Schroeder, 1975) – there 

has been awareness that design for usability has security implications and, equally, design 

for security has usability implications. Saltzer & Schroeder discuss numerous design 

principles: economy of mechanism, open design, least common mechanism and 

psychological acceptability. 

 

The UK Biometrics Working Group (2003) developed a list of 85 implementation issues 

to address when considering a biometric authentication system. To cover token and 

cognitive techniques, this researcher has revised the relevant, user-related guidelines from 

several of its sections: 1) Preparation Work, 2) Enrolment Issues; 5) User-related 

Considerations; 6) Operational Issues; and 7) System Administration Concerns.  
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As mentioned in Section 2.5.1, the Financial Services Technology Consortium (FSTC) 

attempted to create a taxonomy for the financial industry – the Better Mutual 

Authentication Taxonomy of Authentication Techniques (Financial Services Technology 

Consortium, 2006) – for risk assessment. As explained in that section, the taxonomy is 

better suited to a risk assessment scheme. It covers, by its own reckoning, over 250 

authentication technique characteristics. In this researcher‘s view, it makes a useful 

companion to the previously mentioned implementation issues, as it makes explicit 

various technological aspects of system implementation: server types, operating systems, 

browsers, hardware devices, authentication services, etc. It has weaknesses in areas such 

as ―Mitigation of Vulnerabilities and Threats‖, where assessment is required on a 1 – 5 

scale of issues such as ―Immunity to forgery or duplication‖. There is no guidance on 

how to make this assessment beyond 0 for ―no protection‖ and 5 for ―total protection‖. 

Additionally, it is not clear how a threat such as this can be realistically evaluated, where 

it is the threat of unknown actors with unknown resources and unknown inventive 

capability that must be calculated. Additionally, it is weak in the area of cognitive 

authentication, as it does not clearly distinguish between different types of visual 

technique (possibly due to when it was developed). Consequently, it is not clear that an 

assessor would understand differences between techniques using image selection from a 

group and those using selection of points within an image, even though both would lead 

to positive classification under ―Dependencies on Persons‖ as: 

 Human recall 

o Select response based on display and recall (YES) 

 Human pattern recognition 

o Images (YES) 

 Human responses 

o Mouse movement/clicks (YES) 

This ―taxonomy‖ will not be considered further in this analysis as it contains too many 

inconsistencies to be of effective use. 

 

Herrmann (2007) recently completed an extensive review of security and privacy issues, 

creating a list of over 970 metrics; the upper level of which is in Appendix F. 

Remarkably, the list does not include usability, and neither usability nor accessibility are 

indexed; remarkable omissions in an otherwise significant book. 

 

Renaud (2005) proposed an evaluation system with the following principal features, 

considered at length in Section 4.3. Firstly, the system describes three deficiency 
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categories of accessibility, memorability and security which each group together several 

related dimensions. A fourth category of cost is added for cost-benefit analysis. Secondly, 

for each dimension of the first three categories a deficit value is assigned, which is a 

description of how open the system is to failure in that dimension. Thirdly, the 

environment of the authentication system is described. Fourthly and finally, the 

importance of the category is evaluated, by identifying the effect of the deficit value on 

the implementation of the system, i.e. critical, vital, significant and incidental. 

 

Gibson (2005) developed a classification scheme with six categories and nineteen 

principles, presented in Appendix G. The classification as written biases results towards 

or away from particular classes of authentication technique, without regard for contextual 

issues. An example of this is Principle 3 – ―Not based on character strings‖ – which leads 

to dismissal of text-based techniques. It is easy to construct counter-scenarios – for 

example text-only browsers, such as Lynx (http://lynx.isc.org/) – where anything other 

than text-based authentication is inappropriate and even impossible. Nevertheless, 

extracting relevant usability–security principles (ignoring those which are server, network 

or organisational related, or inherently biased) provided some useful points to consider. 

 

As can be seen, even a relatively small literature selection shows a range of approaches to 

authentication metrics, covering user-related issues in different ways and with different 

degrees of success. Chapter 4 presents a view which extracts the relevant features from 

these metrics and combines them with observations from the taxonomy in Chapter 3 to 

create a user-focussed usability and security assessment process for cognitive 

authentication techniques. 
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CHAPTER 3: A NOVEL TAXONOMY OF COGNITIVE 

AUTHENTICATION TECHNIQUES 

 

3.1. Introduction 

The aim of this taxonomy is to create a thorough, descriptive classification scheme, 

providing a framework so that visuo-cognitive authentication techniques may be 

compared with usability and security principles; and to generate hypotheses about 

possible authentication techniques yet to be developed, implemented and studied. 

 

The methodology – conducted within the framework of satisfactory taxonomy features in 

Section 2.5.1 – for constructing the novel taxonomy is described in Section 3.2. Section 

3.3 explores and clarifies the confusing range of terminology in the visuo-cognitive 

authentication field. The proposed taxonomy is presented in Section 3.4, developed in 

Sections 3.5 through 3.9, and evaluated in Section 3.10. 

 

3.2. Methodology for constructing the novel taxonomy 

Terminology for the taxonomy should be chosen or created carefully, having due respect 

for clarity of meaning, the possibility of inherent ambiguity and the potential for 

confusion with existing terms. The range of terminology applied to visual authentication 

techniques is explored, showing that many terms currently employed are inconsistent and 

misleading. Consistent terms are introduced and defined during the discussion of existing 

terminology and as taxa (nodes) in the taxonomy are identified. 

 

The taxonomy must account for psychological issues, as it is the cognitive abilities of 

humans that are being leveraged for these authentication techniques. Although out of 

scope here, other entities‘ (e.g. robots) cognitive abilities may extend this taxonomy 

further; see Section 2.3. 

 

A particular requirement for this taxonomy is that it should account for or predict 

usability and security concerns at each level, and where appropriate at each individual 
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node. These issues are then taken up in Chapter 4 to develop a usability and security 

assessment process. 

 

Technological, cultural, operational and human ability constraints should not restrict the 

taxonomy. They are to be treated as assumptions to break for a full description of possible 

authentication techniques, although they clearly have a bearing on feasibility within any 

particular context. 

 

Two types of authentication approach with a visual component are explicitly excluded 

(see Section 2.4): firstly, any technique which involves constructing or reconstructing a 

text-based password from visual information (such as CAPTCHAs), as the user must 

convert visual input to an explicitly linguistic output (i.e. keyboard characters); secondly, 

visual cryptography techniques as they require only that a user possess a token carrying 

part of a visual secret. Additionally, the taxonomy does not cover other authentication 

techniques found in Clarke (1994), as these are out-of-scope. 

 

3.3. Existing terminology for visuo-cognitive authentication 

techniques 

Literature searches (and indeed a Google search, last repeated on 18th December 2008) 

for "visuo-cognitive authentication" and "visuo-cognitive passwords" find nothing, so 

these terms appear to be new. The use of ―visuo-― rather than ―visio-― for compound 

words concerning vision is supported by the Shorter Oxford Dictionary (SOED, 2002) 

which lists the former but not the latter. Similarly, literature searches for "audio-cognitive 

authentication" and "audio-cognitive passwords" indicate these are new terms. Compound 

terms such as these are less open to ambiguity, e.g. than ―image authentication‖ for 

"authentication BY images" and "authentication OF images" (e.g. in the context of 

watermarking). 

 

Visuo-cognitive authentication is itself a term created for this taxonomy, which is defined 

here as: 

Visuo-cognitive authentication: Any authentication technique which 

requires recognition, cued-recall or pure recall of visual stimulus. 

Overall, the term "visuo-cognitive" is sufficiently distinct from all of these terms to cover 

the field without creating ambiguity. 
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The terms presented are drawn from numerous sources and are used in many more papers 

than referenced here. The objective is not to review their complete history of invention 

and use, but rather to indicate the variety of terms and their usage. An attempt has been 

made to find the first use of each term in each context; however a chronological analysis 

does not have any obvious value here. Terms are listed in alphabetical order, then by 

publication date; the order is for convenience and does not imply priority, ownership or 

appropriateness of usage. 

 

As Table 3.1 shows, there are terms that cover more than one technique (polysemy) and 

techniques that are covered by more than one term (synonymy). Terminology has so far 

been created in an ad hoc manner and reproduced according to differing chains of 

investigation, leading inconsistency and contradiction. The situation may be worse than 

this across a wider range of papers and techniques than discussed here. This makes 

searching for relevant literature about and discussions of the techniques more difficult. 

However, as the field matures, convergence of terminology for technical use will make 

discussion easier, although it may be anticipated that a divergence between technical and 

non- technical use will occur. 

 

The terms ―click region‖ and ―tap region‖ are used interchangeably within the literature 

to indicate a (small) region of specified dimension(s) (usually by radius) of an image that 

is taken as close enough to a target point to be counted as selection of that target point. 

The general assumption with both terms is that the selection is made with a mouse. 

 

Although not addressed in the literature, clicking is an essentially mouse-based action, 

whereas tapping is an action more readily associated with, for example, a touch pen 

device on a graphics tablet or a finger on a touch screen. Underlying these is an act of 

selection with a pointing device in a physical space, although this does not necessarily 

mean that visual cognition and interaction is required for all techniques, see Section 3.7.2. 

Henceforth, "selection region" is used as the generic term. "Click region" and "tap region" 

are used if appropriate for a particular paper, technique or input device. Where it is 

necessary to differentiate selection region types on the basis of the cognition involved, 

terms such as "visual selection region" are employed. 
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Table 3.1: Existing terminology for visuo-cognitive authentication techniques 

Term Source Commentary 

cognometric 
authentication 

Real User 
Corporation (2001) 

This term was hinted at in (Real User 
Corporation, 2002), where ―cognometric‖ 
was first defined in Real User 
Corporation's commercial literature for 
their Passfaces™ application. 

cognometric based 
authentication 

Real User 
Corporation (2002) 

The term is explicitly created and used for 
Passfaces. However, the use of "based" 
in the phrase weakens the sense in which 
cognometric is applied as a name for this 
type of technique, implying that there are 
other features. 
 
Additional issues relating to this term are 
picked up in the discussion of existing 
taxonomies in Section 2.5.2. 

geometrical 
password 

Pickover & Riekert 
(1990) 

This described user selection of a 
sequence of sides of an icon (such as a 
program icon). 
 
This report appears to have been 
referenced only in the (Blonder, 1996) 
patent. 

graphical 
authentication 

Pierce, Wells et al. 
(2003) 

For a password built by selecting "click 
regions" within an image. (A discussion of 
this phrase appears in Section 3.4.) 

Graphical 
Identification and 
Authentication 
(GINA) 

MSDN (2008) ―The GINA is a replaceable DLL 
component that is loaded by the 
Winlogon executable. The GINA 
implements the authentication policy of 
the interactive logon model and is 
expected to perform all identification and 
authentication user interactions.‖ 

graphical 
passwords 

Najjar (1992) For a password built by selecting a 
sequence of images. 
 
This report appears to have been 
referenced only in (Blonder, 1996) 
patent.

9
 

(cont.) 

Blonder (1996) For a password built by selecting "tap 
regions" within an image. (A discussion of 
this phrase follows this table.) This is one 
of the most widely and prominently 
quoted papers in the field. Images in this 
context are explicitly not confined to 
images-of-something, but also include 
those of a single colour. 

                                                 

9
 This researcher was only able to source this document directly from the author, it otherwise being 

referred to as authored by ―Anonymous‖ in the referencing document. 
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 Bensinger (1998) For a password built by selecting several 
features of an image to complete an 
activity, such as mixing a drink; or for 
adjusting features of a display to a 
particular value, such as setting the 
hands of a clock. 
 
Note: This work was taken up in 
(Boroditsky, 2002). 

 Jermyn, Mayer et al. 
(1999) 

For a password built from a sequence or 
set of strokes, the ―Draw-A-Secret" (DAS) 
scheme for PDAs. 

 Dhamija & Perrig 
(2000) 

For a password built by selecting an 
image from each set in a sequence of 
abstract image sets. The technique is 
called Déjà Vu. 

 Sobrado & Birget 
(2002) 

―graphical passwords, which consist of 
some actions that the user performs on 
an image‖ – including the ―triangle 
scheme‖ of selecting a point within the 
convex hull formed by the randomised 
positions of the user‘s icons. The user's 
icons are a small subset of a larger 
number of icons, the subset known (in 
principle) only by the user. 

image 
authentication 

Perrig & Song (1999) The precursor paper to Déjà Vu (see 
above). 
 
Note: This term is also used within the 
field of authenticating pictures by means 
such as watermarking. 

Image Based 
Authentication 
(IBA) 

Barda & Clark (2003) This term is specifically used, in a title 
case form, within a call for a project to 
use the JPEG2000 standard for two-way 
authentication. This was taken up by, for 
example, (Perra & Giusto, 2005) and 
(Ginesu, Giusto et al., 2006). 

 Akula & Devisetty 
(2004); Harsh & 
Newman (2007) 

For the select-from-set technique. 

image-based 
passwords 

Takada & Koike 
(2003) 

For the select-from-set technique, for 
mobiles. 

image passwords Weisman (2002) Used in a generic sense in a non-
academic news article. 

 Takada & Koike 
(2003) 

For the select images in sequence from a 
static display of images for mobiles 
technique. 

pass-image Takada & Koike 
(2003) 

This is a term within a select-from-set 
technique for a set of images which has 
none of the user‘s images, i.e. an image 
set for the user to pass over or ignore 
deliberately. 

 Harada, Isarida et al. 
(2006) 

Used in a similar context to the above, 
this has the opposite sense of an image 
requiring selection, i.e. an image to pass 
with or authenticate by choosing. 
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pictorial passwords De Angeli, Coventry 
et al. (2003) 

Used for the Visual Identification Protocol 
(VIP), using select-from-set technique 
with photographs (of recognisable 
things). 

Picture Passwords Jansen, Gavrila et al. 
(2003) 

The name of the ―Picture Password‖ 
select-from-set technique, for mobiles. 

visual 
authentication 

Naor & Shamir 
(1995) 

For an authentication technique using the 
authors‘ (Naor & Pinkas, 1997) visual 
cryptography technique. 
 
Note: This term is also used within the 
field of face recognition, i.e. a biometric 
technique. 

visual cryptography Naor & Pinkas (1997) The term can be viewed as applying 
equally to (1) the methods of creating 
data sets from an original image where 
each set only carries part of the digital 
information and no part carries enough 
information to recover the image, or to (2) 
an authentication technique which uses 
this process. 

Visual Identification 
Protocol 

De Angeli, Coventry 
et al. (2003) 

The name for the authors‘ Visual 
Identification Protocol (VIP), using the 
select-from-set technique for 
photographs. 

visual login 
technique 

Jansen, Gavrila et al. 
(2003) 

Used in the paper‘s subtitle, see ―Picture 
Passwords‖ above. 

visual password Maple & Ryan (2004) Used generically for the visuo-cognitive 
authentication field. 

 

3.4. The proposed taxonomy 

The taxonomy is presented diagrammatically in Figure 3.1 and descriptively with 

examples in Tables 3.2 and 3.3. Some of the techniques discussed and excluded in the 

taxonomy development here or in Chapter 2 have been placed in the table for reference 

and to show extensibility.  

 

At first glance, Levels 2 and 3 are interchangeable: a visuo-cognitive cognometric 

technique being the same as a cognometric visuo-cognitive technique. However, the 

working assumption is that Level 2 sensory channels and associated neuro-cognitive 

pathways are more real and relevant than Level 3 taxa abstractions. Particularly, it cannot 

be assumed that these abstractions work identically for each sensory–cognitive 

combination. 

 

Level 4 – the Feature Level – features can be applied in any order, but all of them must 

be accounted for to describe and classify a particular technique. Where a taxonomic 
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feature in the Feature Level does not apply, it is marked with an asterisk (*). Universal 

features are part of any authentication technique; the position of their description in Table 

3.2 is for compactness only. 

 

 

Figure 3.1: Proposed taxonomy of cognitive authentication techniques 
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Table 3.2: Summary of proposed taxonomy of cognitive authentication techniques 

with examples 

Level 1 Level 2 Level 3 Level 4 
Feature Level 

Examples 

cognitive linguistic  character-based Special 

 character set 

 language 

 cultural context 
 
Universal 
See below. 

 random string 

 password 

 PIN 

 passphrase 

 mnemonic 
password 

  

 challenge-based  autobiographical 

 cultural 
knowledge 

  

 visuo-cognitive  cognometric Special 

 Image type 

 Dimensionality 

 Dynamicity 
 
Universal 
See below. 

 
 
 
See Table 3.3. 

  

  locimetric 

  

  graphimetric 

  

  manipulometric 

  

 spatio-
cognitive 

not covered further 

Universal 

 Time-as-
dimension 

 Time-as-habit 

 Time-to-live 

 Time-as-
frequency 

 Action ordering 

 Process 
breadth and 
depth 

 Decoy 
interactions 

 Process 
feedback 

 
 
 
(Universal 
features are 
placed here for 
the sake of 
convenience 
only.) 

 ―Blonder-style‖ 
* uniform images, 
the exception to 
Image type at the 
Feature Level 

 ―Déjà Vu-style‖ 
any image type, 
but images 
identical, and 
always presented 
in the same order 

    

 audio-
cognitive 

not covered further  not discussed 
here 

  

biometric physiological not covered further  fingerprints 

 iris scans 

 face scans 

   

 behavioural not covered further  signatures 
(mouse-input or 
otherwise) 

 gait 

  

token not covered further  visual 
cryptography 

 ID cards 
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Table 3.3: Classification of existing visuo-cognitive authentication techniques using 

the proposed taxonomy 

Level 3 Level 4 
Feature Level 

Level 4 
Image type 

Examples 

cognometric  Dimensionality 
all examples are 2-D 

 Dynamicity 
all examples are static 

 Action ordering  
yes in all 

 
Feature = no in all 

 Time-as-dimension 

 Time-as-habit 

 Time-to-live 

 Time-as-frequency 

 Decoy interactions 

 Process feedback 
 

 Process breadth and depth 
varies: e.g. (a) Blonder‘s 
patent provides a generic 
blueprint; (b) SafeCracker is 
specific in the given 
description, but clearly a 
generic process. 

abstract Déjà Vu 

 faces Passfaces 

   

locimetric any (except 
uniform) 

Blonder 

   

graphimetric line Draw-A-Secret 
(DAS) 

   

manipulometric scene Boroditsky 
vegetable pots 

 iconic ―Triangle 
scheme‖ 

iconic ―Movable frame 
scheme‖ 

iconic SafeCracker 

object Clock hands 

 

3.5. Level 1 taxa – Authentication mode 

Working within the ubiquitous ("traditional") three-fold classification, Level 1 taxa are 

taken as cognitive, token and biometric (the last, on the basis of current practice, has 

Level 2 taxa of physiological and behavioural). These taxa deal with the coarse 

description of single factor techniques. 

 

3.6. Level 2 taxa – Cognitive authentication: mode of cognition 

This level deals with human cognitive and sensory channel(s) for the authentication 

challenge by the system; it should not be assumed that the response is necessarily in the 

same channel; a visual challenge might be answered by a speech act to locate and perform 

some action on an image. 
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The Level 2 taxon of interest for this research is visuo-cognitive, as the intention is to 

cover visuo-cognitive techniques, rather than those involving text-based passwords, 

sounds ("audio-cognitive") or other modalities. 

 

3.7. Level 3 taxa – Cognitive authentication: (visuo-) sub-types 

De Angeli, Coventry et al. (2005) categorised techniques as cognometric, locimetric and 

graphimetric (who use ―drawmetric‖), extended by Gibson, Conrad et al. (2006) with 

manipulometric (who use ―visuo-spatial manipulative‖). These are incorporated into the 

taxonomy at Level 3. Their definitions are refined and presented here. 

 

3.7.1. Cognometric authentication 

Real User Corporation created and defined cognometric thus (Real User Corporation, 

2001): 

Cognometric (kagnωεmεtriks) [sic] 1. n. a measurable, innate cognitive 

ability of the human brain (e.g. ability to recognize a familiar face or musical 

tune). 2. n. method of personal authentication based on measuring an innate 

cognitive ability of the human brain (e.g. ability to recognize a familiar face) 

[C21
10

: from Latin accognoscere, to recognize + Greek metro, measure.] [op. 

cit., p. 3 footnote] 

They further extended this in (Real User Corporation, 2002) with: 

A cognometric is a knowledge factor. It includes those that are based on 

recall, such as PINS and passwords, and those that are based on recognition, 

i.e. Passfaces. [op. cit., p. 6 footnote, italics in source] 

De Angeli, Coventry et al. (2005) offer the refinement that, 

In this paper [the authors] propose to restrict its meaning to those systems 

based on visual recognition of target images embedded amongst a set of 

distractor images. [op. cit., p. 130] 

 

There are two issues relating to the scope of the definition. Firstly, it is necessary to 

evaluate the restriction in the original definition concerning ―innate cognitive ability of 

the human brain‖. There is no psychologically accepted innate ability to recognize 

abstract images (unlike faces, see Section 2.2.2), so techniques using these would be 

automatically excluded from the taxon. This indicates that ―innate‖ must be removed 

from the definition. 

                                                 

10
 C21 may refer to Chambers 21st Century Dictionary, but no indication or version is given. 
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Secondly, De Angeli, Coventry et al.‘s restriction to ―systems based on visual recognition 

of target images embedded amongst a set of distractor images‖ (emphasis added) must be 

considered. The original definition is useful in the form given; restricting it to the 

emphasised areas prevents its use in other areas of cognition, which then require extra 

terms to cover parallel circumstances. Rather than restrict "cognometrics", it is more 

parsimonious to use "visuo-cognometric" where disambiguation is required. 

 

Additionally, there is no a priori reason why the image should be presented amongst 

distractors. In practice this may be more effective, but this is investigated in Sections 

3.8.6 and 3.8.7. 

 

The definition is therefore revised to: 

Cognometric techniques require the user to indicate recognition of a 

stimulus. 

Within the context of visuo-cognitive authentication, this becomes: 

Cognometric visuo-cognitive techniques require the user to indicate 

recognition of an image. 

 

3.7.2. Locimetric authentication 

Locimetric appears to be well-defined: 

Locimetric systems refer to mechanisms requiring the identification of a 

target point within an individual image. [De Angeli, Coventry et al., 2005, p. 

130; italics in source] 

 

However, it is useful to include some explicit notion of the region around a target point, 

as strict, mathematical points are not available on a screen and their closest representation 

as pixels is not generally feasible for human selection. 

 

Additionally, locimetric may also be a useful term when extended to at least some kinds 

of putative spatio- or audio-cognitive techniques, where location may be appropriate. 

Thus the definition taken forward here is: 

Locimetric techniques require the user to indicate recognition of a target 

point within a desired degree of accuracy within an individual stimulus. 

 

Within the context of visuo-cognitive authentication, this equates to: 
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Locimetric visuo-cognitive techniques require the user to indicate 

recognition of a target point within a desired degree of accuracy within an 

individual image. 

 

3.7.3. Graphimetric authentication 

Graphimetric (or ―drawmetric‖) appears to be well-defined: 

Drawmetric systems lie at the borderline between biometrics and graphical 

mechanisms, as they require the user to reproduce a pre-drawn outline 

drawing. [De Angeli, Coventry et al., 2005, p. 130; italics in source] 

 

However, there is neither an a priori reason for restricting the definition to "outline" 

drawings, nor to drawings at all. With certain types of input device, e.g. graphics tablets, 

it may be possible for a user to input more complex drawings, even if this is impracticable 

with a mouse for most users. 

 

Bearing in mind that the image must be reproduced, it is not reasonable to expect that a 

user can create a pixel-exact reproduction, thus it is useful to introduce some explicit 

notion of accuracy. 

 

Graphimetric – which contains an inherent sense of drawing – is less easily transferred to 

other cognitive contexts, although reproduction of some kinds of stimulus may be 

possible, if perhaps exotic at this time, such as that of an audio tone, perhaps by a human 

voice or a sound-producing tool or instrument. However, given the differences between 

the cognitive channels, using a term other than graphimetric may be more appropriate. 

 

Thus the definition taken forward here is more restricted than the others, applying within 

the context of visuo-cognitive authentication: 

Graphimetric techniques require the user to reproduce an image to a desired 

degree of accuracy. 

 

3.7.4. Manipulometric authentication 

This Level 3 taxon covers the remaining techniques, summarised in Table 3.4. The term 

is taken from Gibson et al. (2005). The common feature of these techniques is a mental 
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imposition of a relationship on the objects and one or more actions to indicate 

understanding of that relationship, hence: 

Manipulometric techniques mentally impose a relationship on objects and 

take one or more actions to a desired degree of accuracy to indicate 

understanding of that relationship within an individual stimulus. 

Within the context of visuo-cognitive authentication, this equates to: 

Manipulometric visuo-cognitive techniques mentally impose a relationship 

on objects and take one or more actions to a desired degree of accuracy to 

indicate understanding of that relationship within an individual image. 

 

This taxon is problematic; the techniques in Table 3.4 differ in the way the user is 

expected to interact with the system. Differences are drawn out in the following points, 

corresponding to the Issues column of Table 3.4. 

 

A. The user recognises the image objects (icons), relates the objects according to a rule 

(find the convex hull) and acts in such a way as to show knowledge of that 

relationship (select a point within the convex hull). 

B. The user recognises the image objects (icons), relates the objects according to a rule 

(find a position in which the objects align) and 

1. manipulates one (or more) of the objects directly in such a way as to show 

knowledge of that relationship (e.g. move one or more objects until they align). 

2. positions one image over another (e.g. drag and drop one image onto another). 

C. The user recognises the image objects (clock hands), relates the objects to a prior 

state and acts in such a way as to show knowledge of that prior state (realignment of 

the hands to match the prior state). 

 

At this time there are few examples of techniques that are not cognometric, locimetric or 

graphimetric. So the manipulometric taxon serves the function of containing those 

techniques with a mental manipulation of the stimulus, with the reservation that it may at 

some point either be subdivided into lower taxa or split into further taxa at this level, 

perhaps along the lines raised in the Issues above. 

 

What is clear is that all these techniques require knowledge of relationships between the 

objects and a demonstration of that knowledge by means of an operation on the objects. 
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The other taxa at this level require a direct, if limited to some degree of accuracy, 

presentation of knowledge of the stimulus itself. 

 

Table 3.4: Summary of some manipulometric visuo-cognitive authentication 

techniques 

Technique 
(1) 

Source Memory task Relationship Action Issue 

―Triangle 
scheme‖ 

Sobrado & 
Birget, 
2002 

Recognition of 
three secret 
icons amongst 
distractor icons 
(2) 

Form convex 
hull 

Select point 
within the 
convex hull of 
these three 
icons 

A 

―Movable 
frame 
scheme‖ 

Sobrado & 
Birget, 
2002 

Recognition of 
three secret 
icons amongst 
distractor icons 

Align Alignment of 
these three 
icons 

B1 

SafeCracker Maple & 
Ryan, 
2004 

Recognition of 
two secret 
icons, one in 
each of two 
dials containing 
distractor icons 

Align Alignment of the 
sectors of the 
dials containing 
the icons 

B1 

"Vegetable 
pots" 

Bensinger, 
1998; 
Boroditsky, 
2002 

Recognition of a 
number of items 
and recall of 
their 
relationships 

Attached to Dragging some 
items onto other 
items according 
to their 
relationships 

B2 

"Clock 
hands" 

Bensinger, 
1998; 
Boroditsky, 
2002 

Recall of the 
position of two 
secret clock 
hands 

Positioned at Movement of 
the two hands 
from the given 
position to the 
secret position 

C 

 

Table 3.4 Notes: 

(1) Quote marks indicate this is a name created for easy recognition of the technique 

within this work. 

(2) Icons here are small drawn images of objects. 

 

3.8. Level 4 taxa – the Feature Level 

The fourth level of this taxonomy is developed by examining types of image used in 

different techniques, and some issues that are not, it seems, discussed widely if at all in 

the literature: the dimensionality of images, their dynamicity, internal and external timing 

relationships, the order of events within the authentication process, the number of actions 

required and their co-presentation or otherwise, decoys in the process, feedback to the 

user in the process, and other considerations. 
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3.8.1. Types of image 

Discussion in Section 2.6 led to a description and classification of images based on five 

perspectives, summarised in Table 3.5. 

 

Table 3.5: Summary of image classification 

Class Classification by Commentary 

1 semantic content visual processing (3 types) – perceptual primitives; 
geometric primitives; visual extension 
 
names and associations (5 types) – semantic units; 
contextual abstraction; cultural abstraction; technical 
abstraction; emotional abstraction 

2 metadata image size (height, width; and depth for 3-D images) 

3 image type of particular relevance: abstract, noise, uniform (mono-
colour, including blank), regular shapes, face (a special 
object type), object, scene, images with movable parts 

4 style photograph; iconic drawing; line drawing; oil painting 
(non-exhaustive list) 

5 production method hand generated; machine automated capture; machine 
algorithm generated 

 

3.8.2. Dimensionality of images 

All images described so far have been two-dimensional (2-D); one dimensional (1-D) and 

three-dimensional (3-D) images are also possible. 1-D images, or at least quasi-1-D 

images, have the property that there is variation only in one physical dimension; in the 

second dimension they would be described as uniform, (see Section 3.8.1). In this second 

dimension, they need be just large enough to be useably perceptible. Examples are 

barcodes, electrical fuse (stripe) markings and medal ribbon stripes. 1-D images can, of 

course, be algorithmically generated. 3-D images are possible with technologies that 

create visual stimuli such as holograms or through virtual reality (VR). At this point 

analysis of 3-D techniques would lead to discussion of esoteric technologies (holography, 

VR) and advanced cognitive psychology (the dimensionality of visual perception and 

classification of images). Selection region techniques are affected by dimensionality, as 

are at least some forms of reproduction technique. 

 



Chapter 3. A Novel Taxonomy of Cognitive Authentication Techniques 

 85 

3.8.3. Dynamicity of images 

Dynamicity is the term used here for whether the image is static or dynamic, a binary 

distinction. Blonder (1996) specifically includes moving images in the patent, but this is 

overlooked in almost all discussion of it. 

 

3.8.4. Time 

Time may have an impact on visuo-cognitive techniques in several distinct ways: time-as-

dimension, time-as-habit, time-to-live and time-as-frequency. 

 

Time-as-dimension incorporates a temporal dimension into aspects of the user‘s 

interaction with the authentication technique: each interaction (tap, selection, act of 

reproduction) would be required to occur at a certain time relative to some trigger event 

in the authentication process, such as display of an image. Time-as-dimension is a binary 

choice: it is either employed or not. The user would probably require a within-application 

clock, as human perception of the passage of time is subjective, and would also require a 

degree of approximation as human response times are not immediate. Additional issues 

might arise from a slow-running PC clock. By hypothesis this would not be particularly 

usable for general application, as it would be more difficult to explain, harder to train, and 

(more) difficult and unsatisfying for many people to use. Time-as-dimension might be a 

part of dynamic techniques for selection region techniques, where a part of a moving 

image is to be selected, and for selection techniques where a number of frames together 

are the target selection. However, from the user‘s perspective, the selection action may be 

more closely related to perceived content, rather than a time-point. Where visual elements 

are always in the display, this may not be true. 

 

Time-as-habit applies the principles used in, for example, keystroke dynamic techniques 

to any of the visuo-cognitive techniques (or indeed any other technique). This can provide 

a behavioural biometric dimension to these techniques, but only if it is used sufficiently 

often for a user to gain some level of competency. Time-as-habit is also a binary choice. 

By hypothesis this is unlikely, and even highly improbable, certainly while visuo-

cognitive techniques remain new. The distinction between time-as-dimension and time-

as-habit is that the former depends on static time reference points, whereas the latter 

depends on the particular rhythm a user adds to the process, which may change over time, 

particularly with practice. 
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Time-to-live covers the idea that an authentication act using a particular password can 

only take place within some specified timeframe. It has a start and expiry date-time. The 

start time may be the time of issuance or some pre-set point thereafter. The expiry date-

time may be applied as a limit from the time of password issuance or the time of first use, 

or as a pre-set point in the future. This is a system administration determined feature. This 

should not be confused with limiting a password by an administrative procedure which 

terminates an account and voids the password, although this is a sound management 

practice to prevent users from maintaining access and use privileges beyond their due 

time (e.g. after leaving employment). 

 

Time-as-frequency covers the idea that an authentication act can only take place a set 

number of times within some time span. A password will have a number of uses (between 

one and unlimited) and a time span (which may be unlimited or a repeating span). 

 

A one-time password is a use-once password. A time limit may or may not be formally 

set; where it is not set, it may be considered unlimited in time span. The new APACS-

backed Online Banking Card Reader (APACS, n.d.-b) implements this by producing a 

one-time PIN valid for 30 seconds after a cardholder‘s PIN has been entered into a special 

reader. (APACS is ―the UK trade association for payments and for those institutions that 

deliver payment services to customers.‖ (APACS, n.d.-a)) For more information on the 

card reader in practice, see, for example, (NatWest, n.d.). 

 

Most passwords are unlimited use with unlimited time span (i.e. not limited to say five 

uses per week), although they may have a limited time-to-live, requiring change 

according to some policy, such as every three months. 

 

3.8.5. Action ordering 

For each Level 3 taxon it is possible to design an authentication technique with an 

ordered or unordered sequence of actions, whether there is a requirement for expected 

order in images chosen, points selected on an image, parts of an image drawn or 

manipulations carried out on the image. 
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3.8.6. Process breadth and depth 

An authentication technique will follow some sequence of interactions. This sequence 

will require a certain number of interactions per screen – which is its breadth – though not 

necessarily the same number on each screen. Breadth might be the number of images that 

must be selected from a given screen, the number of selection regions, the number of 

lines that make up a drawing, or the number of manipulations required. Depth is then the 

number of screens presented. In an entirely voice-activated system, for example, ―screen‖ 

takes on a figurative meaning. 

 

Where users are presented with more than one screen for interaction, it may be possible to 

redesign the technique so that content from more than one of the screens can be presented 

at the same time. Equally, it may be possible to redesign a technique by splitting 

interactions over more than one screen. Thus, techniques may be extended and adapted by 

changing the generality or specificity of the description used. 

 

Recording detail at this node makes the generic–specific nature of the description explicit 

and makes cognitive and physical tasks explicit, such as: 

 select one image from nine all unique over each of five screens; 

 select three images from twenty images repeated over each of two screens; 

 (or generalising), select (i) images from (n) images [unique | repeated] over (s) 

screens. 

 

3.8.7. Decoy interactions 

For each of the Level 3 taxa, it is possible to incorporate decoy interactions. These are 

parts of a display, or even an entire display, which the user recognises as being irrelevant 

to their authentication. This could be the inclusion of a set of images which do not belong 

to their cognometric password; an image which does not match their locimetric image; a 

request for more image features than are actually required; or an image on which 

manipulations do not add to the authentication process. The intention of such screens is to 

confuse an attacker or to cause them extra observational work. 
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3.8.8. Process Feedback 

During the course of authenticating, the user may or may not receive feedback on their 

success at each stage. The final stage of authentication (almost) always results in explicit 

feedback, insofar as the user either succeeds in accessing the system or fails to access it. 

It is possible to imagine a system in which, for example, a user enters account and 

password details plus a command and no feedback is returned, but this is not likely for a 

public service. 

 

On failure to access, different types of feedback may be presented to the user. For text 

passwords this is usually notification that the user has mistyped their account name or 

their password. Informing the user that the account does not exist gives an attacker a 

piece of information regarding user account names, which may be useful if the attacker is 

trying to work out a particular user‘s exact account name format (e.g. first initial plus 

surname, or first initial plus dot plus surname, as many organisational, staff account 

names are set up), or if an attacker is trying to build a list based on account names, such 

as a list of email addresses for spamming purposes. Similarly, informing the user that the 

password is incorrect may in fact provide an attacker with information that the account 

exists. Providing even more explicit information about an incorrect password, such as that 

the third character is incorrect, whilst helpful to the user, provides too much information 

to attackers. However, normally it the hash of a password that is stored, so character-level 

detail is not usually extractable. 

 

An authentication technique may include multiple stages of interaction between the user 

and the system. Such stages are obvious where a user completes an action and moves to a 

new screen. Feedback may or may not be provided at each stage. Apart from explicit 

feedback about the correctness of a particular stage, it may be possible to provide hidden 

feedback (on the failure of a stage) by presenting the user with a response they would not 

expect. Thus, the user will know that the subsequent stage they are presented with is not 

the one they should have, and be able to work out they have made a mistake at the 

previous stage. 

 

3.8.9. Universal and special features 

Whilst developing the taxa in the preceding subsections, reference to other sensory 

modalities than vision has been made. This is with the intention of allowing the taxonomy 
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to be sufficiently flexible to be useful for other cognitive techniques, and to be extensible 

to the other Level 1 taxa. Some taxa can be shown to be flexible enough, e.g. those for 

time, whilst others relate specifically to images. Thus, one final layer of classification is 

added to the taxonomy: universal and special features for Level 4, shown in Table 3.6. 

 

Table 3.6: Classification of features of Level 4 

Feature type Feature 

Universal Time-as-dimension; Time-as-habit; Time-to-
live; Time-as-frequency; Action ordering; 
Process breadth and depth; Decoy 
interactions; Process feedback 

Special (for visuo-cognitive techniques) Image type; Dimensionality; Dynamicity 

 

3.9. Linguistic techniques 

Traditional text-based passwords pose an interesting issue for a taxonomy: they are 

perceptible in more than one mode of cognition, e.g. as text, sound or touch (e.g. Braille). 

They could thus be placed under more than one Level 2 taxon, which would lead to 

ambiguity and/or repetition against the needs identified for a useful taxonomy. 

 

They do, however, have a feature which enables them to be identified usefully as a 

separate Level 2 taxon: they are defined by a linguistic code, which is largely independent 

of the sensory channel they are transmitted via. The characters that make up a linguistic 

password are taken from a restricted set, much of which has widely agreed (linguistic 

community of use) internal relationships: sequence for alphabetic, numeric characters and 

others such as bracket pairs. The characters also have names (―a‖, ―one‖, etc.) for 

phonological coding as well as a form for sensory coding, which allows for consistent, 

sharable dual coding. Additionally, and unlike the more sensory-based cognitive 

techniques, these characters are parts of a system of established rules for (natural 

language) word-building, which words themselves are parts of a (natural) language, with 

phonological, semantic and sensory codes. These systems have greater semantic 

complexity and productivity than is shown by, say, a set of traffic signs or the faces of 

related people. An interesting consequence of the embedding of language in a community 

of use is that if the characters and words are taken into a different community they may 

cease to have any coding beyond the sensory code, for example the Thai alphabet and 

Chinese characters are not generally semantically or phonologically interpretable by a 

mono-lingual English user, even if the user believes them to be Thai or Chinese. 
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Renaud (2005) coins the term ―memometrics‖ for this group of passwords. However, this 

researcher prefers the term ―linguistic‖ as (a) all cognitive authentication techniques 

involve memory and (b) the term linguistic makes explicit the feature considered to unify 

these passwords into one taxon. 

 

Within this group, Renaud (op. cit.) describes two types of password: 

 Random. The random approach uses a random sequence of characters 

and digits (which may be generated randomly or selected by each 

user), and is called a password (if it is a word), a PIN (if it is composed 

only of digits, or a passphrase (if it consists of more than one word). 

 Cultural. The cultural approach relies on the memory of a concept or a 

phrase, and is sometimes also called a cognitive or a semantic 

password. 

 

For the first category, this researcher believes that ―random‖ is a confusing term when 

applied to user-selected passwords or considered in the context of the statistical 

tendencies of groups of people to select passwords from a small subset of all possible 

strings of a particular length. (The researcher also notes that the term ―password‖ is also 

used for strings that are not natural language words.) This researcher thus proposes to use 

the term ―character-based‖ for this group. 

 

Passwords in this category may be characterised in more ways than Renaud suggests 

here: for example, a random character string (a word in a mathematical sense), a word in 

some (possibly natural) language (which form a subset of the former), a PIN (numeric 

characters only), a phrase (more than one (natural language) word), a mnemonic 

password (where a password is memorised by creating a phrase to encode it) (Yan, 

Blackwell et al., 2000; 2004; 2005), or as a construction using some other rule (e.g. 

natural language word followed by a digit, word with digits substituted for alphabetic 

characters, etc.). These characterisations do not however define a particular password 

absolutely. A system-generated random character string may be seen as a natural 

language word by a user, or not depending on the user‘s vocabulary; or users may use 

more than one pattern to create the same password
11

. Different users may thus categorise 

a single password in different ways. 

                                                 

11
 For example, this researcher was taught the musical mnemonic ―Every Good Boy Deserves 

Favour‖ for the lines on the treble clef, but the mnemonic is not necessary to remember EGBDF as 
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For the second category, see Zviran & Haga (1990a; 1990b; 1993) and Just (2005), 

passwords are explicitly constructed as answers to challenge questions (e.g. ―mother‘s 

maiden name?‖) during enrolment, which act as cues to recall when authenticating. 

Calling them ―cultural‖ raises questions of what ―culture‖ is intended to mean, whether 

culture be autobiographical experience which may give rise to generally discoverable 

facts (such as one‘s mother‘s maiden name, assuming that one‘s culture has the concept 

of mother‘s maiden name) or hard-to-discover facts (such as what one ate on a particular 

day) or whether culture be less personally identified (such as the capital city of a 

particular country). The alternative term ―cognitive password‖ will be avoided here, as it 

is used for the entire taxon of techniques considered at Level 1; and the alternative of 

―semantic password‖ avoided as ―semantic‖ is used widely in discussion of password 

encoding and description. Thus, this researcher selects the term ―challenge-based‖ for this 

type of password. The researcher also notes that answers to challenges do not have to be 

true; they just need to be consistent. 

 

Universal and general features of linguistic cognitive authentication techniques must be 

accounted for to fill out Level 4 taxa. By inspection of the universal feature descriptions 

in previous sections, these can be applied with ease; in fact some make explicit reference 

to their use with traditional passwords. 

 

The special features discussed previously were related directly to images. For linguistic 

passwords two special features are explicit in the discussion in this section: (i) the 

character set itself (alphabetic with/without numeric with/without punctuation, etc.) and 

(ii) the language which is the context of the character set (where the language is usually 

for a community of users). These must both be defined, as different languages may have 

any of these features: overlapping character sets (cf. any two Latin alphabet based written 

languages), different concatenation rules (initial ―sz‖ is permitted in Polish, but not in 

(natural) English), or overlapping word sets, with different semantics (e.g. ―Pang‖ is the 

romanisation of two different Chinese surnames, one Han Chinese, the other Cantonese; 

but is a meaningful word in English in its own right). 

 

The third special feature identified is the cultural context of the user group. (It is co-

incidental that three special features have been identified so far for both visuo-cognitive 

                                                                                                                                      

a string (and people who have not learnt music may not know it); additionally, the string may be 
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and linguistic authentication techniques.) This is actually highly complex to define, as the 

semantics and associations used within a group may vary considerably between two 

individuals, notwithstanding any general consistency in a large group they may be 

members of, and the cultural context of large groups may indicate significant differences 

in semantics and associations, e.g. between the British, Americans and South Africans. 

 

3.10. Evaluation of the proposed taxonomy 

The proposed taxonomy must be evaluated against the criteria used in its development, 

the characteristics used by Howard & Longstaff (1998) given in Section 2.5.1. It fulfils 

such criteria as are within the scope of the thesis. 

 

1. mutually exclusive – classifying in one category excludes all others because 

categories do not overlap 

This criterion appears to have been met, but is dependent on criterion 4 for testing. 

 

2. exhaustive – taken together, the categories include all possibilities 

This criterion appears to have been met to the extent that all existing possibilities are 

covered. To cover unknown possibilities is perhaps unfeasible, in the same way that the 

biological taxonomy does not account for as yet undiscovered biological entities. 

 

3. unambiguous – clear and precise so that classification is not uncertain, regardless of 

who is classifying 

New definitions of various existing terms have been introduced, explicitly accounting for 

increased generality or specificity of application. Additional terms have been introduced 

to account for gaps. 

 

The classification of techniques according to this taxonomy requires further testing by 

other researchers. This is beyond the scope of the thesis, but is objectively testable. 

 

                                                                                                                                      

constructed cyclically from E(F)G(A)B(C)D(E)F, dropping the bracketed letters. 
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4. repeatable – repeated applications result in the same classification, regardless of 

who is classifying 

The classification of techniques according to this taxonomy requires further testing by 

other researchers. This is beyond the scope of the thesis, but is objectively testable. 

 

5. accepted – logical and intuitive so that categories could become generally approved 

This is beyond the scope of the thesis and depends on other researchers' discussion and 

use of this taxonomy. 

 

6. useful – could be used to gain insight in to the field of inquiry. 

The development of this taxonomy has in itself produced insights into the field. 

Specifically, it has: 

1) systematically defined terminology in the field of study, accounting for 

inconsistencies, ambiguities and gaps 

2) systematised existing classifications / taxonomies, revealing and removing 

inconsistencies 

3) systematically allowed inclusion of sensory channels 

4) introduced a taxonomy / classification of images into the field which accounts for 

previously ad hoc descriptions of image types 

5) extended the description and classification of techniques, revealing new relationships 

and hypotheses about user behaviour, usability and security, which are discussed in 

Chapter 4. 

 

3.11. Conclusion 

The range and variety of terminology – more than one term for one technique 

(synonymy) and one term for more than one technique (polysemy) – has been explicitly 

recorded and its inconsistent and misleading nature highlighted. 

 

It is an open question as to what terminology will become widely accepted in academic 

and commercial research, notwithstanding any potential for divergence between technical 

and everyday usage. Some new terms and definitions have been proposed for further 

discussion in the research community. No doubt not all the terms used across the whole 

of the literature have been discovered and presented here, nor all of the meanings which 

they have been used for. Other usages will expand the existing list in ways that may be 
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useful to researchers, and through analysis may extend the taxonomy by making explicit 

variant understandings of the terms, even where no technique or application has been 

considered. 

 

A novel taxonomy has been proposed here, building on existing work, clarifying the taxa 

(nodes) and their foundations in (human) psychology. The taxonomy is richer than 

existing ones (cf. Section 2.5.2), and predicts new techniques, especially through a full 

expansion of Levels 3 and 4. The taxonomy has not yet been applied to all of the 

published work in the field. There are no doubt techniques and ad hoc descriptions and 

classifications not yet included, but these will serve as invaluable tests of the taxonomy. 

The taxonomy covers visuo-cognitive and linguistic authentication explicitly, and takes 

account of other cognitive techniques to develop the framework. This taxonomy forms a 

useful basis for discussion in and of the field. 

 

As stated initially, the aim of this taxonomy is not only that it is descriptive, but also that 

it may be compared with usability and security principles in order to find the strengths 

and weakness in classes or individual applications of a technique. There is further work to 

be done in applying the taxonomy to out-of-scope techniques to test these goals. 

 

Usability and security issues can be applied against each taxon, being inherited by those 

below. General solutions and exceptions can thus be derived, e.g. eaves-dropping (or 

shoulder-surfing as it is often known as in this field) at a higher level (a consequence of a 

visual display; prosopagnosia at a lower level, against face recognition). Levels of 

security also need to be related against the degree of usability for a particular user group 

(users + context): young children at school within a protected network need high usability 

and low security; adults accessing online banking want usability, but must have security. 

The issues of usability and security are covered in the usability and security assessment 

process of Chapter 4. 
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CHAPTER 4: USABILITY AND SECURITY ASSESSMENT OF 

COGNITIVE AUTHENTICATION TECHNIQUES 

 

3.12. Introduction 

To determine whether a particular implementation of an authentication technique is 

robust and cost-effective, it is necessary to measure the features of the implementation. 

This chapter describes the framework for usability and security assessment, based on the 

taxonomy structure presented in Chapter 3. In a larger context, there are too many 

implementation issues to cover within scope here; see Appendix E for more. 

 

This chapter is organised as follows. The methodology for constructing the assessment 

process is discussed in Section 4.2. Existing assessment processes are discussed in detail 

in Section 4.3. Section 4.4 summarises the results of the discussion, incorporating the 

revised assessment criteria into a revised process. Sections 4.5 to 4.9 derive usability and 

security concerns and metrics by applying the process to the taxa presented in Chapter 3, 

creating assessment points. Conclusions about the development and application of the 

assessment process are presented in Section 4.10. 

 

3.13. Methodology for constructing the metrics 

A particular requirement for this assessment process is that it should account for usability 

and security concerns and metrics at each level and node of the taxonomy. 

 

Whereas technological, cultural, operational and human ability (cognitive, sensory and 

physical) constraints should not restrict the taxonomy, for the assessment process they 

become important. They are ultimately the source of costing decisions which will 

determine whether or not a particular implementation is feasible, or even if an entire type 

of technique is appropriate in some context. 

 

Additionally, the assessment process moves beyond the description of a technique and 

must take account of context of use. Issues such as the user group and level of security 
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must be considered. As consequences of these considerations, there may be more than 

one way to organise the assessment process, and no particular organisation of it may have 

a special theoretical priority. 

 

3.14. Existing assessment processes 

Saltzer & Schroeder (1975) 

Saltzer & Schroeder (1975) identify four principles of effective security application 

design; all have bearing on the user experience and all are measurable in some way, 

making them relevant to an assessment process. 

 

Firstly, economy of mechanism provides for small, simple designs from the user‘s 

perspective, which are easier for legitimate users to navigate and employ, and are less 

likely to lead to incorporation (deliberately or accidentally) of hidden paths which 

illegitimate users can manipulate. This researcher extends this by noting that an 

economical user mechanism may require less complex help notes, as there may be fewer 

steps to explain and those steps may require less understanding. 

 

Secondly, open design permits open assessment by a wider community of testers than a 

closed (e.g. proprietary) design, which avoids the possibility of secret functionality being 

insecure (e.g. because it involves a method already found faulty elsewhere) or open to 

compromise, and may thus offer some assurance to users that a system is well-tested. 

This researcher thus considers that openness of design may contribute to psychological 

acceptability (point four following). 

 

Thirdly, least common mechanism ensures that where users could share security 

information (here, authentication data or process), this is kept to a minimum, which 

reduces security compromises. 

 

Fourthly, psychological acceptability supports both ease-of-use for routinely correct 

interaction with the security system, and acceptability of the system as being relevant to 

(user-understanding of) protection goals. 
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Renaud (2005) 

The assessment process proposed by Renaud (2005) consists of three deficiency 

categories (accessibility, memorability and security) and a cost category. Each of the 

deficiency categories consists of particular dimensions, each having related deficit values. 

Although Renaud discusses biometrics and token-based authentication techniques, 

consideration is restricted here to an analysis of Renaud‘s system as applied to cognitive 

authentication techniques. It should be noted that the process discussed in Renaud (2005) 

is different from that in Renaud (2006); the latter is concerned with analysing risk and 

system vulnerabilities, rather than usability (which is subsumed into it). 

 

Renaud‘s accessibility category has three dimensions with the deficit values indicated in 

Table 4.1. The criteria in this table are largely compounding (the more from one category, 

the worse the deficit), rather than ranked. For example, it is not necessarily the case that a 

hardware device is easier to use than software. Either may cause problems on first use, 

whether due to a device driver or an installation process that does not work correctly in a 

particular hardware–software environment. Also, for some users, the need to carry a 

hardware device may be a greater deficit than using online software for authentication 

anywhere, notwithstanding that some people carry advanced devices (PDAs, iPhones, 

etc.). However, missing from this is explicit consideration of the need or otherwise for a 

standard environment in which to operate the hardware or software. 

 

Table 4.1: Renaud’s accessibility category (adapted from Renaud, 2005, Figure 6.8) 

Dimension Criteria 

Special 
requirements 

Requires  Hardware 

 Software 

 Technical expertise 

Convenience 
Time 
Consuming At 

 Authentication 

 Enrolment 

 Replacement 

Inclusivity 
Disability Type  Physical 

 Sensory 

 Cognitive 

 

Convenience of both enrolment and authentication is important, with authentication time 

playing a larger role as this is repeated more often than enrolment. Convenience of 

replacement is a more complex balance between the user‘s needs to replace lost or 

forgotten passwords and the designer‘s need to protect against compromised passwords 

within a particular security regime. 
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Inclusivity is a key issue, which is present throughout the concerns and metrics raised 

later. However, adding disability types to create a total deficit value is not, in this 

researcher‘s opinion, correct – on two counts. Firstly, a deficit for any kind of disability 

which affects a smaller proportion of a population than another is of lower deficit than 

one which affects a larger proportion. Secondly, there are examples of cognitive deficits 

which affect people with all sensory abilities (e.g. dyscalculia, the inability to process 

numbers), so care must be exercised when adding proportions of a population in which 

multiple disabilities may occur, whether or not they are causally connected. Additionally, 

Renaud‘s statement (p. 117) that, ―Cultural passwords do not exclude users with any type 

of disability …‖ is flawed. Cultural passwords, indeed cultural knowledge, may depend 

on access to information which may be impaired by any of the disability types, and most 

obviously by memory impairment. 

 

Table 4.2: Renaud’s memorability category (adapted from Renaud, 2005, Figure 

6.9) 

Dimension Criteria (highest deficit at top of list within each dimension) 

Depth of 
Processing 

At Enrolment  Cursory Rehearsal 

 Visual Mechanism 

 Cognitive Activity 

 No Effort 

Retrieval Strategy 
Support for 
Retrieval 

 Recall with No Cues 

 Recall with Cues 

 Recognition 

Meaningfulness 
Key Type  System-Assigned 

 Self-Assigned 

 Meaningful 

 Deducible 

 

Renaud‘s memorability category has three dimensions with the deficit values indicated in 

Table 4.2. For cognitive authentication, memorability is clearly a key issue. Under depth 

of processing, Renaud offers a deficiency value of ―no effort‖, but it is unclear whether a 

password can truly be said to be learnt with no cognitive effort. Given the range of 

sensory channels and cognitive aspects indicated by the taxonomy, ―visual mechanism‖ 

should be replaced by ―mono-coding‖, and cognitive activity by ―dual-coding‖ and 

―multiple-coding‖. There may still be meaning for ―no effort‖ at a lower deficit than 

―cursory rehearsal‖ for those occasions when a user creates a password intending that 

they will not use it again, for example merely typing a long string of characters without 

paying attention to them, however this is indicative of a situation where the password is 
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not being treated as a security protection, but as a barrier to using a perhaps disposable 

service. 

 

The deficit value of ―deducible‖ for ―meaningfulness‖ is open to some dispute in this 

researcher‘s opinion. It is framed within terms of a special scheme belonging to the user. 

However, the user‘s reliance on a scheme to recognise or recall a password may itself 

place a cognitive demand on the user, and hence become a deficit. 

 

Renaud‘s security category has six dimensions with the deficit values indicated in Table 

4.3. Security is obviously of importance, although it should not place unreasonable 

barriers, relative to the required level of security, in the way of a legitimate user who tries 

to gain access to a system. The dimensions under security are indeed of importance, but 

some of them are, this researcher believes, debatable. 

 

Table 4.3: Renaud’s security category (adapted from Renaud, 2005, Figure 6.10) 

Dimension Criteria (highest deficit at top of list within each dimension) 

Predictability 
Predictable to  Anyone 

 Friends and Family 

 No one 

Abundance 
Number 
Available 

 <= 10^6 
… 

 >= 10^12 

Disclosure 
Key Is  Easy to Record 

 Easily Observed at Entry 

 Impossible to Disclose 

Breakability and 
Crackability 

Attack Type  Keyboard Tapper 

 Brute Force 

 Research-Based 

 N/A [Meaning ―not applicable‖?] 

Privacy 
Authentication 
Key 

 Private Details Required 

 Private but User Decides 

 Not Private 

Confidentiality 
Revealed 
During Entry 

 Full … Part … None 

 

Under ―predictability‖, Renaud states that, ―Random … passwords are very predictable 

…‖; this is not true if linguistic character-based passwords are chosen by the system at 

random, rather than from the more predictable subset of natural language words which 

users tend to employ when choosing their own passwords. Within the deficit values, 

friends and family are mentioned; but colleagues also form an obvious group of people 

who may know enough about an individual to predict passwords. 
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For ―abundance‖, Renaud suggests that, ―Graphical passwords have a potentially infinite 

domain from which to draw images …‖. (Renaud‘s ―graphical‖ covers both 

―cognometric‖ and ―locimetric‖ in this researcher‘s taxonomy.) In practice for non-

generated images this ―potentially infinite domain‖ is unlikely to be available. Images 

must be sourced from somewhere, incurring costs for library creation or purchase and 

image library management. Additionally, cognometric images must be discriminable 

from each other and locimetric images must have enough discriminable parts, so the full 

range of pixel-different images cannot be used in either case. 

 

The textual notes accompanying this figure state that, 

Abundance has two aspects—one is the number of keys that are available 

for usage if the key needs to be replaced, and the other is the number 

commonly used in practice. [Renaud (2005), p. 120] 

The figure however only includes upper and lower magnitudes, without specifying which 

of these aspects they apply to. 

 

For disclosure, although Renaud observes the widespread recording of (text; that is 

linguistic) passwords in insecure locations, there is insufficiently widespread use of other 

cognitive techniques to draw any conclusions about user behaviours for recording these. 

A further point is that there is a distinction between ―recordability‖, ―observability‖ and 

―disclosability‖. A user may find a password easy to record, whilst an attacker finds it 

hard to observe, and the recording may not be easy to disclose to an attacker, perhaps 

depending on the relationship between user and attacker. (This is illustrated in the mobile 

phone shoulder surfing attack in Chapter 6.) 

 

Where ―breakability and crackability‖ is concerned, this does not account for phishing 

attacks, as a form of weak ―research-based attack‖. Linguistic passwords are highly 

susceptible to phishing attacks, if the user is unwary. 

 

Despite these observations, Renaud‘s criteria are reflected throughout the concerns and 

metrics presented. The difficulties in posing criteria are related to their 

interconnectedness and fuzzy descriptions of behaviour in the real world. 
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A feature this researcher believes is missing from Renaud‘s deficiency categories is 

―usability‖, which extends the accessibility category with acceptability and satisfaction, 

which are not present. These criteria are present in other systems, as will be shown. 

 

International Organization for Standardization (1998) 

The International Organization for Standardization (ISO) generalised definition of 

usability was introduced in Chapter 1. Its terms will be incorporated into the revised 

process, as it is fundamental to the scope of this research, yet not in Renaud‘s process. 

The extent to which a product can be used by specified users to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified 

context of use. [International Organization for Standardization (1998) in 

UsabilityNet (2003)] 

 

UK Biometrics Working Group (2003) 

From the UK Biometrics Working Group‘s (2003) extensive list of implementation 

issues, twenty can be extracted for having a direct relationship to the user experience of 

authentication processes, see Table 4.4 for remarks on the nineteen most pertinent, some 

relating to the techniques themselves, others to the context of implementation. Issue (2t) 

and comments in square brackets have been added by this researcher. Further 

commentary is provided in Appendix E. For purposes of discussion, the points are 

prefixed by UBWG. 

 

Table 4.4: Implementation issues affecting user experience of authentication 

(adapted from UK Biometrics Working Group (2003)) 

UBWG Issue Commentary 

1c What legislation will affect the 
kind of information that can be 
stored regarding your users 
(e.g. Human Rights/Data 
Protection Acts)? [or that affect 
the deployment of the technique 
(e.g. Disability Discrimination 
Act)] —This is extremely 
important! 

Legal issues (Data Protection Act (1995), 
Human Rights Act (1998)) are concerns, but 
without particular metrics for most cognitive 
techniques. For linguistic passwords, use of 
information relating to a user‘s personal 
details or history might be unacceptable. For 
visuo-cognitive techniques, the images drawn 
from a user‘s personal life might be an issue. 
See Section 1.2 regarding knowledge of 
disabilities in a population and system design. 
Aspects are taken up more explicitly in 
(UBWG 2g) and (UBWG 5k). 

2e How long should enrolment take 
for each individual? 

An administrative decision, rather than 
depending on the technique. How long a 
enrolment takes for an individual and how 
long users find acceptable can be assessed. 
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2f How many attempts at 
enrolment will be allowed? 

An administrative decision, rather than 
depending on the technique. Users‘ 
satisfaction with different numbers of 
permitted attempts can be assessed. 

2g If a user cannot contribute a 
valid template for enrolment, 
either temporarily or 
permanently, what work-around 
measures have you defined? 

For cognitive techniques this concern can be 
interpreted to ask what alternative is offered 
to those who cannot use the primary 
implementation, e.g. for linguistic passwords 
the use of spoken rather than typed 
passwords for the blind. For visuo-cognitive 
techniques the question demands an answer 
for blind people. See also (UBWG 1c). 

2r Have you determined the 
environmental factors that will 
effect [sic] both enrolment and 
access attempts? 

Environmental factors: e.g. sound, heat, light, 
dust; also equipment used e.g. monitor. See 
also (UBWG 6d). 

2t [Will there be any help available 
for the user? How will it be 
delivered? (e.g. webpage, 
telephone, email, engineer,…)] 

For online context, self-help routes must be 
usable. See also training issues, (UBWG 5j). 

5a Have you surveyed your user 
population as to the attitude 
towards using a system of this 
class? A strongly negative 
response should indicate a 
reformulation of your plans or a 
proactive education programme 

Require the resources to undertake a 
satisfaction survey. (This should be read with 
(UBWG 5d).) 

5b Have you considered educating 
your users to allay their 
doubts/fears about 
implementing a system of this 
class? [Not just biometrics may 
cause concern.] 

Affects satisfaction. In open online context, 
may be hard to impossible; in closed 
environments may be effective. 

5c Will your users be employees, 
customers, or both? [There are 
other types of ―user‖ who may 
interact with the system: 
contractors, visitors] 

Effective stakeholder needs analysis with 
authorisation policy matching level of security 
from authentication process. See also 
(UBWG 5h). 

5d What is the degree of public 
acceptance/user perceived 
intrusiveness of the intended 
(class of) system? 

Whereas (UBWG 5a) concerns the user 
population, this concerns the wider public 
population, who may have a different 
(positive or negative) attitude to a particular 
system than the user group. Similarly, 
intrusiveness concerns, split across (UBWG 
5a) and (UBWG 5d), may differ. 
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5e Does the majority of your target 
user population have 
characteristics that could pose 
disadvantages (or advantages) 
for your chosen system? 

As under (UBWG 1c), knowledge of 
disabilities in a population aids design. An 
inappropriately chosen ―advantage‖ or group 
might turn into a perceived or real bias. For 
biometrics, everyone has a face (although 
how standard is debatable); not everyone has 
fingerprints or irises. So face recognition is 
―clearly‖ better. However, full-face recognition 
puts some Muslim women directly at a 
disadvantage against some particular 
expectations of proper cultural behaviour. 

5f Will the deceptive user be 
cooperative or non-cooperative 
in your application? 

Deceptive user activity impacts on the way 
appropriate users are expected to interact 
with the system. See also (UBWG 5g). 

5g What types of fraudulent user 
scenarios can you foresee 

For both (UBWG 5f) and (UBWG 5g), the 
effect of deceptive user access attempts may 
be to change the way the authentication 
system is designed, reducing acceptability. 

5h Will your users be habituated, 
non-habituated, or a mixture of 
both? If both, what is your best 
estimate for percentage of 
users in each case? 

This information should be collected as part 
of the stakeholder analysis of (UBWG 5c). 

5i What will the vendor/integrator 
need to do to prepare the 
system for your particular mix of 
users? 

This will have a direct effect on the user 
experience. Poor preparation may lead to a 
poor user experience, which may transfer into 
later resistance. There is no direct metric for 
this; it is a planning concern. 

5j Have you addressed the 
aspects of training the users on 
how to properly use the 
system? 

This is covered in (UBWG 7f). 

5k What user data will you require 
to be stored (e.g. name, age, 
gender, etc.)? 

Focussing on the data requested, see the 
legislation issues in (UBWG 1c). This data 
may not be appropriate just for business 
purposes even by voluntary request. 

6d Will the system operate in a 
standard or non-standard 
environment? If non-standard, 
list the non-standard conditions. 

Related to (UBWG 2r). In online context, a 
standard environment may not be possible; 
certainly listing all non-standard conditions 
will not be practicable. 

7f Have you addressed training 
requirements for your users and 
system administrators, not just 
for the initial start of the 
programme but also for the 
ongoing training of new staff? 

Training applies beyond the initial 
implementation phase, see (UBWG 5j), and 
may not be one-off. Also, administrator 
experience impacts on the service received 
by users. Training is also connected with help 
issues, see (UBWG 2t). 
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Gibson et al. (2005) 

Gibson et al.‘s (2005) principles for a successful authentication system form a useful tool 

for discussing several points regarding authentication techniques and implementations; 

see Table 4.5. Further commentary is provided in Appendix F. For purposes of 

discussion, the points in this list are here prefixed by GC. 

 

Table 4.5: Principles affecting user experience of authentication (adapted 

from Gibson et al. (2005)) 

GC Issue Commentary 

7 Provide a large 
password space 

The magnitude of the space is perhaps less of an issue than 
suggested. What protects PINs from attack is that only three 
attempts are permitted, and then the card is confiscated and 
must be reset. Another way of overcoming the need for a ―large‖ 
password space is by blocking rapid attempts to find the 
password.  

8 Inability for 
weak passwords 
to be selected 

Requires a definition of ―weak password‖. That definition should 
depend on the user group‘s cognitive abilities and the security 
context, not on arbitrary settings, e.g. five year old child, adult. A 
mechanism must be included to enforce this, which will require 
help on how to create a password of the required strength. 

9 Not easy to 
predict patterns 
in passwords 

Patterns in passwords are weakness when, for example, a 
particular pattern is easily replicable within a dictionary or brute 
force attack, or for some patterns when they are short enough 
for a human to run through the possibilities once the pattern is 
compromised, e.g. using numbers to replace letters (h4ppy for 
happy). 
 
Users may discover opportunities for creating patterns in and 
between images, patterns which designers have not thought of. 
 
The formulation of the principle has a weakness: what is a 
pattern which is not easy to predict? Once a pattern has been 
shared, it becomes easy to predict. 

10 Not require 
easily guessable 
login information 

Preventing easily guessable passwords would require building a 
dictionary of such passwords, and then blocking them. A user 
might then have to guess what they are not supposed to use. 
Alternatively, the system publishes the list of unusable 
passwords. Neither case provides much additional security. 
Attackers may build the exclusion dictionary from failures gained 
from their own attacks; and in the latter case they are presented 
explicitly with the exclusions. 

11 Not easy to 
communicate 
passwords to 
others 

This was originally formulated as a way to support supposedly 
hard-to-describe images over easy-to-say character strings. 
That images are hard to describe from memory requires testing. 
However, images present before the user, may be much less 
difficult to describe. Additionally, there are other ways in which 
users can communicate images: e.g. by photographing them or 
taking a screen print. Nevertheless, linguistic passwords may 
present an ease-of-communication that other cognitive 
passwords do not. 
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12 Not prone to 
shoulder surfing 
attacks 

A priori, any cognitive technique is prone to shoulder surfing 
attacks as they use output-input devices which can be 
observed. In a practical sense, all visuo-cognitive techniques 
can be protected to some extent from human shoulder surfing 
by ensuring that: they take place in a controlled environment; 
they are positioned such that only the user has eye-to-device 
line-of-sight; or that they are at a size which makes it hard for 
someone to observe. Increasingly powerful camera technology 
makes shoulder surfing easier and miniaturisation makes 
attacker use of passive observation devices easier. 

13 Memorable 
passwords user 
can apply 
context to 

This is a valuable point, which can be directly related to the 
advantages of dual-coding, i.e. incorporating some semantic 
(and phonological) coding along with visual coding of images 
employed. See Section 2.2.4. 

15 Fits existing 
schemas (easy 
to understand 
concept 

This might appear to offer good usability; users would have little 
to learn that is new. However, it inevitably implies that innovative 
techniques are not good for authentication. Also easy-to-
understand concepts do not imply good for security. 

16 Privacy issues: 
do not ask for 
personal 
information 

Covered under (UBWG 1c). 

17 Authentication 
process must 
not be 
unpleasant to 
use 

This is important for ease of physical use and psychological 
acceptance of an authentication system. These factors can be 
measured, either physiologically or by user study. However, 
there might be contexts in which despite a system‘s 
unpleasantness, its context might make it valuable. 

18 Not take an 
impractical 
length of time to 
set up and use 

This is a truism; if it is not practical to (set it up or) use it in time, 
it will not be (set up or) used in time. Usage time can be 
established by observation of test group behaviour; whether it is 
practical depends on administrative considerations of context. 

19 Relatively cheap 
to implement 
without relying 
on additional 
devices 

The issue of cost depends on who costs are assigned to. The 
APACS-backed Online Banking Card Reader (see Section 
3.8.4) is paid for by the banks that use the scheme and is 
issued by post by the banks to customers, rather than requiring 
a customer to fetch it. Arguably, customers pay for the scheme 
indirectly, say, lower interest rates. However, if users are 
expected to spend money, or indeed much time, installing and 
learning how to use new devices, this might become a problem. 
 
Technological advance will change costs, so this should be 
reviewed. 
 
Nevertheless, some user groups may be willing to pay a 
premium for enhanced security in the right context. This is an 
issue of price–quality trade-off, which can be tested in a market, 
by attitude survey or by competition between goods and 
services. 
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3.15. Revised usability and security assessment process 

The revised assessment process consists of several structural and content changes to 

Renaud‘s process, based on the previous discussion, presented in Tables 4.6, 4.7 and 4.8. 

 Assessment criteria are now stated without value judgment or ordering, unless the 

later is an inherent quality of a criterion. 

 Specific sensory modes are considered over more modes. 

 Criteria which appear to have no rationale are removed. 

 Additional criteria are inserted. 

 A new extended usability category subsumes the accessibility category. 

 

Table 4.6: Revised assessment process usability category 

Dimension Criteria (deficit value not implied by order) 

Special 
requirements 

Requires  Technical expertise 

 Standard environment 

 Software 

 Hardware 

Inclusivity 
Distribution of  Physical disabilities 

 Sensory disabilities 

 Cognitive disabilities 

Economy of 
Mechanism 

Complexity of  Navigation steps 

 Help provided 

Efficiency 
Ease-of-use for  Routinely correct interaction with the 

security system 

Effectiveness 
Time consumed 
at 

 Replacement 

 Enrolment (including any implicit or explicit 
training) 

 Authentication 

Satisfaction and 
Acceptability 

Perception of  Reputation of (open) design testing 

 Security against inappropriate use 

 Acceptability of the system as being 
relevant to (user-understanding of) 
protection goals 

 Response of users to education about 
security and protection goals 

 Groups other than the user group 
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Table 4.7: Revised assessment process memorability category 

Dimension Criteria (highest deficit at top of list within each dimension) 

Depth of 
Processing 

At enrolment  Cursory rehearsal 

 Mono-coding 

 Dual-coding 

 Multiple-coding 

 Disposable 

Retrieval Strategy 
Support for 
retrieval 

 Recall with no cues 

 Recall with cues 

 Recognition 

Meaningfulness 
Key type  System-assigned 

 Self-assigned 

 Meaningful 

 Deducible 

 

Table 4.8: Revised assessment process security category 

Dimension Criteria (highest deficit at top of list within each dimension) 

Predictability 
Predictable to  Anyone 

 Family, friends, colleagues 

 No one 

Abundance 
Magnitude of 
keys available 

 At replacement 

 In common use 

Disclosure 
Ease with which 
key can be 

 Recorded 

 Observed 

 Disclosed 

Breakability and 
Crackability 

Attack type  Input capture device or software 

 Brute force 

 Dictionary-based 

 Rule-based 

 Phishing 

 Research-based 

Privacy 
Authentication 
key 

 Private details required 

 Private but user decides 

 Not private 

Confidentiality 
Revealed during 
entry 

 Full … Part … None 

 

3.16. Level 1 taxa – Authentication mode 

Sections 4.5 to 4.9 return to the taxonomy and use this and the assessment process to 

derive concerns and metrics by analysing what happens when the sensory or cognitive 

skills required by a taxon are present or partially or fully absent. Level 1 contrast 

cognitive authentication with biometric and token-based authentication. The particular 

features of a mode of cognition are dealt with at Level 2 and below, wherever their 

specific nature is relevant. 
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In the psychology, disability and education-related literatures, there is a large and diverse 

range of aspects of these areas to take into consideration. So much so that it is not feasible 

within the scale of this research to cover them exhaustively. Consequently, discussion in 

the sections that follow is limited to some particular aspects that are known, from the 

literature, to be relevant. For example, aspects of (UBWG 1c) (legislation, particularly 

DDA) are involved from this level down. 

 

Ultimately, usability (including accessibility here) and security issues must be inspected 

not just from the implications of the technique, but also from the features of the actual 

equipment on and environments in which the technique is implemented. The concerns, 

including some issues which coincide positively, are presented in Table 4.9. 

 

Table 4.9: Level 1 usability and security concerns for cognitive authentication 

Area of concern for 
cognitive 
authentication 

Concern 

Usability i. The user does not have adequate sensory or cognitive 
skill(s) in the mode(s) required, of which more at Level 2. 
(For biometrics this becomes an issue of having the 
requisite physiological feature(s) to display the biometric. 
For token-based biometrics, this becomes the ability to use 
the token.) Difficulties may be permanent or temporary, 
fixed or changing. 

ii. The user has some difficulty(ies) with learning. Difficulties 
may be permanent or temporary, fixed or changing. 

iii. The user has some problem(s) with memory. Difficulties 
may be permanent or temporary, fixed or changing. 
a. forgetting, both in terms of ordinary decay of memories, 

and long-term decay of memory with advancing age. 
b. interference due to similarity of one password with 

another, or to other memories. 
c. overload with an increasing number of passwords. 



Chapter 4. Usability and Security Assessment of Cognitive Authentication Techniques 

 109 

Security i. The user records passwords, leaving them vulnerable to 
loss or theft. 

ii. The user shares passwords either through a recorded 
version or through a shared experience (a ―walk-through‖ 
with a family member, for example), or a description. 
(Sharing and copying are problems for token-based and 
biometric authentication techniques). 

iii. There is a limited password space, due to the general 
limitations of human memory. 

iv. There is a reduction in password space, due to user 
strategies to reduce effort in password creation. 

v. An attacker can eaves-drop the stimulus that the user 
perceives. 

vi. An attacker can eaves-drop the response that the user 
gives. This is also a problem for other authentication 
techniques. 

Usability and security 
issues which coincide 
positively 

i. Once learnt, the cognitive password cannot be forgotten (in 
the sense of ―left behind‖), mislaid or lost like a token. 

ii. Cognitive passwords are not vulnerable to accidental 
damage in the same ways as tokens or some biometrics, 
such as fingerprints which may be cut or voice patterns 
affected by illness. 

iii. Cognitive passwords do not decay in the same way that 
some biometrics do with age, e.g. fingerprints. A password 
can be rehearsed for maintenance, a fingerprint cannot. 

 

3.17. Level 2 taxa – Cognitive authentication: mode of cognition 

This level deals with human cognitive and sensory channel(s) for the authentication 

challenge by the system, although it should not be assumed that the response is 

necessarily in the same channel; a visual challenge might be answered by a speech act. 

The issues raised at this level cover the not just the cognitive ability of the user (what is 

going on inside the user‘s mind, without implying any philosophical dualism), but also 

their sensory abilities and interaction with the system (implementation of the technique). 

In fact, the distinction between sensation and cognition is not always clear cut; for 

example, visual processing occurs throughout the eye-brain system. The Level 2 taxa of 

interest for this research are visuo-cognitive and linguistic passwords; sound ("audio-

cognitive") and other modes are not considered. Issues are presented in Table 4.10. 

 



Chapter 4. Usability and Security Assessment of Cognitive Authentication Techniques 

 110 

Table 4.10: Level 2 usability and security concerns for cognitive authentication 

Area of concern for 
visuo-cognitive 
authentication 

Concern 

Usability i. Visuo-cognitive techniques are inaccessible to blind 
people, and may cause difficulties for various forms of 
visual impairment, e.g. macular degeneration, which leads 
to a permanent decay of all but peripheral vision. 

ii. Consideration must be given to the impact of the use and 
choices of available colours to prevent various forms of 
colour blindness having a negative impact. Colour 
blindness does not, a priori, prevent engagement with 
visuo-cognitive techniques. 

Security i. The user records passwords, leaving them vulnerable to 
loss or theft, by taking a visual record or recording a 
description. 

ii. The user shares passwords either through a recorded 
version or through a shared experience (a ―walk-through‖ 
with a family member, for example), or a description. 

iii. An attacker eaves-dropping the stimulus may be of 
particular concern here, as it may be difficult to hide the 
visual output of equipment used for authentication (e.g. a 
monitor). 

iv. An attacker eaves-dropping the response may be an issue, 
but only to the extent that input device activity (keyboard, 
mouse, etc.) can be observed. The former is a problem for 
linguistic authentication. The use of eye-tracking software 
may make it harder for observation of responses. 
However, the technology requires refinement for accuracy 
and may itself carry usability penalties, such as ease-of-
learning and ease-of-use. Additionally, hardware and 
software are not currently widely deployed. 

 

3.18. Level 3 taxa – Cognitive authentication: (visuo-) sub-types 

In Section 3.7, definitions of cognometric, locimetric, graphimetric and manipulometric 

cognitive techniques were developed, of which the versions contextualised for visuo-

cognitive authentication are recalled here. The usability and security issues for these 

techniques are presented in Table 4.11. 

Cognometric visuo-cognitive techniques require the user to indicate 

recognition of an image. 

Locimetric visuo-cognitive techniques require the user to indicate 

recognition of a target point within a desired degree of accuracy within an 

individual image. 

Graphimetric visuo-cognitive techniques require the user to reproduce an 

image to a desired degree of accuracy. 

Manipulometric visuo-cognitive techniques mentally impose a relationship 

on objects and take one or more actions to a desired degree of accuracy to 

indicate understanding of that relationship within an individual image. 
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Table 4.11: Level 3 usability and security concerns for visuo-cognometric 

authentication 

Area of concern Concern 

Usability for 

visuo-cognometric 
authentication 

i. The ability of the user to discriminate between images 
under expected environmental conditions. 

ii. The ability of the user to select an image within the 
required degree of tolerance, which depends here on the 
overall dimensions of the images. 

iii. (see below) 

visuo-locimetric 
authentication 

i. The ability of the user to locate and discriminate between 
regions in an image under expected environmental 
conditions. 

ii. The ability of the user to indicate selection regions of an 
image within the required degree of tolerance. 

iii. (see below) 

visuo-graphimetric 
authentication 

i. The ability of the user to discriminate regions in an image, 
if one is present for the user to copy, or to create 
discriminable regions if one is not, under expected 
environmental conditions. 

ii. The ability of the user to reproduce regions of an image 
within the required degree of tolerance. 

iii. (see below) 
iv. Changes in device, environmental or user-internal factors – 

such as input equipment, posture or physical or emotional 
state – may alter the user‘s interaction. This issue already 
exists for (behavioural biometric) signatures, where 
changes of, for example, pen, writing surface, posture 
(sitting or standing), number of repetitions of signing can 
affect the appearance of an individual occurrence of a 
signature. 

visuo-manipulometric 
authentication 

i. The ability of the user to discriminate regions in an image 
under expected environmental conditions. 

ii. The ability of the user to manipulate the image interface 
within the required degree of tolerance. 

iii. (see below) 

… all four types iii. Changes of visual properties of images may occur 
between different display devices. 

Security for 

visuo-cognometric 
authentication 

i. The possible ease of description of images by the user to 
other parties. 

ii. It is necessary to ensure that there is a sufficient large, 
practical password space, as this is dependent in part on 
the number of images available. 

visuo-locimetric 
authentication 

i. The possible ease of description of selection regions in 
images by the user to other parties. 

ii. It is necessary to ensure that there is a sufficient large, 
practical password space, as this is dependent in part on 
the discriminable content of images available, for example, 
large areas of featureless sea or sky may not be usable 
effectively. 
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visuo-graphimetric 
authentication 

i. The possible ease of description of reproduction regions in 
images by the user to other parties. 

ii. It is necessary to ensure that there is a sufficient large, 
practical password space, as this is dependent in part on 
the content of images creatable. 

visuo-manipulometric 
authentication 

i. The possible ease of description of manipulation 
processes on the images by the user to other parties. 

ii. It is necessary to ensure that there is a sufficient large, 
practical password space, as this is dependent in part on 
the manipulable content of images creatable. 

 

3.19. Level 4 taxa – the Feature Level 

The fourth level of this taxonomy covers a range of issues, such as types of image used in 

different techniques, the dimensionality of images, their dynamicity, internal and external 

timing relationships, the order of events within the authentication process, the number of 

actions required and their co-presentation or otherwise, decoys in the process, feedback to 

the user in the process, and other considerations. The usability and security concerns for 

these features are presented in Table 4.12. 

 

Table 4.12: Level 4 usability and security concerns for visuo-cognitive 

authentication 

Feature Area of concern Concern 

Types of image Usability 
 
These are specific to 
the content type and 
relevant abstraction 
level(s) of the images 
used. The issues 
here are complicated 
by the number of 
factors, so the 
following is not an 
exhaustive list. 

i. Face images are unusable by people with 
prosopagnosia (face blindness). 
Nevertheless, it appears likely that there 
is a natural human ability to recognise 
faces. However, there may be a limit to 
how many faces an individual can 
usefully memorise. 

ii. Abstract images lack ready connection 
with semantic categories that can help 
users to dual code images for better 
recognition, or appropriate features for 
users to identify parts of them. 

iii. Noise images have even less structure 
that a user may use for memorising them. 

iv. Object images may be ideally suited to 
semantic and visual dual encoding, but 
this assumes that the objects chosen are 
known to the user by (some usable) 
name. 

v. Small images may be harder to 
distinguish. 

vi. Large images may take up enough space 
in combination to push some content out 
of the viewport, reducing ease-of-use. 
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 Security i. For any image type, but notably for faces 
and objects, images may require the 
construction of extensive image libraries; 
abstract images are easier than either of 
these to produce in large numbers by 
algorithmic generation. Libraries may be 
open to manipulation or theft. 

ii. Images may be employed which weaken 
password spaces. 

iii. Cognometric image sets may be 
employed which lead to non-random 
distributions of individual or user group 
choices. 

 Locimetric images may have an 
insufficient variety of detail to act as 
loci of interest for selection and/or the 
regions may be too large to select 
clearly or too small to select 
accurately. 

 Graphimetric images may be selected 
from a small password space. 

 Manipulometric images may suffer 
from the same problems as locimetric 
or cognometric images. 

iv. Small images have fewer distinguishing 
features and this may reduce password 
space, particularly as a change of display 
devices used may remove details which a 
user relies on. 

Image 
dimensionality, 
particularly 
compared with 
2-D images 

Usability i. 1-D images may have insufficient 
differences between images for 
discrimination. 

ii. 3-D images have higher conceptual and 
technological complexity in user‘s 
interaction with image. 

 Security i. 1-D images may have insufficient 
differences between images for a large 
enough password space. 

ii. 3-D images higher technological 
complexity may lead to design flaws or 
implementation errors. 

Dynamicity of 
images 

Usability i. Movement within images may be 
distracting for some users, or difficult to 
follow or interact with. 

ii. Moving images may require the user to 
have particular software or plug-ins 
installed, or to be equipped with particular 
devices, to render the moving image. 

iii. It may be harder to define the process 
and tolerances of action for the user. 

iv. The user may need to re-run the dynamic 
image to find the relevant point to act, 
which will consume more of the user‘s 
time. 



Chapter 4. Usability and Security Assessment of Cognitive Authentication Techniques 

 114 

 Security i. Moving images require more server time 
to deliver than static images, which may 
lead to a denial of service (DoS) attack, 
based on bandwidth use. 

Time-as-
dimension 

Usability i. There may be difficulty in ensuring that 
user can correctly judge the passage of 
time, regardless of the particular context 
in which an authentication attempt takes 
place, e.g. with background distraction. 

 Security i. There is a potential for a high 
authentication failure rate, which may 
make the technique unreliable. 

Time-as-habit Usability i. The user is required to act ―normally‖, but 
in a way which the system recognises as 
normal. Changes in, say, equipment, 
posture or emotional state may alter the 
user‘s interaction and any rejection of the 
user as a result of this may cause a 
reduction of user satisfaction with the 
system. 

 Security i. The user is required to act ―normally‖, but 
in a way which the system recognises as 
normal. Changes in, say, equipment, 
posture or emotional state may alter the 
user‘s interaction and cause the system 
to reject the legitimate user. 

Time-to-live Usability i. If this forces the user to change their 
password, they may employ strategies to 
avoid the extra effort required to create a 
distinctly new replacement password. 
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 Security i. User avoidance strategies may create 
weak linguistic passwords under this 
regime, for example using a base 
password with incremented or cycled 
numbers at the end. For visuo-cognitive 
passwords similar strategies are easy to 
develop: 

 locimetrics – using for example a 
sequence of points which differs only 
by one selection region; 

 graphimetrics – changing only one 
stroke in the password; 

 manipulometrics – changing a 
manipulation by a small increment. 

ii. Where the technique prevents this, users 
may find other avoidance strategies. For 
example, if a cognometric technique 
forces the use of a new set of 
cognometric images, the user might 
adopt a colour-based strategy, picking 
images for having (informally put, in the 
user‘s opinion) the most red, or if no red 
the most orange, or if no orange the most 
yellow, and on in similar vein. 

iii. However, for some situations it may be a 
valuable way to ensure that reset 
passwords are handled quickly by their 
recipients, or are less likely to be useable 
by attackers, possibly combined with 
time-as-frequency. 

Time-as-
frequency 

Usability i. If it restricts the number of times a user 
can access the site, it is inappropriate for 
general website use. In the case of a 
one-time password, it requires a new 
password to be learnt for every 
authentication attempt. 

 Security i. One-time passwords create an 
administrative overhead in password 
distribution. 

ii. However, for some situations it may be a 
valuable way to ensure that reset 
passwords are handled carefully by their 
recipients, or are less likely to be useable 
by attackers, especially combined with 
time-to-live. 

iii. Additionally, time-as-frequency is 
sometimes applied to password entry 
failure, where for example three incorrect 
entries act as an account lock-out. 

Action 
ordering 

Usability i. Ordered sequencing allows the possibility 
of users chunking parts of the password, 
i.e. developing a way of grouping actions 
together to make them easier to 
remember for an individual password. 
This also allows the user to develop 
strategies to create and learn passwords. 
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 Security i. Where users are allowed to choose their 
passwords, users may pick strategies or 
stereotypical passwords that provide an 
attacker with a way to guess likely 
sequences. 

Process 
breadth and 
depth 

Usability i. A higher overall combination of breadth 
and depth increases the amount of 
cognitive work the user must do, which 
will reduce their accuracy or increase 
their interaction time. 

ii. Displaying more content on one screen 
may result in either reducing the 
dimensions of the content or in content 
that exceeds the dimensions of the 
viewport. The former will result in loss of 
accuracy in interactivity. The latter will 
cause the user to scroll to see the 
content, and may result in a loss of sense 
of location for the user. 

 Security i. A lower overall combination of breadth 
and depth reduces the password space. 

ii. Higher breadth exposes more content to 
an attacker for quicker eaves-dropping. 

iii. If a user‘s interactions are slowed down, 
the attacker gains more time to study the 
user‘s behaviour. 

Decoy 
interactions 

Usability i. They may confuse the user if they appear 
unexpectedly. 

ii. If they appear regularly the user may see 
them as part of the process and interact 
with them, possibly attributing incorrect 
authentication attempts to the decoy 
screen. 

 Security i. They may reduce the effectiveness of 
user interactions and hence reduce user 
satisfaction. 

ii. Irregular decoy screen insertion can be 
detected by multiple observations. 

Feedback Usability i. A user may be confused by the feedback, 
perhaps not recognising hidden feedback 
as a false stage. 

ii. The user may confuse information (e.g. 
images or actions) from hidden feedback 
stages with their actual password. 
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 Security i. The more explicit the feedback to the 
user, the more information it provides to 
an attacker. 

ii. An attacker with time may be able to work 
out which stages provide hidden 
feedback, particularly where the breadth 
of a stage is small. If the hidden feedback 
changes for a given error, it can be 
discovered by repeated attempts. If the 
hidden feedback is the same for any 
particular error, the attacker will be able 
to distinguish it by recording the entire 
authentication attempt, as the correct 
stage will be presented to a user who 
enters their password correctly – except 
for the final stage, where access 
indicates success. 

 

3.20. Linguistic techniques 

Within linguistic techniques two categories have been identified – character-based and 

challenge-based. The discussion of visuo-cognitive techniques has included some 

reference to character-based passwords as they have been used to model issues that have 

a parallel in image-based techniques. Here, the issues for both types of linguistic 

password are developed for each level of the taxonomy. 

 

At Level 1 the general issues for cognitive passwords were discussed in Section 4.4. 

These apply to linguistic passwords on two counts – their effect on the sensory and 

cognitive skills related to the sensory channels and subsequent processing; and their 

effect on linguistic process which can occur (to a greater or lesser extent) regardless of 

the channel linguistic information is acquired by. 

 

Level 2 recasts the general issues with cognition into forms related to each particular type 

of cognitive authentication (see Section 4.5). These apply both to character-based and 

challenge-based techniques. The security concerns are as previously; the usability 

concerns for linguistic-cognitive authentication are recast for context and presented in 

Table 4.13. 
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Table 4.13: Level 2 usability and security concerns for linguistic authentication 

Area of concern Concern 

Usability for character-
based linguistic 
authentication 

i. Linguistic-cognitive techniques are inaccessible to some 
extent to people with language-related disabilities, from the 
character level through to semantic processing. 

Security for character-
based linguistic 
authentication 

(As for visuo-cognitive techniques, see section 4.5.) 

 

At Level 3 distinctive categories of technique are identified; here the issues for character-

based and challenge-based techniques (cf. Section 4.6) are distinguished and presented in 

Table 4.14. 

 

Table 4.14: Level 3 usability and security concerns for character-based and 

challenge-based linguistic authentication 

Area of concern Concern 

Usability for character-
based linguistic 
authentication 

i. The ability of the user to discriminate between passwords 
under expected environmental conditions. When issued 
with a system-created password, users may confuse 
characters with similar appearing ones (e.g. 1,I,l,i – one, 
uppercase-I, lowercase-L, lowercase-I; 0,O – zero, 
uppercase-o), depending on the presentation font and/or 
the user‘s visual acuity. 

ii. The ability of the user to input characters correctly. 

Security for character-
based linguistic 
authentication 

i. The possible ease of description of character-based 
passwords by the user to other parties. 

ii. It is necessary to ensure that there is a sufficiently large, 
practical password space. 

Usability for challenge-
based linguistic 
authentication 

i. The ability of the user to select a character within the 
required degree of tolerance, which depends here on the 
overall dimensions of the characters on the input device. 

ii. The ability of the user to input characters correctly. 
iii. The ability of the user to recall correctly the actual 

response to the challenge, rather than a non-matching 
character string but semantically equivalent answer (e.g. 
capitalisation, spacing, abbreviations). 

Security for challenge-
based linguistic 
authentication 

i. The possible ease of description of challenge-based 
passwords by the user to other parties. 

ii. It is necessary to ensure that there is a sufficiently large, 
practical password space. Individual challenge questions 
may not have a wide range of answers; although a 
collection of challenges may combine to form a much 
larger space. 

 

At the feature-rich Level 4 details of the structure and content of the technique are 

analysed in two groups: the eight features which are universal for cognitive passwords 

dealt with in Section 4.8 (time-as-dimension, time-as-habit, tine-to-live, time-as-
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frequency, action ordering, process breadth and depth, decoy interactions, and process 

feedback) and three features specific to linguistic passwords. 

 

Specific features 

For linguistic passwords two special features are closely inter-related: (i) the character set 

itself (alphabetic with/without numeric with/without punctuation, etc.) and (ii) the 

language which is the context of the character set (where the language is usually for a 

community of users). The third special feature identified is the cultural context of the user 

group. This is actually highly complex to define, as the semantics and associations used 

within a group may vary considerably between two individuals, notwithstanding any 

general consistency in a large group they may be members of, and the cultural context of 

large groups may indicate significant differences in semantics and associations, such as 

between British, American and South Africans. The usability and security concerns for 

these special features are summarised in Table 4.15. 
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Table 4.15: Level 4 usability and security concerns for character-based and 

challenge-based linguistic authentication 

Feature Area of concern Concern 

Character 
set and 
Language 

Usability for character-
based linguistic 
authentication 

i. Lack of awareness of the range of a different 
character set will result in frustration at an 
inability to use familiar characters, or to find 
them on the input device. 

ii. Lack of awareness of the vocabulary will 
result in frustration at an inability to use 
familiar words or phrases; however a 
technique which restricts passwords within a 
dictionary creates a self-imposed weakness. 

 Security for character-
based linguistic 
authentication 

i. Lack of awareness of the full range of a 
different character set will result in 
unintentional self-restriction to a sub-set of 
the password space; or unintended 
carelessness with the input device will result 
in more password resets. 

ii. Lack of awareness of the vocabulary will 
result in unintentional self-restriction to a 
sub-set of the password space; however a 
technique which restricts passwords within a 
dictionary creates a self-imposed weakness. 

 Usability for challenge-
based linguistic 
authentication 

i. Lack of awareness of the range of a different 
character set will result in frustration at an 
inability to use familiar characters to create 
familiar responses. 

ii. Lack of awareness of the vocabulary will 
result in frustration at an inability to use 
familiar words or phrases as responses. 

 Security for challenge-
based linguistic 
authentication 

i. Lack of awareness of the full range of a 
different character set will result in 
unintentional self-restriction to a sub-set of 
the password space. 

ii. Lack of awareness of the vocabulary will 
result in unintentional self-restriction to a 
sub-set of the password space. 

(cont.) 
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Cultural 
context 

Usability for character-
based linguistic 
authentication 

i. Possible confusion between characters in 
spoken or written form will lead to errors, 
such as Japanese errors with English ―l‖ / ―r‖. 

(cont.) 

Security for character-
based linguistic 
authentication 

i. Cultural issues may predispose users to 
select or avoid certain characters or groups 
of characters, thus reducing the password 
space. For example, in Chinese culture the 
number 4 is considered unlucky, so 
passwords containing ―4‖ or equivalents of 
―four‖ may be less frequent. 

ii. System-selected passwords may be rejected 
because even if they are random strings, 
they may coincide exactly or too closely for 
the user with unacceptable words or 
phrases, causing resets. 

 Usability for challenge-
based linguistic 
authentication 

i. Challenge questions which have a cultural 
foundation may not be easily answerable, 
e.g. not all cultures employ the concept of 
―mother‘s maiden name‖, and not everyone 
has a ―middle name‖. 

 Security for challenge-
based linguistic 
authentication 

i. Predisposition to select or avoid responses 
reduces the password space of an individual 
challenge. 

ii. Challenge questions which a user has 
difficulty responding to may lead to 
responses which the user cannot form a 
strong relationship with, and consequently 
forget more easily. Thus, they will require 
more resets. 

 

3.21. Conclusion 

The concerns and metrics raised through this assessment process are specifically related 

to the experience of users, and the impact these issues have on the usability and security, 

and hence feasibility, of an implementation of cognitive authentication techniques. 

 

The assessment shows that usability and security concerns are often not independent. 

Some of them are so bound by implementation context that a generic feasibility costing is 

not practical, e.g. those with variability in various dimensions, or reliance on particular 

hardware (which is more obvious when considering biometric or token-based 

authentication systems). 

 

Actual costings will require a survey of the marketplace, which may lead to the need to 

access commercially confidential data, which is not feasible within this project. Requests 

for a significant body of authentication failure rate data of password systems from UK 

universities were made via this project‘s sponsoring company. However, the data was not 
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forthcoming. Reasons for this presented here are speculative, but may not unreasonably 

be related to the business sensitivity of the data, the complexity or time-consuming nature 

of data collection, or that the data simply is not collected in a way which makes 

demographic analysis of password failures possible. 

 

However, costings alone are not enough. Consideration must be given to the value of the 

assets protected (including intangibles such as reputation). Business decisions must 

balance cost as a bottom line against the appropriateness of the system implemented. 

 

Given the large number of concerns and possible metrics measurements, this chapter 

ultimately presents a programme of research which could be applied to any existing or 

future cognitive authentication technique. 

 

Even as the discussion in this chapter has found gaps in other assessment processes, and 

other ways of organising them, it is probable that the presentation here could be extended 

with finer detail, or indeed that there are still more as yet unidentified gaps, or ways of 

organising them. 
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CHAPTER 5: EXPERIMENTS ON LEARNING, RECALL AND 

SELECTION OF IMAGES 

 

3.22. Introduction 

Two groups of experiments were used to investigate the suitability of abstract images, 

and designed to inform the prototype development, covered in Chapter 6. Group 1 

compared accuracy and response time to identify target images among a set of distractors 

for different image types against the delay between learning and recall. Group 2 

investigated the implications of allowing participants to choose to select or reject images. 

Images used in the experiments are reproduced at reduced size in Appendix 1 and at full 

size in Appendices H, L and M, as described in the text. 

 

3.23. Experiment Group 1 – Controlled image learning and 

recognition 

Experiments 1 and 2 compared accuracy and response time to identify target images 

among a set of distractors for different image types against the delay between learning 

and recall, either short (five minutes) or long (four weeks). These experiments 

investigated the effects of constraining participants‘ choices, in terms of both target image 

and learning environment. 

3.23.1. Design, participants, materials, apparatus and procedure 

Design 

Both experiments compared accuracy and response time to identify target images among 

a set of distractors for different image types against the delay between learning and recall. 

Experiment 1 compared Abstract vs. Face vs. Object images, keeping the number of 

times (twice) the images were presented constant. Experiment 2 compared Abstract vs. 

Face images (Object images having shown almost identical behaviour to Face images in 

Experiment 1), altering the number of times (five or seven) the images were presented to 

assess variation in reinforcement during learning. Two recognition sessions were 

conducted in each experiment: Session A immediately after the learning phase and 
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Session B four weeks after the learning phase to examine longer-term image recognition. 

The order of presentation of the stimulus sets was varied to compensate for any order 

effects. The independent and dependent variables are summarised in Table 5.1. 

 

Hypotheses 

H1: Face images are easier to recognise than object images. 

H0: There is no difference in the recognisability of face and object images. 

 

H2: Abstract images are less recognisable than both face and object images. 

H0: There is no difference in the recognisability of face, object and abstract 

images. 
 

H3: Abstract image recognition will improve more than face image recognition 

with increased number of exposures to the images. 

H0: Increased number of exposures to face and abstract images will have no 

relative improvement for abstract images. 
 

Participants 

Participants for Experiments 1 and 2 were drawn from Psychology classes at the 

University of Bedfordshire; details are provided in Table 5.1. Biographical details were 

not recorded, as hypotheses concerning these variables were not made, beyond noting the 

group was of mixed gender and ethnicity. The participants were accustomed to taking 

part in psychology experiments, though they were unaware of visual passwords prior to 

the experiment. The experiments formed part of the syllabus for a Cognitive Psychology 

course and the participants were required to write a report on the study. Although the 

experiments took place during normal class times, it was made clear that they did not 

have to take part. The results were recorded anonymously and participants were informed 

that they could withdraw at any time. 

 

Materials 

For each image type, 45 images were used. All images were designed to be 3cm by 3cm 

when displayed on the LCD monitors in the University‘s Psychology Test Lab. The 

photographs of faces were obtained from image databases and other internet sources. 

Object images were royalty-free or photographed for the experiment. All images were 

resized to 3cm by 3cm and their backgrounds converted to white. The abstract images 

were obtained from Andrej Bauer‘s Random Art website (Bauer, 1998a). 
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Table 5.1: Summary of design and participants for Experiments 1 and 2 

  Experiment 1 Experiment 2 

Independent 
Variables 
(IV) 

IV1: image type 3 levels: Faces, 
Objects, Abstract; 
repeated measures 

2 levels: Faces, 
Objects, Abstract; 
repeated measures 

 
IV2: delay between 
learning and recall 

2 levels: short 
(approximately five 
minutes, recognition 
Session A) or long 
(four weeks) 
(Session B); 
independent 
measures (note 1) 

2 levels: short 
(approximately five 
minutes, recognition 
Session A) or long 
(four weeks) (Session 
B, note 2) 

 
IV3: number of 
exposures to the 
training rounds 

- 2 levels: 5 or 7 times; 
between-subjects, as 
each half of the 
participants took part 
in one level only. 

Dependent 
Variables 
(DV) 

DV1: accuracy in 
identifying target 
images among a set of 
distractors 

yes yes 

 
DV2: response time; 
that is, the time taken to 
identify the target item 
among the distractors 

yes yes 

Participants 
second year 
psychology 
undergraduate students 
at the University of 
Bedfordshire 

59 for Session A; for 
Session B, 2 were 
unavailable. 

56 for Session A; 
Session B did not run 
(note 2). 

 

Note 1: Participant identifiers were not attached to the data, so participants could not be 

matched on the immediate and later recognition conditions, therefore these 

conditions were treated as separate groups. This was an oversight in the 

planning. 

Note 2: The second phase did not run to completion, due to a significant disturbance to 

the academic timetable. 

 

For the abstract images, 45 were chosen by this researcher from an original set of 231 by 

discarding: 

 all greyscale-only images, and any that contained a greyscale region greater than 

20% of the image area (estimated by eye). 

 images that contained a region of a single colour greater than about 60% of the 

image (estimated by eye), so that images do not stand out for over-simplicity of 

colour or blandness. 

 any that were "too similar" to each other, subjectively assessed. 
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 some that triggered immediate metaphor extraction when shown to colleagues of 

the experimenter who were asked, "Look at these quickly. Do any of these 

remind you of anything?" 

 

The images were arranged in 3x3 arrays, 5 arrays per type; examples in Figure 5.1, 

reproduced at full size in Appendix H. 

 

 
 a b c 

Figure 5.1: Example array from each image set: (a) faces, (b) abstract images, (c) 

objects 

 

Apparatus 

The stimuli were presented on Superlab v.2.01 running on IBM compatible PCs with a 

2.66GHz P4 processor. The operating system was Windows XP Pro Service Pack 2 and 

the stimuli were displayed on 17‖ flat screen monitors with a resolution of 1024 x 768 

pixels. Participants sat on an adjustable chair, able to choose a comfortable height and 

distance from the screen. 

 

Procedure 

Learning phase 

All participants were tested individually in isolation booths in one of the University‘s 

psychology laboratories. The experimenter was not present in the isolation booths with 

the participants. Each participant was presented with all sets of arrays (three image types 

in Experiment 1 and two in Experiment 2). The arrays within each set were presented to 

each participant in the same order. The order the sets were presented to each participant 

was chosen at random. A pilot study had shown that a 3 second presentation time for each 

image array offered probably the best compromise between possible ceiling and floor 
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effects. Within each array, one image was pre-chosen by the experimenter as the target 

image for recognition; the other eight images in the array being distractors. The distractor 

images had blue borders and the target image was highlighted with a yellow border; the 

colours were chosen as opposites on the colour wheel. 

 

The presentation of all 5 arrays was repeated twice. During each repetition, the positions 

of the target and distractors were randomly re-arranged within an array to prevent 

participants recognising the target images from their position in the array or adjacency to 

distractor images, rather than recognising the image for its content. Apart from that, the 

same images appeared in each set and in the same order as the first presentation with the 

same target image highlighted in yellow. This was repeated for each of the image types. 

 

The first screen (see Figure 5.2) presented the participants with the instructions along 

with an example of an array of images which were of a different type to those used in the 

experiment to avoid confusing the participants. 

 

Recognition phase 

Two recognition sessions were conducted: Session A immediately after the learning 

phase and Session B four weeks later to examine longer-term recognition of the images. 

In each recognition session, the sequence of sets of images was once again randomised; 

the sequence of arrays within each set remained the same. The target image was presented 

without highlighting (for the participant to recognise unaided). On recognizing the image 

the participant had to press a key on a numerical keypad corresponding to the position of 

the image. The instructions given to participants are shown in Figure 5.3. 

 

In Session A, for each image type, the other image types acted as intervening tasks 

between learning and recognition. The aim of the intervening tasks was to prevent any 

possible rehearsal between learning and recall and to ensure participants were not relying 

on brief short-term memory. Participants did not receive any feedback on whether they 

had chosen the correct image from each array or how many images they had correctly 

identified in each image type. 

 

During each recognition phase, the following data were recorded: 

1. the total length of time the participant views the image set from the time the first 

image is presented to the time the last image is selected; and 
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2. the total number of images in the set that were correctly selected. 

 

At the end of each recognition test session, the participants were presented with the 

correct images, shown in Figure 5.4. 

 

You will see a series of pictures of people, objects and abstract images (although 
not necessarily in that order). The pictures are arranged in a 3x3 array as shown in 
the example below. The array will appear on the screen for 3 seconds. In each 
case one picture is highlighted (the one in the yellow box below). Your task is to 
remember the highlighted picture. There are five arrays of objects, people and 
abstract images which means you have to remember five pictures of each kind. 
This is the ―learning phase‖ of the experiment. In the final ―recognition phase‖ you 
will be asked to recognize the highlighted images you were shown in phase 1. 
 

 

Example 
 

Press the space bar to start… 

Figure 5.2: Instructions – Phase 1 (Learning) (image reduced) 

You will see the same series of pictures you saw in the learning phase in the same 
order. Your task is to identify the picture you were asked to remember in the 
learning phase. When you have identified it, press the appropriate numbered key 
on the numerical keypad. You should regard the pictures as being numbered as in 
the example below. 
 

 

 
If you think that number 2 is the image you saw in the learning phase then press 
the number 2 on the keypad. 
 
Please try to answer as accurately as you can and as quickly as you can. If in 
doubt, guess. The next array will appear when you have pressed one of the 
response keys. 
 
Press the space bar to continue… 

Figure 5.3: Instructions – Phase 2 (Recognition) (image reduced) 



Chapter 5. Experiments on Learning, Recall and Selection of Images 

 129 

 

Figure 5.4: Correct answers from each image set (reduced in size) 

 

3.23.2. Results for Experiment 1 

The two dependent variables – accuracy and response time – were assessed respectively 

by measuring for each condition (the IV – independent variable: image type) the number 

of items correctly recognised and the recognition delay (Session A: 5 minutes vs. Session 

B: 4 weeks). 

 

59 participants took part in Recognition Session A and 57 in Session B. Of these 

participants 10 were dropped from Session A and 13 from Session B, leaving 49 and 44 

respectively, as they did not correctly indicate selection of one or more target images for 

one or more of the image types. Sessions A and B are treated as independent group, as 

participant data was not paired across sessions. Statistics are thus based on all cases with 

valid data for all variables in the model. 

 

Table 5.2 shows the number of images correctly recognised both immediately after the 

learning phase and four weeks later. The scores for face recognition and object 

recognition are similar overall with participants correctly identifying over 4 out of 5 

images in Session A and just under 4 in Session B. For the abstract images, participants 

found it harder to recognise the learned images correctly with just over 3 recognised in 

Session A dropping to just over 2 in Session B. The same pattern of results is shown in 

Table 5.3 where response times are given. Figures 5.5a and 5.5b graphically illustrate that 

there is little difference between the face and object images but a larger difference 

between both of these image types and the abstract images. 
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Table 5.2: Correctly selected images for Experiment 1 

Image Type Group Mean 
(number) 

Std. Deviation 
(number) 

N 

Face Session A 4.32 1.383 59 

 Session B 3.82 1.490 57 

 Total 4.08 1.452 116 

Abstract Session A 3.25 1.708 59 

 Session B 2.26 1.609 57 

 Total 2.77 1.726 116 

Object Session A 4.42 1.354 59 

 Session B 3.77 1.536 57 

 Total 4.10 1.477 116 

 

Table 5.3: Response times for each image type for Experiment 1 

Image Type Group Mean 
(msec) 

Std. Deviation 
(msec) 

N 

Face Session A 2606 786 49 

 Session B 3836 2006 44 

 Total 3188 1607 93 

Abstract Session A 3665 1688 49 

 Session B 4791 2814 44 

 Total 4198 2347 93 

Object Session A 2504 1105 49 

 Session B 4071 3224 44 

 Total 3245 2473 93 

 

   

 5.5a 5.5b 

 

Figure 5.5: Estimated Marginal Means of: (a) number of correct selections, (b) 

response times for 3 different image types (face, abstract, object) 
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An analysis of these results was undertaken using a 2 x 3 mixed design ANOVA. Image 

type (face, abstract, object) is the 3-condition within subjects factor, recognition group 

(Session A, Session B) is the 2-condition between subjects factor. 

 

Analysis of correct responses 

There was a significant difference in the accuracy in identifying the image types over 

both sessions (F=56.88, p<0.001). For Session A alone the results are significant 

(F=33.53, Mean Square 44.813, p<0.001, one-way ANOVA related). The pattern is 

mirrored in Session B after four weeks (F=23.33, p<0.001). There is no significant 

difference between the face recognition scores and the object recognition scores. The 

significance lies entirely in the differences between these and the abstract images. 

 

Analysis of response time data 

In all respects the response time data show the same general pattern of differences 

between the image types. There is no significant difference between the object and face 

images in terms of response times either immediately after the learning phase of after four 

weeks. There is a significant difference between the times taken to identify the different 

image types (F=7.69, p<0.001). There is a significant difference between both the object 

and face images and the abstract images (p=0.024 in both cases following pairwise 

comparisons). There is a main effect of image type in Session A (F=15.59, p<0.001). 

 

The raw scores show some degree of ceiling effect with 43 of the 59 scores for the faces 

condition obtaining 5 out of 5 and 48 out of 59 obtaining 5 out of 5 in the objects 

condition in Session A. In the abstract image condition only 19 obtained 5. 

 

In Session B 25 out of 57 managed to recognise all 5 faces correctly and 26 out of 57 

recognised the objects correctly. In the abstract image condition only 6 correctly 

recognised all 5 images. 

 

Discussion 

In terms of the hypotheses, the results show no significant difference in the accuracy of 

recognising faces and objects. For Hypothesis 1 we are therefore obliged to accept the 

null hypothesis. Hypothesis 2 states that the abstract images would suffer the greatest 

disadvantage given the constraints of the experiment. The correct selection results support 
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that hypothesis. Response time results point to the same general conclusion. Indeed, the 

results for faces and objects are remarkably similar and show much the same variability. 

They are also similar in the numbers obtaining the maximum score of 5 correct. The high 

accuracy in the faces and objects conditions suggests that people find these images easy 

to learn and recognise later. 

 

Memory for abstract images deteriorated at a greater rate over four weeks than for the 

other image types. Persistence in memory is important for cognitive authentication 

methods, as a user is expected to remember the authentication code without recourse to 

storing it, for example, by writing it down. Such forms of storage weaken the security of 

cognitive authentication methods, as the authentication codes can be stolen: this is a 

particular vulnerability when codes are used in a non-private environment, such as the 

workplace, where co-workers, contract workers (such as cleaners) or visitors may gain 

access to the code. Storage may also reduce usability in an unforeseen manner: where a 

user places reliance on, say, a written form, the code may not be remembered at all – or 

even committed to memory – and loss of the written form results in a complete inability 

to use the code. 

 

The obvious implication is that faces and objects would be useful as memorable ―what-

you-know‖ authentication methods, due to their learnability and memorability (as 

previously noted, faces are already used in the Passfaces™ system) whereas abstract 

images would not. 

 

3.23.3. Results for Experiment 2 

The two dependent variables – accuracy and response time – were assessed respectively 

by measuring for each condition (the IV – independent variable: image type) the number 

of items correctly recognised and the recognition delay (Session A: 5 minutes; Session B 

did not take place). 

 

Table 5.4 shows the means for accuracy in identifying the images immediately after the 

learning phase. For five exposures 23 participants correctly identified 5 face images, and 

for seven exposures 26 correctly identified 5. For the abstract images, participants found 

it harder to recognise the learned images correctly; for five exposures 18 correctly 

identified five, and for seven exposures 21 correctly identified five. The same pattern of 
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results is shown in Table 5.5 where response times are given. Figures 5.6a and 5.6b 

graphically illustrate that there is a large difference between face images and abstract 

images. 

 

Table 5.4: Correctly selected images for Experiment 2 

Image Type Group Mean 
(number) 

Std. Deviation 
(number) 

N 

Face 5 4.50 1.20 28 

 7 4.79 0.96 28 

Abstract 5 4.04 1.53 28 

 7 4.46 1.10 28 

 

Table 5.5: Response times for each image type for Experiment 2 

Image Type Group Mean 
(msec) 

Std. Deviation 
(msec) 

N 

Face 5 3515 2509 28 

 7 3133 1601 28 

Abstract 5 4435 1697 28 

 7 3990 1517 28 

 

 

 5.6a 5.6b 

 

Figure 5.6: Estimated Marginal Means of: (a) number of correct selections, (b) 

response times for 2 different image types (face, abstract) 

 

Image type: Abstract Face 
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An analysis of these results was undertaken using a 2 x 2 mixed design ANOVA. Image 

type (face, abstract) is the 2-condition within-subjects factor, exposure group (5 or 7 

exposures) is the 2-condition between subjects factor. 

 

Analysis of correct responses 

There was no significant difference in the accuracy in identifying the face and the abstract 

images types over both exposures (F=2.92, p<0.05), notwithstanding testing at a weaker 

significance level (p<0.05) than previously (p<0.001), and the apparent implications of 

the graphical presentation in Figure 5.6a. 

 

Analysis of response time data 

The response time data show the same general pattern of differences between the image 

types. There is a significant difference between the times taken to identify the two image 

types (F=6.30, p<0.05), but the number of exposures is not significant. 

 

Discussion 

The results show no significant difference in the accuracy of recognising faces and 

objects, for exposures of five and seven repetitions. Thus, for Hypothesis 3, the null 

hypothesis must be accepted, that recognition of abstract images compared with faces 

does not improve with more exposure to them. However, response time results point to 

the general conclusion that abstract images take significantly longer to recognise than 

face images, regardless of the number of exposures (at least at five and seven). As in 

Experiment 1, abstract images are shown to suffer a significant disadvantage over face 

images. 

 

Both Experiments 1 and 2 were conducted under conditions which restrict the 

participants‘ exposure time to the images. This is not a natural condition for real-world 

authentication processes, or certainly not those which run over the Web. What these 

experiments strongly suggest is that if abstract images were to be used, the users must be 

given ample time and support to learn them. 
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3.24. Experiment Group 2 – User selection of images 

Experiments 3, 4 and 5 investigated allowing participants to choose to select or reject 

images to discover whether this would result in non-random choices, from which 

attackers could construct a probabilistic attack dictionary. 

3.24.1. Design, participants, materials, apparatus and procedure 

Although the details for design, participants, materials, apparatus and procedure are 

different for Experiments 3, 4 and 5, they are combined here as this provides a better way 

to compare the approaches. The researcher explicitly contends that any of the parts of the 

approaches could be used for each experiment with no significant impact. 

 

Design 

Experiment 3 investigates the possibility that given choice participants might select 

abstract images in a non-random way, as is known for faces. Using an approach similar to 

Experiment 1, participants were permitted to choose their passimages, and it was these 

choices that were of interest. See Appendix K for the intermediate results; instruction and 

consent forms similar to before. 

 

Experiment 4 was to investigate whether the results of Experiment 3 were due to some 

influencing factor. An entirely separate image generation algorithm was used, with a 

different selection technique and different experimental method. Unlike in Experiments 1 

and 2, five images were used instead of nine, based on advice from the Head of 

Psychology that using five images would provide enough information to produce 

reasonable conclusions. See Appendix L for the ethical consent form, data collection 

form, images employed, raw data and intermediate results. 

 

Experiment 5 was conducted to determine if a different type of question would result in 

any tendency for participants to make similar choices. The question used to elicit the 

participants‘ selection of an image used a positively phrased personal question (―Select an 

image to remember‖ in Experiment 3; ―Choose the image you like best‖ in Experiment 

4), whereas in Experiment 5 they were asked a negative for discrimination (―Select the 

three images which least belong to this group‖). See Appendix M for the images 

employed, raw data and intermediate results; consent forms similar to before. 
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Participants 

A different approach to participant selection was taken for these experiments; each group 

was chosen from a different population: for Experiment 3, 55 second year psychology 

undergraduate students recruited as in Experiments 1 and 2 but from different cohorts; for 

Experiment 4, 24 taught Masters students, in the Department of Computing and 

Information Systems, recruited during a lecture; and for Experiment 5, 29 research 

students or post-doctoral researchers, in the Institute for Research in Applicable 

Computing (IRAC), recruited by acquaintance with the researcher. 

 

The rationale for this approach is as follows. The psychology student groups, coming 

from different cohorts, could not be controlled for sex, age, ethnicity, place of origin, 

linguistic background, interests or hobbies, or any other feature. Also, the fact that they 

were psychology students was not expected to have any impact on the results. Moreover, 

as the technique was being tested in the context of an open Web application, no particular 

restriction on participant group membership was relevant. Consequently, as long as the 

groups were mixed for various features, any group would be suitable. Providing thorough 

controls for all these features may turn out to provide further insights, but there were not 

the resources to undertake this in the context of this project. 

 

Other participant circumstances were as for Experiment 1, regarding biographical details, 

prior participation in psychology experiments, familiarity with this type of visual 

password experiment, awareness of visual passwords prior to the experiment, and 

conditions of participation. The exception to this was that most of the participants in 

Experiment 5, as peers of the researcher, were aware of visual passwords prior to the 

experiment, but only one had experience of them. However, it appears unlikely that there 

would be any investigator effect that would affect the results, as the nature of the 

experiment did not ask for intimate personal (data), psychological or social responses. 

 

Material 

For Experiment 3, all images and details concerning the materials are the same as in 

Experiment 1. 

 

For Experiment 4, a different image creation and selection process was used. Twenty sets 

of five images were chosen from images generated by Conrad‘s Abstract Art algorithm; 

see Appendix L, Figures L.3 to L.6. The images were selected from the different types of 
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image produced, making sets containing either a single type or different types. Images 

were chosen in such a way that the researcher could not influence the choices to produce 

sets with particular properties; e.g. given five sets of 100 images each generated from a 

different seed, the first image was chosen from the first set, the second from the second 

set, and so on. No image was used in more than one set, so participants recalling an image 

as having been seen before would be mistaken. 

 

Each set of five was printed in several different, random orders on strips of paper, all 

orientated and cut in the same way. Using paper copies ensured that consistency could be 

achieved when presenting the images to the participants. The researcher knew that the 

environment in which they were to be approached would not make electronic presentation 

easy as: (i) table space for a laptop would likely be unavailable; (ii) consistent lighting 

conditions and angle of screen presentation in this environment could not be assumed; 

(iii) the room in which testing took place had only one computer terminal so other forms 

of electronic presentation would not work (e.g. screen projection for the whole group at 

the same time). 

 

For Experiment 5, the researcher selected twelve abstract images which he believed (this 

being the investigator‘s psychological choice) could be considered similar from the 

abstract image library used for Experiment 1. The twelve images are presented in 

Appendix M, Figure M.1. 

 

Apparatus 

For Experiment 3, the apparatus differed from Experiments 1 and 2. Superlab v.2.01 does 

not permit user selection of displayed images in the way required to conduct this 

experiment. Consequently, this experiment was delivered via a web solution. The 

interface chosen was essentially that which was being developed for the prototype, 

images of which are available in Appendix N. 

 

Two significant changes were made to the design under development for the prototype: 

(i) the enrolment sessions (to select images) were run without the inclusion of the 

additional re-enforcement image (as this was part of the prototype training process), seen 

in Figure N.6; and (ii) an interstitial screen was introduced between the image types, to 

allow the participant to stop before continuing on to the next image type. This provides an 

additional intervening task to that of randomising the order in which the image types are 
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presented, as it contains brief text for the participant to read, and clears the screen of 

images to reduce the likelihood that features of one image type will affect choices of 

another – seeing a face before either an object or an abstract image might influence the 

participant to choose an image with more circular or ovoid content. 

 

A secondary benefit of using a version of the prototype was to discover some 

inconsistencies in vocabulary and layout between screens, and correct these. 

 

Experiment 4 required no further apparatus than the strips of image sets and envelopes to 

keep them together. 

 

For Experiment 5, the images were displayed on the individual participants‘ workstations, 

in their research laboratories around the University of Bedfordshire. These were used 

rather than controlled machines as the participants would not otherwise have taken the 

time to take part; the experiment was designed to take such a short time, that they were 

not anticipated to consider it worth their while attending elsewhere. 

 

Procedure 

For Experiment 3, the participants were asked to use the interface to create an account, 

with their student ID as their username and to select five images of each type as their 

passwords. 

 

In Experiment 4, each participant was offered ten envelopes each with image sets printed 

in different orders, and a data recording sheet, thus allowing participants to work at their 

own speed. The envelopes were shuffled between uses, and the image strips were also 

shuffled. The envelopes were placed on the table so the participant could select from 

them without the researcher unconsciously affecting the order in which they were 

selected; similarly the image strips were not further touched by the researcher. The 

participant was then instructed to select a strip and turn it over; and further instructed to, 

―Pick the image you like most and record the reference details of the image.‖ In practice, 

not all participants correctly completed all image detail records. Additionally, participants 

were asked to record how easy, on a scale of 1 to 3 they found making this decision. The 

intention was to calculate a value indicating how strongly participants made choices, 

particularly to find out if the stereotypical choices were easier. However, this data was 

not used in the end, as the scale of 1 to 3 did not provide sufficient discrimination. 
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For Experiment 5, the experimenter brought the images to the participant‘s machine on a 

flash drive. He asked the participant to turn away from the screen whilst he accessed the 

folder (working in Windows on all machines) containing the images. He displayed the 

folder in the centre of the screen and randomised the order the images were displayed in, 

using either a 3 x 4 or a 4 x 3 layout. The participant was then asked to face the screen 

and, by pointing at them on the screen with a finger, ―Select the three images which least 

belong to this group‖. A few participants asked for clarification, and were asked, ―Which 

three don‘t fit in with the others?‖ 

 

3.24.2. Results for Experiment 3 

The images are presented in Appendix H; raw data and initial calculations are in 

Appendix K. Inspection of the raw data shows that for some sets of abstract images there 

were high numbers of participants who chose the same image, compared to the expected 

number, if choices are genuinely random, of around nine selections of each image. The 

worst case was thirty selections, more than half of the participants. Within both the face 

and object image types, there also appeared some high selections of individual images, 

though not as high as for the abstract images. In all cases, there were some images not 

selected at all. 

 

The chi-squared statistic was chosen to analyse these image selection data, and those in 

related experiments. The images in a set have no continuous or discrete variable 

associable with them; certainly, they were not produced by a means which would 

intentionally give rise to any psychologically meaningful dimension. It is thus not 

meaningful to analyse the results with tools appropriate to such variables. The images 

also have no order; there is no sense in which one image can be described consistently as 

having more of a particular quality than another, without creating ad hoc descriptions 

which only work for one set, particularly as in this first selection experiment the images 

are of different types. Thus, the majority of statistical tools cannot be used with this data. 

The only test that the researcher could find to calculate divergence from a random 

distribution was, thus, the chi-squared statistic. Advice sought from other members of the 

University – the Head of Psychology, the member of the Learning Resources team 

responsible for statistics teaching and a researcher with a background in statistics in the 
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Institute of Research for Applicable Computing – all agreed that this was the only 

appropriate method to use. 

 

The chi-tests and chi-distributions for each set of images were calculated. Surprisingly, 

all the sets showed significance at the p<0.05 significance level. This is not enough 

however to determine what is happening, so the standardised residuals were calculated to 

find which images contribute significantly (if | R | ≥ 2) to these results; see Table 5.6. 

 

Table 5.6: Standardised residuals of frequency of image choice from Face-Object-

Abstract image sets 

Image 
Type 

Image 
Set 

Image Selected 

1 2 3 4 5 6 7 8 9 

Abstract 

1 -2.07 -0.45 1.57 -1.66 -0.04 2.38 -2.47 1.98 0.76 

2 2.79 3.19 -2.07 -2.07 1.17 -0.85 1.17 -0.85 -2.47 

3 -2.07 2.38 -2.47 9.66 -1.26 -2.47 -1.66 -2.47 0.36 

4 -2.07 0.36 -2.07 -0.85 -1.66 -0.45 7.64 -1.26 0.36 

5 -0.04 -2.07 1.17 2.38 -2.07 -2.07 5.62 -2.07 -0.85 

 

Face 

1 -0.85 4.40 -2.07 0.36 1.98 -0.85 -0.85 -2.07 -0.04 

2 1.17 -0.45 1.98 -1.66 -1.26 3.19 -1.26 -0.45 -1.26 

3 -0.85 1.57 -2.07 -1.66 -2.47 6.43 1.57 -1.66 -0.85 

4 -2.07 0.76 0.76 -2.07 -0.85 -1.26 -0.45 -1.66 6.83 

5 -0.85 -0.45 -0.04 1.98 0.36 -2.47 -1.66 -2.47 5.62 

 

Object 

1 2.79 -0.85 -2.07 -0.45 3.19 1.57 -2.07 -0.04 -2.07 

2 4.00 -2.47 -2.47 -1.66 -1.66 3.19 -0.45 3.19 -1.66 

3 0.36 1.98 2.38 -0.85 -0.85 -2.47 4.40 -2.47 -2.47 

4 -0.45 0.36 -0.04 -0.45 -1.66 2.38 -1.26 -0.85 1.98 

5 0.76 -0.04 -0.85 -0.04 0.76 3.19 -0.04 -2.47 -1.26 

(Significant residuals are highlighted.) 

)frequency expected(

)frequency expected()frequency observed(
R  

 

Analysis of responses 

That there are faces chosen more often than others is not surprising, given the work of 

Valentine (1999a; 1999b), amongst others. That there are objects chosen more often than 

others is a new result, but not one pursued further here. What is of interest in this work is 

that abstract images show non-random selection distributions, some being selected and 

others ignored more than expected. 
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Discussion 

If this is a genuine effect, and not some co-incidence in the image selection process, this 

raises a significant threat: the possibility of constructing probabilistic dictionaries to 

attack abstract image groups. Dictionaries which indicate that some images are more 

likely to be selected enable frequency tables to be built; equally that some images are not 

selected at all may significantly reduce the password space even without further 

dictionary building. 

 

3.24.3. Results for Experiment 4 

The images, raw data and initial calculations are presented in Appendix L. 

 

Sixteen of the twenty abstract image sets were found to be of statistical interest by the 

chi-squared test and distribution, standardised residuals were then calculated; significant 

residuals in Table 5.7 are indicated by grey cells. 

 

Table 5.7: Standardised residuals of frequency of image choice from Group A image 

sets 

Set 
Choice 

1 2 3 4 5 

1 -1.21 2.52 -2.14 -0.28 1.12 

2 -0.19 -1.62 2.19 -1.14 0.76 

3 0.19 -1.68 -0.28 2.98 -1.21 

4 -0.28 0.19 -0.28 0.19 0.19 

5 0.55 -0.37 0.55 -0.82 0.09 

6 -2.14 0.65 -0.28 1.12 0.65 

7 0.19 -1.21 -0.28 -1.21 2.52 

8 0.65 -1.68 1.59 1.12 -1.68 

9 1.12 -1.21 -0.75 1.59 -0.75 

10 -0.28 -0.28 -0.28 -0.28 1.12 

11 0.65 -1.68 1.12 0.19 -0.28 

12 -0.82 0.55 -1.28 -2.19 3.74 

13 0.65 -0.28 0.65 0.65 -1.68 

14 -0.67 0.29 -0.19 -0.19 0.76 

15 -0.75 1.12 0.19 -0.75 0.19 

16 -0.19 1.24 -1.14 0.29 -0.19 

17 -1.00 0.00 -0.50 0.50 1.00 

18 2.19 0.76 -0.67 -0.19 -2.10 

19 0.55 -0.37 0.55 0.55 -1.28 

20 -2.14 2.98 -1.68 1.59 -0.75 

(Significant residuals are highlighted.) 
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Analysis of responses 

Of the sixteen image sets which showed significant chi-squared distributions, half (eight) 

showed one (in five sets) or two (in three sets) images which contributed significantly to 

the non-random distribution. 

 

Discussion 

Whether the differences in the number of images contributing to the non-random 

distributions are due to the actual images used in each set or the use of nine images in 

Experiment 3 and five images in Experiment 4 is not clear. This researcher believes that it 

is clear that despite using a group of students with a different academic background at the 

University and a different experimental set-up, it is still possible to discern patterns in the 

selection data. This is not encouraging in terms of allowing users to select their own 

abstract images for authentication. 

 

3.24.4. Results for Experiment 5 

The images, raw results and preliminary analysis tables are presented in Appendix M. 

Table 5.8: Frequency of selection of each image for discarding by order of selection 

and total 

Image 

Frequency 
Order of image 

choice 

number percentage 1 2 3 

B 27 33% 23 3 1 

G 26 32% 4 14 8 

F 19 22%  7 12 

E 4 5%   4 

K 4 5%  3 1 

C 3 3% 1 2  

D 3 3%   3 

I 1 1% 1   

Total 87 100%    

 

Table 5.8 shows that three of the images are discarded in 87% of the selections, and that 

there is a clear hierarchy of selection. After these three, a further five images are included 

in the remaining 13% of discards, which means that four of the twelve images are not 

selected at all by these participants. 
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Table 5.9: Frequency of images selected as a group for discarding 

Image group 
(images 

“names”) 

Frequency 
N (%) 

Order of image choice 

1 2 3 

B, F, G 10 B G F 

 5 B F G 

2 G B F 

Subtotal 17 (59%)    

     

B, G, K 2 B K G 

 1 G K B 

Subtotal 3 (10%)    

     

B, E, G 3 B G E 

 1 G B D 

1 B C G 

Subtotal 5 (17%)    

     

B, D, F 2 B F D 

Subtotal 2 (3%)    

     

C, G, K 1 C G K 

Subtotal 1 (3%)    

     

C, E, I 1 I C E 

Subtotal 1 (3%)    

     

Total 29 (99%) % error due to rounding for 
small N 

 

Table 5.9 shows that one group of three images is selected in 59% (17 of 29) of cases. 

 

Analysis of responses 

As no formal statistical methods are used here, no further analysis is given. Given the 

method of data collection, it did not appear appropriate to apply a formal method. The 

order of selection could be treated as an ordinal variable, as there is no method of 

quantifying the strength of participant attitude to the selections or to the differences 

between them. However, the researcher‘s observation of how the participants made their 

selections suggested that for some of them the order of choice was easy; for some one of 

the choices was easy (first or third), but the other pair of choices (first and second, or 

second and third) was difficult; and for some the choice was not easy at all. There was 

also the possibility that a small number of the participants chose their three discard 
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images without indicating them in order and then indicated them in sequence across the 

display. 

 

Discussion 

The result was unexpected to the researcher, although the image that was chosen most 

often by the participants as the first discard was also the image he would have chosen. 

 

What the experiment does show is that even an unsophisticated attempt to discover a 

―dictionary‖ of frequently selected images can be successful. In this case, the particular 

points of note are that participants showed an obvious (if not significant in the statistical 

sense) agreement over which images did not ―belong‖, both at the level of the individual 

images chosen and the groups of images. 

 

From this it appears that a negatively framed question – to reject images –produces a 

higher degree of agreement than a positively framed, individually pertinent question – 

such as one‘s favourite image. After the event, this is perhaps unsurprising, as the 

participants were being asked to judge perceptual similarity across a group of images. To 

the extent that the participant group‘s experience of abstract images (at a perceptual level 

of colour, texture or geometric properties – see the discussion of Burford, Briggs et al.‘s 

image taxonomy in Section 2.6) can be said to be similar, they may well tend to make 

similar choices, even though their choice of personal favourites might be different. 

 

The lesson this researcher takes from this is that the nature of any hint that is offered to 

the participant regarding image selection may have a strong effect on the outcome of any 

choices. This might form an interesting line of inquiry in itself. If the authentication 

technique under study had involved the user selecting more than one image from the 

same set, where the set is shared by multiple users – as in Déjà Vu (see Section 2.4.5) – 

there may be an avenue of probability dictionary based attack. 

 

3.25. Conclusion 

Asking participants to learn and recall abstract images under controlled time conditions 

clearly disadvantages abstract images over face or object images. This suggests that 

ensuring that users have an appropriate and supportive training environment is necessary 

to overcome these limitations. 
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The new experiments, with what the researcher believes is a new application of the chi-

squared statistic, support the notion of the possibility of building probability dictionaries 

for abstract images. 

 

Methods of guarding against the usefulness of such probabilistic dictionaries are (i) to 

prevent user choice of images, (ii) ensure that image sets are not shared by different users, 

or only to a trivial extent, or (iii) engineer the image sets such that they can be assured of 

immunity against such dictionary attacks. 

 

The third of these options would have taken the research in what the researcher 

considered to be a very different – though interesting and rewarding – direction, away 

from usability issues and towards algorithm engineering. In itself, this will require a 

psychological understanding of what (abstract) image features lead people to find 

perceptual similarity or dissimilarity. A weakness of this approach – in this context – is 

that there are so many ―types‖ of abstract image and so many algorithms to generate them 

that there would be no reasonable guarantee of discovering a useful approach within the 

project timescale. 

 

The second option – to ensure that image sets are not shared by different users – would 

have been a reasonable approach, involving (apparently) relatively little overhead in 

prototype development, beyond larger abstract image sets or more variety between sets 

and methods to select such images during testing to decrease image sharing. However, a 

feature of the research methods used so far has been to use the same images for all 

participants, thus creating some common ground for analysing results. This is useful as it 

allows participants‘ responses to be studied against known similarities in the experimental 

set-ups, rather than introducing further variations. 

 

This researcher thus took the first option to set the prototype development up with the 

same images used by all participants. 
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CHAPTER 6: PASSPIX – A NEW AUTHENTICATION TOOL 

 

6.1. Introduction 

This chapter focuses on the design, implementation and evaluation of the prototype 

authentication interface, ―PassPix‖. 

 

Images used in PassPix are reproduced at reduced size in Appendix 1 and at full size in 

Appendix O, as described in the text. Appendix N contains example screen shots of every 

page forming part of the user interface; only the most important ones are presented here. 

(Appendix 1 is in this volume, all others are on the accompanying CD.) 

 

Section 6.2 deals with specific aspects of the design, providing rationales and details, and 

where appropriate an indication of expected outcomes. Taking part in an authentication 

process is not the primary purpose of a visitor to a website. So, actions involved in the 

authentication process should enable the user to gain quick access (relative to the required 

security level) to the site; those that hinder should be designed out of the process. Design 

considerations that were not incorporated into the prototype are discussed as they arise. 

The reasons for excluding features are as much a part of the design process as the reasons 

for including features. 

 

Three aspects of the usability of the prototype are investigated: efficiency and 

effectiveness (Section 6.3) by quantitative study, recording and analysing the behaviour 

of test participants for dimensions such as length of time to complete tasks and accuracy 

of task completion; and satisfaction and acceptability (Section 6.4) by asking participants 

about their qualitative experience, and how what works for them can be maintained or 

how what does not work for them can be improved. 

 

Those aspects which are not measured are: special requirements – as the prototype was 

designed for operation under a wide variety of conditions with little training; inclusivity – 

as the technique is known to raise an immediate issue for some forms of visual 

impairment (particularly blindness); and economy of mechanism – the prototype was 

designed to keep navigation steps to a minimum and provide explicit help only during the 



Chapter 6: PassPix – A New Authentication Tool 

  147 

process, although indirectly some participants‘ provided views in their opportunities for 

additional comments. 

 

A simulated phishing attack is presented in Section 6.5, using the test participants‘ own 

descriptions of their images from the participant evaluation questionnaire. Issues of 

design for small factor devices and security against shoulder surfing attacks by mobile 

phones are addressed in Section 6.6. 

 

6.2. Design and implementation 

Features of the technique 

The images used are abstract, selected from Bauer (1998a) and Conrad (n.d.), but without 

mixing between sources. The images are presented to the user in 5 sets of 9 images 

arranged in a 3x3 grid. 

 

The combination of number of image sets (depth) and images per set (breadth) is based 

on two practical and two usability design issues. For practicality, firstly, that the layout of 

the images is presented in a way which can be displayed with little or no scrolling on 

devices with different form factors, whether on a PC monitor or a significantly much 

smaller PDA, iPhone or similar screen; and secondly, that the images could be associated 

with numeric keypads (digits 1 to 9). For usability, the two issues are firstly the number 

of images per set which must be searched to find the user‘s target image; and secondly 

the number of target images which must be recognised, where the cost to the user is in 

terms both of committing each additional target image to memory and of spending extra 

time selecting an additional image from an additional set. 

 

For security, the position of the images in the grid is randomised with every presentation, 

preventing a user from memorising the password either as a conversion to keypad digits 

or as a pattern of positions. This is consistent with other designs, including PassFaces. 

Given the results presented in Chapter 5 regarding non-randomness when participants 

selected their own images, this implementation employs random, system selected images 

to build the passimage set. This is consistent with other designs, including PassFaces. 

 

The images in each set were selected by the researcher by hand. Manual selection was 

adopted to ensure that the selection criteria were adhered to from a psychological point of 
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view, at least the researcher‘s. Without an understanding of the cognitive processes that 

determine whether the criteria have been met, employing an algorithm to make the 

selections would have carried an extra bias resting on the correctness of the algorithms. 

The images criteria are given in quotation marks as they are supplied by the researcher 

and depend on agreement between people, not a computer-generated algorithmic 

description. 

 

An example of each image set is shown in Figure 6.1. The complete image sets at full size 

are presented in Appendix O. The image type descriptions and sources are presented in 

Table 6.1 to accompany Figure 6.1. The selection criteria and generation of images 

follow. 

 

 
 a b c d e 

Figure 6.1: PassPix image types 

Table 6.1: PassPix image type description and source 

Image type Image type description Source 

a concentric circles centred within image, the majority of the 
image being in shades of red 

Conrad 

b blue patterns Bauer 

c rays radiating from image centre Conrad 

d multicolour patterns with implicit diagonals Bauer 

e multicolour foci patterns extended around the image centre Conrad 

 

Set 1 (Appendix O, Figure O.1) contains ―concentric circles centred within image, the 

majority of the image being in shades of red‖ (compare Figure 6.1a) generated from 

Conrad‘s algorithm. Insufficient examples were available amongst the images already 

generated, so the following method was employed. A number of random strings were 

generated using the String Generator at Random.org (http://www.random.org/strings/) – 

which employs atmospheric noise to provide randomness – with the following generation 

features: string length = 10; permitted characters = 0-9, A-Z, a-z; unique strings required. 

(Initially ten strings were generated, but this proved insufficient, so a further seven were 

added.) The strings were input into Conrad‘s algorithm and one hundred output images 
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per string stored. The sets of one hundred images were scanned manually in order of 

creation and any images meeting the criterion extracted. This was repeated until 9 images 

were obtained. In fact, the last image was found in the thirteenth set. Choosing images 

meeting the criterion was actually harder than anticipated. Fewer ―red‖ images were 

encountered than expected, and the researcher must acknowledge that some of the chosen 

nine are more orange or pink. The image set does however contain some interesting 

matches, which the researcher believed might have an effect on memorability (evaluated 

in Sections 6.3 and 6.4). The researcher‘s descriptions of the matches are three images 

which have ―large black circles‖ and two which have ―implicit black circles crossing the 

corners‖. 

 

Set 2 (Appendix O, Figure O.2) contains ―blue patterns‖ (compare Figure 6.1b) generated 

from Bauer‘s algorithm. The images were selected from amongst 274 images collected 

from Bauer‘s site (http://www.random-art.org/). The patterns selected could contain 

primarily any shade of blue and areas of white, with areas of near-blue permitted if there 

were insufficient matches available. Two images contain a trace of green. A different pair 

contains a pattern similar under one description – ―rays radiating from a point off-centre‖ 

– but in markedly different shades of blue, especially compared to the range of blues in 

the set as a whole. 

 

Set 3 (Appendix O, Figure O.3) were obtained by selection from images generated by 

Conrad‘s algorithm. The primary image selection criterion was ―rays radiating from 

image centre‖ (compare Figure 6.1c). The secondary selection criterion was to split the 

nine images into three groups of three, each group with a different palette. The original 

objective of this subdivision was to see if users who made mistakes in selecting their 

image were inclined to make incorrect selections based on colour. However, not enough 

data was generated for this researcher to place any confidence in conducting an analysis. 

 

Set 4 (Appendix O, Figure O.4) contains images with ―multicolour patterns with implicit 

diagonals‖ (compare Figure 6.1d). The diagonals are here called implicit as they are 

edges created by changes in colour, rather than explicit diagonal lines. These images were 

used in Experiment 5. The objective here was to investigate whether prior exposure to the 

images would be recognised by participants (evaluated in Section 6.4). 
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Set 5 (Appendix O, Figure O.5) contains images with ―multicolour foci patterns extended 

around the image centre‖ (compare Figure 6.1e). These were selected from nine different 

libraries generated by Conrad‘s algorithm. They were chosen from different points in the 

generated image sequence to ensure that none used the same palette, but all chosen were 

retained even if the researcher saw they might be connected to prevent any bias in favour 

or against any image. The researcher does not consider the description given here to be 

particularly ―user-friendly‖, and is intended as a working description. 

 

Features of the application 

The technology combination chosen was a PHP-implemented website, communicating 

with a MySQL database, serving HTML pages. 

 

An authentication application could be implemented using a variety of technologies, for 

example: Java application, JavaScript applet, Flash application, AJAX application or an 

(X)HTML web page application. For instance, PassFaces Corporation implement the 

PassFaces™ authentication application using Java. 

 

An early attempt at implementing a test application used Java. This raised a number of 

issues both for the test application and any possible real-world implementation. The 

application was intended to run as a stand-alone, allowing it to be used on any Windows 

machine, partly to ensure that the interface layout could be tightly controlled and partly to 

avoid the need to rely on University servers during test periods, as there had been several 

outages for different infrastructure reasons. The need for code to run anywhere brought to 

the fore the difficulty for the researcher to code expertly enough to run identically on 

machines with different Java installations and user settings, but ultimately even the 

availability of Java was an assumption. 

 

Considering the requirements of the application – first and foremost to discover the 

usability and security of abstract images as an authentication technique, particularly under 

circumstances of high ecological validity (in psychology, similarity to real experience) – 

the researcher decided that any application above the complexity of a web application 

serving web pages to the user would limit the participants to a laboratory setting, where 

issues of standardisation could be tightly controlled. Additionally, without having a 

particular context of use – authentication for website entry, integration into a desktop 

application, machine boot authentication, or special device display (e.g. a single-function 
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door keypad) – the extra features and complexity of Rich Internet Applications or desktop 

applications would not be justified. 

 

The allowance for high ecological validity in selecting the implementation technologies 

had an unexpected – but beneficial – effect: the web pages were viewable on a 3G 

iPhone, which does not support Java. 

 

With the increasing use of mobile technologies for web browsing, designers of 

authentication applications which are intended for web use should determine whether the 

application will run on different devices, or whether users should be expected to 

authenticate themselves in different ways on different devices. 

 

Design for usability 

Several standard usability / accessibility considerations were taken into account during 

the interface design. This researcher‘s experience of these issues stems from designing 

websites with accessibility compliance requirements for people with physical and 

cognitive disabilities, using the World Wide Web Consortium‘s (W3C) Web Content 

Accessibility Guidelines (WCAG) (W3C, 2005), part of the W3C‘s Web Accessibility 

Initiative (WAI), which also covers accessible application design. Design issues are 

covered at length in (Norrington, 2004). 

 

1. Visual content should be appropriate to the function of the page. 

Visual content was kept to a minimum, using consistently structured content, presented 

with no extraneous design elements. 

 

Firstly, as the function of the training and sign-in pages is to ensure that a user correctly 

learns and recognises their passimages, other visual elements may act as a distraction or 

even cause confusion between those elements and the passimages. Secondly, in the event 

that PassPix is being used over a slow or limited bandwidth connection, the fewer non-

essential items required for download, the faster and less costly the process will be. 

 

In the event that PassPix is implemented in a website (or other environment) that uses 

other visual content, it would ideally be tested to ensure that the other content does not 

interfere with the usability of PassPix. In terms of testing at this stage, it would create too 

many variables to test – background colour; type / number / position / colour of other 



Chapter 6: PassPix – A New Authentication Tool 

  152 

graphical elements; animation of graphical elements – before the fundamental feasibility 

of PassPix has been assessed. 

 

2. Text content should be appropriate to the function of the page. 

Instructions and commentary were kept to a minimum, using a small, readily accessible 

vocabulary, short sentences with simple grammatical structure, and consistency in 

phrasing. 

 

Firstly, despite the educational level of the test group, the group consisted largely of non-

native speakers of English (of differing linguistic background and competence, though 

not formally assessed by the researcher), so it was important to ensure that the 

opportunities for misunderstanding were kept to a minimum. Secondly, almost all of the 

participants had no experience of a technique like this, so again simple descriptions and 

instructions were more appropriate. Thirdly, if PassPix were encountered by someone 

using a screen reader, they would encounter minimal spoken instructions and 

commentary, requiring less effort to process and less time before continuing with the 

authentication process. Fourthly, if PassPix were tested by user groups – or indeed rolled 

out to users – with a different demographic, using simple text places the minimum of 

expectations on user attributes, and would make the text easier to translate if required. 

Fifthly, it is useful to consider whether PassPix would be useable by those who for some 

reason cannot read the instructions at all, e.g. because they do not read the language of 

instruction. This allows for someone to access a ―foreign‖ site or service for parts of its 

content, even though the outside of the site or service is not aimed at non-native speakers. 

 

3. Limited scrolling of content should be required. 

Horizontal scrolling is not normal practice for websites, and the design should avoid this 

unless there is some significant need for it. Horizontal scrolling could occur if the number 

of images chosen for horizontal display in a single set was large enough or the width of 

the images were sufficiently great, for some horizontal screen resolution. This 

implementation of the authentication process does not have a rationale which supports 

horizontal scrolling as an intentional feature. The minimum design width is dictated by 

the pixel width of the images, plus allowance for any content beside the image grid. 

 

Vertical scrolling occurs due to long page content relative to the size of the browser 

window and the vertical screen resolution. These are controlled by the user‘s 
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environment. The minimum design height is dictated by the pixel height of the images, 

plus allowance for instructional text above the image grid. To take account of this, the 

first screen contains the wording, ―You will find this easier if the browser is open full 

screen‖. Further iterations of PassPix should consider scrolling issues again, particularly 

regarding combinations of image dimensions and screen resolution. 

 

4. Layout should be controlled by Cascading Stylesheets. 

Using Cascading Stylesheets (CSS) confers benefits to the designer who can change 

aspects of web page layout simply by changing one set of style instructions. CSS also 

confers a benefit to some user groups. For example, some users find white backgrounds 

cause them eye-strain, while others find particular combinations of text and background 

more readable than others. Implementing design through CSS allows users to change 

pages to meet their needs, or in other technologies should consider allowing 

personalisation. These user groups should also be tested, but this raises similar testing 

complexities to those under Point 1. 

 

5. Design should be tested in different browsers and environments. 

The design was tested in Internet Explorer 6.0, Internet Explorer 7.0 and Mozilla Firefox 

2.0. No significant, or appreciable, differences were discovered by the researcher. 

 

For a web-based deployment there is a need for the designers and owners of a website to 

determine what audience they are creating the site for, and consequently what range of 

browser-hardware combinations the site should be designed around. In this regard, an 

aspect which was not considered before deployment of the test prototype was the effect 

that browsing on devices with small form factor would have on the display. 

 

Design for security 

If this particular form of design is implemented, there are many issues for secure web 

page application which should be taken into account. The researcher‘s experience of these 

issues is based partly on their appearance in a number of design guides, but particularly 

on participation in a security course on Ethical Hacking 
12

. The following issues are an 

illustrative rather than comprehensive, as this is beyond the scope of this work. 

                                                 

12
 7Safe Training Courses (http://7safe.com/training.htm): 
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1. An authentication application (i.e. a sign-in process) should take place over a secure 

HTTP connection, i.e. Hypertext Transfer Protocol over Secure Socket Layer 

(HTTPS), which uses port 433 rather than HTTP‘s typical port 80. This ensures at 

least some protection from eavesdropping attacks (passively listening to traffic) and 

man-in-the-middle attacks (an attacker inserts themselves into the communication 

chain, masquerading as the client to the server and the server to the client).  

 

2. Data entry boxes (username, etc.) should be checked server-side to prevent malicious 

code (even if unintentionally entered) from being passed through the server-side of 

the application, for example, SQL-injection by entering (without the double quotes) 

"myname' OR '1'='1", which on being passed into an SQL database query, such as 

the following, will cause problems: 

SELECT UserList.Username 

FROM UserList 

WHERE UserList.Username = 'myname' OR '1'='1' 

The supposed ―username‖ would be evaluated as TRUE, allowing access to multiple 

username records. 

 

Validation of the username should not rest on client-side tests. Also, tests should 

focus on excluding anything that is not permitted, rather than allowing anything 

which is not forbidden. 

 

3. Similarly, the two error conditions – existing username in new username input box 

and non-existing username in sign-in input box – return standard text responses, 

rather than allowing the return of a bad username which actually contains HTML 

<SCRIPT> code. 

 

4. Individual web pages should be set to time out if pages are requested with delays 

between them, where the delay has been decided on a policy level to be too long. This 

prevents attackers from gaining entry to a partially completed authentication process. 

If this is implemented, the user must be warned before starting the authentication 

process that they will be timed out and the period of permitted time. 

 

                                                                                                                                      

   Certified Security Testing Associate (CSTA) Ethical Hacking: Hands-On (14-16/05/07) 

   Certified Security Testing Professional (CSTP) Ethical Hacking: Hands On 2 (17-18/05/07) 
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Requests for old pages should be denied as timed out. This prevents an attacker from 

stepping back through a user‘s page history. However, removing the pages from the 

browser cache is required to strengthen this. 

 

5. Cookies should be avoided for storing authentication information. Cookies can be 

stolen by Cross-Site Scripting (XSS) for information use by an attacker. 

 

6. Image names should be randomised before transmission to the client. If the file names 

of the correct images are what is returned to the server, name randomisation prevents 

a reply attack, where at a future time the attacker can reuse the file names of the 

authenticating images (without even knowing what the images are). Also, the names 

should be sufficiently complex that they cannot be guessed by an attacker (automated 

or not), e.g. if the file names ‗1‘, ‗2‘, …, ‗9‘ are used for all the sets, an attacker could 

try these without having to collect and inspect the names. If the file names are 

generated non-sequentially from a larger range – say, ‗M6DQ9L‘, TYBP0A‘ – the 

attacker is forced to gather more information. 

 

7. Image names, or whatever information is sent back to the server, should be checked 

for code injection (cf. Point 2.) The character set the names can be built from should 

be restricted to keep the possible attacks to a minimum. 

 

Designing secure applications with any technology is a significant undertaking. These 

points represent only the external threats to an application. 

 

An additional problem is the infection of a target computer by malware such as 

screenshot recorders (screen scrapers), which can record what is visible on screen. 

Combined with a mouse logger, it is possible to log both where a mouse click occurred 

and what was there on screen. This attack may prove difficult to defeat if it becomes 

widespread. At this point, this researcher is not aware of published literature on the 

success of screen recording and mouse logging attacks. 

 

Prototype authentication process flow – top level 

Figure 6.2 presents an outline of the logical flow of decisions and processes for the 

prototype application. The design and rationale of the processes follow thereafter. 

(Standard flowchart symbols are used, see Appendix P.) 
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Figure 6.2: PassPix application top level process flowchart 

 

The four major sub-processes are presented in larger, detailed flowcharts at the end of this 

section for convenience: sign-in (Figure 6.8), create account (Figure 6.10), lost password 

(Figure 6.12), and compromised password (Figure 6.13). Sign-in and create account have 

sub-processes for recognition and training rounds, expanded in separate flowcharts 

(Figures 6.9 and 6.11 respectively). The flowcharts presented are one version of what is 

possible. Other versions may have better or worse security and usability, depending on 

the context of use. 

 

Enrolment–Sign-in decision screen 

A standard way of indicating to a website visitor where to sign-in is shown in Figure 6.3, 

the website homepage of the British Computer Society (BCS) (http://www.bcs.org), 

where the circle has been added by the researcher to mark the link to the sign-in page. 

The BCS link on the BCS site leads to a secure web page where the visitor may sign-in, 

request a password reminder or register for an account. An alternative to this is to put the 

sign-in web form on the front page itself, as shown in Figure 6.4, the homepage for 

Google Mail (http://gmail.com/), with account registration handled on a separate page, 

and password reminders handled on a third page. 
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As the PassPix prototype is not embedded in an active website, the sign-in and 

registration options were combined into a single page, see Figure 6.5, on the grounds that 

the fewer pages the test participants were required to engage with, the more likely they 

were to complete the process to their satisfaction. 

 
Figure 6.3: British Computer Society website homepage (screen shot of 

http://www.bcs.org) 

 
Figure 6.4: Google Mail website homepage (screen shot of http://gmail.com/) 

 
Figure 6.5: PassPix Account creation and sign-in screen 
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The ―New user?‖ option was placed at the same level as the ―Existing user?‖ option so 

that users would not have to scroll to find the account creation area. The ―Existing user?‖ 

option was placed on the left-hand side as all visits, except the initial one, to the test site 

would be for sign-in not registration and English is read left-to-right. 

 

Regardless of the pages on which sign-in and registration processes commence, or their 

positions when on the same page, the data processing must handle two error conditions: 

(1) a new user inputs a desired and unused username into the existing user process, or (2) 

an existing user inputs their username into the new user process. Both of these are 

handled with error messages and a link back to the decision page. 

 

An alternative design would be to reissue the decision page with an additional and 

relevant error message plus instruction. The distinction is not considered important here, 

beyond ensuring that the participants are made aware of exactly what problem they have 

encountered. 

 

A third error condition occurs when (3) a new user inputs a desired username into the 

sign-in process and this name already exists. At this point the user would be presented 

with the first set of passimages associated with that username. This was not considered 

important in this instance, as the test group consisted of experienced web users, indeed 

supported by the data. 

 

In a live deployment, error (1) should be trapped anyway as an unknown username and 

error (2) should be trapped as an unavailable new username. Error (3) can occur anyway 

with techniques such as this, where a username and password are not entered at the same 

time. The implementation relies on the new user recognising that they have attempted to 

sign-in instead of creating an account. This indicates that the better solution is to put the 

account creation process in a new page. 

 

Enrolment and training process 

The overarching design principles for the enrolment and training process were positive 

reinforcement and user control. 
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If the username selected by the user does not exist, the system selects random images to 

build the user‘s passimage set. The system records the username and the image references 

(in this instance the images‘ file names). 

 

In some organisations, account creation may be automated for some user groups. Users 

may then be recommended to sign-in to their account to change the default password as 

soon as possible. If image passwords are used for such situations, a temporary password, 

perhaps most conveniently a text-based one, could be issued, allowing the user to train on 

their image-based password at first sign-in. 

 

To reinforce the passimages they were presented to the user as a set (of five) when first 

generated and again at the end of every training round, whether or not it was successful. 

If the user did not successfully select one or more images during a training round, the user 

was told how many images they had correctly chosen, but the mistakes were not 

displayed. This was to avoid negative reinforcement where the user learns to recognise 

the mistakes, possibly creating interference with learning the correct images. Although 

the possibility of interference could be tested, this appears a priori irrelevant to good 

design. For each image set, the user was presented with a training page, as in Figure 6.6. 

 

The user‘s attention should be drawn to their passimage in this set as it is (i) presented on 

its own, (ii) accompanied with the instruction (rather than the instruction being placed at 

some distance from the image), and (iii) highlighted additional colour. Again, although 

these options could be tested in isolation and combination, the use of all of these together 

appears a priori a stronger design. 

 

From the security point of view, the training process is vulnerable to observation attacks 

(shoulder-surfing). An undesired viewer may directly observe or record the training 

phase. However, this may be reduced by making the images smaller. 

 

To allow and encourage user control of the training process, the user is permitted to 

continue with training rounds as often as desired. Additionally, given the problems that 

participants in earlier experiments had recognising abstract images under tightly 

controlled conditions, even after only a short delay from the training session, no time 

limits were placed on the availability of training pages. 
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Figure 6.6: PassPix training screen for an example image set 

 

The training process captures several items of data: the start time of each training round; 

the image selected from each passimage set; and the times at which each of these images 

are selected. These data items are of interest firstly for examining participants‘ behaviour 

during the test, and secondly as items which an activity log could contain to monitor or 

indicate possible problems with image sets. 

 

Within the context of the test, at the end of the training round(s) the participant is asked to 

sign-in. This ensures that the participant has had (at least) one attempt at the sign-in 

process without the support of the training features. 

 

Sign-in process 

The sign-in process was designed in parallel with the training process, so the interface 

differs only in relevant details, without the training reinforcement aspects, and replacing 

mentions of ‗training‘ with ‗sign-in‘. 

 

The sign-in process captures several items of data: the start time of each sign-in round; 

the image selected from each passimage set; and the times at which each image is 
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selected. This data is of interest firstly for examining participants‘ behaviour during the 

test, and secondly as an activity log could contain to monitor for suspicious behaviour in 

a real-life application. For example, repeated sign-in attempts with changes to the images 

selected or sign-ins which occur faster than a human could physically manage might 

suggest a hacking attack. 

 

A point of consistency was missed during design of these pages: throughout the 

application ‗sign-in‘ was used, except on these pages where ‗login‘ was used instead. 

There were no participant comments on this. Strictly it would not be correct to assume 

that there was no effect. However, pragmatically, the very set-up and explanation of the 

test make it seem unlikely that was any effect. Nevertheless, in a real application 

consistency should be maintained, especially to ensure that anyone who cannot adapt 

fluidly to changes in presentation and meaning is not prevented from using the 

application. 

 

 
Figure 6.7: PassPix sign-in screen for an example image set 

 



Chapter 6: PassPix – A New Authentication Tool 

  162 

Recovery–Reset process 

The issue for users of recovering forgotten or resetting compromised passwords is 

significant; as pointed out elsewhere, it is a source of potentially serious hidden costs to 

an organisation. 

 

A compromised password should always be replaced, involving an account reset, which 

necessarily means that a user will have to be provided with a new one. In systems where 

users may select their own images (not the case explored here), they may be able to 

exchange the reset passimages for their original ones. This is completely undesirable, as it 

brings the compromised passimages back. Compromised passwords should not be 

permitted for reuse on an account. The procedure for resetting compromised passwords is 

a matter for organisational policy. Particularly, the policy will require one or more 

pathways to allow the organisation to satisfy itself that the user is claiming access to an 

account to which they have a right of access and some level of authorisation. Such resets 

may well be outside the normal authentication channels, requiring direct personal contact 

between user and relevant security personnel, telephone or postal mail contact. In the 

banking world (e.g. NatWest), bank security does not consider email to be a secure 

channel, due to the phishing risks. Other organisations may consider email acceptable, if 

they can satisfy themselves that the email account used is secure. 

 

The situation for forgotten passwords depends on organisational policy. Some might 

insist that a new password be issued (reset), with no option to recreate a prior password. 

Others may allow the user to be given some route for recovering their password without 

replacement. This might involve a temporary reset (from the systems administration 

point-of-view), after which the user can recreate their prior password to replace the 

temporary one, or issuing a temporary additional password. The approaches to this are 

discussed here, before choosing an appropriate approach for this application. 

 

All approaches require a secure channel, if the password is not to be vulnerable to 

interception. In a web-based environment this may be handled by automated systems. In 

environments where organisational policy (or just practice in those that have not 

formulated policy) requires that a user must report through a helpdesk, the situation may 

become more complex. This is particularly the case if the helpdesk sends information via 

email and it is the password to the email application which has been lost. Where only an 

automated system exists, with no possible manual intervention, an inaccessible alternative 
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channel may turn the situation of a forgotten password into an inaccessible application, 

requiring a new account. Secure-channel communication may be by email, letter, 

telephone, message by mobile or otherwise, depending on the needs of the organisation 

and users, and the type of cognitive authentication technique. (It is unlikely that 

describing image passwords over the phone would be desirable in any case.) 

 

1. Reset – A new, replacement password is issued. In each case below, the user must 

spend time learning the new passimages. This should be considered unavoidable for 

compromised passwords,. This may be implemented as: 

a. images are drawn from the user‘s prior image sets. This raises the possibility 

that a user will confuse images that were previously distractors with those that 

are now passimages, causing problems with the immediate task of learning the 

new images and leading to later interference as the old password is not truly 

erased from memory. 

b. images are drawn from new image sets. Possible confusion or interference with 

the previous passimages, or even with the distractor images, may arise, but this 

depends on the similarity to the user of the new images with the old. 

2. Recovery – The existing password is reissued directly. The user does not have to 

learn a new password. This may be implemented as: 

a. a communication containing the images. On security grounds, this is no worse 

than emailing text passwords. However, just as with text passwords, if the user 

does not permanently destroy the email, this leaves a record which others might 

be able to view. 

b. a communication link to a time-limited (time-to-live) webpage containing the 

images. If the page is not time-limited, it may be accessible to others, on 

gaining access to the alerting email for example. If care is not taken with this 

set-up, the image sets themselves may be compromised (if the sets are finite), or 

a wider understanding of the image type may be gained (if the sets are infinite 

in possible content), as attacks on multiple links can be performed to access 

images no matter who they belong to. The researcher has not come across this 

option in theory or practice. 

 

3. Recovery – The existing password is reissued indirectly: a temporary password is 

issued to the user to allow them to re-enter the account. Temporary passwords should 

have limited use or time-to-live, to avoid misuse by others. Additional (re-)training 
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with the password may be offered. The original passimages are now available for 

continued use. (For traditional text passwords this allows the user to create a user-

friendly new password even after being given a forcedly random one by a helpdesk.) 

This may be implemented as: 

a. a text password. The user could then cut-and-paste it (or otherwise transfer it) 

into the authentication application. The temporary password should have a 

limited number of uses (one-time only is strongest) and/or a time-to-live, to 

ensure that it is less vulnerable to misuse. 

b. a set of unrelated passimages. The user would select from a special reset 

account page containing a bigger range of unrelated images. The reasons for 

limiting the reset page to ‗unrelated‘ images is that they should not give 

occasion for interference with the existing images. The researcher has not come 

across this option in theory or practice. 

c. a set of text descriptions of unrelated passimages (e.g. "teapot", "red triangle 

with a broken side"). This would force an attacker to intercept and read reset 

emails manually, unless they can automate the process. The drawback is that 

this creates a need to provide descriptions of images, which becomes highly 

impractical with an increasing number of temporary images. It also assumes that 

the images are readily describable – which may not be the case for abstract 

images in general – and that the descriptions will be understood by any user 

regardless of their understanding of the language of description. 

 

Within the context of this as a usability study, reset is not required, as there was no 

(meaningful) risk of any user account being compromised or a passimage set being 

changed. 

 

Two situations for recovery were considered. Firstly, the user may forget their username. 

To avoid this, the participants were provided with a guideline on how to build their 

username from their own name. The researcher decided that participants would be told 

that they would not be helped to recover usernames. In fact beyond the first few days, 

they would have been helped to ensure that they completed enough sign-in days. 

However, these initial instructions were given to create a more realistic feel for the test. 

 

Secondly, the user may forget their password. Setting up a thorough password recovery 

procedure was deemed by the researcher to be too onerous for the participants, who were 
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being asked to sign-in frequently for no reward. Consequently, the process adopted was to 

provide the participants with the option to train on their passimages in the event that they 

failed to sign-in correctly. They could alternatively try to sign-in again without further 

training, given the option to do so if they felt they had just made a mistake. (See Figure 

N.10) 

 

 

Figure 6.8: PassPix application sign-in process flowchart 

(passimage recognition, see Figure 6.9; passimage training, see Figure 6.11) 
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Figure 6.9: PassPix application sign-in recognition sub-process flowchart 
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Figure 6.10: PassPix application create account process flowchart 

(passimage training, see Figure 6.11) 
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Figure 6.11: PassPix application training recognition sub-process flowchart 
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Figure 6.12: PassPix application lost password process flowchart 

(passimage training, see Figure 6.11) 
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Figure 6.13: PassPix application compromised password process flowchart 

 

6.3. Participant behaviour analysis 

The authentication process design was implemented to gather data on test participants‘ 

interactions with the system: training undertaken, sign-in attempts, images actually 

chosen and timings for the making of these choices. Information and ethical consent 

forms used for the combined participant behaviour and evaluation analysis are provided 

in Appendix Q. Screenshots of all representative web pages are presented in Appendix N. 

Data for the participant behaviour analysis is presented in Appendix R. 

 

Design 

Given the poor comparative results for abstract images compared to faces and objects 

conducted previously, the purpose of the prototype test from a behavioural perspective is 

to ascertain how the PassPix abstract image implementation performs relative to (i) 

PassFaces™, the principal authentication technique deployed in online contexts with a 

similar set-up, and (ii) text-based passwords, with their known issues. 
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Participants 

A total of 29 participants completed the test; only their results are included here. One 

participant who started and pulled out after one day and two who joined in the final week 

out of curiosity have been removed from the results. 

 

The participants were an opportunistic sample of doctoral students, post-doctoral 

researchers, masters students and people who have several years‘ work experience. The 

participants were all known to the researcher, with varying degrees of acquaintance. The 

group was chosen in this way as committed participants were required: e.g. no positive 

motivator was available – such as payment or goal achievement or access to a resource or 

a course module – and no negative motivator would have been ethical. 

 

Biographical details were not recorded for the purpose of hypothesis testing, only noted 

to provide a demographic description for the group, which was of mixed genders and 

ethnic groups (and cultural origins), aged between 21 and 51 years old. Controlling 

properly for these attributes would have required significantly larger samples. None of the 

participants provided personal information indicating that the group had a noteworthy 

composition with regard to physical, cognitive or learning disabilities. 

 

Only one of the participants had had direct experience of visual passwords; the others 

were only peripherally aware of this research, but not the details which underlie the 

experiment. Some of the participants were deliberately chosen because despite their lack 

of knowledge of visual authentication techniques, they would bring a critical appreciation 

based on other expert knowledge, such as experience of security issues in implementing 

websites, employment in a usability consultancy, or experience of confidential data 

management. 

 

Materials 

The five sets of nine images are presented in Appendix O. The process of the selection of 

the images is described in full in Section 6.2. An example of each image is presented in 

Figure 6.1, with image type descriptions in Table 6.1. 
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Apparatus 

Participants used the machines and browsers that they were accustomed to using at work 

or elsewhere. The evaluation questionnaire asked for information on the participants‘ 

individual set-up combinations (see Question 3) to investigate any effects that variation in 

these might have. As the test prototype was designed for considerable platform-

independence, being delivered as web pages, no hypotheses were formed concerning 

apparatus. 

 

Procedure 

On their first visit to the test website, participants were requested to create a username. A 

username not already recorded was accepted to create an account, and a set of passimages 

assigned at random to the participant. An already existing username was handled by an 

error trap. However the guideline for username creation (―use your name: initial + 

surname‖), if followed would have ensured that no duplicates were created. 

 

The user was then presented with training rounds, to complete at their own speed. At the 

end of each training round, participants could opt to continue training or sign-in. The 

training process was designed to look and behave identically to the sign-in process, 

except with additional visual reinforcement cues. On signing-in successfully, a 

participant‘s interaction with the system ended for that day. If sign-in was unsuccessful, 

the participant was offered options to either retrain – re-entering the training cycle – or 

attempt to sign-in again, with no further help. 

 

Participants were asked to attempt the sign-in process once every working day after their 

first day (i.e. Monday to Friday), if possible, at any convenient time, over four weeks. 

Many participants were concerned before agreeing to take part that they would not be 

available each day, because they would forget or due to other commitments, in one case 

for a couple of weeks without Internet access. Participants were reassured that this would 

not be a problem. From an experimental point of view, the researcher believed this 

provides robust results, as it removes stress from the participants regarding taking part, 

supports their commitment, and creates good ecological validity. 

 

Regarding forgetting, after the first week the researcher started sending out reminder 

emails to all participants containing the test site link and a ―bonus‖: information or 

website links that might be of interest to the participants. Some of these drew comments 
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which indicated that they did work for some participants. Others later reported outside of 

the evaluation that they never read the emails. However, as neither the reminders nor the 

―bonuses‖ were objects of study, no hypotheses about them have been created, although 

they clearly served some function in maintaining interest and commitment for some 

participants. 

 

For each training and sign-in round, several data items were collected: (i) the time that the 

round started – from activating the link to train or sign-in; (ii) the time that a training or 

sign-in image was selected; (iii) the image selected. Times were collected in date-hour-

minute-second format, which ensured that, if needed, an individual participant‘s results 

could be related to the date, the weekday or the day relative to that individual‘s start date. 

Participants were not informed that timing information was collected. This is justified 

firstly because the experiment was not to test participants‘ response times or success rates 

under timed conditions. Given the poor results for abstract images under performance 

criteria (Sections 5.2 and 5.3), natural participant behaviour was desirable, without any 

implication that performance time was important. Participants, who commented to the 

researcher that it might be interesting to collect this data or that the researcher might 

actually be collecting it, were told truthfully that it was, and also that they did not need to 

consider time when using the system. 

 

Results and analysis 

The first day that participants interacted with the system is the only one on which they 

were required to complete at least one training round. Having completed one training 

round, a participant could sign-in or continue training. If they did not sign-in correctly, 

they were offered options to train again or sign-in again. On all other days, sign-in is the 

first entry point, followed by options to train or sign-in again if unsuccessful. However, 

participants also have the option – if they consider it – to start the sign-in process again. 

For each participant, the day they started the test is ―Day 1‖. 

 

Several points are immediately obvious from Table 6.2. 

1. On Day 1, the 29 participants attempted between them 74 training rounds and 69 

sign-in rounds; of the latter each participant correctly signs-in once, indicating that 40 

of these sign-in rounds are either additional successful sign-in rounds or attempts 

which ended unsuccessfully. The latter of these have been followed by either further 

training rounds or additional sign-in attempts. 



Chapter 6: PassPix – A New Authentication Tool 

  174 

Table 6.2: Summarised training and sign-in data by day 

Description of column headings 

Day for each participant, the day they started the test is ―Day 1‖ 
UT number of participants using training option 
AT total number of training rounds attempted 
US number of participants signing-in 
AS total number of sign-in rounds attempted 

 

Day UT AT US AS (AT+AS)/US 

1 29 74 29 69 4.9 

2 1 1 16 20 1.3 

3 2 2 9 13 1.7 

4 3 3 13 20 1.8 

5 1 2 22 26 1.3 

6 3 5 17 23 1.6 

7 1 1 18 23 1.3 

8   22 23 1.0 

9 2 2 18 24 1.4 

10 1 1 8 13 1.8 

11   14 17 1.2 

12   22 33 1.5 

13 1 1 18 22 1.3 

14   21 23 1.1 

15   19 20 1.1 

16   12 15 1.3 

17   6 7 1.2 

18   13 14 1.1 

19   22 26 1.2 

20   14 15 1.1 

21 1 3 17 21 1.4 

22   17 19 1.1 

23   11 11 1.0 

24   6 6 1.0 

25   11 11 1.0 

26   14 16 1.1 

27   14 18 1.3 

28   15 15 1.0 

29   14 17 1.2 

30 1 1 9 14 1.7 

 

2. After Day 1, the number of participants taking the training option decreased 

dramatically. A minimum of one training round on Day 1 was obligatory, but any 

subsequent training was an option actively chosen by the participant. 

3. After Day 1, the number of participants taking additional sign-in rounds decreased 

dramatically. A minimum of one sign-in round on any day was obligatory, whereas 
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additional sign-in on subsequent days was an option actively exercised by the 

participant. 

 

Since signing-in repeatedly is an alternative way of training, and also a way of avoiding 

the overhead of undergoing a training round before signing in again, taking a combined 

view of these rounds is useful. Figure 6.14 presents the average of combined training and 

sign-in attempts over all participants by test day, where the average is calculated by 

adding the total number of training rounds attempted (AT) to the total number of sign-in 

rounds attempted (AS) and dividing the result by the number of participants signing-in 

(US). It must be noted that this average floors at the value of 1.0 (strictly, exactly 1), 

since each participant – i.e. active user on that day – must attempt at least one sign-in on 

any day to be logged. 

 

Although the test was to last four weeks, some data is available beyond 28 days. This is 

included (i) since the number of participants for Day 29 is similar to those throughout the 

test; and (ii) the data for Day 30 is collected from a number of participants which is 

similar (higher) than the lowest number of participants on a particular day during the test. 

 

0.0

1.0

2.0

3.0

4.0

5.0

6.0

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33

Day

A
v
e
ra

g
e
 o

f 
c
o

m
b

in
e
d

 t
ra

in
in

g
 a

n
d

 s
ig

n
-i

n
 a

tt
e
m

p
ts

 

o
v
e
r 

a
ll

 p
a
rt

ic
ip

a
n

ts

 

Figure 6.14: Average of combined training and sign-in attempts over all participants 

by test day 
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Figure 6.14 shows a dramatic drop in attempts to train or sign-in after Day 1, and the 

tendency to decrease slightly in the period immediately after Day 1. Fitting a trend line to 

this data is not, the researcher believes, warranted, as there is (i) no a priori reason for 

assuming a statistical relationship between the Day number and the average, (ii) 

variability in the number of days between using the system for different participants, and 

(iii) no a priori reason to suppose that there will not be random day-to-day fluctuation in 

the behaviour of the participant group. 

 

However, Figure 6.14 does indicate a global range of behaviour for a real world 

deployment, for which it may be supposed that a user has a greater motivation to assure 

their ability to sign-in at a later date. Firstly, for a new user, the first day of usage carries 

the highest average number of engagements with the system, whether obvious training 

rounds or failed or successful sign-in rounds. The data here suggests that for this system 

that average is 5.0 rounds per person, with standard deviation (just under) 3.2. 

 

Secondly, after the first day of use, the average number of engagements with the system, 

whether obvious training rounds or failed or successful sign-in rounds, varies between 

one and under two per person per day, where the value of one is the floor. The following 

calculation provides a more accurate insight into this. There is an average of 14.9 users 

per day (over 30 days); on each day there is an average of 18.9 accesses; and a resulting 

average of 1.3 accesses per person per day (after the first day), with a standard deviation 

of under 0.3. (Interpreting further, this means that 95% of users will successfully 

authenticate in 1.9 attempts or less – the average plus twice the standard deviation. 

However, this is potentially misleading, as the floor value (1) falls within two standard 

deviations of this average.) The usefulness of this average is that it provides an estimate 

of the total number of accesses per person per day (excluding new accounts), and thus a 

value which can be used to measure calls on a server when this technique is implemented 

in this way. 

 

Figure 6.15 is the graphical representation of Table 6.3, and shows the number of 

participants who signed-in correctly without any training rounds in one (1), two (2), three 

(3), four (4) or eleven (11) (an extreme outlier) sign-in rounds, or who signed-in after 

using any number of training rounds (T) (which means they failed at least one sign-in 

round), excluding Day 1, on which training was obligatory. This shows that 86.3% 

signed-in after one round, 8.2% after two rounds, 1.1% after three rounds, 0.2% after four  
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Table 6.3: Number of training and sign-in rounds by day excluding Day 1 

Day Number of participants successfully 
signing in on the nth round with no training 
rounds 

Number of 
participants 
requiring at least 
one training 
round before 
signing-in 
successfully (T) 

1 2 3 4 11 

2 12 3    1 

3 6 1    2 

4 10     3 

5 19 2    1 

6 12 1 1   3 

7 15 2    1 

8 21 1     

9 15 1    2 

10 5 1 1   1 

11 11 3     

12 20 1   1  

13 15 2    1 

14 19 2     

15 18 1     

16 9 3     

17 5 1     

18 12 1     

19 19 2 1    

20 13 1     

21 15 1    1 

22 15 2     

23 11      

24 6      

25 11      

26 12 2     

27 11 2 1    

28 15      

29 13   1   

30 7  1   1 

31 3      

32 1      

33 2      

       

Total 
(438) 

378 36 5 1 1 17 

% 86.3% 8.2% 1.1% 0.2% 0.2% 3.9% 
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rounds, 0.2% after 11 rounds, and 3.9% failed at least one sign-in round, then requiring at 

least one training round, before signing-in successfully. Participants requiring even one 

training round are considered here as being less successful than participants requiring 

none. Thus 95.7% successfully signed-in in three or fewer rounds, with no further 

training. 
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Figure 6.15: Participant sign-in success by day for all participants excluding Day 1 

 

Table 6.4 indicates that there were some problems during some training rounds for some 

participants. Given that the required image was presented next to the image set in each 

case, this data requires careful interpretation, as there is no indication in the participant 

evaluations which can be tied directly to failure during training. 

 

Of the fourteen training rounds that did not result in complete success, thirteen are on 

Day 1. This suggests that there may have been ―teething problems‖, as the participants 

became accustomed to the process. Possible post hoc explanations for the data are: the 

complete failures (zero correct images) may have been due to not understanding that the 

images were chosen by the system – which can be overcome by explaining the process 

and reasons better; low scores (one or two correct) may indicate coincidence between the 

participant‘s desired choice of image and those given; near success (four correct) may 
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indicate accidental selection of an incorrect image. In any case, none of the errors 

ultimately impeded authentication, and – perhaps surprisingly – the participants did not 

comment adversely. 

 

Table 6.4: Anomalous training data 

Description of column headings 

TID training record identifier 
Day for each participant, the day they started the test is ―Day 1‖ 
RegID Participant ID 
TCor Number of correct images on training round 

 

TID Day RegID TCor 

12 1 11 0 

38 1 15 0 

37 1 15 0 

84 1 28 0 

83 1 28 0 

72 6 6 0 

13 1 11 1 

11 1 11 1 

9 1 11 1 

7 1 10 2 

18 1 6 4 

6 1 10 4 

44 1 15 4 

85 1 28 4 

 

The time taken by participants to complete training on individual images, grouped by 

time, is shown in Figure 6.16 (based on data in Appendix R, Table R.5). The data and its 

graphical representation indicate right-skewed data, which shows a clear long tail for 

longer times. 

 

Without imputing any meaning to the long tail values – e.g. they could be due to the 

participant being distracted – it is useful to look more closely at the distributions of these 

times. The summary data in Table 6.5 indicates that for the image with the longest 

average time, and co-incidentally the largest standard deviation, 95% of values are under 

22 seconds (average plus twice the standard deviation, rounded up to the nearest second). 

Taking this and the distribution in Figure 6.16 as justification, the data is presented in 
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Figure 6.17 without the long tail, using 22 seconds as the cut-off value, providing 93 data 

points for image 1, 94 for image 2, 95 for image 3, 94 for image 4, and 96 for image 5. 
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Figure 6.16: Time taken to select individual images during training rounds 

combined by time 

 

Table 6.5: Summary statistics for training data – delay time of image selection 

during training rounds 

Time (seconds) TDurIm1 TDurIm2 TDurIm3 TDurIm4 TDurIm5 

N 96 96 96 96 96 

Max 46 54 27 49 16 

Min 1 1 1 2 1 

Average 7.7 5.5 6.5 6.9 4.4 

St.Dev. 7.1 6.7 4.6 6.6 2.9 

 

Figure 6.17 shows the frequency distributions of selection times for each image. The 

notable features here are the position (time) of the peak frequencies and the shape of the 

distributions. However, this data should be treated with caution. The majority of the 

training rounds were conducted on the first day, when participants were new to the 

system. Image 1 may thus be adversely affected as set 1 was the first set shown to 

untrained users. Other effects – such as the broader spread and later (time-wise) peak for 
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image 3 – may be due to difficulties participants experienced in locating their image; or 

they may be random statistical fluctuations – as perhaps the drop in frequency at six 

seconds for image 1; or they may be the effect of environmental fluctuations, such as the 

time to load images. 
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Figure 6.17: Time taken to select individual images during training rounds without 

long tail 

 

The time totals for each participant to complete all five image choices during training 

rounds with ungrouped frequencies are graphed in Appendix R, Figure R.1. They suggest 

that there are two peaks in the response time, around 16 seconds and 32 seconds. 

However, drawing conclusions from this must be approached with caution. 

 

A minimum possible total of 5 seconds is assumed, on the basis that a minimum of one 

second (for image loading and selection times) per image set is required. Grouping the 

data appears to be a reasonable approach to simplifying it, as there is no reason to assume 

that there is a meaningful difference between taking (say) five or six seconds or ten or 

eleven seconds, yet that there is some meaningful difference between fast performance 

(say) five to ten seconds, rather than slower performance (say) between twenty and 

twenty-five seconds. Choosing the group interval affects the way the data appears. Using 

a group interval of five seconds produces a histogram which preserves the second peak 
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(Appendix R, Figure R.2), whereas using a group interval of ten seconds produces the 

histogram in Figure 6.18 (data in Appendix R, Table R.14). Given that the underlying 

data has a number of (apparently) random fluctuations – e.g. individual selection times 

which were longer than for other images for the same participant – and without some 

reason for supposing that the second peak is meaningful, this researcher notes existence 

of the second peak in the data, but considers it to be an artefact from this particular 

sample. Nevertheless, as an observation, it might be the case that this represents a group 

of participants with a particular psychological characteristic or operating under a 

particular environmental condition; either of which would require forming and testing a 

hypothesis. 

 

Considering the actual summary data for the total time to complete training rounds (see 

Appendix R, Table R.15), for the 96 training rounds attempts, 95% (91 attempts rounded 

down to the nearest unit) of these fall within 72 seconds. 
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Figure 6.18: Grouped data for number of participants completing a training round 

for ten-second intervals 

 

Sign-in data shows a similar gross distribution. Most values are clustered towards the 

lower end of the time scale. The total number of data points used for each image is 597, 
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which in collated form can be seen in Appendix R, Table R.15 (for values up to 98 

seconds, as in the comparative training data table) and Table R.16 (for outlier values), 

compared to 96 for the training data. Compared to Figure 6.16 for training data, the sign-

in data produces an even clearer indication, in Figure 6.19, of the right-skew and the long 

tail. 

 

0

100

200

300

400

500

600

700

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52

Time (seconds)

F
re

q
u

e
n

c
y

Image 5

Image 4

Image 3

Image 2

Image 1

 

Figure 6.19: Time taken to select individual images during sign-in rounds combined 

by time 

 

Table 6.6: Summary statistics for sign-in data – delay time of image selection during 

sign-in rounds 

Time 
(seconds) 

SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 

N 597 597 597 597 597 

Max 621 177 1255 395 64 

Min 2 1 1 1 1 

Average 9.5 4.7 9.3 7.0 4.7 

St.Dev. 33.3 8.9 57.9 18.5 4.2 

 

The summary data for the sign-in rounds differs noticeably from the training rounds. 

Table 6.6 indicates the averages are higher (overall) at sign-in. This is easily explicable, 

as the participants are now relying solely on memory to select their images; the target 

image is not presented as a cue. The standard deviations are obviously larger in three 
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cases (image 1, 33.3 seconds; image 3, 57.9 seconds; image 4, 18.5 seconds). Both the 

higher averages and the larger standard deviations can easily be traced to the extreme 

outliers in the data – examples of which are clearly present in the Max-value row. The 

contribution of the extreme outlier value for image 1 of 621 seconds (over 10 minutes) is 

apparent if it is replaced – for argument‘s sake – with a value of 40 seconds (still 30 

seconds over the average and in the long tail): the average drops to 8.5 seconds (1 second 

lower) and the standard deviation drops to 21.9 seconds. In fact, some of these outliers 

(Appendix R, Table R.16) can be attributed to the participant being distracted, e.g. 1255 

seconds (just under 21 minutes) for image 3, given post-questionnaire enquiry of the 

participant. Given the overall similarity in distribution patterns and the exceptional values 

of the outliers, the data is presented in Figure 6.20 without the long tail, using 22 seconds 

as the cut-off value (as for the training data), providing the data points in Table 6.7.  

 

Table 6.7: Summary statistics for training data – delay time of image selection 

during sign-in rounds for delays of up to 22 seconds 

Time 
(seconds) 

SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 

N 567 589 586 584 595 

Max 21 22 22 22 21 

Min 2 1 1 1 1 

Average 5.8 4.0 5.3 5.4 4.5 

St.Dev. 3.5 2.7 3.1 3.2 3.0 

percentage of 
data points 
used (max 
597) 

95.0% 98.7% 98.2% 97.8% 99.7% 

 

Figure 6.20 shows the frequency distributions of selection times for each image. The 

notable features here are the position (time) of the peak frequencies and the shape of the 

distributions. Images 2 and 5 appear to be chosen faster on more occasions. However, this 

data should be treated with caution. The difference in peak positions is a matter of only 

one second (comparing image 4 at 4 seconds with all other images at 3 seconds). Other 

effects – such as the broader spread and later (time-wise) peak for images 1, 3 and 4 – 

may be due to difficulties participants experienced in locating their image; or they may be 

random statistical fluctuations. Additionally, of note for possible future investigation, is 

that the height of peaks for images 2 and 5 are similar to each other for both training and 

sign-in rounds and differentiated from the peaks of the other three images. Of further 

interest is the absence of the putative secondary peak in the training data, Figure 6.16, 
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which suggests that treating it as an artefact – for the purposes of this analysis – is not 

detrimental to the conclusions drawn from the data. 
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Figure 6.20: Time taken to select individual images during sign-in rounds without 

long tail 

 

As this experiment was not set up to test these differences, applying ANOVA-style 

hypothesis tests after the event is not an appropriate use of statistical tools. From the 

graph, however, the distributions indicate that it may be an interesting question to follow 

up with other tests. Such tests would require controlling for each of the nine images in 

each set, ensuring that they receive more distribution as passimages, as it might be that 

individual images in some sets are significantly harder or easier to recognise, given the 

context they appear in, e.g. respectively two or more images that are particularly similar 

and hard to distinguish between, or one that is particularly different and easy to pick out. 

 

The time totals for each participant to complete all five image choices during training 

rounds with ungrouped frequencies are graphed in Appendix R, Figure R.3. Due to the 

extreme outliers (e.g. 10 minutes or over: 635, 653, 705, and 1468 seconds), the data 

range has been restricted. Employing the same method as before (average, 35.2 seconds, 

plus twice the standard deviation, 80.1 seconds, rounded up to the nearest second) values 
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above 196 seconds are ignored (9 values, minimum 204 seconds). The sparseness of data 

above 120 seconds suggests a tighter range could be taken.) 

 

As with the training data, a minimum possible total of 5 seconds is assumed, on the basis 

that a minimum of one second (for image loading and selection times) per image set is 

required. 

 

Again, grouping the data appears to be a reasonable approach to simplifying it, as there is 

no reason to assume that there is a meaningful difference between taking (say) five or six 

seconds or ten or eleven seconds, yet that there is some meaningful difference between 

fast performance five to ten seconds, rather than slower performance (say) between 

twenty and twenty-five seconds. Choosing the group interval will, of course, affect the 

way the data appears. However, using a group interval of five seconds produces a 

histogram with a single, clear peak (data in Appendix R, Table R.14), which is presented 

in Figure 6.21. 
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Figure 6.21: Grouped data for number of participants completing a sign-in round 

for five-second intervals 

 

In Table 6.8, the average times and standard deviations for individual images are given, 

where outliers (above 22 seconds were ignored). Taking an outlier boundary value of 110 
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seconds (calculated by 5 (images) x 22 seconds, the individual image boundary) 

compares well with the values displayed in Figure 6.21 and the sparseness of data above 

120 seconds (2 minutes), namely four values between 120 and 196 seconds, and nine 

above 196. Compared to the 597 sign-in attempts, these 13 values represent 1.5%. 

 

In fact, the upper boundary for sign-in times can be further restricted. The value of 22 

seconds was calculated from the somewhat inconsistent values contributing to the total 

training time, using the average and standard deviation of the worst-case image, which 

covered 95% of the training data points. For the 597 sign-in attempts, 95% covers 567 

(rounded down to the nearest whole attempt), the 567th value occurs at 67 seconds, and 

the next value lies at 72 seconds. 

 

Table 6.8: Summary statistics for sign-in data – delay time of image selection during 

sign-in rounds for delays of up to 22 seconds 

Time 
(seconds) 

SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 

N 567 589 586 584 595 

Max 21 22 22 22 21 

Min 2 1 1 1 1 

Average 5.8 4.0 5.3 5.4 4.5 

St.Dev. 3.5 2.7 3.1 3.2 3.0 

percentage of 
data points 
used (max 
597) 

95.0% 98.7% 98.2% 97.8% 99.7% 

 

From this data, this researcher believes it is reasonable to claim that, with deliberate 

rounding on the side of caution: 

 95% of users will complete sign-in for five images in sets of nine within 72 

seconds. 

 

The value of 72 seconds is observed to be what was found for 95% of the training rounds. 

Whether this is co-incidence would require further testing. 

 

The correctness of individual responses for all sign-in attempts in Table 6.9 suggests that 

there is an effect due to the image set. Set 2 appears to have been the easiest to select 

from correctly; followed by sets 1 and 5; set 4 and set 3. In Figure 6.20 there indicates 

that sets 2 and 5 were responded to most quickly, followed by sets 1, 3 and 4. This will be 

picked up again in Section 6.4 (Question 8). 
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Table 6.9: Summary statistics for correct and incorrect image selection in sign-in 

rounds 

Number 
(N=597) 

Image 1 Image 2 Image 3 Image 4 Image 5 

Correct 572 588 542 557 567 

Incorrect 25 9 55 40 30 

Percentage 
correct 

95.8% 98.5% 90.8% 93.3% 95.0% 

 

6.4. Participant evaluation analysis 

A multi-part evaluation questionnaire was distributed to the participants after the PassPix 

test period. Information and ethical consent forms used for the participant behaviour and 

evaluation tests are provided in Appendix Q. Data for the participant behaviour analysis 

is presented in Appendix S. Some questions on the questionnaire asked for information 

that is used to describe aspects of the behavioural analysis; this is incorporated in that 

section as appropriate. 

 

Design 

The participant evaluation questionnaire was designed as a usability study aspects of the 

system design are concerned. According to Nielsen (2000), a usability test needs only five 

participants as the amount of data collected does not improve in a cost-effective manner 

for further participants. In effect, adding additional users to the test group leads to the 

same usability issues being raised, rather than identifying new problems. 

 

Thus, the questionnaire posed to the participants was designed to be investigative, rather 

than statistical hypothesis-testing. The questions covered a range of issues: participant 

experience of security issues; memorability of images; systems used by participants to 

sign-in; interface design; ease-of-us and satisfaction; comparison with text passwords; 

and acceptability of this authentication technique for use in different environments. In 

addition to questions asking for explicit information, either as a rating or description, 

participants were offered spaces to comment on issues as they saw fit. 

 

Where the describability of the images is concerned, no hypotheses were stated. This part 

of the study was intended to discover the extent to which participants would attempt to 
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describe images and the form of their descriptions. Particularly, this was to provide data 

for a phishing attack assessment (see Section 6.5). 

 

Aspects of the questionnaire investigating the acceptability of the authentication 

technique can only be indicative for a new technique, so the small sample size is not a 

problem in this context. The issue of ecological validity is serious in the case of security 

applications. Participant self-assessment of their own views on implementation in 

different environments should be treated with some caution, as the participants probably 

have no experience of new systems and no experience of relying on the security of such 

an authentication technique to protect their assets. 

 

Participants 

A total of 23 participants from the 29 in the behavioural analysis completed the 

evaluation questionnaire; only their results are included here. For other comments 

regarding the participants and their expertise, see Section 6.3. 

 

Questionnaire design 

Some of the questions were created as a direct response to comments received from 

participants. This was an explicit part of the planning. Participants were encouraged in the 

email reminders sent out at the end of each week to comment, but they were told that the 

researcher would not reply to these, in case the answers affected the conduct of the test. 

Thus, issues of interest to the participants could be investigated further by seeking 

feedback from all participants. The questionnaire was piloted with two of the 

respondents, and their feedback on the questions used to adjust the wording of some 

parts. 

 

Procedure 

The evaluation questionnaire was distributed by email on the day after the last day of the 

test. Two versions were provided: one for completion in word and return by email; and 

the other for printing, manual completion and return by hand or post. Two were returned 

by hand, the rest by email within the week after the test. 
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Results and analysis 

Where given the option to provide an extended response to questions, participants did not 

always give responses related to the question at hand. Responses have not been re-

assigned in the raw data tables in Appendix S, but some answers are quoted against 

different questions. 

 

Abbreviation note: 

 Q# = Question number (/S = Supplemental question) 

 P# = anonymous participant number 

 

1. Participants experiencing any particular issues relating to using PassPix 

Q3: Is there anything you think may have affected your experience of PassPix? 

This might be some form of colour blindness, or something else you 

think is relevant. Please only answer this question if you are comfortable 

providing the information. 
 

No participants reported any relevant issues. 

 

2. Participant prior experience of security issues 

Three questions are dealt with here: 4, 5 and 6. These questions sought to estimate the 

security experience of the participants, this is to support explicitly the assumptions made 

about the chosen sample group. Raw data is provided in Appendix S, Table S.1. 

 

Q4: In your work, do you have any responsibilities for security issues? 

Q5: In your studies (professional or academic), have you looked at security 

issues? 

Q6: Have you had any experience of a similar login system before, like PassPix? 

 

Ten responses were received for each question, although only two participants answered 

all three questions. Of the responses to Question 4, three were about employee 

responsibilities to keep systems/data secure, one was a generic recognition of the 

importance of security on websites and the other six show a significant level of security 

implementation in working environments. Of the responses to Question 5, none were 

relevant to image based passwords, except one participant who as a researcher had 

designed a different image-based system. Of the responses to Question 6, four related to 

that other system, including that researcher (see Section 2.4.3). The sample group did 
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show a range of security experience, both formal and informal, largely unrelated to 

abstract images. 

 

3. Browsers and login locations used by participants 

Question 13 is dealt with here. Raw data is provided in Appendix S, Table S.9. Summary 

data is presented in Table 6.10. 

 

Q13. Did you always use the same equipment to login? 

/S: Other comments, if needed? 

 

You may have used: home PC, work PC, laptop, PDA, or some other device. 

(If you used a PDA or some other device, please note what it was in the 

comments.) You may have used just one of these or a mixture. 

Which browser(s) did you use? (Internet Explorer; Firefox; or type in the 

name if different) 
 

Table 6.10: Browsers and login locations used by participants 

Browser Login locations 

 HomePC WorkPC Laptop PDA OtherPC 

Internet Explorer 2 8 8  2 

Firefox 7 6 6   

Opera  2  1  

 

This table supports the earlier assertion that the interface has been tested under a variety 

of real world situations. This data could have been augmented further by asking for 

browser version and detailed system set-up, such as operation system and version, and 

screen size and resolution. The researcher believed that this depth of questioning would 

lead to questionnaire fatigue, without providing much further usability information. 

 

The data detail as collected in Appendix S, Table S.9 cannot be used for further analysis 

or weighting of responses, as the question was interpreted in different ways by different 

participants. The intention was to collect data that relativised usage across the different 

systems used by a participant: leading to a total usage pattern such as: ―usually used PC at 

work‖ with ―not often used laptop‖ – it is not clear if anyone really answered this way. 

Some participants‘ pattern of usage was more complex than this, and they accounted for it 

with combinations such as: ―always used Firefox on work PC‖, ―usually used Internet 

Explorer on home PC‖ and ―sometimes used Firefox on home PC‖, which appears to 

come to more than a notional hundred percent. However, as no hypotheses were formed 
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on system make-up, the particular outcome of this is to acquire a lesson learned about the 

difficulty of framing this question appropriately for quick response. 

 

4. Username creation and use 

Three questions are dealt with here – Q1, Q11 and Q12 – which investigate actual 

participant behaviour regarding username creation and participant self-assessment 

regarding username creation and memorability. 

 

Q1: Please provide your username. 

Q11: How easy was it to create your username / login name? 

/S: Did you have any problems? If yes, how did you fix them? 

Q12: How easy was it to remember your username / login name? 

/S: Did you have any problems? If yes, how did you fix them? 

 

The answers provided by the participants to Question 1 were in the first instance to allow 

the possibility of linking responses to the behaviour analysis. However, they provided 

unexpected information: in some cases they do not match the actual usernames employed. 

Some of the variation was due to Microsoft Word changing capitalisation while the 

participant typed, which made the data inherently unreliable. Following up on this, 

inspection of the actual usernames led to some conclusions about username creation and 

use. 

 

The usernames created by the participants can be described by nine patterns which can be 

classified into four groups, depending on the use of uppercase and lowercase letter, use of 

initial or full parts of names, and other variations. The patterns and groups are shown in 

Table 6.11. One participant created a username that did not match the name they wanted 

(due to a mistyped name). The participant immediately created a new username and used 

that throughout the test; this username was removed from the data. One participant forgot 

their username later on the same day they created it. This participant asked the researcher 

for their username, who instructed them to create a new account; this username was 

removed from the data. Two participants responded at Question 12/S that they did not 

know their username as their browser auto-filled it for them. Finally, one participant 

commented for Question 12, ―I forgot the format for the username. The example next to 

the login helped.‖ 
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Table 6.11: Username formats and descriptions 

grou
p 

username 
format 

frequency username 
format 
description 

example username 
notes 

1 fss* 18 first initial 
lowercase, 
surname 
lowercase 

pnorrington  

fss* 
[incorrect] 

(excluded) first initial 
lowercase, 
incorrect 
surname 
lowercase 

pnorringd The ―mistaken‖ 
username was 
like this (not 
included in 
data). 

FSs* 5 first name initial 
uppercase, 
surname with 
first initial 
uppercase 

PNorrington  

2 Ff* Ss* 1 first name and 
surname with 
initial 
uppercase, 
separated by a 
space 

Peter Norrington The ―lost‖ 
username was 
like this (not 
included in 
data). 

ff*.ss* 1 first name and 
surname all 
lowercase, 
separated by a 
dot 

peter.norrington The whole is 
known to be the 
name part of the 
person‘s work 
email address. 

3 ff* 1 first name. all 
lowercase 

peter  

ff* [short] 1 short version of 
first name. all 
lowercase 

pete  

ss* 1 surname 
lowercase 

norrington  

4 fss^# 1 first name initial 
lowercase, 
surname initial 
lowercase with 
some further 
letters from 
surname, 
followed by 
digits 

pnton123 (in this case a 3-
digit number 
with cultural 
meaning) 
 
The whole is 
known to be the 
name part of the 
person‘s 
personal email 
address, and 
used for other 
accounts. 

 Total 29   (plus 2 errors) 

 

The patterns described in the table are not, in fact, exhaustive variations on firstname–

surname. What the variation demonstrates is that where the user has control of username 
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creation and where there is no facility to recover the username – e.g. an organisational 

helpdesk – users may make mistakes. 

 

A chain of consequences arise from this when considered for a user base larger than 

tested here. Users who create an account with a username they did not intend have to 

remember (and possibly record) this, as it will not fit their expected form. By extension, if 

their desired username is not available, they will have to create one with an unexpected 

form. This situation will lead to the creation of accounts which are discarded and possibly 

replaced. 

 

Each account creation requires this system to allocate one image from each of five 

passimage sets; alternatively a user would have selected the images themselves. This 

leads to the need to store either the images themselves or the seeds used to generate the 

images for every account. Where the image library used for each set is small – as it is 

here, 5 sets of nine images (under 400KB in total) – the storage implications are trivial, 

when stored centrally. Where the image libraries are larger, and particularly where an 

image library for every individual user is required, the storage requirements become more 

significant as the number of accounts grows. The number of accounts will be at least as 

large as the number of users (active or otherwise) due to those created by ―mistake‖. For 

open web services, there is no guarantee that the number of active accounts will be near 

the total number of accounts. 

 

In Table 6.12, the ratings (scale of 1 to 5; very hard to very easy) for both ease of use and 

memorability of usernames are ―OK‖ (3) or higher for all participants with the mean 

slightly above ―Easy‖ (4.3). The researcher was surprised that username creation and 

memorability did not rate higher for all participants, given that they were provided with a 

guideline to use their own first initial and surname. However, the results may have 

another interpretation, e.g. that the questions themselves are not framed in a way which 

makes the difference between ratings fully significant for all participants. 

 

Overall, some participants exhibited surprising behaviour regarding what might be 

considered an easy task – creating a username – even to the point of being unable to 

create or recall it consistently. 
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Given the patterns which can be derived for creating usernames, assuming they are based 

on a user‘s actual name(s), a hacker may be able to derive possibilities either from 

acquiring the user‘s name or from recognising that a supplied username may not be 

accurate. The user, however, may be in a more frustrating position, having forgotten the 

username and be obliged to test their own. 

 

Table 6.12: Summary statistics for username creation and use 

Scale Rating 

descriptive Very Easy Easy OK Hard Very Hard 

converted 5 4 3 2 1 

 

N=23 How easy was it to 
create your 
username / login 
name? 

How easy was it to 
remember your 
username / login 
name? 

Frequency 

 3 3 2 

 3 4 1 

 3 5 1 

 4 3 2 

 4 4 2 

 4 5 3 

 5 4 4 

 5 5 8 

Max 5 5  

Min 3 3  

Average 4.3 4.3  

St.Dev. 0.8 0.8  

 

5. Participant descriptions of their sign-in images for themselves and others 

Question 7 has two parts, firstly participants‘ descriptions of their images for themselves, 

secondly for their descriptions to other people. Raw data is provided in Appendix S, 

Table S.2 and Table S.3 respectively. The question was intended to investigate 

participants‘ ability to describe their images, and particularly to use this information to 

attempt to hack into their accounts, as if they had provided the descriptions to a phishing 

attack. 

 

Participants were explicitly instructed NOT to return to the sign-in process to review their 

images. The data log indicated that none did so, so the descriptions may be taken as being 

from memory, unless any of the participants sought a way to record their images. 
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Q7: Imagine you are trying to describe your images. Describe the images as 

much or as little as you feel important. 

Q7.1: This is how I remember it for myself. 

Q7.2: This is how I would describe it to someone else. 

 

Table 6.13: Summary information for participant descriptions of their sign-in 

images for themselves 

N=23 Image 1 Image 2 Image 3 Image 4 Image 5 

of which 

no response  1 1 1 2 

can‘t remember  1 2 1 1 

other non-informative 3 3 3 3 3 

Total descriptions 20 18 17 18 17 

Total as percentage 87% 78% 74% 78% 74% 

 

Table 6.14: Summary information for participant descriptions of their sign-in 

images for others 

N=23 Image 1 Image 2 Image 3 Image 4 Image 5 

of which 

no response 2 2 2 2 3 

same as 10 9 10 9 10 

other non-informative 1 2 2 3 2 

Total additional descriptions 10 10 9 9 8 

Total as percentage 43% 43% 39% 39% 35% 

 

Several observations can be drawn from the data in Tables 6.13 and 6.14. Firstly, not all 

participants appear to be able to describe their images to themselves. In general, a closer 

reading of the raw data suggests that it is particular individuals who experienced 

difficulty with the descriptions, although it must be allowed that in fact this may be due to 

some other factor, such as an unwillingness to expend effort to describe them, even to the 

researcher. 

 

Secondly, when asked to provide additional information, less than half of the participants 

were able to supply additional information. The usefulness of the participants‘ image 

descriptions in either case for assisting a phishing attack is explored in Section 6.5. 
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Thirdly, the length of descriptions varied considerably from single words to more 

complex descriptions. For example, the variety of descriptions for Image 1 is shown by: 

simple geometric – ―Circle‖ (P14); metaphorical – ―Star‖ (P20); non-unique literal 

description ―Red with a thin black circle‖ (P1); and unique literal description – ―Red 

background, circle and yellow dot inside (only one with a yellow dot)‖ (P7). The 

descriptions for other people show a similar range of method, including some which mix 

simple geometric language with metaphoric language: ―Its the one with the inner circle 

smaller, it looks almost full, red with almost no halo around‖ (P25); in which the notion 

of a ‗halo‘ may not have an objective description. 

 

A final observation arose from one answer to Question 21 and informal comments from a 

few of the participants outside the constraints of the experiment, namely that the images 

cannot be written down. This contradicts the fact that, however accurately or not, most 

people have written down some representation of most of the images. This suggests some 

naïvety on the part of (some) participants. 

 

Overall, a quarter of participants provided no useful information on their images at all. 

The remaining information is assessed for usefulness under the phishing attack analysis 

(Section 6.5). 

 

6. Participant rating of ease of description of images 

Question 8 has two parts, firstly participants‘ ease-of-description rating of their images 

for themselves, secondly to other people. Raw data is provided in Appendix S, Tables S.4 

and S.5, with summary data in Table 6.15. Question 9 sought further comments; data is in 

Appendix S, Table 6. This question investigates how participants rate their experience of 

describing these images, with a view to how the experience of PassPix could be described 

to others unfamiliar with the technique. 

 

Q8: For each image, how easy was it for you to describe the images in question 

5 [sic, for 7] for yourself and for someone else? 

Q9: Do you have any comments on the images? (as groups or individually?) 

 

Figure 6.22 presents the average value of ease-of-description rating (scale of 1 to 5; very 

hard to very easy) for self or other people. Only the data collected from participants 

(N=18) who completed ratings both for themselves and for other people are included in 
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Figure 6.22. The comparison is legitimate since the image given to participants is 

randomised. 
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Figure 6.22: Average ease-of-description rating for self or other people 

 

Table 6.15: Summary statistics for participant rating of ease of description of images 

where they have rated for both self and other people 

Rating Image 

N=18 Easy to describe for self Easy to describe for other 

 1 2 3 4 5 1 2 3 4 5 

Max 5 5 5 5 5 5 5 5 4 5 

Min 1 1 1 1 1 1 1 1 1 1 

Average 3.4 3.1 2.8 2.8 3.4 3.2 2.3 2.7 2.4 2.8 

St.Dev. 1.5 1.6 1.4 1.5 1.7 1.5 1.4 1.4 1.4 1.6 

 

Due to the sample size (N=18), the data may be indicative that there are differences in 

ease-of-description between image types. However, there are several factors which must 

be taken into account when considering interpretations. The spread of the data both in 

terms of range and standard deviation is wide, relative to the scale of measurement, which 
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indicates disagreement amongst participants. Inspecting the raw data indicates that some 

individual participants rated some images much harder to describe than others (P4), 

whereas others were more or less uniform in their ratings (P16). Nevertheless, the 

difficulty of description associated particularly with set 4 (―multicolour patterns with 

implicit diagonals‖) may relate to comments regarding their difficulty for memorability 

(Q9, P7 and P17). 

 

To discover whether there are real effects between the different image sets would require 

testing on larger participant groups, where each image is assigned to the same number of 

participants to control for effects of single images. However, even with this control, there 

may be a confounding effect in terms of the differences between images within one 

group, rather than supposing that a single image is harder to describe than the others in 

and of itself. For example, in image set 1, there is only one image which is ―Only image 

with green color‖ (Q7, P11), also described as ‖…yellow and green circles‖ (P22), which 

sets it apart from the others. In that set there are two images which can be described as a 

large outer black circle with a smaller inner circle (no descriptions), and two which can 

be described as ―black ring extends to corners, no thin blue rings in the centre‖ (P5) [the 

blue rings appear as dark pink against lighter pink – the participant later reported that this 

dark pink appeared blue on one monitor they had used], although one of these was 

described as ―Pink concentric circles, with a black background‖ (P27). (The reader should 

confirm for themselves whether these descriptions are appropriate.) The descriptions 

themselves show differences in what participants view as foreground and background. 

 

In Section 6.3, under the participant behaviour analysis, it was noted from Table 6.9 that 

the correctness of individual responses for all sign-in attempts is suggestive that there is 

an effect due to the image set – set 2 appears to have been the easiest to select from 

correctly; followed by sets 1 and 5; set 4 and lastly set 3. It was also noted that in Figure 

6.20 there was an indication of an effect on the speed of response – sets 2 and 5 were 

responded to most quickly, followed by sets 1, 3 and 4. Here the indication is that the 

image set has an effect on the participants‘ perception of their ability to describe the 

images – sets 1 and 5 being easiest to describe, followed by set 2, and the sets 3 and 4. If 

there is any connection between the image set and correctness of response, response time 

or ease of description, the data collected here is not sensitive enough to analyse it for this. 

Inspection of Table R.1 (Appendix R) shows that the number of times any particular 

image was the intended target varies in such a way that no appropriate connection 
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between target and selected image can be provided, as intra-set effects cannot be 

discounted before looking at inter-set effects. 

 

In terms of describing the experience of PassPix to someone unfamiliar with it, it suggests 

it can be put forward as a technique ―surprisingly easy to master, even thought the images 

don‘t look much like anything you‘d recognise‖. 

 

7. Image familiarity 

Question 10 was designed to discover whether and how participants were familiar with 

any of the images, particularly as some of them had been exposed to one of the image sets 

before. 

 

Q10: Are any of the images familiar from somewhere else? 

 

One participant correctly identified that images had been sourced from the same place as 

the ones used in that participant‘s prior tests on images, although the participant did not 

state that some of them were not of the same source as that test. Two participants noted 

that a single image in image set 5 were familiar as particular objects, i.e. a metaphorical 

familiarity. 

 

Thirteen of the participants in this experiment were participants in the ―Discard‖ 

experiment held several weeks before, during which they had seen all of the images in set 

4. None of them mentioned this. This suggests that none of them retained any particular 

memory of those images either individually or as a group, despite having inspected them. 

If this is a real effect, it should not be assumed that the non-familiarity carries over into 

the other sets, given the poorer results for this set in the previous question. 

 

Overall, this is suggestive, but not conclusive, that brief, prior exposure to images of 

these kinds may have little effect on their recognition or memorability. 

 

8. Rating and comments on the interface start, training and sign-in pages 

Three questions are dealt with here: 14, 15 and 16. Raw data on ratings and comments are 

provided in Appendix S, Table S.11 through Table S.14. These questions were intended 

to assess the interface design. 
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Q14: How do you rate the design of the start page? 

/S: Do you have any comments? 

You may want to comment on colours, sizes, layout, instructions and 

descriptions, the way the pages behave, or you may have noticed 

something else. Anything you would change? If yes, How would you 

change them? Anything you liked? If yes, What did you like? 
 

Q15: How do you rate the design of the training pages? 

/S: Do you have any comments? (as 14) 

Q16: How do you rate the design of the login pages? 

/S: Do you have any comments? (as 14) 

 

Table 6.16: Summary statistics of participant ratings of interface start, training and 

sign-in pages 

Scale Rating 

descriptive Very Good Good OK Poor Very Poor 

converted 5 4 3 2 1 

 

N=23 Start Page 
Design 

Training Pages 
Design 

Sign-in Pages 
Design 

Max 5 5 5 

Min 3 3 3 

Average 3.9 4.0 4.0 

St.Dev. 0.7 0.6 0.6 

 

The ratings (scale of 1 to 5; very poor to very good) for each of the page types (start, 

training and sign-in), summarised in Table 6.16, are ―OK‖ (3) or higher for all 

participants with the means close below (3.9; start page) or at ―Good‖ (4.0; training and 

sign-in pages). 

 

Overall the design of these pages was successful. Of the supplemental comments 

regarding things liked, seven were positive statements for the login start page, nine for the 

training pages and nine for the sign-in pages, from 12 of the 23 respondents. Participants 

picked up on the design issues described in Section 6.2. 

 

A particular issue that was addressed was the combination of ―sign-in‖ and ―create 

account‖ on one page. Participant 5, for example, commented that, 

The second time I used the page, instead of reading and following the 

instructions, I just filled in my username in the left-hand box (like I had the 
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first time I used the page). But I am not sure how [to: sic] change the page 

without making it more complicated. (Q14/S, P5) 

 

In a similar vein, Participant 22 observed that, 

I would visually distinguish between login and register, as both sides have a 

similar amount of text and fields. (Q14/S, P22) 

 

Whilst Participant 7 wanted, 

More of a welcoming paragraph, an introduction to what I‘m just about to do - 

I like instructions/ background, I was in a bit of a dilemma when I saw a blank-

ish page. (Q14/S, P7) 

 

In a real world implementation, as stated in the design section and pointed out by 

Participant 8 (Q14/S), this combination would not be a feature. So, although the 

participants were sensitive to the possibility of confusing the functionalities on the page, 

the solution is less information, rather than more, by separating functions and 

accompanying descriptions or instructions. 

 

The loading time of the images was noted as problematic by several participants. This 

suggests at least three solutions. Firstly would be to run the authentication session within 

a client-side application for web-based use, as it would indeed be for a local device sign-

in (e.g. home PC). Secondly would be to pre-load images for each web page; or possibly 

to pre-load all images while the first sign-in or training page loads. Thirdly would be to 

use images that have smaller file size, using one or more of these approaches: images of 

small width-height; images with fewer colours; or GIF images rather than JPEG images, 

as the former have a lower maximum on the number of colours (256). 

 

Some participants showed interest in allowing users to select their own images: 

 

I will like for me to choose the pictures I want from the list available (choose 

my own password) (Q14/S, P25) 

Might want to allow users to select their own passpix password. I didn‘t get the 

option to. (Q15/S, P1) 

Would be a good idea if I use my own images as password. (Q15/S, P6) 

 

The problems with users selecting their own images were covered in the experiments 

dealing with image choice. The simplest solution to this is to explain to users that this 

issue has been taken into consideration, and that for their own security the images are 

chosen for them. 
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One user raised a point which surprised the researcher. 

Asking the user to choose their favourite image is not secure – the choice is too 

easy to guess.  The server needs to make the choice at random, not the user. 

(Q15/S, P12) 

It doesn‘t feel secure against someone guessing my image sequence, especially 

as I chose what I thought were the most distinctive images each time. Add a 

sixth image for extra satisfaction, and don‘t let the user choose their own 

image, because choices can be guessed. (Q16/S, P12) 

 

However, in later informal conversation, three other participants (P3, P15, P19) indicated 

that they ―had chosen their own images‖. This was most peculiar, as at no time were they 

permitted to select their own, or told could do so. The researcher has no idea how they 

could have acquired this belief. 

 

One participant suggested an alternative interface. 

Probably display all pics at once and select in sequence (Q14/S, P1). Login 

username then display all pics and select in sequence… (Q15/S, P1). 

 

This is an interesting suggestion. Returning to the taxonomy, this is an example of a 

redesign which would create a different authentication technique, by changing the depth 

and breadth (Section 3.8.6) with all the sets in one presentation. It is not clear if this 

would be useful or not, particularly if the authentication session takes place using a small 

form factor device, such as a PDA or iPhone, where having all 45 images on one screen 

would appear to be a priori very difficult for scrolling. 

 

One participant recommended moving the step completion information. The researcher 

believes this is sound advice. 

Steps should usually either be on top center or top right as a visual reference as 

to how far you are within a (login / booking / payment) process (Q16/S, P22) 

 

One participant (Q15/S, P1) suggested having an on-screen timer (in the context of the 

previous suggestion). Taken with the general design principle outlined in the previous 

chapter that any authentication session should have an automatic time-out, this would 

provide the user with useful feedback on progress. However, the optimal time-out setting 

should be assessed, including any effect this might have on successful sign-ins (e.g., it 

may stress users into making mistakes), whilst making allowance for users who are not 

able to choose quickly due to cognitive, behavioural or physical issues. 
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Overall, the issues covered during the design phase – both those implemented and those 

left for decisions about how a particular implementation would apply to an authentication 

context – were well developed. Some additional design features have been suggested by 

participants. Some minor curious results indicate that the participants‘ perception of the 

authentication process may not exactly match the process as implemented. 

 

9. Participant ratings for ease-of-use and satisfaction for PassPix 

Two questions are considered together here: 17 and 18. Raw and combined data on the 

ratings is provided in Appendix S, Table S.15 and Table S.16. The questions are intended 

to discover participants‘ overall response to PassPix. 

 

Q17: Overall… how easy did you find using PassPix was? 

Scale Rating 

descriptive Very Easy Easy OK Hard Very Hard 

converted 5 4 3 2 1 

 

Q18: Overall… how happy were you using PassPix? 

Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

 

Table 6.17: Summary statistics for participant ratings for ease-of-use and 

satisfaction of PassPix 

N=23 Ease-of-use Satisfaction 

Max 5 5 

Min 2 3 

Average 4.0 4.0 

St.Dev. 0.9 0.7 

 

The ratings (scale of 1 to 5; very hard to very easy) for ease-of-use, summarised in Table 

6.17, are ―OK‖ (3) or higher for all participants with two exceptions (out of 23), with the 

mean at ―Good‖ (4.0). The ratings (scale of 1 to 5; very unhappy to very happy) for 

satisfaction are ―OK‖ (3) or higher for all participants, with the mean at ―Good‖ (4.0). 

 

It should be noted that ―happiness‖ is being used here as a proxy for ―satisfaction‖. On 

trying to formulate an appropriate question regarding satisfaction and discussion with 

colleagues, the researcher came to the conclusion that there is no direct way of asking 



Chapter 6: PassPix – A New Authentication Tool 

  205 

participants about ―satisfaction‖ specifically for an authentication technique or session, 

unlike with the quality of goods or services: i.e. ―Overall… how happy were you using 

PassPix?‖ makes more sense than ―Overall… how satisfied were you using PassPix?‖. In 

fact, both ease-of-use and satisfaction have complex underlying dimensions; see Chapter 

4. However, the researcher believed that asking a large number of questions, some of 

which the participants might have no meaningful way of evaluating, would have led to 

questionnaire fatigue and provided less-meaningful data than asking participants to 

attempt a quick, summative evaluation. 

 

Figure 6.23 shows the paired ratings for perceived ease-of-use and satisfaction for 

PassPix. No direct relationship between ease-of-use is being claimed by presenting the 

data in this way. What the figure does show is that despite some undesirable ease-of use 

ratings – ideally all users would find it ―very easy‖ (5) – satisfaction is ―OK‖ (3) is higher 

for all participants – although ideally that too would be at ―very happy‖ (5). Overall, 

participants are at least neutral about PassPix, but largely positive about the experience. 
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Figure 6.23: Paired ratings for perceived ease-of-use and satisfaction for PassPix 
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10. Comparison of PassPix with text passwords 

Question 19 sought information from participants rating their comparison of PassPix with 

text passwords at the start of the test and at the end, with any further comments they 

might have on why their rating had changed or not. The expectation was that ratings 

would improve over time, as they became more familiar with the technique and process. 

Raw data is in Appendix S, Table S.17 and Table S.18. 

 

Q19: Please compare PassPix to text passwords. 

1) In the first week, did you rate PassPix [better/worse] than text passwords? 

2) By the end of the test time, did you rate PassPix [better/worse] than text 

passwords? 
 

Scale Rating 

descriptive Much Better Better About the same Worse Much Worse 

converted 5 4 3 2 1 

 

3) If your opinion changed [got better or got worse], why was this? If your 

opinion stayed the same, do you have any comments? 
 

Table 6.18: Summary statistics for participant ratings comparing PassPix to text 

passwords 

N=23 Comparing PassPix 
to text passwords at 
Start 

Comparing PassPix 
to text passwords at 
End 

Frequency 

 1 3 1 

 2 2 2 

 2 3 2 

 2 4 1 

 3 3 3 

 3 4 4 

 4 3 1 

 4 4 4 

 4 5 3 

 5 5 2 

Max 5 5  

Min 1 2  

Average 3.2 3.7  

St.Dev. 1.0 0.9  

 

The average of the ratings (scale of 1 to 5; much worse to much better) comparing 

PassPix to text passwords, summarised in Table 6.18, are close to equivalent (3.2) during 

the first week of the test, rising towards ―Better‖ (3.7) at the end. 
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As shown in Figure 6.24, of the 23 participants, 11 ratings stayed the same, 12 ratings 

increased and 1 decreased. For (five) ratings that stayed the same there is a ceiling effect, 

as they cannot improve further. 

 

 

Figure 6.24: Movement of participant ratings comparing PassPix to text passwords 

at start and end of test period 

 

Participant 1 commented on their decreased rating, 

Patterns are harder to remember when seen for the first time round, especially 

if you try to replicate it in a different resolution. This could help if someone is 

trying to record your passpix on a media device (camera), using close matching 

patterns will confuse the recording media especially if there is resolution 

conflict. 

 

But training also takes time, and probably needs to be done using different res 

in a private secure area. 

 

However, it is not clear from this specifically what drove the reduction, as other 

participants commented adversely on both their initial response to memorising these 
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images, although this may imply that the secure training issue was more key for this 

person. 

 

Two participants rated PassPix retained their lower initial rating (2, worse) of PassPix 

compared to text passwords at the end. One comment relates to the memorability of these 

images, as compared to text passwords. However, it appears to readily underline issues 

relating to hacking passwords through knowledge about the user. 

with text passwords I choose something that relates to me, that I can remember 

despite the fact that it might not be very secure. With random photos I find it 

difficult to relate to. (P7) 

 

Six other participants also mentioned the difficulty of learning the images initially, but 

reported that their performance improved. 

 

The other low-rating participant raised the issue of the time need to sign-in. 

I felt that the login time for 5 pages to load was taking more time than just 

entering one‘s password and did not have any time-merits (P22) 

 

Four other participants also mentioned the comparatively slower sign-in time compared to 

text passwords. The sign-in time has two easily identifiable components: the time the 

participant takes to locate and select their image, and the time to load images. The former 

is dependent on the user‘s familiarity with the system and ability to locate and select their 

images. The training is not geared to speed of recognition. In the researcher‘s view, 

neither should it be. There would appear to be little advantage in training users for a skill 

which is effectively only of use for this type of authentication technique, and not a skill 

which will be practiced on a regular basis (or readily transferred to other practical 

domains); e.g. once-a-day sign-in is infrequent compared to users‘ needs to type with 

some degree of facility. In any case, the longer sign-in time is a feature of this type of 

authentication technique, i.e., selecting images over several screens. The image loading 

time issue is of greater concern, but has already been covered as an issue relating to the 

design of the authentication application for a particular context. 

 

Overall, the expectation that ratings comparing PassPix to text passwords would improve 

over time, as they became more familiar with the technique and process, was borne out. 

Particularly, increasing familiarity with the images (improved memorisation) improves 

relative acceptability; and comparatively slower sign-in time decreases relative 

acceptability. 
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11. Participant rating of acceptability of PassPix for personal use for secure access to 

different devices and services 

Question 20 investigates the acceptability of PassPix for signing-in to particular device 

and service contexts. Raw and comment data on the ratings is provided in Appendix S, 

Table S.19, Table S.20 and Table S.21. The results are of use in determining how a 

system like PassPix could be deployed. 

 

Q20: How happy would you be using PassPix for any of these services? 

 
Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

 

Table 6.19: Summary statistics for acceptability to participants of PassPix for secure 

access to different devices and services by device/service 

secure access to… N Max Min Average St.Dev. 

device a laptop 22 5 1 3.7 1.3 

your home PC 22 5 1 3.7 1.2 

your work PC 22 5 1 3.6 1.1 

a PDA 13 5 1 3.4 1.1 

a mobile phone 18 5 1 3.2 1.0 

service online banking 21 5 1 3.6 1.2 

online shopping 21 5 1 3.5 1.2 

work network 21 5 2 3.5 0.9 

computer technical sites 20 5 1 3.4 1.3 

personal email accounts 21 5 2 3.4 1.1 

work email 21 5 2 3.4 1.0 

entertainment sites 21 5 1 3.3 1.3 

hobby sites 18 5 1 3.3 1.2 

social networking sites 21 5 2 3.3 1.0 

 

The summary statistics for acceptability to participants of PassPix for personal use for 

secure access to different devices and services by device/service (Table 6.19) and by 

participant (Table 6.20) reveal two distinct ways of viewing the acceptability data. 

 

On one hand, the means by device/service take a restricted range of values for devices 

ranging from 3.7 (laptop and home PC) to 3.2 (mobile phone) and for services from 3.6 

(online banking) to 3.3 (entertainment sites, hobby sites, and social networking sites). The 

spread patterns, both in terms of range and standard deviation, are broadly similar. 
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Table 6.20: Summary statistics for acceptability to participants of PassPix for secure 

access to different devices and services by participant 

ID (N=23) N Max Min Average St.Dev. 

23 12 5 4 4.9 0.3 

24 13 5 3 4.8 0.6 

9 11 5 3 4.5 0.9 

3 14 5 4 4.3 0.5 

4 12 4 4 4.0 0.0 

6 2 4 4 4.0 0.0 

18 14 5 2 4.0 0.8 

16 14 4 3 3.9 0.4 

8 14 5 2 3.9 1.2 

25 13 5 3 3.6 0.9 

15 13 5 3 3.5 0.8 

27 14 4 2 3.4 0.9 

1 14 5 2 3.4 0.8 

11 14 5 2 3.3 0.9 

12 10 5 2 3.2 1.5 

13 14 5 1 3.1 1.7 

14 14 3 3 3.0 0.0 

22 6 3 3 3.0 0.0 

17 14 3 2 2.9 0.4 

5 12 4 2 2.8 0.9 

20 13 5 1 2.4 1.1 

7 11 3 2 2.4 0.5 

19 14 4 1 1.8 1.0 

 

The comments in Table S.21 provide a faceted explanation for this data. Participants 

indicated that they: (i) wanted quick access to devices/services they access frequently, 

particularly where this is on multiple occasions on the same day, (ii) found PassPix more 

acceptable for sites that they access less frequently, but not those that that are important 

and accessed infrequently. The ordering of the data by mean in Table 6.19 is suggestive 

of the frequency of use that might be expected for different devices/services: a home PC 

might be accessed less often than a mobile phone; an online shopping site might be 

accessed less often than a social networking site. 

 

On the other hand, the means by participant take a wider range of values, from 4.9 to 1.8, 

and the spread patterns, both in terms of range and standard deviation, also show a greater 

variability. Some of the participants rated all devices/services the same; whether this 

indicates a significant degree of uniformity of acceptability for that user, or a rapid and 

undiscerning response is open to question. However, what does stand out is the range of 

opinion: it indicates that the acceptability of PassPix in these contexts has a high level of 
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personal investment: some participants would be favourably disposed to PassPix and 

others would not be. This is notwithstanding whether they found the system (as a system) 

easy to use or satisfactory. 70% (16 out of 23) of participants provided ratings averaging 

at 3.1 or above; the others‘ average ratings were at 3.0 or below. 

 

Overall, acceptability for personal use depends to a significant extent on personal attitude 

to PassPix in a context of use. Overcoming specific issues relating to the design and 

security of PassPix as an application may allay some of the negative attitudes. 

Acceptability also depends on the device/service context of use itself, where there is a 

trade-off between frequency of use within the context of the user‘s day-to-day activities – 

lower frequency increases acceptability – and frequency of use over an extended period 

of days or longer – more frequent use increases acceptability. 

 

12. Participant rating of acceptability of PassPix for use by others for secure access to 

participant data 

Question 21 investigates the acceptability of PassPix for signing-in by data users working 

with participant data. Raw and comment data on the ratings is provided in Appendix S, 

Table S.22 and Table S.23. The results are of use in determining how a system like 

PassPix could be deployed. 

 

Q21: How happy would you be for these people to use PassPix? – your employer, your 

doctor, your bank manager, or your tax office. Imagine that they are using PassPix 

at their work to access your records. 

 
Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

 

Table 6.21: Summary statistics for acceptability to participants of PassPix for use by 

others for secure access to participant data by data user 

Data user N Max Min Average St.Dev. 

Employer 21 5 1 3.6 1.1 

Doctor 19 5 1 3.4 1.3 

Bank Manager 20 5 1 3.4 1.2 

Tax Office 19 5 1 3.3 1.2 
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Table 6.22: Summary statistics for acceptability to participants of PassPix for by 

others for secure access to participant data by participant 

Note: The table only includes participants who answered at least one part. 

ID (N=21) N Max Min Average St.Dev. 

7 4 5 5 5.0 0.0 

23 4 5 5 5.0 0.0 

24 1 5 5 5.0 n/a 

1 4 5 3 4.5 1.0 

18 4 5 3 4.0 0.8 

3 4 4 4 4.0 0.0 

4 4 4 4 4.0 0.0 

8 4 4 4 4.0 0.0 

16 4 4 4 4.0 0.0 

25 4 4 4 4.0 0.0 

27 4 4 4 4.0 0.0 

15 4 4 3 3.5 0.6 

9 4 4 2 3.3 1.0 

11 2 3 3 3.0 0.0 

17 4 3 3 3.0 0.0 

19 4 3 3 3.0 0.0 

22 4 3 2 2.8 0.5 

5 4 3 2 2.3 0.5 

20 4 2 2 2.0 0.0 

13 4 2 1 1.5 0.6 

12 4 1 1 1.0 0.0 

 

The summary statistics for acceptability to participants of PassPix for others to use for 

secure access to participant data by data user (Table 6.21) and by participant (Table 6.22) 

reveal two distinct ways of viewing the acceptability data. 

 

On one hand, the means by data user take a restricted range of values for devices ranging 

from 3.6 (employer) to 3.3 (tax office). As for own use, the spread patterns (range and 

standard deviation) are broadly similar. 

 

Similarly, the means by participant take a wider range of values, from 5.0 (ceiling) to 1.0 

(floor), and the spread patterns (range and standard deviation) also show a greater 

variability. Identical comments to own use ratings can be made for devices/services, 

range of opinion and the relation between acceptability of PassPix and personal 

investment, notwithstanding whether they found the system easy to use or satisfactory. 

62% (13 of 21) of participants provided ratings averaging at 3.1 or above; the others‘ 

average ratings were at 3.0 or below. 



Chapter 6: PassPix – A New Authentication Tool 

  213 

The participants provided few comments on the acceptability of other data users using 

PassPix to access the participants‘ data (see Table S.23). However, the comments are 

interesting for their diversity and the relationship with these participants‘ average ratings. 

 

Participant 4 provided ratings with an average of 4.0 (4s across the board, ―happy‖) and 

gave two positive reasons for liking PassPix, 

I like the idea of using PassPixs instead of passwords for two reasons: people 

can not note them down (because they think they will forget them) and also 

they are not generated by the users (who often choose weak passwords). 

 

Participant 5 provided ratings with an average of 2.3 (only just above ―unhappy‖), and a 

reason for a generically negative attitude to PassPix (or indeed, other techniques), 

I guess I don‘t really trust this new technology for important stuff.  

 

Participant 12 provided ratings with an average of 1.0 (1s across the board, ―very 

unhappy‖), but with a proviso that would override the ratings under specific – and 

achievable – conditions. 

I would be unhappy if these people were to use the system exactly as presented 

in this trial, but I would be quite happy if my security concerns were addressed.  

 

Overall, acceptability for use by others to protect user data depends to a significant extent 

on personal attitude to PassPix in a context of use. Overcoming specific issues relating to 

the design and security of PassPix as an application will allay some of the negative 

attitudes. 

 

13. Additional participant comments 

Additional comments from the participants were sought (Q22: ―Any other comments?‖); 

the responses are provided in Appendix S, Table S.24. Other comments received during 

the course of the test period are provided for reference in Table S.25. In fact, inspection 

of the commentary responses throughout the questionnaire shows that participants often 

commented on issues not directly related to the question at hand. A detailed analysis, 

such as coding responses against criteria, does not appear to the researcher to offer any 

additional information. 

 

Overall, responses fall into several general areas, each of which has a generic, though 

considered, response: 
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 specific concerns with aspects of the security of the implementation, which can 

be allayed by explanation. 

 design issues relating to the interface, technology and technique have been dealt 

with in the design phase as considerations which should be accounted for given 

some application context. 

 Other, non-specific positive comments, which cannot be usefully evaluated. 

 

6.5. Phishing attack 

The simulated phishing attack employs the data gathered from Question 7 of the 

participant evaluation questionnaire: 

Q7: Imagine you are trying to describe your images. Describe the images as 

much or as little as you feel important. 

Q7.1: This is how I remember it for myself… 

Q7.2: This is how I would describe it to someone else… 

 

Design 

Four individuals were provided with the descriptions of the images provided by 

participants in the PassPix test, which they used to attempt to break into the participants‘ 

accounts to test the vulnerability of user descriptions of images to phishing attacks, as if 

those descriptions had been gained under false pretences. 

 

Participants 

Four participants – all native English speakers – were selected as phishing attackers by 

the researcher for their particular qualities: 

1. Phisher A: The researcher himself who, having seen all the images repeatedly in 

different contexts and carried out experiments investigating the descriptions 

people use for abstract images, might be better able to interpret these participants‘ 

descriptions. 

2. Phisher B: Participant 13 from the PassPix test had been involved in designing a 

different abstract image password technique and might also have an interpretive 

advantage, and because this participant would have motivation to succeed in 

breaking this system. 

3. Phisher C: Participant 27, a lecturer in computing topics, describes himself as 

―not very imaginative, more of a programmer than designer‖ provides a non-

naïve, yet ―unpractised‖ phisher. 
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4. Phisher D: A Ph.D. student who had taken no part in these experiments or in 

Participant 13‘s research provides a naïve phisher, considers himself visually 

creative, and so perhaps able to succeed. 

 

Procedure 

The participants‘ description data of their images were collated into two lists, both with 

usernames, for any participant who had attempted to give any response for descriptions: 

the first list containing each user‘s descriptions for themselves, the second list containing 

any additional descriptions for other people. The phisher-participants were handed these 

lists in printed format and issued with verbal instructions. The instructions were given 

verbally as the circumstances required showing the description data and discussing 

particular features of it. This is justified as a real world phisher is not bound by ―do not 

discuss‖ protocols: the objective is to break authentication as often as possible. The 

instructions were: 

1) A phisher could not attack their own account. 

2) With only the participant descriptions to themselves, make up to three attempts to 

break into an account until successful. 

a) Where a participant provided no descriptive information for one or more 

images, the phisher was to use a random image of their choice. 

3) If the third attempt was unsuccessful, to use the participant descriptions to others 

to assist their judgment in the hacking attempt, for up to three attempts until 

successful. 

a) Where a participant provided no additional descriptive information for all 

five images, the attempt would cease immediately. 

b) Where there was information for some but not all images, the phisher was to 

use their judgement. 

 

The phishers were not informed that some of the image descriptions might have been 

placed against the wrong image, due to the test participant‘s confusion about the order of 

the images. This information was investigated and added to the descriptions afterwards. 

 

Results and analysis 

Twenty-one participants‘ description data were attacked, including six participants who 

did not provide descriptions for themselves of all five of their images. The data from 

these six is excluded from further analysis, apart from noting that Phisher D successfully 
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recognised all five images on the first attempt, making up for the missing description by 

chance (1-in-9) selection. Raw data samples are provided in Appendix R, Tables R.20 to 

R.25. Full data on the number of images successfully guessed on each attack round is 

provided in Table 6.23, with summary statistics on success and duration of attacks in 

Table 6.24. 

 

Table 6.23: Number of images correctly guessed on each attack round by Phishers 

and number of accounts successfully attacked where participants gave descriptions 

for themselves for five images 

TotA number of Phishers successfully attacking this account 

TotB number of accounts successfully attacked by this Phisher 

―a‖ an additional attack made by accident (excluded from calculations) 

―m‖ missing data 

―X‖ Phisher would be ―attacking‖ their own account (not permitted) 

 

P
a
rt

ic
ip

a
n

t Phisher (A–D) and Rounds (1–6) 

T
o

tA
 

A B C D 

1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 

1 2 2 1    2 1 1    3 4 3    0 2 1     

4 1 1 1    2 1 1    2 3 1    1 1 1     

5 4 2 4 4 4 3 3 4 4 3 4 2 3 2 3 3 2 4 4 3 3 3 3 2  

6 4 3 2 5   3 3 3 3 3 3 2 3 2 3 3 4 3 2 2 4 4 2 1 

8 4 5     3 4 3 3 4 3 2 2 2 2 4 3 3 4 3 3 3 3 1 

9 1 2 2 2 3 2 1 1 1 4 3 3 2 1 2 3 2 3 1 2 0 0 2 1  

11 3 3 5    4 4 3 5   5      4 4 3    3 

12 2 2 1 2 3 2 2 1 2 2 1 2 1 1 1 2 1 1 1 1 1 2 2 2  

13 2 1 2    X 2 1 0 a   1 2 2     

14 2 2 2    4 3 3    2 2 2    1 1 3     

16 4 4 3 4 5  2 4 3 2 3 4 2 2 3 5   1 1 1 1 3 3 2 

22 5      5      3 3 4 2 2 2 3 4 4 5   3 

24 2 2 3 1 2 2 2 1 2 2 3 2 2 2 3 m m m 2 2 1 2 2 3  

25 3 1 2 3 4 3 2 3 1 3 3 4 3 3 3 2 5  2 3 2 2 4 3 1 

27 4 3 3    2 2 2    X 1 2 2     

 6 

TotB 5 2 3 1  

 

The data on guesses on each attack round shows some variability. Against Participant 8, 

Phisher A guessed the answer in two attempts, whereas the other three phishers failed 

after six attempts. Against Participant 22, Phishers A and B guessed the answer in one 

attempt, whereas the other two phishers failed after six attempts. Against Participant 1, 

none succeeded after three attempts. Of course, the phishers do not know how successful 

they are, unless they guess all five correctly, so they have no way of monitoring their 
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progress towards the solution. Any additional descriptions provided do appear 

(unsurprisingly) to help the phisher. 

 

There is some evidence in Table 6.24 to suggest that the phishers perform differently. 

Considering the average and standard deviations, Phishers A and C are faster than B and 

D: Phishers A and C took around fifty percent of the time Phishers B and D took, 

indicating longer choice time does not improve results. 

 

Evidence that Phishers A, B and C were privileged by prior knowledge of the PassPix 

images – or of other abstract image systems – is not extractable from the limited amount 

of data. Even so there do appear to be signs that the percentage of correct guesses for 

these three phishers was higher than for Phisher D. 

 

Table 6.24: Summary statistics for phishing attacks on accounts where participants 

gave descriptions for themselves for five images 

Phisher A B C D 

Accounts attacked 15 14 14 15 

Accounts 
entered 

by attempt 3 3 1 0 0 

with additional 
descriptions 

2 1 3 1 

total 5 2 3 1 

Frequency of 
correct 
guesses 

0 0 0 1 3 

1 9 11 8 18 

2 22 17 25 21 

3 13 23 19 18 

4 11 12 5 9 

5 5 2 3 1 

Percentage of 
correct 
guesses 
(frequency / N) 

0 0% 0% 2% 4% 

1 15% 17% 13% 26% 

2 37% 26% 41% 30% 

3 22% 35% 31% 26% 

4 18% 18% 8% 13% 

5 8% 3% 5% 1% 

Sum of frequency x correct 
guesses (S) 161 172 150 155 

Number of attack attempts (N) 60 65 61 70 

Average ( S / N ) 2.7 2.6 2.5 2.2 

St.Dev. 1.2 1.1 1.0 1.1 

Duration 
(hh:mm:ss) 

Min 1:14 2:14 0:32 3:38 

Max 6:47 12:20 7:10 15:07 

Sum 59:32 1:51:13 56:34 1:55:51 

Average 3:58 7:57 4:02 7:43 

St.Dev. 1:25 2:57 1:55 3:19 
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The difference in performance between Phisher A (the researcher) and Phishers B and C 

may be attributable to no more than chance. Given choices between images which cannot 

be linked together towards knowledge of success, individual phisher‘s performances will 

vary by chance, regardless of any difference in ability to understand the participants‘ 

descriptions. 

 

The suggested implications merit further research. The notable result of this exercise is 

that abstract images are not immune to phishing attacks, even if the user is not trying to 

provide enough information to the attacker. Whether it is worth an attacker‘s while to 

spend time on phishing for these descriptions depends on the value of success. 

 

An approach that could be fruitful would be for one person to attack the accounts, passing 

those that they fail to others. Such team members bring different insights to the possibly 

correct choices, and can use the other attackers‘ choices to exclude some complete sets of 

choices. 

 

What is clear is that as a manual attack this is much slower than phishing for passwords, 

although lack of speed can be offset against low labour costs. These are either correct or 

not, take little time to test, and can be automated. 

 

6.6. PassPix on small form factor devices 

During the test phase, one participant successfully used a PDA to sign-in. Although 

unable to obtain a similar device, the researcher observed PassPix at first-hand on an 

Apple 3G iPhone 
13

, to check functionality and ease-of-spying. 

 

Photographs were taken on a Nokia 6500 Slide 
14

, 3.2 megapixel camera, resolution 

1600x1200, under fluorescent office lighting. The iPhone was placed face up on a 

desktop; the Nokia was hand-held at (i) 18  1cm to obtain the best possible pictures of 

the entire iPhone and (ii) 60  2 cm to obtain images at approximately the same distance 

as an colleague standing behind a seated user, say 30cm from user to iPhone, and 30cm 

from onlooker to user‘s shoulder. 

                                                 

13
 Apple.com, http://www.apple.com/uk/iphone/ 

14
 Nokia.com http://www.maps.nokia.com/6500slide 
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Figure 6.25 shows scrolling for content, an obvious design issue for web pages displayed 

on small form factor devices. It would require further study to ascertain whether this is a 

feature of the browsing experience which users find acceptable. Alternatively it may be 

possible to serve different page designs to such devices. 

 

 

Figure 6.25: PassPix sign-in screen showing position of web page fold on horizontal 

iPhone display 

Note: image is close to real size, taken from 18cm; exact specification height 

(width in image) is 115.5mm. 

 

Figure 6.26 shows one of the sign-in screens (image set 5) under three different 

conditions: (i) ―close-up‖, photographed at 18cm; (ii) ―onlooker‖, 60cm with a reflection 

from room lighting; and (iii) ―onlooker‖, 60cm without a reflection from room lighting. 

 

The ―close-up‖ view indicates that for the user the images were reasonably clear –better 

than they appear in the photograph. The ―onlooker‖ views indicate that (i) any reflection 

can significantly impair an onlooker‘s view, to the point where no information about 

images can be recorded, and that (ii) even under reasonably good lighting conditions, 

with a stationary target (the iPhone), direct viewing angle, and time on the onlooker‘s part 

to set up (and indeed retake) the image (each image took around one minute for the 

researcher to set up), recording the images shows only gross characteristics. Since the 

images are displayed in random positions each time an image set is viewed, positional 

data regarding the user‘s target image is harder to obtain: requiring an image of the set as 

the user‘s finger or pointing device touched the screen, and possibly a second image 

showing the entire set before a finger obscures the region touched. 
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(a) taken from 18cm 

 
(b) taken from 60cm, with reflection 

 
(c) taken from 60cm, without reflection 

Figure 6.26: PassPix sign-in screen showing effects of viewing conditions on iPhone 

display (Note: image is close to real size; exact specification height (width in image) is 

115.5mm.) 
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Overall, this is an unsophisticated attack simulation. However, it serves to show that for a 

reasonably good and readily available camera phone, under conditions which favour an 

attacker – good lighting, stationary target, direct viewing angle, and time to prepare the 

shot – the quality of the image that the attacker can obtain is of relatively poor quality. 

6.7. Conclusion 

From the data and analysis presented, this researcher believes it is reasonable to claim the 

following: 

 

 95% of users completed sign-in for five images each in a set of nine within 72 

seconds. 

 95% of users completed a training round for five images each in a set of nine 

within 72 seconds. 

 After the first day of use, 86.3% signed-in after one round, and 95.7% 

successfully signed-in in three or fewer rounds (with no further training). 

 On the first day, the average accesses per person per day is 5.0 rounds per person 

(standard deviation 3.2), which serves as an estimate of load on a web server for 

new account creation. 

 After the first day, there is an average of 1.3 accesses per person per day 

(standard deviation of under 0.3), which serves as an estimate of load on a web 

server for the daily active user base. 

 

Additionally, there may be effects attributable to image types or the particular 

constitution of a set of images, which may merit further exploration. 

 

Given the number of rounds participants used on the first day, additional stress should be 

placed on practice in training guidance. In fact clear training and use guidance, including 

explanations about why the implementation is designed in a particular way, is both 

desired by participants and necessary to overcome some participants‘ naïve views on 

security issues. 

 

A quarter of participants were unable to provide any useful descriptions of their images at 

all, which in itself makes phishing attacks difficult. 
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Despite participants not showing any particular ability to describe images even to 

themselves, in terms of describing the experience of PassPix to someone unfamiliar with 

it, the data suggests it can be put forward as a technique ―surprisingly easy to master, 

even thought the images don‘t look much like anything you‘d recognise‖. 

 

Participants are at least neutral about PassPix, but largely positive about the experience. 

Comparing PassPix to text passwords indicates that, as participants became more familiar 

with the technique and process, they favour PassPix. Particularly, increasing familiarity 

with the images (improved memorisation) improves relative acceptability; and 

comparatively slower sign-in time decreases relative acceptability. 

 

Acceptability for personal use depends to a significant extent on personal attitude to 

PassPix in a context of use. Acceptability also depends on the device/service context of 

use itself, where there is a trade-off between frequency of use within the context of the 

user‘s day-to-day activities – lower frequency increases acceptability – and frequency of 

use over an extended period of days or longer – more frequent use increases acceptability. 

 

Acceptability for use by others to protect user data depends to a significant extent on 

personal attitude to PassPix in a context of use. In both cases, overcoming specific issues 

relating to the design and security of PassPix as an application will allay some of the 

negative attitudes. Overall, personal attitudes to the technique are more important than the 

context of use. 

 

Any putative connections between image sets and correctness of response, response time 

or ease of description, require further testing, with much larger participant groups. Intra-

set effects must be allowed for, as well as inter-set effects – sets may contain one or more. 

Individual images in some sets may be significantly harder or easier to recognise, given 

the context they appear in, e.g. respectively two or more images that are particularly 

similar and hard to distinguish between, or one that is particularly different and easy to 

pick out. 

 

Abstract images are susceptible to phishing attacks, even when users provide information 

about the images which is not expressly intended to help an attacker, and crucially, even 

when they do not have access to the images except based on memory. In a simulated 
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attack, four phishers broke into six out of fifteen accounts, within a maximum of six 

attempts on each account. 

The design presented in Chapter 6 has proved fit-for purpose in terms of usability, 

including on small form factor devices. 

 

Small form factor devices do not appear to be particularly prone to recorded observation 

attacks – images are not clear enough on readily available camera phone technology, but 

this requires further investigation. 

 

A specific proviso must be made regarding loading times for images, which caused 

express dissatisfaction, for which a variety of context-dependent solutions are available. 

Design and security concerns raised by participants are covered in the design notes. The 

exact combination of design features depends on the context and environment of use. 

 

Overall, allowing for contextual modifications of the implementation, PassPix is a 

useable authentication technique. 
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CHAPTER 7: CONCLUSION AND FURTHER WORK 

 

7.1. Conclusion 

This section assesses the extent to which the research aim and the four objectives stated in 

Chapter 1 have been met. 

 

Research aim 

The aim of this research is to extend academic study of online 

authentication techniques by development of a novel, robust and cost-

effective authentication tool. 

 

Objective 1 

To develop a taxonomy of cognitive authentication techniques, to place this 

work within the wider context of academic and commercial authentication 

developments, generate ideas for further novel authentication techniques 

and support assessment of authentication techniques. 

 

A novel taxonomy of cognitive authentication techniques is proposed in Chapter 3, 

fulfilling the three objectives for the taxonomy. 

 

1) The creation of a standardised and consistent terminology for technical discussion. 

The proposed taxonomy succeeds in standardising technical terminology specifically for 

visuo-cognitive and linguistic cognitive authentication techniques, offering parallel 

nomenclature processes for other sensory modes (audio, spatial, etc.). This incorporates a 

new approach to discussion of image types, making explicit the contextual nature of 

image classification and its inherent ambiguities. 

 

2) The development of a standardised framework to compare and contrast existing 

techniques for strengths and weaknesses in different contexts. 

The taxonomy standardises the cognitive authentication classifications used by other 

researchers, removing ambiguities, revealing gaps and aligning those classifications in a 

coherent structure, which in itself can be considered an improvement. The proposed 

framework furthermore identifies, defines and includes sensory, cognitive and structural 

features of cognitive authentication techniques not present in other taxonomies, extending 
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consistent coverage of the authentication domain, across different sensory modes (audio, 

spatial, etc). The taxonomy also makes explicit theoretical and practical connections 

between cognitive and biometric authentication techniques. 

 

3) The development of a framework to discover new techniques and implementations. 

By combining taxonomic features in different combinations it is possible to specify 

potential authentication technique features, for which implementations can then be 

sought. An important consideration in this is that patents are not granted for software, but 

for processes, which means that physical and software solutions may be considered parts 

of the same authentication technique solution space, and ideas transferred across 

implementations. 

 

In addition to the contributions of the major sections of this work, this researcher notes 

some minor points relating to the cognitive authentication literature. Firstly, Blonder‘s 

(1996) patent is not given credit for the full range of ideas presented. Secondly, there 

appear to be both commercial applications and academic research which are at best 

agnostic on the existence of that patent. Thirdly, there is a rich patent literature, a small 

sample of which is presented in Appendix B, which is not discussed in the academic 

literature. Fourthly, the pre-Blonder history of such authentication is largely unknown – 

and arising from this appreciation, there is the possibility that there are other, older 

documents might yet come to light in a more historically oriented study. Fifthly, the 

development of the literature has gaps which can only be filled from researchers‘ 

archives. This researcher obtained Pickover & Riekert (1990) and Najjar (1992) only 

from the authors; whilst Bensinger (1998), available online in 2005, seemed to have 

disappeared from public online record by 2007, including its use in v-Go. 

 

Objective 2 

To develop an assessment process for comparing cognitive authentication 

techniques and their implementation in tools, with particular reference to the 

tool developed in this work. 

 

The approach taken in Chapter 4 produced a thorough set of criteria for conducting 

analysis of a technique in principle and an implementation in practice. 

 

The productivity of this approach is demonstrated; against each taxon it is possible to 

associate and describe usability and security concerns, and indicate how these may be 
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measured. Thus, both existing and new techniques and implementations benefit from 

classification in the taxonomy, as the assessment process can be applied in a consistent 

manner, with expected issues being already clarified. Furthermore, any new issues that 

arise can be consistently applied across the relevant taxa of the taxonomy. 

 

User choice has security and usability consequences, just as it does for linguistic (text-

based) passwords. In visuo-cognitive techniques where a user is permitted to choose their 

password images, it may be possible to construct dictionaries of (probabilistically) 

common choices, against which a dictionary attack can be mounted. Where user image 

choices contain information which can be related to the user (facts, preferences, 

relationships, etc.), this increases the possibility of conducting social engineering attacks. 

 

These concerns lead to limiting the impact of permitting user choice, in the absence of 

any way of ensuring that dictionaries are at best difficult to construct. However, as with 

linguistic passwords, lack of user choice may reduce the user‘s personal attachment to 

password, leading to reduced memorability. 

 

Abstract images offer several advantages over other types, summarised here. Firstly, there 

are no (known) cognitive issues with recognising abstract images (unlike prosopagnosia 

for faces), or with naming abstract images (unlike for objects), if simply because they 

have no phonological code (name); but they can be described by users to themselves. 

 

Secondly, there is no (as yet obvious) way in which abstract images can be chosen or 

described according to generally shared principles, e.g. my favourite colour may not be 

yours, but we probably agree on attractiveness of faces. This advantage may, however, 

disappear as abstract image systems become more widely used, because users will start to 

generate shared principles. 

 

Thirdly, an abstract image has no immediate connection with an individual user (unlike 

an image of their friend, house, or holiday), so it does not reveal personal information or 

open the password up to research-based attacks as readily. There appear to be no cultural 

sensitivities with regard to abstract images in principle – although it may be recognised 

that particular abstract shapes may have powerfully negative connotations in some 

contexts (e.g. the Nazi swastika); this is not true for obvious types of human, scene or 



Chapter 7. Conclusion and Further Work 

  227 

object image (women in some cultures, scenes of violence, objects that are considered 

obscene). 

 

Fourthly, abstract images are harder to phish than linguistic passwords; objects may be 

easy to describe because a name can be associated with them; however faces may also be 

difficult to describe in the absence of the images. Abstract image descriptions even if 

obtained are not relatable in a straight-forward manner to the images, as users choose 

different features to form their descriptions. Effective descriptions from an attacker‘s 

point of view may need to be longer than descriptions of other types of images; they are 

certainly less straight-forward than transmitting a linguistic password. Thus they require 

more effort on the user‘s part to share, and this acts as a barrier to the user sharing them 

quickly. 

 

Fifthly, abstract images can be generated algorithmically, without human intervention, 

without requiring libraries (entailing no purchase or copyright issues), using an 

indefinably large number of algorithms, creating an indefinably large number of images. 

Care must be taken, however, that the images combined into sets (for cognometric 

techniques) are sufficiently distinguishable that a user can learn their target images 

successfully and authenticate under a range of environmental conditions (e.g. equipment 

or lighting). 

 

Objective 3 

To develop and execute experiments which test the use of algorithmically-

generated abstract images for their impact on the security, usability and 

accessibility of authentication techniques. 

 

The experiments clearly demonstrated that abstract images are at a disadvantage 

compared to face and object images from the perspective of cognitive psychology. They 

are harder to learn and recognise at a later time than the other two types, certainly when 

participants are exposed to them under controlled exposure conditions. In itself, this 

contributes to understanding that users will need a designed training experience which 

allows them control over their learning. 

 

The possibility of building probability dictionaries for abstract images is demonstrated for 

the first time. This was already known for faces (cf. PassFaces), and to some extent for 

objects (cf. Faces and in one experiment in this work). The demonstration of this type of 
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dictionary is supported by what the researcher believes is a new application of the chi-

squared statistic in the field of authentication technique research. The nature of these 

dictionaries needs further research. 

 

Objective 4 

To specify and implement a working prototype for an authentication tool. 

 

Overall, allowing for contextual modifications of the implementation, PassPix is a 

useable authentication technique. The performance indicators show that PassPix offers 

robust security in terms of effectiveness against phishing, and is acceptable from a user 

perspective. The ease with which abstract images can be generated, compared with 

library creation for face and object images, and the relatively low failure-to-authenticate 

rate indicate that PassPix is cost-effective. The design presented has proved fit-for-

purpose in terms of usability, including on small form factor devices; also, these do not 

appear to be particularly prone to recorded observation attacks, at least with mobile phone 

technology generally available at the time of testing. 

 

The exact combination of design features (for security and usability) depends on the 

context of use and the way in which the technique is implemented in a particular 

environment. A specific proviso must be made regarding loading times for images: slow 

times caused express dissatisfaction, for which a variety of context-dependent solutions 

are available. 

 

The majority of participants (95%, N=24) completed sign-in for five images in sets of 

nine within 72 seconds, and after the enrolment day, 86.3% signed-in after one round, and 

95.7% successfully signed-in in three or fewer rounds (with no further training). 

Although this indicates that abstract images are usable for authentication, on a practical 

level they are not yet usable for quick authentication. 

 

Participants were at least neutral about PassPix, but largely positive about the experience. 

Comparing PassPix to their experience of traditional text passwords indicates that, as 

participants became more familiar with the technique and process, they favoured PassPix. 

Particularly, increasing familiarity with the images (improved memorisation) improves 

relative acceptability, and comparatively slower sign-in time decreases relative 

acceptability. 
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Acceptability for personal use depends to a significant extent on personal attitude to 

PassPix in a context of use. Acceptability also depends on the device/service in context, 

where there is a relationship between frequency of use within the context of the user‘s 

day-to-day activities (lower frequency increases acceptability) and frequency of use over 

an extended period of days or longer (more frequent use increases acceptability). 

Acceptability for use by others to protect user data depends to a significant extent on 

personal attitude to PassPix in a context of use. In both cases, overcoming specific issues 

relating to the design and security of PassPix as an application will allay some of the 

negative attitudes. Overall, personal attitudes to the technique are more important than the 

context of use. 

 

Abstract images are susceptible to phishing attacks, even when users provide information 

about the images which is not expressly intended to help an attacker, and even when they 

do not have access to the images except based on memory. In a simulated attack, four 

phishers broke into six out of fifteen accounts, within a maximum of six attempts on each 

account. However, a quarter of participants were unable to provide any useful 

descriptions of their images at all, which in itself makes phishing attacks difficult. 

 

7.2. Further Work 

The proposed novel taxonomy will benefit from testing to probe its fitness for purpose: 

namely, its ability to account for techniques not considered; and the provision of 

extensions or revisions required, either in terminology or taxa. Beyond these areas of 

visuo- or linguistic-cognitive techniques, the taxonomy can be extended into other 

sensory modes (audio, spatial, etc.), which will require attention to the form in which 

information is presented to human users, paralleling the discussion of image types. 

 

Although not part of this taxonomy development, parallel analyses can be undertaken for 

biometric and token-based authentication techniques, and connections between 

behavioural biometrics and cognitive techniques have been made explicit. Some account 

of multi-factor techniques is required. To some extent this can be achieved by classifying 

a multi-factor technique by each of its parts, but this cannot be assumed to account for all 

interactions between the parts, or for emergent features. The taxonomy does not account 

for methods of recognising, recalling or recreating a non-memorised password, by mental 

processes, memory aides or physical storage devices. 
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Finally, the taxonomy can be extended further by wider coverage of authentication 

techniques – Human–Human, those employed between other biological entities, or 

Machine–Machine authentication – moving towards a generalised taxonomy and theory 

of Entity–Entity authentication. 

 

The usability and security assessment process gives a clear rationale to each of the 

concerns and metrics identified. During development of the process, it became apparent 

to this researcher that there are many ways of describing usability and security issues. 

Any revised process will benefit from further discussion in the authentication community, 

to ensure that the criteria are indeed appropriate and useful. Additionally, other 

perspectives may bring out further criteria or entirely new approaches. The number of 

assessment criteria and the number of taxa combined generate a large number of 

assessment points. These will benefit from checks on their impact. 

 

The identification of sensory, cognitive and process taxa, including some not covered in 

the authentication literature, makes it possible to generate experiment designs readily. 

The number of taxa identified, and the range of values they may take, opens up an 

experimental programme of significant size, and ultimately rather open-ended. 

 

The experiments conducted on participant choice of abstract images require replication 

and further analysis, as that there may be some systematic error in their design or 

implementation, which has biased results towards or against finding patterns of non-

random selection. An obvious example of this would be to repeat the same image tests 

using differentiated demographics for the participant groups; or images within other 

single, psychologically recognisable types may not show selection biases, or may show 

stronger ones.  

 

The prototype testing indicated that any putative connections between image sets and 

correctness of response, response time or ease of description, require further testing with 

larger participant groups. Intra-set effects must be allowed for, as well as inter-set effects: 

individual images in some sets may be significantly harder or easier to recognise, given 

the context they appear in. 

 

In some contexts it may be appropriate to employ abstract image sets which show no 

selection biases, if any such sets exist. Further experimentation may give rise to the 
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development of criteria for image generation algorithms which reliably provide images 

which users can differentiate and use when they are not permitted choice, or which 

reliably provide images for unbiased selection sets. 

 

The prototype testing indicated that small form factor devices do not appear to be 

particularly prone to recorded observation attacks, but this requires further investigation. 

The prototype development can be further extended by ensuring that its design does not 

leave it open to hacking attacks, and that it fulfils usability requirements on a wider range 

of devices. Also, it can be redeveloped in other (non-HTML) forms (e.g. Flash- or Java-

based), whilst bearing in mind that its form may place restrictions on its deployment. 

Ultimately, the directions that development may take will depend on the needs of 

commercial interest or academic testing. 

 

Beyond theoretical or testing issues, it is important to consider what impact the technique 

investigated here will have on real-world implementations, and more generally the impact 

of novel techniques. Linguistic passwords are ubiquitous; other cognitive techniques have 

made little impact so far. The fact that there are known and deep problems with linguistic 

passwords is not a barrier to their continuing or even widening use; it would not be the 

first time that a technically weaker solution has out-competed a technically better 

solution. Thus, this researcher believes that even if clear advantages can be shown for any 

novel solution, it will only gain widespread use if there is a successful alteration of the 

behaviour of security solution designers, security implementation managers and 

management leadership. 

 

Given the embeddedness of text-based password solutions, this alteration is a large-scale 

undertaking. This could occur firstly by changing these groups‘ perceptions of 

authentication techniques, through educational channels such as university (or other) 

security courses. Secondly, wider publicity of such techniques may change awareness and 

engagement with these techniques; however it is not evident that this publicity would 

occur with sufficient rigour for proper implementation to ensure that these techniques do 

not suffer consequences leading to poor reputation. Thirdly, public awareness of other 

techniques might lead to wider design and implementation interest, but this researcher is 

sceptical that this would be an effective route, as other issues of significance and 

scientific underpinning have not moved into public consciousness and understanding with 

great speed. Fourthly, regulatory pressures – i.e. compulsory statutes rather than 
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voluntary frameworks – may play a role. This is clear from the uptake of multi-factor 

password protection of online banking services, where the statutory responsibility of 

banks to ensure customer security and take liability for security failures has taken hold. 

Nevertheless, regulation is often reactive, as laws require careful crafting if they are to be 

useful in court. Fifthly, and in this researcher‘s opinion the real motivation for change, 

will be consistent, practical demonstration that there is a significant financial gain in 

implementing non-text systems, such as: cost cutting, business efficiencies, fraud 

reduction, reputation protection or enhancement. 

 

This researcher believes that none of these possibilities is likely to occur quickly and that 

a generation will be an under-estimate for widespread uptake of other cognitive 

techniques, given the biometric and token-based techniques alternatives already on the 

market and in development. 

 

There are however various opportunities for improving uptake of novel cognitive 

techniques, involving identifying more specific domains of application. 

 A particular authentication solution may be developed by specialised companies 

able to develop a market for the solution (cf. Passfaces™). 

 Websites claiming to be cutting edge or experimental may adopt a novel 

technique as a marker of this claim. 

 Some administrators of websites (or other online contexts) may be willing to 

experiment with novel techniques if the technique has a relationship to the site‘s 

content (e.g. significant visual content) or there is a user group for which the 

technique may offer particular advantages (e.g. particular sensory or cognitive 

accessibility needs). 

 It may be possible to persuade some security or leadership managers to 

implement a novel technique in a controlled context, e.g. an intranet, where 

business case benefits are clearly demonstrable. 

 Novel techniques may have a use for high security applications, where demands 

on users to make an effort to learn can by required and understood as an integral 

part of their job. Such techniques can for a limited time offer protection against 

attackers while the technique remains novel and attacks have not been 

successfully mounted. They may also offer some protection against more casual 

forms of attack, as an attacker will have to invest more time and resources into 
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developing attack strategies and practices. They may offer advanced security 

benefits, if they are more usable and/or less insecure than existing techniques. 

 Novel techniques may have a use for low security applications, e.g. in visual 

gaming environments, where consoles do not necessarily have language-based 

input devices, which means that linguistic passwords have no natural advantage 

over other forms of input. 

 

Ultimately, this researcher believes that a wide variety of techniques will be implemented 

in different contexts, and though not supplanting them, they will take their places as 

alternatives to traditional text passwords. 
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APPENDIX 1: IMAGES 

 

Original images for Experiments 1 to 4 were 3cm x 3cm; those in Experiment 5 were 2.5 

x 2.5 cm, and those in PassPix were 3.5cm x 3.5cm. The original images are presented in 

the full appendices. 

 

 

   

 (a) Abstract Array 1 (b) Face Array 1 

 

 

(c) Object Array 1 

Figure A1.1: Image Arrays for Experiments 1, 2, 3 from Appendix H 
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 (a) Group A image sets 1 to 5 (b) Group A image sets 6 to 10 

 

  

 (c) Group A image sets 11 to 15 (d) Group A image sets 16 to 20 

Figure A1.2: Image Sets for Experiment 4 from Appendix L 
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Figure A1.3: Images for Experiment 5 from Appendix M 
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 (a) PassPix image set 1 (b) PassPix image set 2 

   

 (c) PassPix image set 3 (d) PassPix image set 4 

 

(e) PassPix image set 5 

Figure A1.4: PassPix Images from Appendix O 
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Abstract 

This paper discusses usability and practicality issues for authentication systems based on 

biometrics. The effectiveness of a system incorporating an authentication method depends 

not only on theoretical and technological issues, but also on user interaction with and 

practical implementation of the system by an organisation. It is becoming increasingly 

common that IT and physical security are converging, especially in the workplace. This 

has significant ramifications for the workforce and operational matters. In this paper we 

pay particular attention to the potential issues that arise when companies introduce 

biometrics for IT or physical security and provide recommendations that help ensure a 

usable and practical implementation of the technology. 

Keywords: physical security, logical security, biometrics, authentication, usability 

1. Introduction 

Personal identity is the key to determining whether an individual should be included in, or 

excluded from, many physical or virtual processes: processes that are fundamentally 

about control and management of access to physical or virtual assets. Strong access 

controls are increasingly required to enter a physical area (crossing a border, entering an 

installation); to establish an entitlement to or access the benefits of a service whether 

public (welfare payments or health services) or private (bank account); or to access 

virtual systems and services (company networks, email systems, online shopping sites). 

The business case for asset management is clear. Identifying and locating assets are 

priorities for any organisation, no matter its size, for an organisation‘s assets define its 

existence, function and future. For example in a medical environment, obvious physical 

assets are surgical equipment, medicine stock and people (both staff and patients); 

obvious virtual assets are information related, such as medical records, financial and 

human resources data. However, virtual assets may have multiple locations: such as in 

paper files (records, letters) and across one or more databases, located on various physical 

storage media in one or more physical locations, available virtually through a variety of 

access points. 

Managing access to assets is clearly essential, both to ensure that those who need access 

are granted it and that those who do not or should not have access are denied it. This 

requires explicit security policies. Policies should start by identifying who should be 

recognised by the system (scope), what level of access they should be granted to which 

assets (authorisation), and how they can be enrolled into the system (registration) – this 

mailto:carsten.maple@luton.ac.uk
mailto:peter.norrington@luton.ac.uk
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last being the focus of this paper. Authorisation management continues throughout an 

individual‘s association with the organisation, as their role changes and available assets 

are increased, removed or linked in new ways. At the end of this association a policy 

decision must be made whether to remove their identity entirely from the system or to 

alter their authorisation. Policies for removal of former employees from both physical and 

virtual resources are not usual well managed, be this for the recall of ID cards or keys, or 

removal from computer or email system logins. 

Table 1. Percentage of attacks by attack source, data from [1] 

 Year 

Attack source 2003 2004 2005 

External only 16 23 26 

Internal only 10 14 35 

External & Internal 13 51 39 

External total 29 74 64 

Internal total 24 65 74 

 

A remarkable observation arises from comparing the source of attacks reported on top 

global financial services institutions (FSIs), shown in Table 1. 

From this it can be seen that the number organisations of experiencing attacks from 

internal sources has increased three-fold over the past three years Additionally, In the past 

two years, the threat from internal sources has overtaken that from external sources. 

Clearly, protecting information assets from insider attacks has become a significant issue, 

which requires strengthening of internal access controls. 

With the increase of IT-mediated physical and virtual security, integrating these into a 

seamless policy is becoming increasingly possible. However, enhancing the security of 

such processes depends not only on improving IT and physical technologies, 

mathematical algorithms, legal compliance with data protection legislation, but also on 

ensuring that the security system is usable to people in the workplace and practical for the 

organisation to manage. These people, the users, may be permanent or temporary 

members of staff whose contact with a workplace ranges from daily to less frequent, or 

patients, external contractors and visitors whose contact is less predictable. 

Regardless of whether the access control permits entry to a physical or virtual 

environment, the massive expansion of both processes and individual involvement with 

them, increasingly ubiquitous and pervasive, has led to an rising reliance on IT-mediated 

methods of checking personal identity rather than employing labour-intensive, and hence 

costly, methods. Furthermore, the negative consequences of inappropriate access to such 

processes have grown significantly, caused by, for example, terrorist activities, state 

benefit abuse, credit card abuse or damage to information systems or their contents. 

Furthermore, the establishment of personal identity is itself a service under increasing 

attack in the form of identity theft, providing one individual with access to all of the 

processes another should enjoy. As the value of access rises, so the need to ensure the 

security of processes continues to expand, enabling individuals to be included or excluded 

appropriately. 

A major development in access control has been the growth in use of biometric 

technology. For example, Yano Research Institute (Japan) has surveyed biometrics 

vendors and system integrators (18 companies in total) from July to September 2005. 
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They have found that the domestic demands for biometrics products are growing. 

According to the results, the market will reach about 14.7 billion yen in fiscal year 2005, 

up 60.8% on a year-on-year basis. Much of this growth is due to changes in legislation in 

Japan, in particular the full enforcement of the Personal Information Protection Law in 

April 2005 [2]. This is indicative of global economic indicators of the rise of biometric 

technologies, as shown by Figure 1. 

Figure 1. Annual Biometric Industry Revenues 2005-2010 (USD $m), 

adapted from [3] 

This paper focuses on the usability and practical implications of biometric schemes for 

people enrolling or undergoing verification or identification. We discuss the classification 

and underlying principles of authentication methods, the background to the importance of 

biometric security systems, the impact of such systems in the workplace with particular 

emphasis on their usability for individuals and practicality for an organisation – supported 

by observations of one of the authors – and the relationship of these to accessibility 

legislation. We then conclude with some recommendations for developers and 

implementers of biometric schemes. 

2. Authentication Methods 

Research literature and commercial documentation on authentication methods use a three-

fold classification of identifiers: (1) what you know, (2) what you have and (3) what you 

are – for descriptive purposes this is subdivided in some of the literature into (a) what you 

are and (b) what you do. At the point of authentication, the authenticatee presents an 

identifier to the authenticator (whether human or machine). The following are examples 

of each classification: 

1) What you know — passwords presented in any medium, such as a text password, 

personal identification number (PIN), passphrase or visual password. 

2) What you have — physical objects that must be presented, such as keys or identity 

cards, including those swipeable or remotely detectable. 

3a) What you are — physiological biometrics (further described below) which must be 

presented, such as fingerprints. 

3b) What you do — behavioural biometrics (also described below), such as signing a 

log-in book. 
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These authentication methods are not mutually exclusive. Mixed methods are now widely 

deployed in authentication schemes, including bank cards with a PIN (have + know) and 

passports with stored biometric information (have + are). 

Authentication schemes have three key processes: registration (or enrolment), 

authentication (or verification) and identification. Registration is the establishment of an 

identity for a person in some context, i.e. these fingerprints are recognised as unique to 

person A. Authentication is the confirmation that a person is who they claim to be, i.e. 

person X claims to be A and their fingerprints match those of person A. This involves a 

1:1 checking process of presented fingerprints with those of the claimed identity. 

Identification is the discovery of who an unknown person is, if present within a group of 

registered individuals, i.e. person Y has the fingerprints of person A amongst those 

registered and thus is person A. This involves a 1:N checking process of the presented 

fingerprints against all those registered. 

3. Biometrics 

The current academic and commercial focus on biometrics stems from the search for 

authentication techniques that may offer better security in a world engaging more people 

with non-technical backgrounds in more IT-mediated physical and virtual environments. 

The number of people involved increases system management difficulties with 

distributing and deactivating identifiers, and the number of environments increases 

individuals‘ difficulties with managing the identifiers. 

The technical implementation of biometric security systems rests on the science of 

biometrics: the measurement and description of human physiological and behavioural 

characteristics. Within the biometrics industry, a current definition of biometrics is 

―technologies that automatically confirm the identity of people by comparing patterns of 

physical or behavioural characteristics in real time against enrolled computer records of 

those patterns.‖ [4]. The range of physiological and behavioural biometrics used or under 

development for biometric authentication is wide, including the following areas of 

interest: 

 Physiological – what you are: Facial recognition, Iris recognition, Retina-scan, 

Fingerprint, Palm-scan, Hand geometry, Ear shape, Vein-scan (in back of hand or 

beneath palm), Finger geometry (shape and structure of finger or fingers), Nailbed 

identification (ridges in fingernails), Odour (human scent), Sweat pores 

(distribution on fingertips) and DNA. 

 Behavioural – what you do: Voice recognition, Signature-dynamics (act of 

signing), Signature comparison (completed signature), Keystroke-dynamics and 

Gait recognition (manner of walking). All behavioural biometrics have a basis in a 

person‘s physiology, but are dependent on that person‘s life history in complex 

ways. 

 

Notwithstanding the range of biometrics under study, only some are considered to have 

reached a sufficient stage of technological maturity, usability and practicality to 

implement in the workplace. 

Some biometric measurements have not stood the test of time. Alphonse Bertillion‘s 

Anthropometric Technique (1878) of physiognomic body and head measurements was 
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discredited in 1903 as different measurements of the same individual were inconsistent 

and changed over time. His portrait parlé (―speaking likeness‖) method of describing a 

person‘s facial and physical characteristics is, however, still used by the majority of the 

world‘s police departments. 

Other biometric methods have developed into well-founded fields. For example, although 

tracing its foundations back to China, fingerprint classification and collection on a large 

scale began its modern development in the late 19th century. By 1901 the UK had formed 

its first Fingerprint Bureau, with the first successful conviction in 1902, inspiring the first 

US fingerprint bureau that year. Face and iris recognition are two other areas which are 

considered to be well-developed. 

If take-up by clients of the biometric industry is any measure of the maturity of the 

different technologies, fingerprint is clearly the current leader (Table 2). However, 

comparing data from the global market with even a single country indicates that this may 

hide significant regional variations. We suggest that in Japan‘s case fingerprints are seen 

as the most stable technology to achieve a quick solution to the country‘s new legal 

situation, but that vein scanning is viewed more positively in the long-term as it is a non-

contact technology, which Japanese culture would find more acceptable. Fingerprint 

scanning is a long-established identity solution, whilst face-scanning has gained a rapid 

market expansion with the steady global introduction of International Civil Aviation 

Organization (ICAO) biometric-compliant passports [5]. 

Table 2. Biometric market by technology. Global data (2006) [3], Japan data (2005) 

[2] 

 Global Japan 

Fingerprint 43.6% 57.4% 

Face 19.0% 3.2% 

Hand geometry 8.8% – 

Middleware 11.5% – 

Iris 7.1% 3.8% 

Voice 4.4% – 

Signature 1.7% – 

Multiple biometric 4.0% – 

Vein – 25.4% 

4. Biometric Authentication in the Workplace 

There are, of course, numerous approaches to determining the appropriateness of a 

biometric security solution, e.g. economical, managerial, operational, technological, 

process-related, governmental and standards-related. [6]. In this article we concentrate on 

aspects relating to the individual user‘s interaction with and the organisation‘s collective 

experience of a biometric scheme. To describe and discuss these experiences, we 

introduce here two key terms, usability and practicality, respectively. 

Briefly though, it is important to recall that we have mentioned the variety of personnel, 

the users, in a workplace: permanent or temporary members of staff whose contact with a 

workplace ranges from daily to less frequent, or patients, external contractors and visitors 

whose contact is less predictable. Additionally, it is worth bearing in mind that the 

workplace environments considered here are not to be taken as only office-based. There 

are many workplaces which are not defined by a more-or-less simple physical boundary 
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with static equipment and personnel: educational establishments, hospitals, and reporting 

journalists and other mobile workers, for example. 

The International Standards Organisation (ISO) has developed a definition of usability 

that forms a useful standard against which biometric schemes can be assessed, as the 

systems implemented are products. 

Definition: Usability 

The extent to which a product can be used by specified users to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified 

context of use. [7] 

 

Within the context of this article, usability will be taken to focus on the individual. To 

differentiate the individual user‘s experience from the collective experience, we turn the 

above definition into the following for practicality. 

Definition: Practicality 

The extent to which a product can be used by an organisation to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified 

context of use. 

 

The specified goal of an authentication scheme from the user perspective is to gain access 

to relevant assets of the organisation in order to conduct their work; for the organisation it 

is to grant such access. From the user and organisation points of view, authentication is 

not a goal in itself, but an enabling step, much like stating a car is not a goal, but driving 

somewhere is. Given that users turn up for work to work and not to authenticate 

themselves, effectiveness, efficiency and satisfaction are measured by the tendency of the 

authentication system towards providing access immediately. An authentication system is 

suitable in context to the extent that it is usable for the user‘s point of view and practical 

from the organisation‘s. 

For example, a simple comparison of the usability and practicality of assigned passwords 

with fingerprints reveals the following. The password has to be issued to every person 

who requires one (practicality) in some manner a user can acquire it (usability); its 

uniqueness in context must be enforced (practicality); and the user has to remember the 

password correctly (usability) or the organisation will incur password reset costs 

(practicality), estimated by the Gartner Group at over US$18 per helpdesk call. In 

contrast, most people have fingerprints as an innate part of their physiology, each 

fingerprint is unique; and the user generally requires little effort to present the fingerprint 

to an authenticating device. 

In fact the situation is not quite so straight-forward as this may suggest. Even if every 

biometric provided the same level of uniqueness, each biometric has different 

characteristics with regard to usability, as shown in Table 3. It is also observable that, 

unfortunately, intrusiveness is nearly inversely correlated with uniqueness. 
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Table 3. Biometrics and Usability: data adapted from [8] 

 Usability  

Biometric Intrusive Effort Unique 

Ideal 20 20 20 

Retina 2 3 16 

Fingerprint 7 9 14 

Iris 7 10 12 

Facial 8 16 11 

Hand 11 6 9 

Voice 20 11 7 

Signature 16 15 5 

Keystroke 18 12 4 

 

One of us (Norrington) enrolled as a volunteer (as a member of the public) in the UK 

Passport Service (UKPS) Trial programme for the UK‘s National ID scheme in June 

2004. The Trial tested the enrolment and verification processes (rather than the 

technology) for three biometric measurements: fingerprint, facial scan and iris scan. The 

data in Table 3 indicates that in terms of intrusiveness these three biometrics rate 

similarly, whilst in terms of effort there is a greater spread (both terms the author can 

relate to). The question of effort is the core of the discussion that follows. 

The enrolment room contained sufficient space for a wheelchair to manoeuvre with or 

without assistance, though the Trial Report [9] does mention that wider wheelchairs were 

not accommodated easily. There was a work surface positioned above usual desk height 

with a standard adjustable office swivel chair. To be comfortable at the surface this 

volunteer found his feet were not touching the floor fully. Prior to the start of the 

biometric scans, a photo of the volunteer was taken for inclusion on the ID card. 

The facial scanner (camera) was mounted above head height, although on an adjustable 

vertical pole. The volunteer was required to remove his glasses, which meant that he 

could barely see the scanning equipment. The machine then issued verbal instructions to 

move closer/further away and left/right to ensure correct positioning. The volunteer found 

the instructions mildly difficult to follow as he could not judge how much to move based 

only on verbal information, resulting in several attempts to find the optimum point 

between closer and further away. People with a range of physical conditions restricting 

their movement or motor control would encounter further difficulties with this process; 

this is in addition to those with visual disabilities unable to see the scanner clearly or at 

all. 

The iris scanner was mounted with the facial scanner and required a similar process of 

movement to the optimum position. However, on this occasion there were two ovals 

printed on the scanner faceplate, to which the volunteer was required to match his 

reflected eyes. Without glasses he found the ovals virtually indiscernible and could not 

align his eyes at all without the machine‘s verbal instructions. This proved to be 

frustrating despite the practice gained with the previous facial scan. Issues raised for 

people with disabilities are as noted for the facial scanner. 

The final scanner for fingerprints was positioned on the bench surface, consisting of a 

small platen marked with a rectangle to position finger pads in. Fingerprints were taken 

from the four right and then four left hand fingers, though the volunteer observed that had 

he had wider fingers or finger pads, or for some reason unable to close his fingers 
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together, the platen would have been insufficiently large. Both thumbprints were then 

taken together, though the volunteer found the platen awkward to reach, particularly for 

thumb prints and had to stand up for these. For people with some types of disability (e.g. 

arthritis, cerebral palsy), it is likely that fingerprints would have to be taken separately, 

and that the process would take considerably longer. 

The first attempt to take the volunteer‘s fingerprints failed as he has dry finger pads, 

requiring him to moisten his fingertips on a pad. Questions of hygiene and culture may be 

raised about sharing a pad with many unknown people. The volunteer noted that the 

platen was not wiped before his second registration attempt, which might result in 

contamination of the reading. When the assistant was satisfied that the fingerprints were 

of sufficient quality, as indicated by a visual display marking those parts which the 

machine could correctly discern, the prints were taken. 

The three biometric enrolments (face, iris, fingerprint) lasting approximately ten minutes 

took place in a separate room and a verification check of only one biometric (iris for this 

volunteer) lasting approximately one minute took place at the Trial reception desk. 

The Trial Report bears out the volunteer‘s experience of these methods: that they are not 

necessarily straightforward, even for those who do not consider themselves disabled. 

Whilst he Trial Report identifies further difficulties with all the biometrics, it is worth 

pointing out that the Trial may not have uncovered all of the difficulties that may be 

encountered by biometric schemes. This is made explicit in the Report as, written in the 

context of iris scans: 

Operators respect the participant’s privacy and so do not ask personal 

questions. As a result they do not necessarily uncover all relevant factors. 

[op. cit. p.39] 

 

The experiences and observations of the author form an assessment of the usability of 

these systems. 

In terms of the practicality of the systems, we can make the following observations. 

 Every user comes to the enrolment process, and subsequent verification instances, 

with their own unique set of personal physical and cognitive abilities. Although 

there may be a population average for the target workplace group, variations will 

impact the throughput and acceptability of the processes. 

 The physical environment of the processes may impact on their success with 

similar results. 

 Depending on the size of the target group, for registration an organisation may 

have to commit significant resources in terms of employee time away from their 

scheduled work and in employing staff specifically to manage the processes, or 

instead using mobile units. 

 The delivery of instructions may affect a users ability to interact successfully with 

the system. 

 

The usability and practicality of security systems is not under any form of standardisation 

or other control. However, the accessibility of the work environment and service 

provision is now enshrined in UK law by the Disability Discrimination Act (1995, 

amended in 2005) (DDA) [10], which seeks to encourage public and private employers 
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and service providers to develop and maintain workplaces and services (physical and 

virtual) which are accessible to all. Increasingly other countries, such as the USA and 

Germany, have, or are, introducing legislation that protects the rights of disabled people 

to engage in all aspects of life. This universality of usage should open up all aspects of 

modern life to the approximately 8.6 million disabled people in the UK covered by the 

DDA, around 15 percent of the population [11], whose total spending power is now 

estimated at £120 billion a year [12]. International data indicates that around 10% of the 

world‘s population is disabled [13], which strongly suggests that designing for the 

workplace must account for the variability in human capabilities. 

The number of services affected by the DDA in is growing rapidly, partly as traditionally 

offline services develop online equivalents and partly as novel online services are created. 

Moreover, the increasing use of IT to protect physical assets (e.g. library loans, stock 

rooms), formerly physical assets now available by virtual means (e.g. journals) and what 

are now standard office information assets (email, finance, and client data) ensures that 

usability is a key area of organisational attention, even if by proxy through accessibility. 

5. Recommendations 

In light of the issues arising above, we recommend to developers and implementers of 

biometric schemes that trial and real world process design take into account how: 

 people with different physical characteristics manoeuvre through the test area and 

interact with the equipment, e.g. tall or short, in wheelchairs, with arthritis or 

cerebral palsy. 

 people with different sensory abilities are able to perceive the test area and 

equipment, e.g. with reduced visual or hearing abilities. 

 people with different cognitive abilities process information in the test area and 

from the equipment, e.g. people with attention deficit disorder who may find it 

difficult to follow complex or changing instructions. 

 

We also recommend that designers and implementers take every care to: 

 test a range of equipment in a range of environments, as apparently merely 

technological choices or circumstantial variations may affect the capture of 

biometrics in unforeseen ways. 

 consider how the technology may be altered to suit the variation in people, rather 

than requiring people to be trained to use the technology. 

6. Conclusion 

Highly critical questions have been asked elsewhere – e.g. [14] about the UK‘s ID cards – 

about significant political, legal, social and technological issues that a biometric scheme 

raises. This paper draws out a different set of concerns, namely about the usability and 

practicality of the actual enrolment and verification processes themselves. 

The concerns raised here may be categorised into two areas of relevance to process 

design: physical environment and interaction with equipment. In both areas the physical, 

sensory and cognitive abilities of people must be considered carefully. 
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The importance of these concerns should not be underestimated, for even if a biometric 

scheme fulfils all the political, legal, social and technological requirements demanded of 

it, it must still be implemented with due regard for practicalities, whether the scheme is 

used to protect virtual or real environments. The registration, verification and 

identification processes that form the core of any biometric scheme all take place in real 

places with real people; circumstances which will test the planning and implementation of 

the scheme. 

If the people whom any such scheme is intended to cover cannot engage easily with the 

technology and its environmental context, the scheme will incur additional and 

unexpected resource costs. Since biometric schemes must justify themselves according to 

a business case to protect organisational assets, the need to ensure that the biometric 

measurement technology is usable, according to the ISO definition provided earlier in this 

paper, and practical in the sense of the ISO-derived definition, is of paramount concern. 

Failure to ensure this could result in individual and social dissatisfaction leading to 

unpredictable and unwelcome consequences regarding asset management in the 

workplace. 
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Abstract 

The United Kingdom’s Government is embarking on an ambitious project to issue 60 

million citizens with a biometric identity card. The card is intended not only to provide 

identity checking for access to public sector services but also for private sector ones, 

creating a gold standard identity document for both physical and online authentication. 

Whilst the many technological, legal and social issues of biometric systems are widely 

covered, little direct evaluation of usability issues appears in academic literature. We 

present unique first-hand evidence concerning the usability difficulties of biometric 

systems, evaluating this and making recommendations on the impact usability should 

have on the design, implementation and accreditation of biometric identity systems which 

employ the Identity Card Scheme in the private sector. 

Keywords: identity cards, biometrics, authentication, usability, e-Society 

1. Introduction 

The UK Government successfully brought the Identity Cards Act to the statute books in 

March 2006. This paves the way for the eventual roll-out of a national scheme ultimately 

covering the entire UK population of some 60 million, plus foreign nationals present in 

the UK for over three months. This national scheme will implement face, iris and 

fingerprint biometrics in a small chip-carrying card. 

The attractiveness of ID cards to the UK Government rests on two pillars: international 

moves to create a biometric passport and the goal of ―transformational government‖ 

bringing national and local government services to individuals and businesses online. 

To ensure that public and private services are accessed by citizens with legitimate 

identities appropriately authenticated, the Government has stated its identity management 

aim to: 

… create an holistic approach to identity management, based on a suite of 

identity management solutions that enable the public and private sectors to 

manage risk and provide cost-effective services trusted by customers and 

stakeholders. These will rationalise electronic gateways and citizen and 

business record numbers. They will converge towards biometric identity 

cards and the National Identity Register. [CIOC, 2005 (emphasis added)] 
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Authentication can be achieved by various methods, typically described using a three-fold 

classification [Menkus, 1988], each class also being known as a factor: (1) what you 

know, (2) what you have and (3) what you are – the last often subdivided into (a) what 

you are and (b) what you do: 

1) What you know – passwords presented in any medium, such as a text password, 

personal identification number (PIN), passphrase or visual password. 

2) What you have – physical objects that must be presented, such as keys or identity 

cards, including those swipeable or remotely detectable. 

3c) What you are – physiological biometrics (further described below) which must be 

presented, such as fingerprints. 

3d) What you do – behavioural biometrics (also described below), such as signing a 

log-in book. 

 

Within the biometrics industry, a current definition of biometrics is ―technologies that 

automatically confirm the identity of people by comparing patterns of physical or 

behavioural characteristics in real time against enrolled computer records of those 

patterns‖ [IBIA, 2005]. Physiological biometrics include Facial recognition, Iris 

recognition, Retina-scan, Fingerprint, Palm-scan, Hand geometry, and Palm vein-scan. 

Behavioural biometrics include Voice recognition, Signature-dynamics and Gait 

recognition. All behavioural biometrics have a basis in a person‘s physiology, but are 

dependent in complex ways on that person‘s life history. 

These factors may be combined, as in bank cards with a PIN (have + know) and passports 

with stored biometric information (have + are). The UK ID Card Scheme is multi-factor, 

incorporating a physical card, a PIN and three biometrics (face, iris and fingerprint). 

Authentication systems have three key processes: registration (or enrolment), 

authentication (or verification) and identification. Registration is the establishment of an 

identity for a person in some context. Authentication is the confirmation that a person is 

who they claim to be. Identification is the discovery of who an unknown person is, if 

present within a group of registered individuals. Additionally, to manage the cases of lost, 

stolen, expired or damaged factors, a fourth process is required, reset; without deeper 

consideration, this would appear to be simply re-registration, but in fact may necessitate 

other changes to the registration database to account for deactivation or removal of the 

prior identity. 

The general business case for identity management is clear, as shown by the following 

examples. Public services must protect against fraudulent use – e.g. undeserved or 

multiple claims – for social security (welfare payments), health care; financial institutions 

against misuse of accounts and financial instruments; commercial ventures against 

purchase fraud or illegal acquisition of restricted goods and services; and, additionally, all 

organisations wish to ensure the legitimacy of their staff identities. 

Given the ambitious scope of the UK Government‘s plans for the ID card, detailed in the 

next section, the need for a highly secure, ―gold standard‖ scheme is paramount. This 

scope extends beyond public services, into the private domain where identity verification 

will occur both in physical premises and online. The quality of verification will thus 

depend on private organisations implementing local schemes incorporating appropriate 

equipment in appropriate environments, staff with relevant training, and instruction 

material for users (whether staff are present or not). 
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The usability of security systems is not formally standardised or controlled. However, the 

accessibility of goods and services is now enshrined in UK law by the Disability 

Discrimination Act (1995, amended 2005) (DDA) [OPSI, 2005], which seeks to 

encourage public and private employers and service providers to develop and maintain 

workplaces and services (physical and virtual) which are accessible to all. Increasingly 

other countries, such as the USA and Germany, have, or are introducing legislation that 

protects the rights of disabled people to engage in all aspects of life. This universality of 

usage should open up all aspects of modern life to the approximately 8.6 million disabled 

people in the UK covered by the DDA, around 15% of the population [EFD, 2005], 

whose total spending power is now estimated at UK£120 billion a year [AbilityNet, 

2004]. International data indicates that around 10% of the world‘s population is disabled 

[UNHCR]. Overall this strongly suggests that designing for accessibility is crucial when 

dealing with large, ―unfiltered‖ populations. 

The impetus the ID card scheme is anticipated to give to the range of secure, e-mediated 

identity management and access to services by an increasing number of people will only 

strengthen the reach of the DDA. Consequently, enhancing the security of the ID card 

scheme depends not only on improving IT and physical technologies, mathematical 

algorithms, legal compliance with data protection legislation and political issues 

[Ashbourn, 2000; LSE, 2005], but also on ensuring that the card system is usable by 

people and practical for the organisation to manage. 

This paper is structured as follows. We describe the background to the UK ID Card 

Scheme, with reference to its intended scope. We then define usability and discuss the 

tension between this and other desirable features of a biometric system, thereafter 

expanding with first-hand usability experience, particularly as identified by volunteer 

experience of the United Kingdom Passport Service (UKPS) Trial of the UK identity card 

scheme‘s biometric technology and the results published in the Trial Report [Atos Origin, 

2005], significantly extending the work presented in [Maple & Norrington, 2006]. We 

then conclude with some recommendations for developers and implementers of biometric 

identity card systems, to mitigate against unsuccessful deployments, in both public and 

private sectors. 

2. The UK ID Card Scheme 

On 11 November 2003, the UK Home Secretary announced plans for a compulsory 

national identity card scheme. However, the background work on developing the scheme 

was well underway by February 2003 [Mansfield & Rejman-Greene, 2003]. This work 

preceded an announcement [ICAO, 2004] in May 2003 by the International Civil 

Aviation Organization (a United Nations body of 188 states) regarding the harmonised 

integration of biometrics (facial scan) into passports and other Machine Readable Travel 

Documents (MRTDs). 

As part of these plans the United Kingdom Passport Service (UKPS) ran a biometric pilot 

(hereinafter, the Trial) in collaboration with the Driver and Vehicle Licensing Agency 

(DVLA), the Immigration and Nationality Directorate, and the Home Office Identity 

Cards Programme Team. The Trial evaluated issues around biometric recording using 

face recognition, iris pattern and fingerprint. The Trial, implemented by Atos Origin, 

enrolled 10,016 volunteers between April and December 2004. The Trial results [Atos 

Origin, 2005], some of which will be discussed in this paper, were published in May 

2005. 
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On 29 November 2004, the UK Government introduced the Identity Cards Bill. As part of 

the implementation of this, a National Identity Scheme was announced in the Queen's 

Speech on 17 May 2005. The Identity Cards Act [OPSI, 2006] was approved in both 

Houses of Parliament on 29 March 2006 and received royal assent, becoming law, on 30 

March 2006. The Home Office expects to issue the first ID cards from 2008/9. 

The UKPS was subsumed by the Act into the Identity and Passport Service (IPS); 

operational from 1 April 2006, with responsibility for [IPS, 2006a]: 

 issuing passports and providing passport services; 

 issuing ID cards and providing the means of verifying the identity of 

individuals for accredited organisations; 

 delivering the National Identity Scheme including the establishment of 

the National Identity Register; 

 promoting the use of the National Identity Scheme across the public 

and private sectors to improve identity management and ensure full 

realisation of the benefits of the scheme. 

 

The Act also incorporates details on the setting up of the National Identity Register (NIR) 

which will include basic personal information and records of the biometrics stored on the 

identity cards, including name, address, gender, date and place of birth, immigration 

status, fingerprints, iris patterns, and facial image; and excluding ―sensitive personal 

information‖ such as ethnic origin, medical records, tax records, and religious beliefs 

[UKHO, 2006b]. The claimed aims of the ID cards [UKHO, 2006a] are to: 

 help protect people from identity fraud and theft 

 ensure that people are who they say they are 

 tackle illegal working and immigration abuse 

 disrupt the use of false and multiple identities by criminals and those 

involved in terrorist activity 

 ensure free public services are only used by those entitled to them 

 enable easier access to public services. 
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The usefulness of the National Identity Scheme (the Register and the Card) is being 

actively promoted by the Government, through the Identity and Passport Service, as 

applying well beyond the boundaries of public services [IPS, 2006a] and: 

Public and private sector organisations will be able to check the information 

held on the National Identity Register to help them establish the identity of 

their customers and staff. For example, you may be asked to prove your 

identity when opening a bank account or registering with a doctor. [UKHO, 

2006b] 

 

Furthermore, the IPS lists the kinds of organisations who ―will‖ use the Scheme, subject 

to accreditation [IPS, 2006b]: 

 banks and building societies 

 Royal Mail and other delivery and courier services 

 libraries and video/DVD rental companies 

 mobile and fixed line phone companies and service providers 

 travel agencies and airlines 

 universities and colleges of higher education 

 retailers of all kinds, including internet-based companies 

 property rental companies 

 vehicle rental companies. 
 

The security needs of different organisations will use the National Identity Scheme at 

different levels. 

For example, an off-licence or bar might use the ID card mainly as a proof 

of age document, in which case a simple visual check may be all that is 

needed. 

 

However, a bank authorising a loan would need a much higher level of 

security and would usually check the ID card in a card reader and take a 

biometric such as fingerprint to ensure that they both match the details held 

on the National Identity Register (NIR) to confirm your identity at the most 

secure level. [IPS, 2006c] 

3. Usability and Biometric Authentication 

There are numerous approaches to determining the appropriateness of a biometric 

security solution, e.g. economical, managerial, operational, technological, process-related, 

governmental and standards-related [Harris & Yen, 2002]. In this paper we concentrate 

on aspects relating to the individual user‘s interaction with and the organisation‘s 

collective experience of a biometric system. To describe and discuss these experiences, 

we introduce here two key terms, respectively usability and practicality. 

The International Organisation for Standardisation (ISO) has developed a definition of 

usability that forms a useful standard against which biometric systems in general and 

identity cards and the schemes that implement them in particular can be assessed, as both 
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the technologies which are employed to obtain biometric measurements and the cards 

themselves (though not the focus of this paper) are products. 

Definition: Usability 

The extent to which a product can be used by specified users to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified 

context of use. [ISO, 1998] 

 

Within this article, usability focuses on the individual. In the context of a national 

scheme, the notion of ―specified users‖ becomes diffuse and equivalent to a large 

population, which in the case of the UK cannot be described as accustomed biometrics, 

certainly not iris and fingerprints. To differentiate the user‘s experience from the 

organisation‘s collective experience, we turn the above definition into the following for 

practicality. 

Definition: Practicality 

The extent to which a product can be used by an organisation to achieve 

specified goals with effectiveness, efficiency and satisfaction in a specified 

context of use. 

 

The specified goal of an authentication system from the user perspective is to gain access 

to relevant services of an organisation; for the organisation it is to grant legitimate access. 

From both user and organisation points of view, authentication is not a goal in itself, but 

an enabling step, much like starting a car is not a goal, but driving somewhere is. Given 

that users want to use a service and not to authenticate themselves, effectiveness, 

efficiency and satisfaction are measured by the tendency of the authentication system 

towards providing access immediately. An authentication system is suitable in context to 

the extent that it is usable from the user‘s point of view and practical from the 

organisation‘s. 

For example, a simple comparison of the usability and practicality of assigned passwords 

with fingerprints reveals the following. The password has to be issued to every person 

who requires one (practicality) in some manner a user can acquire it (usability); its 

uniqueness in context must be enforced (practicality); and the user has to remember the 

password correctly (usability) or the organisation will incur password reset costs 

(practicality), estimated by the Gartner Group at over US$18 per helpdesk call. In 

contrast, most people have fingerprints as an innate part of their physiology, each 

fingerprint is unique, and the user generally requires little effort to present the fingerprint 

to an authenticating device. 
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Figure 1. Biometrics and usability: data adapted from [IBG, 2004] 

In fact the situation is not quite so straight-forward as this may suggest. Even if every 

biometric provided the same level of uniqueness, each biometric has different 

characteristics with regard to usability, as shown in Figure 1. It is also observable that, 

unfortunately, non-intrusiveness is nearly inversely correlated with uniqueness. Figure 1 

indicates that in terms of intrusiveness fingerprint, iris and face biometrics rate similarly, 

whilst in terms of effort there is a greater spread. The question of effort is the core of the 

discussion that follows. 

4. Experience from the UK ID Card Trial 

One of us (Norrington) enrolled as a volunteer (as a member of the public) in the UK 

Passport Service (UKPS) Trial programme for the UK‘s National ID scheme in June 

2004, attending an enrolment session at the UKPS headquarters, Victoria, London. The 

volunteer was unknown to the Trial in any capacity other than as a volunteer and thus 

received no other guidance or discussions than as a member of the general public, unlike 

reporters for BBC News Online [Geoghegan, 2004] or Silicon.com [McCue, 2004], who 

received the attention of a Home Office spokesperson. 

The Trial tested the registration and verification processes (rather than the technology) for 

three biometric measurements: fingerprint, facial scan and iris scan. The volunteer is 

male, a native English speaker, and a short-sighted wearer of mono-focal glasses. This 

discussion focuses on the usability aspects of the trialling process, comparing the 

volunteer‘s perceptions with those in the Trial Report [op. cit.]. Issues of age and ethnic 

group are not discussed in this paper as the enrolment difficulties noted in the Trial 

Report in relationship to these characteristics are not yet clearly understood by anyone. 

The Trial consisted of three groups totalling 10,016: a nationally representative Quota 

sample of 2,000, a Disabled participant sample of 750 and an Opportunistic sample of 

7,266, including the volunteer. 
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The trialling area was located on the first floor of the UKPS London headquarters, 

accessible by stairs and lifts, the area having wheelchair-negotiable doors and clear floor 

space for free movement. All leaflets, forms, questionnaires and verbal exchanges took 

place in English. 

The enrolment room contained sufficient space for a wheelchair to manoeuvre with or 

without assistance, though the Trial Report [op. cit., p. 14] does mention that wider 

wheelchairs were not accommodated easily. There was a work surface positioned above 

usual desk height with a standard adjustable office swivel chair. To be comfortable at the 

surface this volunteer found his feet were not touching the floor fully. Prior to the start of 

the biometric scans, a photograph of the volunteer was taken for inclusion on the front of 

the ID card. 

The facial scanner (camera) was mounted above head height, although on an adjustable 

vertical pole. The volunteer was required to remove his glasses, which meant that he 

could barely see the scanning equipment. The machine then issued verbal instructions to 

move closer/further away and left/right to ensure correct positioning. The volunteer found 

the instructions mildly difficult to follow as he could not judge how much to move based 

only on verbal information, resulting in several attempts to find the optimum point 

between closer and further away. People with a range of physical conditions restricting 

their movement or motor control would encounter further difficulties with this process; 

this is in addition to those with visual disabilities unable to see the scanner clearly or at 

all, or those with hearing disabilities unable to hear the instructions clearly. 

The Trial Report [op. cit., pp. 34-38] identifies further difficulties with facial scanning 

(additional to the ones above or covered elsewhere in this paper), such as people with 

learning difficulties who may have had problems staying still and looking at the camera. 

(It may be noted in passing that the facial scanner appeared be particularly affected by the 

ethnic background of volunteers.) 

The iris scanner was mounted with the facial scanner and required a similar process of 

movement to the optimum position. However, on this occasion there were two ovals 

printed on the scanner faceplate, to which the volunteer was required to match his 

reflected eyes. Without glasses he found the ovals virtually indiscernible and could not 

align his eyes at all without the machine‘s verbal instructions. This proved to be 

frustrating despite the practice gained with the previous facial scan. Issues raised for 

people with disabilities are as noted for the facial scanner. 

The Trial Report [op. cit., pp. 205-09] similarly identifies further difficulties with iris 

scanning, such as people with contact lenses or bi- or vari-focal glasses; cataracts, 

glaucoma, diabetes or eye-twitches; or deep-set, narrow or close-set eyes. 

The final scanner for fingerprints was positioned on the bench surface, consisting of a 

small platen – which the volunteer found the platen awkward to reach – marked with a 

rectangle to position finger pads in. Fingerprints were taken from the four right and then 

four left hand fingers, though the volunteer observed that had he had wider fingers or 

finger pads, or was for some reason unable to close his fingers together, the platen would 

have been insufficiently large. Both thumbprints were taken together, the platen position 

forcing the volunteer to stand up. For people with some types of disability (e.g. arthritis, 

cerebral palsy), it is likely that fingerprints would have to be taken separately, and that the 

process would take considerably longer. 
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The first attempt to take the volunteer‘s fingerprints failed as he has dry finger pads, 

requiring him to moisten his fingertips on a pad. Questions of hygiene and culture (e.g. 

Japanese) may be raised about sharing a pad with many unknown people. The volunteer 

noted that the platen was not wiped before his second registration attempt, which might 

result in contamination of the reading. When the assistant was satisfied that the 

fingerprints were of sufficient quality, as indicated by a visual display marking those 

parts which the machine could correctly discern, the prints were taken. 

The Trial Report [op.cit., pp. 221-22] identifies further difficulties with fingerprinting, 

such as people with scarred fingers (preventing positioning of fingers), missing or 

damaged fingerprints, missing digits, warts and plasters over fingers. 

The biometric measurement session finished with the volunteer being asked to sign on a 

glass platen. The signature was not reproduced on the Trial ID card. This digital 

registration of his signature actually means that the Trial itself includes the potential for a 

fourth, behavioural biometric: dynamic signatures, involving the recording of a signature 

as it is produced, rather than simply the finished static signature. Even if there is no 

(current) intention to introduce dynamic signatures into the scheme, there remains the 

question of how the digitally stored version of the signature might be used in the scheme, 

as this is not discussed in the Trial Report. 

As the entire process was carried out in English, it is appropriate to ask what provision 

would be made while setting up such a scheme for people whose only or first verbal 

language is not English. Additionally, other individuals are affected by reliance on a 

single channel of communication: Deaf, hard-of-hearing and hearing-impaired people 

may have information needs better met through a sign language or visual instructions; and 

Blind and visually-impaired people may also require extra non-verbal assistance with 

positioning themselves. The Report [op. cit., p. 38] notes that Hearing Impaired people 

did indeed have difficulties, particularly with the facial scan, and these difficulties were 

increased without a sign language interpreter. 

The three biometric registrations (face, iris, fingerprint) lasting approximately ten minutes 

took place in a separate room and a verification check of only one biometric (iris for this 

volunteer) lasting approximately one minute took place at the Trial reception desk. The 

total enrolment time was somewhat longer than the Opportunistic sample average of 8:06 

minutes, but there was a system failure during this time, whilst the verification time was 

in line with the Opportunistic sample average for the iris scan of 0:59 minutes. 

The Trial Report bears out the volunteer‘s experience of these methods: that they are not 

necessarily straightforward, even for those who do not consider themselves disabled, 

which he does not. Whilst the Trial Report identifies further difficulties with all the 

biometrics, it is worth pointing out that the Trial may not have uncovered all of them. 

This is made explicit in the Report as, written in the context of iris scans: 

Operators respect the participant’s privacy and so do not ask personal 

questions. As a result they do not necessarily uncover all relevant factors. 

The only information available to the operators to help them diagnose the 

cause of the failure was their own observations of the participant, and the 

prompts being given by the camera. [op. cit., p. 39] 

 



Appendix A: Publications 

 A22 

Although some volunteers offered information to assist in the recording of factors, it 

should be further noted that the operators did not always record any observations at all as 

to why an enrolment had failed. 

The author‘s experiences and observations form a usability assessment of these systems. 

In terms of the practicality of the systems, we can make the following observations. 

A. Every user comes to the registration process, and subsequent verification instances, 

with their own unique set of personal physical and cognitive abilities. Although 

there may be a population average for the target workplace group, variations will 

impact throughput and acceptability of the processes. 

B. The physical environment of the processes may impact on their success with 

similar results. 

C. Depending on the size of the target group, for registration an organisation may 

have to commit significant resources in terms of employee time away from 

scheduled work, in employing staff specifically to manage the processes, or in 

using mobile units. 

D. The delivery mode and content of instructions may affect a user‘s ability to interact 

successfully with the system. 

5. Recommendations 

In light of the issues arising from the UKPS Trial, we recommend to developers and 

implementers of biometric systems that trial and real world process design take into 

account how: 

1. people with different physical characteristics manoeuvre through the test area and 

interact with the equipment, e.g. tall or short, in wheelchairs, with arthritis or 

cerebral palsy. 

2. people with different sensory abilities are able to perceive the test area and 

equipment, e.g. with reduced visual or hearing abilities. 

3. people with different cognitive abilities process information in the test area and 

from the equipment, e.g. people with attention deficit disorder who may find it 

difficult to follow complex or changing instructions. 

4. people with different language needs may have relevant information conveyed to 

them in a user-friendly manner. 

5. staff using the equipment are best trained to ensure user engagement. 

 

We also recommend that designers and implementers take every care to: 

6. test a range of equipment in a range of environments, as apparently merely 

technological choices or circumstantial variations may affect the capture of 

biometrics in unforeseen ways. 

7. consider how the technology may be altered to suit the variation in people, rather 

than requiring people to be trained to use the technology. 

 

We also recommend that designers of any accreditation schemes: 
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8. take usability into account and incorporate measures of this into the accreditation 

process. 

6. Conclusion 

Implementation of the complex, national UK ID card legislation depends not only on 

resolving significant political, legal, social and technological issues, but also on ensuring 

the usability (and accessibility) and practicality of the biometric systems deployed by a 

wide range of private organisations for user verification. 

The usability concerns raised here may be categorised into three areas of relevance to 

process design: physical environment, interaction with equipment and assistance with 

process. In each area, the physical, sensory, cognitive and linguistic abilities of people 

must be considered carefully, for the verification processes will all take place in real 

places with real people creating non-standard circumstances which will test the planning 

and implementation of the system. 

Enrolment and reset processes are prima facie the responsibility of the Government 

through the Identity and Passport Service. Verification uses, however, are distributed over 

both public and private sectors. The public sector will presumably take its direction from 

government, yet the situation with the private sector is unclear: whether it will be given 

voluntary guidance or statutory direction from public bodies, or will follow a multitude of 

paths dependent on the varying competencies of individual organizations. For both 

sectors, a well-considered accreditation scheme will be a significant aspect of uptake if 

biometrics will support enhanced authentication. 

Failure to respond to the challenges of usability, even in its generic ISO form, could result 

in significant dissatisfaction leading to unpredictable and unwelcome consequences for 

identity management in the UK, including spiraling costs, the potential for social 

rejection and the implementation failure of a high profile project. 
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APPENDIX B: PATENTS RELATED TO VISUO-COGNITIVE 

AUTHENTICATION 

 

This list is an indicative list of patents. No legal opinion on the validity of the patents is 

intended by their citation here. What is of note is that, as far as this researcher can 

determine, only one of these patents (Blonder, 1996) is mentioned in the academic 

literature. 

 

Table B.1: Patents related to visuo-cognitive authentication 

Patent – Title (Reference) 
Patent Number 

Comments 

Personal identification devices and 
access control systems (Davies, 
1994) GB19940010003 

Introduced the concept of selecting a target 
face from amongst others. The initial patent 
application process was started in 1992. 

Graphical passwords (Blonder, 1996) 
US005559961A 

Introduced the concept of a sequence of tap 
regions in an image. 

An arrangement and method of 
graphical password authentication 
(Tao, 2006) US006278453B1 

Tap regions located on intersections of a grid. 

Checking device and recording 
medium for checking the 
identification of an operator (Suzuki, 
2005) US006862687B1 

Tap regions on multiple images. 

Secure data entry and visual 
authentication system and method 
(Jalili, 2001) US006209104B1 

Employs alphanumeric passwords, the 
characters of which are presented in an iconic 
form (i.e. as pictures of something other than 
the characters themselves). 

Password generation and verification 
system and method therefor 
(Taguchi, 2006) US007065786B2 

Selecting images familiar to the user from one 
or more larger sets. 

User interface and method thereof 
(Henry, 2001) WO0116688 (A1) 

As part of an interface design, mention is 
made that cursor movements can be an 
adjunct to a password. 
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APPENDIX C: TOKEN-BASED AND BIOMETRIC 

AUTHENTICATION TECHNIQUES 

 

C1. Token-based Authentication Techniques 

All token-based techniques presented here require equipment at the user end that is 

additional to a standard set-up, i.e. PC, monitor, keyboard, mouse (or other pointing 

device). The equipment required is hardware in some form of scanner, possibly with 

further software. Some of these token-based techniques include a second authentication 

factor, either biometric or cognitive. 

 

Table C.1: Token-based authentication techniques 

(Note: This is not an exhaustive list.) 

Token Type Notes 

Ticket Usually temporary: such as cloakroom check 
tickets, or cinema tickets 

Key Usually presented once at time of authentication, 
requires a matching lock 

Dongle Must be present for continuous authentication 

ID-card Human-readable, many include a photograph 

 Machine-readable, many include password- or 
biometric-type information 

Passport A special function ID-card. Many include biometrics 
(e.g. photograph). Old-style passports included 
height, as this was a human-perceptible, though 
inaccurate, feature of the bearer. 

ID-Card Technologies e.g. … 

 Printed Barcode 

 Magnetic Stripe 

 Radio Frequency Identification (RF-ID) Cards and 
Tags 

 Optical Memory Cards 

 Smart Cards with on-card processing chip 

―Body modification‖ ―imposed physical characteristic‖ (Polemi, 1997, p. 
4 list) (in this researcher‘s opinion, a token not a 
biometric, as they are not initially intrinsic to the 
person) 

External Tattoo – not socially acceptable 

 (Hand)stamp – temporary 

 Scar – accidental 

Internal Implanted chip – medical procedure 
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C2. Biometric Authentication Techniques 

All biometric techniques presented here require equipment at the user end that is 

additional to a standard set-up, i.e. PC, monitor, keyboard, mouse (or other pointing 

device). The equipment is usually hardware in some form of scanner. In the case of 

keystroke dynamics, only software may be needed. Dynamic signature authentication 

may require only software if the user has a graphics tablet. Two sources were of 

particular use in compiling this list: Polemi (1997) and Nanavati, Thieme et al. (2002). 

 

Table C.2: Physiological and behavioural biometric authentication techniques 

(Note: This is not an exhaustive list.) 

Physiological Notes 

Face Some cultures prefer that images of (some) faces 
not be made. 

Iris Aniridia is a condition in which a person has no iris, 
even though they have a functioning eye. 

Fingerprint May be worn down by frequent use of the hands. 

Retina Invasive 

Palm  

Hand (geometry)  

Vein (back or palm of hand, 
fingers) / Vascular Pattern 

 

Finger (geometry: shape and 
structure of finger(s)) 

 

Nailbed (identification of: ridges 
in fingernails) 

 

Sweat Pore Harder to collect than fingerprints 

Finger Grease Time-consuming, personal 

Ear (geometry) Not widely researched yet 

Odour (human scent) maskable 

DNA Time-consuming, used in criminal forensics, 
medical use 

Teeth Invasive, personal, medical use, subject to change 

Blood Invasive, personal, medical use 

Scars Invasive (on clothed parts of body), personal, 
invasive to create 

Skin Texture  

(cont.) 
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Table C.2 (cont.) 

Physiological (cont.) Notes 

Body Time-consuming, invasive, personal, medical use 
By various technologies e.g. CAT (Computed Axial 
Tomography) or CT scan, NMR (Nuclear Magnetic 
Resonance imaging) 

Head (physiognomy) Discredited, historical use for categorising 
criminality, also time-consuming, personal, possibly 
medical connotations 

Height At best approximate, changeable 

Weight At best approximate, changeable 

Eye colour At best approximate, changeable 

Gender Invasive, personal, potential cultural issues (e.g. 
transgender) 

Feet / Toes Anything that can be measured for Hands /Fingers 
is, in principle, available. 
However, invasive in shoe-wearing cultures; liable 
to contamination, sometimes culturally 
unacceptable (e.g. in Thailand). 

Non-human physiological (for reference only towards an extended model of 
authentication) 

 Animals use sight and smell to recognise each 
other. 

Nose print (cattle) These are used for recognition by humans. 

Swan bill pattern 

  

Behavioural Notes 

Voice (Note that speech recognition is concerned with 
what is said, not who says it.) 

Signature (dynamic) (may use features such as stroke, pressure, …) 

Signature (auditory) – the sound 
of a signature 

 

Signature (static) Would perhaps only be meaningful in an online 
environment as an image for sending, but open to 
capture or forgery (as is the paper signature) 

Keystroke dynamics Appropriate in environments which permit (in 
various senses: morally, legally, management 
enforceable, technically) (semi-)continuous 
monitoring of users 

Gait Not appropriate for desktop web environments 

Footstep pressure Not appropriate for desktop web environments 

Lie Detection Time-consuming, invasive, used in criminal 
forensics 

Passthoughts Although it is possible to control input equipment 
with nervous system impulses, true thought-reading 
is not yet possible. 

  

Non-human behavioural (for reference only towards an extended model of 
authentication) 

 Animals use sound to recognise each other. 
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APPENDIX D: LOUGH'S (2001) TAXONOMY PROPERTIES 

 

Properties of taxonomies described in the literature review in Lough (2001). See Section 

2.5.1 in this work for discussion. 

 

Table D.1: Lough’s (2001) literature review of properties of taxonomies 

Property Source (from Lough) 

accepted Howard (1997) 

appropriateness Amoroso (1994) 

based on the code, environment, or 
other technical details 

Bishop (1999) 

comprehensible Lindqvist & Jonsson (1997) 

completeness Amoroso (1994) 

determinism Krsul (1998) 

exhaustive Howard (1997), Lindqvist & Jonsson (1997) 

internal versus external threats Amoroso (1994) 

mutually exclusive Howard (1997), Lindqvist & Jonsson (1997) 

objectivity Krsul (1998) 

primitive Bishop (1999) 

repeatable Howard (1997), Krsul (1998) 

similar vulnerabilities classified 
similarly 

Bishop (1999) 

specific Krsul (1998) 

terminology complying with established 
security terminology 

Lindqvist & Jonsson (1997) 

terms well defined Bishop (1999) 

unambiguous Howard (1997), Lindqvist & Jonsson (1997) 

useful Howard (1997), Lindqvist & Jonsson (1997) 
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APPENDIX E: UK BIOMETRICS WORKING GROUP’S (2003) 

IMPLEMENTATION ISSUES FOR AN 

AUTHENTICATION SYSTEM 

 

Section 1 presents the issues with observations and revisions. Section 2 provides further 

commentary on the impact of twenty key issues on usability and security, extending the 

discussion in Section 4.3. 

 

C3. The issues 

The material presented here is based on the UK Biometrics Working Group‘s material 

(2003) with some alterations, additions and comments by this researcher, indicated in 

square brackets. The original breakdown was for biometric techniques. However, almost 

all of these are easily adapted to token-based or cognitive techniques; notably, where a 

template relates to a biometric, it may be re-interpreted as a token, the content of a token 

or a cognitive authentication act or stored key. The issues can be assessed for multi-factor 

techniques, although these require more complex analysis. 

 

1. Preparation Work 
a) Have you investigated the alternatives to the (class of) solution for your problem (do 

you really need this class)? 
b) What legal/political issues could hinder your programme (privacy, data access, etc.)? 
c) What legislation will affect the kind of information that can be stored regarding your 

users (e.g. Human Rights/Data Protection Acts)? —This is extremely important! 
d) Similarly, what security/privacy requirements need to be addressed for the storage of 

technique/user data, both locally and centrally? 
e) Will your solution be used to protect government data, and if so, have you consulted 

the proper national policy for the appropriate security assurance? 
f) What standards, in terms of both the class of solution and information technology, are 

required? 
g) Have you addressed the issues of ease of use of the solution by both users and 

system administrators? 
h) Have there been any performance or security tests/evaluations of systems similar to 

your particular application? 
i) Have you talked with administrators of projects similar to yours? 
j) Have you done your homework on the potential vendors/integrators who have 

submitted for your proposal? 
k) Have you developed an evaluation model to score the proposal with? 
l) Do you fully understand the risks and the cost benefits? 
m) Have you discussed your proposal with knowledgeable members of respected groups 

[where such exist, such as the Biometrics Working Group or Biometric Consortium]? 
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2. Enrolment Issues 
a) Have you defined an enrolment policy? 
b) Will you need an additional station for enrolment? 
c) Will the enrolment need to be supervised? 
d) Do you need to establish enrolment template storage size(s)? 
e) How long should enrolment take for each individual? 
f) How many attempts at enrolment will be allowed? 
g) If a user cannot contribute a valid template for enrolment, either temporarily or 

permanently, what work-around measures have you defined? 
h) How long will an enrolled template be considered valid [since a user‘s biometric 

characteristic(s) change/age over time, but tokens and cognitive passwords may 
need retiring to prevent abuse]? 

i) Will the enrolment database need to allow for the back up of stored information and 
easy recovery? 

j) Will there be no centralised database because each user will be required to carry 
his/her registration data on a portable storage medium, such as a smartcard? 

k) What security/protection will be provided for the enrolled templates? 
l) Will the system use more than one instance of captured biometric input data to create 

the enrolment template (i.e. take several readings of the biometric characteristic and 
combine these readings to create the user‘s template)? – this can be applied to some 
types of cognitive, but not to tokens 

m) Will multiple templates per user be required [(e.g. do you want to store templates for 
more than one finger, both the right eye and the left eye, etc.) possible to authorise 
more than one password or token per user]? 

n) Will the enrolment database need to have the capability to handle back-ups and 
perform simple recovery procedures? [equivalent to (i)?] 

o) What sort of quality control and feedback will the vendor offer on the enrolment? 
[extends to tokens, but not so well to cognitive techniques] 

p) What level of training will supervisors of enrolment need? 
q) Will a human operator have the ability to intervene in the enrolment process in order 

to establish a better enrolment record? 
r) Have you determined the environmental factors that will effect [sic] both enrolment 

and access attempts? 
s) Have you carefully considered the performance factors (from whatever source 

available)? 
t) [Will there be any help available for the user? How will it be delivered? (e.g. 

webpage, telephone, email, engineer,…)] 

 

3. Technical Considerations 
a) What sort of computer resources do you envision will be needed to support your 

overall system? 
b) Will the ability to upgrade or replace your system have a big impact on your choice of 

vendor? 
c) Have you addressed user data collection, data capture, data transmission, data 

translation, signal processing, authentication policy, template storage, and user 
management features? 

d) What is the cost of the solution in terms of hardware, software, personnel, training, 
and impacts on existing procedures? 

e) Have you listed the available hardware for the application? 
f) Will interoperability of the system with other existing, systems (which may not be of 

the same type) within your application be an issue? 
g) What about backward compatibility? 
h) Is flexibility desired? 
i) Are upgrades possible with a minimal amount of fuss? 
j) Will there be a need to exchange data between other systems utilising the same 

data? 
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4. Cost Issues 
a) What factors are most likely to increase costs of the system? 
b) What are the likely costs for making the system mandatory to all, as opposed to 

making it optional? 
c) What are the benefits of having a system of this class likely to be? In terms of: 

a. Cost 
b. ―non-monetary‖ or social benefits 
c. speed of operation 
d. security 
e. control 
f. staffing 
g. safety 

 

5. User-related Considerations 
a) Have you surveyed your user population as to the attitude towards using a system of 

this class? A strongly negative response should indicate a reformulation of your plans 
or a proactive education programme. 

b) Have you considered educating your users to allay their doubts/fears about 
implementing a system of this class? [Not just biometrics may cause concern.] 

c) Will your users be employees, customers, or both? [There are other types of ―user‖ 
who may interact with the system: contractors, visitors] 

d) What is the degree of public acceptance/user perceived intrusiveness of the intended 
(class of) system? 

e) Does the majority of your target user population have characteristics that could pose 
disadvantages (or advantages) for your chosen system? 

f) Will the deceptive user be cooperative or non-cooperative in your application? 
g) What types of fraudulent user scenarios can you foresee? 
h) Will your users be habituated, non-habituated, or a mixture of both? If both, what is 

your best estimate for percentage of users in each case? 
i) What will the vendor/integrator need to do to prepare the system for your particular 

mix of users? 
j) Have you addressed the aspects of training the users on how to properly use the 

system? 
k) What user data will you require to be stored (e.g. name, age, gender, etc.)? 

 

6. Operational Issues 
a) Will the system in your particular application to be used for positive identification, 

negative identification, or both? 
b) If both positive and negative identification are required, will they be required from the 

same measure, or can two measures be used? 
c) Will the system be open or closed? 
d) Will the system operate in a standard or non-standard environment? If non-standard, 

list the non-standard conditions. 
e) Will the measurement be overt or covert? [some biometrics can be covert, as can 

some tokens, e.g. RFID; this might even be possible for some cognitive passwords?] 
f) During operational use, will the system automatically flag poor quality input data? 

How much of the input can you reasonably tolerate to be flagged as poor quality 
data? 

g) What are your throughput rate requirements for both enrolment and operational use? 
h) How many false match errors can you tolerate? 
i) Will the probability of a false match be low enough to deter fraud? 
j) How many false non-match errors can you tolerate? 
k) In the case of a false non-match, will the user be given additional attempts for 

recognition? 
l) What will you define as the tolerable rate of occurrence for false non-matches that 

require intervention by trained staff? 
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7. System Administration Concerns 
a) Did you define back-up methods for user authentication in the cases of equipment 

failure and/or temporary unavailability of the user‘s feature? 
b) Is an appropriate contingency plan and disaster recovery policy important to the 

success of your programme? 
c) What guarantees for repair response times and replacement parts should be 

addressed? 
d) Have you defined the roles of a security officer/security operator, auditor/audit trail 

requirements, administrator/system manager/owner, standard user, and VIP 
owner/user for your application? 

e) Have you defined substitutes or back-ups for personnel critical to the operation of the 
system? 

f) Have you addressed training requirements for your users and system administrators, 
not just for the initial start of the programme but also for the ongoing training of new 
staff? 

 

C4. Impact on User Experience of Authentication 

Section 4.3 identifies twenty key issues in the list above for their impact on the user 

experience of authentication, some relating to the techniques themselves, others to the 

context of implementation. The following provides further commentary. Issue (2t) and 

comments in square brackets ([…]) have been added by this researcher. For purposes of 

discussion, the points are prefixed by UBWG. 

 

UBWG 1c) What legislation will affect the kind of information that can be stored 

regarding your users (e.g. Human Rights/Data Protection Acts)? [or 

that affect the deployment of the technique (e.g. Disability 

Discrimination Act)] —This is extremely important! 

 

The legal issues (Data Protection Act (1995), Human Rights Act (1998)) here are 

concerns, but without particular metrics for most cognitive techniques. It is enough to 

observe that for linguistic passwords, use of information relating to a user‘s personal 

details or history might be unacceptable, although it may actually be quite common; for 

example, the use of ―mother‘s maiden name‖ as a check question. For visuo-cognitive 

techniques, the authenticating images might themselves be an issue if they are drawn 

from or about a user‘s personal life. 

 

The Disability Discrimination Act (DDA) issues are very important, but are not about 

forbidding the use of some technique or other, only that users with disabilities should not 

be disadvantaged unreasonably by an application‘s (and hence a security system‘s) 

implementation. 
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Consideration of DDA issues (see Section 1.3; Maple & Norrington (2006) and 

Norrington & Maple (2006), in Appendix A) suggests that designers should have some 

idea of the varied nature and wide distribution of disabilities, so that they consider 

priorities and workarounds for them. 

 

Some aspects of this are taken up more explicitly in (UBWG 2g) and (UBWG 5k). 

 

UBWG1g) Have you addressed the issues of ease of use of the solution by both 

users and system administrators? 

 

This is too vague to lead to any particular metric, and appears to ask only for 

confirmation or not, based on the results around other issues. 

 

UBWG 2e) How long should enrolment take for each individual? 

 

Posed in this form with ―should‖, this is an administrative decision. What metrics can 

answer most readily is how long does a particular implementation take for each 

individual. Also answerable is how long users find acceptable, although this might lead to 

an answer of ―no time at all‖. 

 

UBWG 2f) How many attempts at enrolment will be allowed? 

 

This is an administrative decision, rather than one that depends on the technique itself. 

What can be assessed is how users respond to different numbers of permitted attempts. 

 

UBWG 2g) If a user cannot contribute a valid template for enrolment, either 

temporarily or permanently, what work-around measures have you 

defined? 

 

This is a concern rather than a metric. This was originally posed for biometric templates. 

For cognitive techniques, this can be re-interpreted as asking what alternative is offered to 

those who cannot use the primary implementation. An example for linguistic passwords is 

the use of spoken rather than typed passwords for the blind or manually disabled; and for 

visuo-cognitive techniques the question demands an answer, certainly for blind people. 

See also (UBWG 1c). 
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UBWG 2r) Have you determined the environmental factors that will effect [sic] 

both enrolment and access attempts? 

 

This issue includes consideration of, but not limited to, environmental levels of sound, 

heat, light, dust, etc. It may also include consideration of the equipment used for 

authentication where there is no prima facie standard, such as what type of monitor is 

used. See also (UBWG 6d). 

 

UBWG 2t) [Will there be any help available for the user? How will it be 

delivered? (e.g. webpage, telephone, email, engineer,…)] 

 

This is a concern rather than a metric. However, for cost-effectiveness, from a financial 

point of view, the more users who can answer their own questions – and with the less 

inconvenience to themselves, the better. This may be connected with training issues, see 

(UBWG 5j). 

 

UBWG 5a) Have you surveyed your user population as to the attitude towards 

using a system of this class? A strongly negative response should 

indicate a reformulation of your plans or a proactive education 

programme. 

 

This is clearly information that could be gathered, although it does require the resources 

to undertake a survey. (This should be read with (UBWG 5d).) 

 

UBWG 5b) Have you considered educating your users to allay their doubts/fears 

about implementing a system of this class? [Not just biometrics may 

cause concern.] 

 

It is possible to measure the effect of an education programme on user attitude, although 

generalisations beyond the group of users participating should be made with due regard to 

their demographic relationship with a wider population. A cautionary note should be 

sounded for ―allay‖, as this may be used to by-pass legitimate concerns 

 

UBWG 5c) Will your users be employees, customers, or both? [There are other 

types of ―user‖ who may interact with the system: contractors, 

visitors] 

 

Different types of user may have different acceptability expectations, knowledge of, 

needs for interaction (enrolment, verification) with an authentication system. This may 

suggest that different approaches to authentication are required, for example combining 
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different types of authentication with different consequences: such as weaker passwords 

(perhaps because they are easier to learn) with shorter time-to-live and restricted system 

access. Thus, it is important to ensure that a proper stakeholder analysis has been 

conducted to identify user groups and their needs. See also (UBWG 5h). 

 

UBWG 5d) What is the degree of public acceptance/user perceived intrusiveness 

of the intended (class of) system? 

 

In order to distinguish this from (UBWG 5a) which concerns ―user population‖, this is 

read by this researcher as meaning for a wider (public) population than the user group, 

where acceptance issues are concerned. It is possible that a wider public might have a 

different (positive or negative) attitude to the use of a particular system than the user 

group itself. 

 

Where intrusiveness is concerned, this is considered by this researcher to be split across 

(UBWG 5a) and (UBWG 5d), again as the user group and a wider public may have 

different opinions about intrusiveness. 

 

UBWG 5e) Does the majority of your target user population have characteristics 

that could pose disadvantages (or advantages) for your chosen 

system? 

 

As under (UBWG 1c), this suggests that statistical knowledge of disabilities in a 

population would aid system design. (This applies for any system design.) 

 

This researcher believes that the ―advantages‖ a target population might have should be 

employed with great caution. An inappropriately chosen ―advantage‖ or group might turn 

into a perceived or real bias against that group or against everyone not in that group, or 

might cause problems when individuals move inside or outside the group boundary. A 

straightforward example of this in the context of biometrics is face recognition 

technology. Everyone has a face; not everyone has fingerprints or irises. So face 

recognition is clearly advantageous. However, some Muslim women do not reveal their 

face. So, insisting on full-face recognition puts some Muslim women directly at a 

disadvantage against their expectations of proper cultural behaviour. A derived, but no 

less important for that, disadvantage is any negative response they receive from other 

groups about their behaviour, e.g. ―failure to comply‖. Unlike for biometrics, this area is 

not well-documented in the cognitive authentication domain. 
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UBWG 5f) Will the deceptive user be cooperative or non-cooperative in your 

application? 

 

In the original, biometric formulation of this, a cooperative deceptive user approaches use 

of the system as legitimate user would, whilst a non-cooperative deceptive user attempts 

to force the system to adapt to the user and thus misapply authentication rules. For 

example, a non-cooperative deceptive user might deliberately smudge a fingerprint so the 

system rejects it and invokes an alternative system which the user can deceive (e.g. a 

password). See also (UBWG 5g). 

 

UBWG 5g) What types of fraudulent user scenarios can you foresee? 

 

For both (UBWG 5f) and (UBWG 5g), the effect of (foreseen or actual) deceptive user 

access attempts may be to change the way the authentication system is designed, making 

it harder for a legitimate user to gain access, reducing acceptability. Along with the 

scenarios, there should also be a risk analysis, so that the probability and cost of the 

scenario has a proportionate effect on system design. 

 

UBWG 5h) Will your users be habituated, non-habituated, or a mixture of both? If 

both, what is your best estimate for percentage of users in each case? 

 

This information should be collected as part of the stakeholder analysis of (UBWG 5c). 

 

UBWG 5i) What will the vendor/integrator need to do to prepare the system for 

your particular mix of users? 

 

This will have a direct effect on the user experience. Poor preparation may lead to a poor 

initial experience of the system by users, which may in turn transfer into resistance 

against further use. There is no direct metric for this; it is a concern for system trialling 

planning. 

 

UBWG 5j) Have you addressed the aspects of training the users on how to 

properly use the system? 

 

This is covered in (UBWG 7f). 
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UBWG 5k) What user data will you require to be stored (e.g. name, age, gender, 

etc.)? 

 

This takes up more explicitly some of the very important issues raised in (UBWG 1c), 

regarding legislation that will affect the kind of information that can be stored regarding 

the users. This data may or may not be appropriate for request, even if voluntary, from a 

user for business-case purposes. This does not imply that the information should be 

collected for security purposes for some system, or under the guise of security. 

 

UBWG 6d) Will the system operate in a standard or non-standard environment? If 

non-standard, list the non-standard conditions. 

 

This is related to (UBWG 2r). Although it may be possible to enforce with certainty a 

standard environment, listing all non-standard conditions may not be practicable, or they 

may not be known by the designers. 

 

UBWG 7f) Have you addressed training requirements for your users and system 

administrators, not just for the initial start of the programme but also 

for the ongoing training of new staff? 

 

This makes it clear that training applies not just during the initial implementation phase, 

listed as (UBWG 5j). Training may require a cyclic approach to programme design., or it 

may be possible to design a complete programme from a test group. Furthermore, the 

system administrators‘ experience will impact on the service received by the users. 

Training is also connected with help issues, see (UBWG 2t). 
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APPENDIX F: HERRMANN’S (2007) SECURITY AND 

PRIVACY METRICS 

 

Table F.1 is taken from Herrmann (2007), which lists over 970 security and privacy 

metrics. It is presented to show the diversity and range of metrics that can be applied to 

authentication. 

 

Table F.1: Inventory of Security and Privacy Metrics (Herrmann, 2007) 

1 Measuring Compliance with Security and Privacy Regulations and 
Standards 

Sub-category Regulations and Standards Number 
of Metrics 

Financial 1.1 Gramm-Leach-Bliley – U.S. 7 

1.2 Sarbanes-Oxley Act – U.S. 13 

Healthcare 1.3 HIPAA – U.S. 13 

1.4 Personal Health Information Act – Canada 30 

Personal Privacy 1.5 OECD Security and Privacy Guidelines 29 

1.6 Data Protection Directive 95/46/EC 16 

1.7 Data Protection Act – U.K. 11 

1.8 PIPEDA – Canada 44 

1.9 Privacy Act – U.S. 33 

Homeland 
Security 

1.10 FISMA – U.S. 78 

1.11 Homeland Security Presidential Directives – 
U.S. 

14 

1.12 NERC Cyber Security Standards 9 

Total 352 

(cont.) 
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Table F.1 (cont.) 

2 Measuring Resilience of Physical, Personnel, IT, and Operational Security 
Controls 

Sub-category Sub-element Number 
of Metrics 

2.1 Physical 
Security 

2.1.1 Facility Protection 68 

2.1.2 Asset Protection 61 

2.1.3 Mission Protection 10 

2.2 Personnel 
Security 

2.2.1 Accountability 12 

2.2.2 Background Investigations 9 

2.2.3 Competence 8 

2.2.4 Separation of Duties 9 

2.2.5 Workforce Analysis 16 

2.3 IT Security 

IT security control 
system 

2.3.1 Logical Access Control 21 

2.3.2 Data Authentication, Non-Repudiation 7 

2.3.3 Encryption, Cryptographic Support 17 

2.3.4 Flow Control (operational and data) 9 

2.3.5 Identification and Authentication 20 

2.3.6 Maintainability, Supportability 11 

2.3.7 Privacy 12 

2.3.8 Residual Information Protection 5 

2.3.9 Security Management 23 

IT security 
protection system 

2.3.10 Audit Trail, Alarm Generation 14 

2.3.11 Availability 18 

2.3.12 Error, Exception, Incident Handling 15 

2.3.13 Fail Safe, Fail Secure, Fail Operational 11 

2.3.14 Integrity 21 

2.3.15 Domain Separation 13 

2.3.16 Resource Management 12 

(cont.) 
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Table F.1 (cont.) 

2.4 Operational Security 

Security 
engineering life-
cycle activities 

2.4.1 Concept Formulation 8 

2.4.2 Security Requirements Analysis and 
Specification 

12 

2.4.3 Security Architecture and Design 14 

2.4.4 Development and Implementation 16 

2.4.5 Security Test & Evaluation, Certification & 
Accreditation, Validation & Verification 

13 

2.4.6 Delivery, Installation, and Deployment 4 

2.4.7 Operations and Maintenance 12 

2.4.8 Decommissioning 11 

Ongoing security 
risk management 
activities 

2.4.9 Vulnerability Assessment 18 

2.4.10 Security Policy Management 18 

2.4.11 Security Audits and Reviews 10 

2.4.12 Security Impact Analysis, Privacy Impact 
Analysis, Configuration Management, Patch 
Management 

23 

2.4.13 Security Awareness and Training, Guidance 
Documents 

11 

2.4.14 Stakeholder, Strategic Partner, Supplier 
Relationships 

9 

Total 601 

3 Measuring Return on Investment (ROI) in Physical, Personnel, IT, and 
Operational Security Controls 

Sub-category Number 
of Metrics 

3.1 Problem Identification and Characterization * 

3.2 Total Cost of Security Control 1 

3.3 Depreciation Period 1 

3.4 Tangible Benefits 1 

3.5 Intangible Benefits 3 

3.6 Payback Period 3 

3.7 Comparative Analysis 3 

3.8 Assumptions * 

3.9 ROI Summary 7 

Total 19 

Grand Total 972 

 

* Only primitives are defined. 
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APPENDIX G: GIBSON’S (2005) NINETEEN PRINCIPLES IN 

SIX CATEGORIES FOR A SUCCESSFUL 

AUTHENTICATION SYSTEM 

 

Section 1 presents the principles with observations and revisions. Section 2 provides 

further commentary on the impact of the key principles on usability and security, 

extending the discussion in Section 4.3. 

 

C5. The principles 

Gibson (2005) derives nineteen principles for a successful authentication technique and 

categorises them into six groups. Table G.1 is a combination of data adapted from Table 

one and Figure one in Gibson‘s Chapter 2; references have been corrected where 

necessary. 

 

Table G.1: Gibson’s six categories and nineteen principles for a successful 

authentication system (adapted from Gibson, 2005) 

Category Principle Supporting evidence 

1. Usage and 
technological 
trends 

1. Scalable to meet demand of 
growing volume of users, 
and password protested [sic] 
websites 

Bensinger (1998), Maple, 
Conrad et al. (2004) 

 2. Good usability over networks Bensinger (1998), Maple, 
Conrad et al. (2004) 

2. Secure 
technology 

3. Not based on character 
strings 

Morris & Thompson (1979), 
Klein (1990), Adams & Sasse 
(1999), Dhamija & Perrig 
(2000), Mitnick & Simon 
(2002), Jansen, Gavrila et al. 
(2003), Asonov & Agrawal 
(2004), Maple, Conrad et al. 
(2004), Ryan (2004) 

 4. Not based on a physical item Klein (1990), Jansen, Gavrila 
et al. (2003), Kokumai (2003) 

(cont.) 
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Table G.1 (cont.) 

 5. Low imposter [sic] pass rate 
and false alarm rate 

Dhamija & Perrig (2000), 
Jansen, Gavrila et al. (2003) 

 6. Password not entered using 
keypad/keyboard 

Asonov & Agrawal (2004) 

 7. Provide a large password 
space 

Bensinger (1998), Jansen, 
Gavrila et al. (2003), Maple, 
Conrad et al. (2004) 

3. Human 
Factors 

8. Inability for weak passwords 
to be selected 

Adams & Sasse (1999), 
Dhamija & Perrig (2000) 

 9. Not easy to predict patterns 
in passwords 

Adams & Sasse (1999), 
Dhamija & Perrig (2000) 

 10. Not require easily guessable 
login information 

Adams & Sasse (1999), 
Dhamija & Perrig (2000), Dr. 
K (2000), Mitnick & Simon 
(2002) 

 11. Not easy to communicate 
passwords to others 

Preece, Rogers et al. (1994), 
Adams & Sasse (1999), 
Dhamija & Perrig (2000), 
Yan, Blackwell et al. (2000), 
Mitnick & Simon (2002) 

 12. Not prone to shoulder surfing 
attacks 

Dhamija & Perrig (2000), 
Mitnick & Simon (2002), 
Maple, Conrad et al. (2004) 

4. Cognitive 
processes 

13. Memorable passwords user 
can apply context to 

Tulving & Thompson (1973), 
Paivio (1983), Klein (1990), 
Preece, Rogers et al. (1994), 
Greenfield (1996), Bensinger 
(1998), Dhamija & Perrig 
(2000), Sapolsky (2004) 

 14. Not recall based Tulving & Thompson (1973), 
Paivio (1983), Klein (1990), 
Preece, Rogers et al. (1994), 
Greenfield (1996), Bensinger 
(1998), Dhamija & Perrig 
(2000), Sapolsky (2004) 

 15. Fits existing schemas (easy 
to understand concept) 

―Question and answer 
section‖ [not clear in source 
what this refers to] 

5. Cultural and 
environment
al factors 

16. Privacy issues: do not ask 
for personal information 

Bensinger (1998), Dhamija & 
Perrig (2000) 

 17. Authentication process must 
not be unpleasant to use 

Dhamija & Perrig (2000) 

6. Resources 18. Not take an impractical 
length of time to set up and 
use 

Jansen, Gavrila et al. (2003) 

 19. Relatively cheap to 
implement without relying on 
additional devices. 

Klein (1990), Jansen, Gavrila 
et al. (2003) 
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C6. Impact on User Experience of Authentication 

Section 4.3 identifies key principles in the list above for their impact on the user 

experience of authentication, some relating to the techniques themselves, others to the 

context of implementation. The following provides further commentary. For purposes of 

discussion, the points are prefixed by GC – UBWG refers to UK Biometrics Working 

Group (2003) issues. 

 

GC 7) Provide a large password space 

 

The magnitude of the password space (whatever ―large‖ may mean exactly) is perhaps 

less of an issue than is suggested in the literature. Four-digit bank card PINs have a space 

of 10,000. A user who gives an attacker a PIN can just as easily give them a ten-git PIN 

as a four-digit one; and equally an attacker who can observe a four-digit one may also 

observe a ten-digit one. What protects PINs from attack is that only three attempts are 

permitted, and then the card is confiscated and must be reset for further use. Another way 

of overcoming the need for a ―large‖ password space is by blocking rapid attempts to find 

the password. Dictionary or brute force attacks can only succeed with any great effect 

when many millions of attempts can be made in minutes. 

 

The effect on the user of demanding a large password as part of the technique is that one 

or more of the following must apply: 

 The authentication alphabet (in the mathematical sense of symbols available) 

must be large: for linguistic passwords the character set must be large (e.g. all 

printable characters, rather than just lower-and uppercase letters); for 

cognometrics there must be many images (in each set and/or many sets); for 

locimetrics there must be many selection regions; for graphimetrics there must be 

many drawable elements; and for manipulometrics there must be many possible 

operations. 

 The authentication word length (in the mathematical sense of concatenation of 

symbols) must be large: i.e. for each of the classes of technique, the relevant 

feature(s) must be used more often. 

 

GC 8) Inability for weak passwords to be selected 

 

This requires firstly a definition in context for what a weak password is; for a five year 

old child, a random, linguistic character-based password of eight characters might place 
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too high a cognitive demand, whereas a mixture of five letters or numbers might not. That 

definition should depend on knowledge of the user group‘s cognitive abilities and the 

security context, not on arbitrary settings. Secondly, a mechanism must be included in the 

system to enforce this, which should include help as to how to create a password of the 

required strength. A simple if crude approach to this could be fulfilled by always issuing 

system-chosen, random passwords. 

 

GC 9) Not easy to predict patterns in passwords 

 

Patterns in passwords are weakness when, for example, a particular pattern is easily 

replicable within a dictionary or brute force attack, or for some patterns when they are 

short enough for a human to run through the possibilities once the pattern has become 

compromised, such as: 

 the use of numbers to replace letters (e.g. happy, h4ppy), 

 two characters repeated four times (e.g. s4s4s4s4), or 

 a base word plus one digit (e.g. syzygy0, syzygy1). 

 

Users may discover opportunities for creating patterns in and between images, for 

example using colours, locations, or sizes of image elements. Designers should be wary 

of assuming that their own approach to the images they employ will cover all those that 

users may find. 

 

There is however a weakness in the formulation of the principle; what is a pattern which 

is not easy to predict? Once a pattern has been shared publicly (or within a community of 

use), it becomes easy to predict. By counter-argument, a password space in which many 

passwords fit many known patterns is more fit-for-purpose, as it will only be the 

compromise of the pattern which will indicate which subset of the password space should 

be attacked. However, it is useful to consider this as in effect attempting to block attacks 

which use rules to build passwords. 

 

GC 10) Not require easily guessable login information 

 

The use of ―require‖, rather than perhaps ―permit‖, may be an infelicitous choice of word, 

as no system should demand that a user use an easily guessable password like 

―password‖. However, where the login information requested was name and date of birth, 

this would indeed be a weak system. Preventing a list of easily guessable passwords in 
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the former sense would require building a dictionary of such passwords, and then denying 

use of them. This could lead to a situation where a user has to guess what they are not 

supposed to use, as is the case with trying to find a user-created username for any very 

popular online system. Alternatively, the system must publish the list of unusable 

passwords. Neither case provides much additional security. Attackers may discover the 

former by building the exclusion dictionary from failures gained from a dictionary or 

brute force attack; and in the latter case they are presented explicitly with the exclusions. 

 

GC 11) Not easy to communicate passwords to others 

 

This was originally formulated as a way to support supposedly hard-to-describe images 

over easy-to-say character strings. It might be the case that images are hard to describe 

from memory, but this requires testing. However, where images are present before the 

user, they may have much less difficulty in describing what to do: cognometrics must be 

distinguishable from each other, and a user may well be able to isolate the features 

relevant to discrimination; locimetrics may be described by the relevant features of the 

selection regions; graphimetrics may be described by the individual parts that are drawn 

to make the whole; and manipulometrics by the objects that are required and the process 

to be carried out on them. Additionally, there are other ways in which users can 

communicate images: e.g. by photographing them or on computer systems by taking a 

screen print. Nevertheless, it may be supposed that linguistic passwords do present an 

ease-of-communication that other cognitive passwords do not. 

 

GC 12) Not prone to shoulder surfing attacks 

 

A priori, any cognitive technique is prone to shoulder surfing attacks when it uses output-

input devices which can be observed, either by a human or by a device, whether directly 

or indirectly controlled. In an entirely practical sense, all visuo-cognitive techniques can 

be protected to some extent from human shoulder surfing by ensuring that: they take 

place in a controlled environment, such as a booth; they are positioned in such a way that 

only the user has eye-to-device line-of-sight; or that they are presented at a size which 

makes it hard for someone to observe usefully from further away than the user. 

Increasingly powerful technologies, embedded in devices such as static or video cameras 

or mobile phones, make shoulder surfing more possible, although users might also 

become more vigilant. Perhaps more worrying is the miniaturisation of these 
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technologies, which makes attacker use of passive observation devices (perhaps all but 

undetectable to the non-expert) in public or private spaces increasingly easy. 

 

GC 13) Memorable passwords user can apply context to 

 

This is a valuable point, which can be directly related to the advantages of dual-coding, 

i.e. incorporating some semantic (and phonological) coding along with visual coding of 

images employed, as explained in Section 2.2.4. 

 

GC 15) Fits existing schemas (easy to understand concept) 

 

This might appear to offer good usability; users would have little to learn that is new. 

However, it inevitably implies that innovative techniques are not good for authentication, 

and that new ones should be based on existing ideas. This would automatically exclude 

any abstract technique in any sensory modality as it would not fit an existing schema; 

there are no brain modules or established process for learning and recognising or recalling 

random sensory inputs. Easy-to-understand concepts may indeed help, although that an 

idea is easily understood, does not imply it is good for security. 

 

GC 16) Privacy issues: do not ask for personal information 

 

This has been covered under (UBWG 1c). 

 

GC 17) Authentication process must not be unpleasant to use 

 

This is important for ease of physical use and psychological acceptance of an 

authentication system. These factors can be measured, either physiologically or by user 

study. However, there might be contexts in which despite a system‘s unpleasantness, its 

context might make it valuable. 

 

GC 18) Not take an impractical length of time to set up and use 

 

In effect, this is a truism; if it is not practical to (set it up or) use it in time, it will not be 

(set up or) used in time. (Set-up should be addressed in planning.) The usage time can be 

established by observation of test group behaviour; whether it is practical depends on 

administrative considerations of context. 
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GC 19) Relatively cheap to implement without relying on additional devices. 

 

The issue of cost depends on who costs are assigned to. The APACS-backed Online 

Banking Card Reader (see Section 3.8.4) is paid for by the banks that use the scheme and 

is issued by post by the banks to customers, rather than requiring a customer to fetch it. 

Arguably, customers pay for the scheme indirectly, as, say, lower interest rates offered to 

customers might be affected by additional operating costs for the banks; but it is hard to 

justify such an argument, when ultimately the banks gain in any case by losing less 

money to fraud. However, if users are expected to spend money, or indeed much time, 

installing and learning how to use new devices, this might become a problem. 

 

In turn though, as technologies advance, the range of devices which may come as 

standard changes, so a technique which might entail formidable costs at one time may 

later be a standard inclusion or of only trivial additional cost. 

 

Nevertheless, some user groups may be willing to pay a premium for enhanced security in 

the right context. This is an issue of price–quality trade-off, which can be tested in a 

market, by attitude survey or by competition between goods and services. 
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APPENDIX H: IMAGE ARRAYS FOR EXPERIMENTS 1, 2, 3 

 

Image arrays – Abstract, Face, Object – one of five of each type, size as on screen, 

individual images in the arrays are 3cm x 3cm. 

 

 

Figure H.1: Abstract Array 1 
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Figure H.2: Face Array 1 

 

 

Figure H.3: Object Array 1 
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APPENDIX I: EXPERIMENT 1 DATA 

 

Raw data tables for the recognition phase of Session A (enrolment session) and the 

second recognition phase (Session B) 4 weeks later. 

 

Table I.1: Session A recognition phase raw data 

Number of  
Correct Choices Response Times (msecs) 

Face Abstract Object Face Abstract Object 

5 5 5 2,137.60 3,756.20 1,853.00 

5 2 4 2,062.40 3,890.50 1,601.75 

3 0 5 3,963.67 9,999.00 533.40 

1 0 2 3,203.00 9,999.00 3,867.50 

5 5 5 3,602.80 6,812.80 3,391.00 

0 1 0 9,999.00 10,901.00 9,999.00 

2 0 5 3,996.50 9,999.00 3,441.75 

4 2 2 2,820.00 4,538.50 5,422.00 

5 5 5 1,616.00 3,569.00 1,865.60 

5 2 5 2,318.60 1,882.50 2,381.20 

5 3 5 4,159.00 3,505.00 2,712.40 

2 1 0 2,297.00 2,750.00 9,999.00 

5 5 5 2,122.40 4,399.80 2,097.20 

0 1 5 9,999.00 4,612.00 3,644.00 

5 4 5 2,056.60 2,164.00 1,596.60 

5 3 5 1,975.00 1,896.00 1,584.40 

5 5 5 2,675.00 3,150.00 2,068.60 

5 1 5 5,012.60 6,110.00 3,562.75 

5 5 5 1,487.60 2,037.60 2,043.60 

5 3 5 2,827.80 3,968.67 3,062.80 

4 4 5 2,203.00 3,574.25 1,984.80 

5 4 5 2,278.20 3,742.00 2,475.20 

0 1 2 9,999.00 3,750.00 9,570.00 

5 5 4 2,443.80 4,059.40 5,890.25 

5 0 2 2,334.60 9,999.00 3,999.50 

5 5 5 2,196.60 3,577.80 2,359.20 

5 5 5 3,065.40 3,806.40 5,021.80 

5 5 5 2,203.00 3,287.80 1,675.00 

5 5 5 2,656.60 3,744.40 1,684.20 

4 4 5 3,273.00 3,460.75 2,768.60 

5 4 5 2,484.80 4,348.00 1,869.00 

5 3 5 2,637.40 5,010.33 2,822.00 

5 1 5 2,003.20 1,953.00 2,153.00 

4 1 5 3,960.50 2,750.00 3,112.60 

4 0 3 5,937.25 9,999.00 8,276.00 

(cont.) 
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Table I.1 (cont.) 

Number of  
Correct Choices Response Times (msecs) 

Face Abstract Object Face Abstract Object 

5 4 5 2,653.20 2,785.25 1,781.20 

5 5 5 2,718.80 3,237.60 1,806.40 

2 2 5 4,195.50 3,133.50 2,784.60 

4 1 5 3,637.00 1,656.00 2,387.80 

5 5 5 2,744.00 6,028.20 2,537.60 

5 5 5 2,150.40 3,240.60 3,330.80 

5 4 0 2,856.40 3,269.50 9,999.00 

5 5 5 1,528.00 2,028.00 2,247.20 

5 4 5 2,672.00 3,390.75 1,815.40 

2 2 2 3,839.50 3,203.00 5,281.00 

5 3 5 1,794.00 12,354.00 1,556.60 

5 5 5 1,472.00 2,659.40 1,340.80 

5 4 5 2,096.80 4,160.50 4,024.80 

5 5 5 2,212.80 3,628.00 1,275.20 

5 5 5 2,249.60 2,187.40 1,381.00 

5 5 5 2,806.20 2,800.00 1,128.00 

5 4 5 1,887.60 2,605.25 1,868.60 

5 4 5 2,540.60 2,769.25 1,871.60 

5 2 5 3,643.40 5,578.00 2,887.60 

5 4 5 3,771.60 4,363.00 2,193.80 

5 4 5 2,618.80 2,539.00 1,862.60 

5 3 5 1,712.40 3,442.33 1,856.40 

5 4 5 2,331.20 3,097.25 4,009.60 

4 3 5 2,136.50 3,682.00 2,393.80 

(table ends) 
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Table I.2: Session B recognition phase raw data 

Number of 
Correct Choices Response Times (msecs) 

Face Abstract Object Face Abstract Object 

1 1 1 6,875.00 3,938.00 2,031.00 

0 2 1 9,999.00 4,695.00 2,437.00 

5 4 5 2,694.00 4,500.25 2,675.20 

5 2 4 4,709.60 14,335.50 2,969.25 

5 4 5 3,031.40 4,386.75 2,628.40 

1 0 0 5,187.00 9,999.00 9,999.00 

5 3 5 2,450.00 3,542.00 2,449.80 

3 1 3 2,807.33 3,875.00 2,573.00 

4 3 5 7,113.25 8,119.67 808.40 

2 1 4 3,531.50 3,032.00 4,664.00 

3 2 4 5,286.33 4,102.00 6,245.75 

5 5 5 3,493.60 3,850.00 4,371.80 

3 4 5 2,122.00 2,207.00 1,537.60 

5 2 4 11,584.20 6,054.50 3,738.00 

4 2 1 4,961.25 2,398.50 3,797.00 

4 2 5 5,515.50 4,968.50 6,799.80 

3 0 4 3,500.00 9,999.00 6,976.75 

2 0 5 3,406.50 9,999.00 3,981.60 

4 3 5 2,465.00 2,677.33 1,543.80 

0 1 2 9,999.00 10,625.00 10,930.00 

5 1 4 6,843.80 14,469.00 3,035.25 

0 1 0 9,999.00 2,547.00 9,999.00 

5 4 5 3,137.60 6,191.50 3,837.80 

5 1 5 2,771.80 9,031.00 3,331.40 

0 1 1 9,999.00 22,750.00 4,485.00 

5 5 5 3,534.60 9,181.40 2,344.00 

5 3 3 5,272.00 1,917.33 7,666.67 

4 3 5 2,765.75 3,646.00 4,318.60 

4 1 5 5,031.25 4,297.00 3,865.60 

4 0 2 5,260.33 9,999.00 3,312.50 

5 0 5 6,046.60 9,999.00 4,344.00 

4 4 5 3,714.75 3,636.50 4,103.00 

4 1 3 2,730.75 3,015.00 3,765.66 

5 5 5 2,078.40 2,771.80 1,931.40 

4 5 5 3,406.25 5,709.00 2,656.00 

5 0 3 3,428.00 9,999.00 4,427.33 

5 4 5 6,175.40 8,683.25 5,281.20 

5 2 5 3,378.20 4,625.50 3,815.80 

5 2 5 48.53 2,078.00 2,178.20 

4 0 0 5,070.00 9,999.00 9,999.00 

3 2 4 2,958.67 2,453.00 8,609.50 

2 1 4 5,085.50 4,672.00 5,246.25 

(cont.) 
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Table I.2 (cont.) 

Number of 
Correct Choices Response Times (msecs) 

Face Abstract Object Face Abstract Object 

4 4 4 5,551.25 4,675.50 3,586.00 

3 2 4 3,526.33 3,875.00 3,390.75 

4 0 5 4,484.75 9,999.00 3,953.20 

5 1 4 1,678.20 1,406.00 1,801.00 

3 3 5 5,234.33 5,526.33 5,881.00 

5 4 4 2,353.00 4,309.00 3,203.50 

5 3 2 3,862.60 4,307.33 21,875.00 

5 3 5 21.09 3,338.33 2,193.60 

5 4 3 2,365.40 3,003.75 5,021.00 

4 0 5 3,242.25 9,999.00 4,250.00 

5 3 2 4,781.40 3,422.00 2,039.00 

4 1 4 3,156.25 7,390.00 3,926.00 

5 5 5 2,610.00 4,540.80 3,381.00 

4 5 4 3,769.50 3,750.20 6,144.50 

5 3 2 2,287.40 2,917.00 1,882.50 

(table ends) 
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APPENDIX J: EXPERIMENT 2 DATA 

 

Table J.1: Session A recognition phase raw data 

Exposure (1 = 5 times, 2 = 7 times) 

C = Correct ; RT = Response time (msecs) 

Exposure 

Session A Session B 

Faces Abstract Faces Abstract 

C RT C RT C RT C RT 

1 2 6664.5 0 9999.0 3 4531.0 2 8046.5 

1 1 14500.0 1 4688.0 4 4293.0 4 3797.0 

1 5 2525.0 5 5862.4 4 3500.0 3 5073.0 

1 5 5400.2 3 5901.0 5 2850.0 4 3875.0 

1 5 3206.2 5 5981.2 2 6539.0 1 5313.0 

1 5 3578.0 5 3159.4 5 6609.4 5 2734.6 

1 5 2356.0 5 7724.8 2 5328.0 2 3343.5 

1 5 2143.6 5 4284.6 4 3949.3 3 5547.0 

1 5 2537.2 5 5659.4 5 6618.8 4 6328.0 

1 5 2349.8 5 3134.6 1 4906.0 1 19219.0 

1 3 6104.0 3 4890.3 3 5110.0 5 4431.2 

1 5 2481.4 5 3840.6 4 7312.8 3 8953.3 

1 5 3790.4 5 3878.4 5 4277.8 3 8807.3 

1 5 2990.6 5 2753.0 5 6462.4 0 9999.0 

1 5 2646.8 5 2150.2 5 2681.4 3 7031.3 

1 5 3190.8 4 3980.5 5 4581.6 5 6693.6 

1 4 3226.5 2 3078.0 5 6181.0 0 9999.0 

1 5 2296.8 3 3323.0 4 2250.0 2 4140.5 

1 5 2237.4 5 3384.2 4 4441.0 2 6797.0 

1 5 2424.8 5 2677.8 5 3956.4 3 8895.7 

1 5 4931.4 5 4743.8 4 7441.3 4 8023.3 

1 5 2187.4 4 2750.3 5 6287.4 4 3937.5 

1 5 3434.6 2 3633.0 0 9999.0 0 9999.0 

1 5 1315.6 5 2734.4 4 3789.0 3 3333.3 

1 5 1868.8 5 5059.2 5 5203.2 2 4437.0 

1 1 3875.0 1 5453.0 5 3950.2 4 3867.0 

1 5 2440.6 5 4690.8 5 4831.2 2 5500.0 

1 5 1712.4 5 4762.4 1 2609.0 1 4188.0 

(cont.) 
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Table J.1 (cont.) 

2 5 2956.2 5 9028.2 2 3992.0 2 1695.5 

2 0 9999.0 2 3914.5 5 7440.6 5 6609.2 

2 5 3665.6 1 3359.0 4 2441.5 5 3275.0 

2 5 2822.2 5 2578.0 4 5008.0 0 9999.0 

2 5 2971.8 5 4303.2 5 4897.2 5 7646.8 

2 5 1290.6 5 2243.4 5 3272.0 5 7278.2 

2 5 1640.4 5 3528.4 1 828.0 1 4094.0 

2 5 2718.8 5 3553.2 4 2867.5 4 4027.3 

2 5 3128.2 5 3421.6 4 3625.0 4 7953.0 

2 5 4131.2 5 7450.6 5 3728.2 5 5309.2 

2 5 3356.2 5 3846.8 3 2088.3 1 3672.0 

2 5 2921.6 3 4206.4 5 4956.2 2 3922.0 

2 5 2934.4 5 3862.4 5 4290.6 3 5005.0 

2 4 2898.5 2 2242.5 3 4880.0 1 4203.0 

2 5 2299.8 4 3390.8 4 3793.0 3 4937.3 

2 5 3162.2 5 3080.8 1 4844.0 2 3695.0 

2 5 2987.6 5 6128.0 - - - - 

2 5 2728.2 5 4275.0 - - - - 

2 5 1641.0 5 5409.6 - - - - 

2 5 2503.4 5 4075.4 - - - - 

2 5 2487.6 5 3193.8 - - - - 

2 5 4365.6 4 3179.8 - - - - 

2 5 4837.6 4 4437.8 - - - - 

2 5 2415.4 5 2715.6 - - - - 

2 5 1884.8 5 2915.6 - - - - 

2 5 2122.0 5 4568.8 - - - - 

2 5 4653.2 5 4449.8 - - - - 

2 5 2206.0 5 2362.6 - - - - 

 

Session B did not complete successfully (due to unexpected timetabling issues) and could 

no be rescheduled, so the second part of the experiment was abandoned. 

(table ends) 



Appendix K: Experiment 3 Data 

 K1 

 

 

APPENDIX K: EXPERIMENT 3 DATA 

 

Table K.1: Frequency of image choice from Face-Object-Abstract image sets 

Image 
Type 

Image 
Set 

N 
Image Selected 

1 2 3 4 5 6 7 8 9 

Abstract 

1 55 1 5 10 2 6 12 0 11 8 

2 55 13 14 1 1 9 4 9 4 0 

3 55 1 12 0 30 3 0 2 0 7 

4 55 1 7 1 4 2 5 25 3 7 

5 55 6 1 9 12 1 1 20 1 4 

 

Face 

1 55 4 17 1 7 11 4 4 1 6 

2 55 9 5 11 2 3 14 3 5 3 

3 55 4 10 1 2 0 22 10 2 4 

4 55 1 8 8 1 4 3 5 2 23 

5 55 4 5 6 11 7 0 2 0 20 

 

Object 

1 55 13 4 1 5 14 10 1 6 1 

2 55 16 0 0 2 2 14 5 14 2 

3 55 7 11 12 4 4 0 17 0 0 

4 55 5 7 6 5 2 12 3 4 11 

5 55 8 6 4 6 8 14 6 0 3 

 

Expected value (E) of frequency of image choice from Face-Object-Abstract image sets 

55/9 (approx. 6.11) for all cells, calculated by: 

Choices ofNumber 

Responses Total
  E  
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Table K.2: Chi-test of frequency of image choice from Face-Object-Abstract image 

sets 

Image 
Type 

Image 
Set 

N Chi 
Test 

Chi 
Distribution 

p p < 0.05 

Abstract 

1 55 0.0011 1.0000 0.000 yes 

2 55 0.0000 1.0000 0.000 yes 

3 55 0.0000 1.0000 0.000 yes 

4 55 0.0000 1.0000 0.000 yes 

5 55 0.0000 1.0000 0.000 yes 

 

Face 

1 55 0.0000 1.0000 0.000 yes 

2 55 0.0029 1.0000 0.000 yes 

3 55 0.0000 1.0000 0.000 yes 

4 55 0.0000 1.0000 0.000 yes 

5 55 0.0000 1.0000 0.000 yes 

 

Object 

1 55 0.0000 1.0000 0.000 yes 

2 55 0.0000 1.0000 0.000 yes 

3 55 0.0000 1.0000 0.000 yes 

4 55 0.0554 1.0000 0.000 yes 

5 55 0.0112 1.0000 0.000 yes 

 

The χ
2
 test calculates a χ

2
 statistic using the formula: 

 

where: 

Aij = actual frequency in the i-th row, j-th column 

Eij = expected frequency in the i-th row, j-th column 

r = number or rows (= 1) 

c = number of columns (= 5) 

 

The Chi Distribution returns the one-tailed probability of the chi-squared distribution. P = 

(1 – chi distribution). P is significant at the 95% confidence level if p < 0.05. 
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Table K.3: Standardised residuals of frequency of image choice from Face-Object-

Abstract image sets 

Image 
Type 

Image 
Set 

Image Selected 

1 2 3 4 5 6 7 8 9 

Abstract 

1 -2.07 -0.45 1.57 -1.66 -0.04 2.38 -2.47 1.98 0.76 

2 2.79 3.19 -2.07 -2.07 1.17 -0.85 1.17 -0.85 -2.47 

3 -2.07 2.38 -2.47 9.66 -1.26 -2.47 -1.66 -2.47 0.36 

4 -2.07 0.36 -2.07 -0.85 -1.66 -0.45 7.64 -1.26 0.36 

5 -0.04 -2.07 1.17 2.38 -2.07 -2.07 5.62 -2.07 -0.85 

 

Face 

1 -0.85 4.40 -2.07 0.36 1.98 -0.85 -0.85 -2.07 -0.04 

2 1.17 -0.45 1.98 -1.66 -1.26 3.19 -1.26 -0.45 -1.26 

3 -0.85 1.57 -2.07 -1.66 -2.47 6.43 1.57 -1.66 -0.85 

4 -2.07 0.76 0.76 -2.07 -0.85 -1.26 -0.45 -1.66 6.83 

5 -0.85 -0.45 -0.04 1.98 0.36 -2.47 -1.66 -2.47 5.62 

 

Object 

1 2.79 -0.85 -2.07 -0.45 3.19 1.57 -2.07 -0.04 -2.07 

2 4.00 -2.47 -2.47 -1.66 -1.66 3.19 -0.45 3.19 -1.66 

3 0.36 1.98 2.38 -0.85 -0.85 -2.47 4.40 -2.47 -2.47 

4 -0.45 0.36 -0.04 -0.45 -1.66 2.38 -1.26 -0.85 1.98 

5 0.76 -0.04 -0.85 -0.04 0.76 3.19 -0.04 -2.47 -1.26 

 

)frequency expected(

)frequency expected()frequency observed(
R  

 

Residuals are counted as significant if | R | ≥ 2. 

Significant residuals in Table K.3 are indicated by grey cells. 
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APPENDIX L: EXPERIMENT 4 DATA 

 

 

Figure L.1: Participant consent form 
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Figure L2: Data collection form 
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Figure L.3: Group A image sets 1 to 5 
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Figure L.4: Group A image sets 6 to 10 
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Figure L.5: Group A image sets 11 to 15 
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Figure L.6: Group A image sets 16 to 20 
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Table L.1: Images chosen from Group A image sets and effort of choice listed by 

participant (N=24) (raw data) 

Participant Order Set Choice Effort 

1 1 11 3 3 

1 2 18 4 2 

1 3 16 5 3 

1 4 15 3 3 

1 5 20 5 3 

1 6 10 5 3 

1 7 13 5 1 

1 8 4 4 3 

1 9 14 4 3 

1 10 5 5 2 

1 11 2 3 3 

1 12 6 2 1 

1 13 1 5 2 

1 14 3 5 1 

1 15 17 2 3 

1 16 7 5 2 

1 17 9 4 1 

1 18 8 3 1 

1 19 12 5 3 

1 20 19 3 1 

2 1 7 5 2 

2 2 17 5 3 

2 3 2 4 2 

2 4 1 2 3 

2 5 6 3 1 

2 6 9 5 1 

2 7 19 5 3 

2 8 12 5 1 

2 9 8 4 1 

2 10 3 1 2 

2 11 13 3 2 

2 12 10 3 2 

2 13 20 2 2 

2 14 15 2 3 

2 15 16 5 2 

2 16 18 1 1 

2 17 11 1 3 

2 18 4 2 3 

2 19 14 1 2 

2 20 5 2 2 

(cont.) 

Set numbers 
(Set) and image 
numbers 
(Choice) are as 
in Figures L.3 to 
L.6. 

Effort of making 
choice (Effort) on 
scale: 1 (hard) – 
3 (easy). 

x = no value 
recorded. 



Appendix L: Experiment 4 Data 

 L8 

Table L.1 (cont.) 

Participant Order Set Choice Effort 

3 1 3 1 3 

3 2 1 4 2 

3 3 20 2 2 

3 4 5 2 1 

3 5 4 2 3 

3 6 11 5 3 

3 7 18 3 3 

3 8 13 2 3 

3 9 9 3 3 

3 10 16 2 3 

3 11 15 4 3 

3 12 10 5 3 

3 13 17 1 3 

3 14 19 3 2 

3 15 6 4 1 

3 16 12 2 1 

3 17 14 4 1 

3 18 x x x 

3 19 7 1 3 

3 20 8 3 1 

4 1 5 1 1 

4 2 4 1 2 

4 3 2 1 3 

4 4 1 2 3 

4 5 6 4 3 

4 6 9 1 1 

4 7 7 1 1 

4 8 3 4 3 

4 9 20 2 1 

4 10 18 2 3 

4 11 17 5 3 

4 12 15 2 2 

4 13 11 1 2 

4 14 19 1 3 

4 15 12 3 1 

4 16 13 4 1 

4 17 10 1 3 

4 18 8 1 2 

4 19 16 2 3 

4 20 14 2 1 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

5 1 16 2 2 

5 2 14 4 1 

5 3 11 3 2 

5 4 19 4 1 

5 5 15 4 1 

5 6 4 3 2 

5 7 5 3 3 

5 8 8 4 3 

5 9 13 1 1 

5 10 3 4 2 

5 11 6 4 2 

5 12 9 3 2 

5 13 20 2 3 

5 14 7 5 3 

5 15 10 4 3 

5 16 17 3 3 

5 17 18 4 2 

5 18 12 5 3 

5 19 x x x 

5 20 1 2 3 

6 1 18 2 2 

6 2 17 5 3 

6 3 13 1 1 

6 4 x x x 

6 5 19 4 3 

6 6 12 1 1 

6 7 2 3 3 

6 8 6 2 1 

6 9 15 5 2 

6 10 10 4 2 

6 11 7 1 3 

6 12 1 5 1 

6 13 20 4 1 

6 14 5 5 2 

6 15 8 3 1 

6 16 14 3 1 

6 17 4 5 2 

6 18 3 1 1 

6 19 9 4 2 

6 20 11 1 1 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

7 1 17 2 3 

7 2 13 3 2 

7 3 12 2 3 

7 4 16 5 2 

7 5 19 4 1 

7 6 15 2 1 

7 7 10 3 3 

7 8 9 4 1 

7 9 7 5 1 

7 10 4 4 1 

7 11 5 1 3 

7 12 1 1 3 

7 13 6 5 2 

7 14 2 5 2 

7 15 8 4 3 

7 16 14 2 2 

7 17 3 1 3 

7 18 11 1 1 

7 19 20 3 3 

7 20 x x x 

8 1 15 5 2 

8 2 16 3 2 

8 3 19 1 2 

8 4 12 5 2 

8 5 20 2 2 

8 6 18 1 2 

8 7 17 5 2 

8 8 13 1 1 

8 9 1 2 1 

8 10 2 3 3 

8 11 8 5 3 

8 12 6 5 2 

8 13 14 3 1 

8 14 3 4 2 

8 15 7 5 2 

8 16 5 3 2 

8 17 10 5 3 

8 18 9 1 2 

8 19 11 3 3 

8 20 4 1 1 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

9 1 3 4 2 

9 2 9 1 3 

9 3 10 2 3 

9 4 7 5 2 

9 5 6 3 3 

9 6 1 2 3 

9 7 18 2 3 

9 8 17 4 3 

9 9 20 2 3 

9 10 14 1 1 

9 11 13 3 1 

9 12 15 2 2 

9 13 4 2 2 

9 14 19 3 3 

9 15 12 5 1 

9 16 2 3 3 

9 17 8 1 3 

9 18 16 2 2 

9 19 11 4 3 

9 20 5 1 3 

10 1 19 2 3 

10 2 20 4 2 

10 3 18 1 3 

10 4 17 4 3 

10 5 13 3 2 

10 6 11 3 3 

10 7 8 1 3 

10 8 2 3 3 

10 9 1 5 2 

10 10 6 3 2 

10 11 9 1 2 

10 12 7 5 1 

10 13 12 5 1 

10 14 14 5 2 

10 15 5 5 2 

10 16 4 3 3 

10 17 3 2 2 

10 18 10 4 3 

10 19 15 2 2 

10 20 16 4 2 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

11 1 9 4 3 

11 2 3 1 3 

11 3 10 3 3 

11 4 7 2 3 

11 5 6 4 3 

11 6 1 2 3 

11 7 17 3 3 

11 8 18 3 3 

11 9 20 5 3 

11 10 14 1 2 

11 11 11 1 3 

11 12 15 1 3 

11 13 13 4 3 

11 14 4 4 3 

11 15 19 1 3 

11 16 12 5 3 

11 17 2 2 3 

11 18 8 4 3 

11 19 16 1 3 

11 20 5 4 3 

12 1 2 4 3 

12 2 1 2 3 

12 3 6 4 2 

12 4 5 4 3 

12 5 9 4 3 

12 6 14 4 2 

12 7 4 2 3 

12 8 8 3 2 

12 9 19 1 3 

12 10 12 2 3 

12 11 16 2 2 

12 12 18 2 3 

12 13 11 4 3 

12 14 10 5 3 

12 15 15 2 1 

12 16 17 4 3 

12 17 3 4 3 

12 18 13 4 2 

12 19 20 2 3 

12 20 7 3 2 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

13 1 6 5 2 

13 2 1 5 1 

13 3 2 3 1 

13 4 4 1 1 

13 5 5 3 2 

13 6 14 2 1 

13 7 3 4 2 

13 8 9 1 1 

13 9 7 4 1 

13 10 12 5 2 

13 11 19 4 1 

13 12 10 5 1 

13 13 17 5 1 

13 14 16 2 1 

13 15 20 4 2 

13 16 15 4 1 

13 17 18 4 1 

13 18 13 2 1 

13 19 8 4 1 

13 20 x x x 

14 1 12 2 3 

14 2 13 1 2 

14 3 8 1 2 

14 4 15 5 2 

14 5 4 2 2 

14 6 2 5 2 

14 7 6 5 3 

14 8 10 2 3 

14 9 9 1 3 

14 10 3 4 3 

14 11 7 3 2 

14 12 16 4 3 

14 13 5 2 2 

14 14 19 1 3 

14 15 18 2 1 

14 16 20 4 1 

14 17 1 2 2 

14 18 14 3 3 

14 19 11 4 2 

14 20 x x x 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

15 1 7 1 2 

15 2 8 2 2 

15 3 15 3 1 

15 4 14 2 2 

15 5 4 5 2 

15 6 2 5 1 

15 7 10 1 1 

15 8 5 1 2 

15 9 x x x 

15 10 19 4 1 

15 11 11 5 2 

15 12 3 4 1 

15 13 9 4 1 

15 14 13 1 2 

15 15 x x x 

15 16 12 2 3 

15 17 6 4 1 

15 18 20 4 2 

15 19 16 1 1 

15 20 1 4 1 

16 1 19 3 2 

16 2 18 1 2 

16 3 17 1 3 

16 4 13 3 3 

16 5 8 3 2 

16 6 15 3 3 

16 7 16 5 1 

16 8 11 2 1 

16 9 6 5 2 

16 10 10 4 3 

16 11 2 5 2 

16 12 12 1 2 

16 13 5 5 1 

16 14 x x x 

16 15 x x x 

16 16 x x x 

16 17 x x x 

16 18 x x x 

16 19 x x x 

16 20 x x x 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

17 1 3 3 1 

17 2 19 3 2 

17 3 20 2 1 

17 4 18 4 1 

17 5 17 2 3 

17 6 13 2 1 

17 7 8 4 3 

17 8 11 3 2 

17 9 16 1 3 

17 10 2 1 1 

17 11 6 2 1 

17 12 10 1 3 

17 13 9 2 1 

17 14 1 2 2 

17 15 7 3 3 

17 16 12 1 1 

17 17 14 5 1 

17 18 5 1 2 

17 19 4 1 3 

17 20 15 1 1 

18 1 1 5 1 

18 2 6 4 3 

18 3 5 4 2 

18 4 4 4 1 

18 5 14 3 3 

18 6 3 4 3 

18 7 7 5 3 

18 8 12 5 3 

18 9 15 1 2 

18 10 17 4 3 

18 11 20 2 3 

18 12 10 1 2 

18 13 19 2 3 

18 14 2 5 3 

18 15 18 2 2 

18 16 13 2 2 

18 17 8 3 2 

18 18 16 4 2 

18 19 9 4 2 

18 20 11 4 3 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

19 1 14 2 3 

19 2 16 3 2 

19 3 15 3 3 

19 4 12 5 3 

19 5 19 2 2 

19 6 11 3 2 

19 7 18 3 1 

19 8 20 4 1 

19 9 17 3 3 

19 10 1 2 2 

19 11 13 4 1 

19 12 8 3 3 

19 13 2 1 1 

19 14 3 3 2 

19 15 9 4 2 

19 16 7 5 3 

19 17 6 2 2 

19 18 5 3 2 

19 19 10 5 3 

19 20 4 3 3 

20 1 8 4 3 

20 2 7 3 2 

20 3 14 5 3 

20 4 5 1 3 

20 5 2 3 3 

20 6 x x x 

20 7 12 2 1 

20 8 9 1 1 

20 9 16 4 3 

20 10 19 3 2 

20 11 10 2 3 

20 12 18 1 1 

20 13 4 4 2 

20 14 11 3 2 

20 15 17 2 3 

20 16 3 3 2 

20 17 1 5 1 

20 18 13 3 2 

20 19 20 4 1 

20 20 15 5 1 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

21 1 11 5 2 

21 2 14 5 3 

21 3 7 4 3 

21 4 9 5 3 

21 5 2 1 3 

21 6 1 5 3 

21 7 3 3 3 

21 8 5 5 3 

21 9 4 5 3 

21 10 12 3 3 

21 11 19 4 3 

21 12 16 4 3 

21 13 15 5 3 

21 14 6 2 3 

21 15 10 3 3 

21 16 18 1 2 

21 17 x x x 

21 18 x x x 

21 19 20 5 3 

21 20 x x x 

22 1 13 4 3 

22 2 12 5 2 

22 3 15 3 2 

22 4 8 1 1 

22 5 19 5 1 

22 6 4 3 3 

22 7 2 3 1 

22 8 10 5 1 

22 9 6 5 1 

22 10 3 4 3 

22 11 9 5 3 

22 12 16 1 3 

22 13 7 5 1 

22 14 5 2 3 

22 15 x x x 

22 16 x x x 

22 17 18 1 1 

22 18 1 1 3 

22 19 20 2 1 

22 20 11 4 2 

(cont.) 
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Table L.1 (cont.) 

Participant Order Set Choice Effort 

23 1 19 2 3 

23 2 20 4 2 

23 3 18 1 2 

23 4 12 5 3 

23 5 11 1 2 

23 6 17 5 3 

23 7 13 1 x 

23 8 8 1 2 

23 9 2 5 2 

23 10 1 4 3 

23 11 6 2 2 

23 12 x x x 

23 13 9 2 2 

23 14 14 5 3 

23 15 7 1 2 

23 16 x x x 

23 17 4 5 2 

23 18 x x x 

23 19 5 3 3 

23 20 3 4 1 

24 1 13 4 2 

24 2 10 2 3 

24 3 20 2 1 

24 4 15 2 2 

24 5 16 2 1 

24 6 18 1 1 

24 7 11 5 2 

24 8 4 5 x 

24 9 5 3 x 

24 10 14 5 3 

24 11 7 2 1 

24 12 17 4 1 

24 13 2 3 1 

24 14 3 5 2 

24 15 1 4 1 

24 16 6 3 1 

24 17 9 3 2 

24 18 19 1 1 

24 19 12 5 2 

24 20 8 3 1 

(table ends) 
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Table L.2: Frequency of image choice from Group A image sets 

Set Total 
Responses 

Choice 

1 2 3 4 5 

1 23 2 10 0 4 7 

2 22 4 1 9 2 6 

3 23 5 1 4 11 2 

4 23 4 5 4 5 5 

5 24 6 4 6 3 5 

6 23 0 6 4 7 6 

7 23 5 2 4 2 10 

8 23 6 1 8 7 1 

9 23 7 2 3 8 3 

10 23 4 4 4 4 7 

11 23 6 1 7 5 4 

12 24 3 6 2 0 13 

13 23 6 4 6 6 1 

14 22 3 5 4 4 6 

15 23 3 7 5 3 5 

16 22 4 7 2 5 4 

17 20 2 4 3 5 6 

18 22 9 6 3 4 0 

19 24 6 4 6 6 2 

20 23 0 11 1 8 3 

 



Appendix L: Experiment 4 Data 

 L20 

Table L.3: Expected value of frequency of image choice from Group A image sets 

Set Total 
Responses 

Choice 

1 2 3 4 5 

1 23 4.6 4.6 4.6 4.6 4.6 

2 22 4.4 4.4 4.4 4.4 4.4 

3 23 4.6 4.6 4.6 4.6 4.6 

4 23 4.6 4.6 4.6 4.6 4.6 

5 24 4.8 4.8 4.8 4.8 4.8 

6 23 4.6 4.6 4.6 4.6 4.6 

7 23 4.6 4.6 4.6 4.6 4.6 

8 23 4.6 4.6 4.6 4.6 4.6 

9 23 4.6 4.6 4.6 4.6 4.6 

10 23 4.6 4.6 4.6 4.6 4.6 

11 23 4.6 4.6 4.6 4.6 4.6 

12 24 4.8 4.8 4.8 4.8 4.8 

13 23 4.6 4.6 4.6 4.6 4.6 

14 22 4.4 4.4 4.4 4.4 4.4 

15 23 4.6 4.6 4.6 4.6 4.6 

16 22 4.4 4.4 4.4 4.4 4.4 

17 20 4 4 4 4 4 

18 22 4.4 4.4 4.4 4.4 4.4 

19 24 4.8 4.8 4.8 4.8 4.8 

20 23 4.6 4.6 4.6 4.6 4.6 

 

The expected value (E) of each choice for each image set is calculated by: 

Choices ofNumber 

Responses Total
  E  

 



Appendix L: Experiment 4 Data 

 L21 

Table L.4: Chi-test of frequency of image choice from Group A image sets 

Set Total 
Responses 

Chi 
Test 

Chi 
Distribution 

p p < 0.05 

1 23 0.0082 1.0000 0.0000 yes 

2 22 0.0526 0.9997 0.0003 yes 

3 23 0.0099 1.0000 0.0000 yes 

4 23 0.9922 0.9110 0.0890 no 

5 24 0.8413 0.9328 0.0672 no 

6 23 0.1478 0.9974 0.0026 yes 

7 23 0.0520 0.9997 0.0003 yes 

8 23 0.0435 0.9998 0.0002 yes 

9 23 0.1746 0.9964 0.0036 yes 

10 23 0.8150 0.9364 0.0636 no 

11 23 0.3299 0.9878 0.0122 yes 

12 24 0.0003 1.0000 0.0000 yes 

13 23 0.3830 0.9838 0.0162 yes 

14 22 0.8811 0.9273 0.0727 no 

15 23 0.6564 0.9566 0.0434 yes 

16 22 0.5578 0.9676 0.0324 yes 

17 20 0.6446 0.9580 0.0420 yes 

18 22 0.0361 0.9998 0.0002 yes 

19 24 0.6151 0.9614 0.0386 yes 

20 23 0.0007 1.0000 0.0000 yes 

 

The χ
2
 test calculates a χ

2
 statistic using the formula: 

 

where: 

Aij = actual frequency in the i-th row, j-th column 

Eij = expected frequency in the i-th row, j-th column 

r = number or rows (= 1) 

c = number of columns (= 5) 

 

The Chi Distribution returns the one-tailed probability of the chi-squared distribution. P = 

(1 – chi distribution). P is significant at the 95% confidence level if p < 0.05. 
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Table L.5: Standardised residuals of frequency of image choice from Group A image 

sets 

Set 
Choice 

1 2 3 4 5 

1 -1.21 2.52 -2.14 -0.28 1.12 

2 -0.19 -1.62 2.19 -1.14 0.76 

3 0.19 -1.68 -0.28 2.98 -1.21 

4 -0.28 0.19 -0.28 0.19 0.19 

5 0.55 -0.37 0.55 -0.82 0.09 

6 -2.14 0.65 -0.28 1.12 0.65 

7 0.19 -1.21 -0.28 -1.21 2.52 

8 0.65 -1.68 1.59 1.12 -1.68 

9 1.12 -1.21 -0.75 1.59 -0.75 

10 -0.28 -0.28 -0.28 -0.28 1.12 

11 0.65 -1.68 1.12 0.19 -0.28 

12 -0.82 0.55 -1.28 -2.19 3.74 

13 0.65 -0.28 0.65 0.65 -1.68 

14 -0.67 0.29 -0.19 -0.19 0.76 

15 -0.75 1.12 0.19 -0.75 0.19 

16 -0.19 1.24 -1.14 0.29 -0.19 

17 -1.00 0.00 -0.50 0.50 1.00 

18 2.19 0.76 -0.67 -0.19 -2.10 

19 0.55 -0.37 0.55 0.55 -1.28 

20 -2.14 2.98 -1.68 1.59 -0.75 

 

)frequency expected(

)frequency expected()frequency observed(
R  

 

Residuals are counted as significant if | R | ≥ 2. 

Significant residuals in Table L.5 are indicated by grey cells. 
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APPENDIX M: EXPERIMENT 5 DATA 

 

 

Figure M.1: Images selected from Bauer’s Galleries (Bauer, 1998) with original 

numbered source filenames and renamed with letters (A – L) 

(Images 2.5 x 2.5 cm in experiment.) 

A B C 

D E F 

G H I 

J K L 
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Table M.1: Images chosen (3 in order) to discard by participants (N=29) (raw data) 

Participant ID 

Order of image choice 

1 2 3 

1 B G E 

2 C G K 

3 B G F 

4 B K G 

5 G B D 

6 B G F 

7 G K B 

8 B G E 

9 B C G 

10 B F G 

11 B G F 

12 B F D 

13 B F G 

14 B F G 

15 B F G 

16 B G E 

17 B F G 

18 B G F 

19 B K G 

20 G B F 

21 I C E 

22 G B F 

23 B G F 

24 B F D 

25 B G F 

26 B G F 

27 B G F 

28 B G F 

29 B G F 
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Table M.2: Frequency of selection of each image for discarding by order of selection 

and total 

Image 
Frequency 

(total number of 
times chosen) 

Order of image choice 

1 2 3 

B 27 23 3 1 

G 26 4 14 8 

F 19  7 12 

E 4   4 

K 4  3 1 

C 3 1 2  

D 3   3 

I 1 1   

 

Table M.3: Frequency of images selected as a group for discarding by order of 

selection 

Frequency 

Order of image choice 

1 2 3 

10 B G F 

5 B F G 

3 B G E 

2 G B F 

2 B K G 

2 B F D 

1 I C E 

1 G K B 

1 G B D 

1 C G K 

1 B C G 
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APPENDIX N: PASSPIX INTERFACE DESIGN 

 

Some images contain a reference to user ―pn0‖. This is the username for a test account 

that does not form part of the data collected. 

 

 

Figure N.1: PassPix Account creation and sign-in screen in viewport 
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Figure N.2: Account creation and sign-in screen detail 

 

 

Figure N.3: PassPix error message to user for sign-in attempt using non-existing 

username 

 

 

Figure N.4: PassPix error message to user for account creation attempt using pre-

existing username 
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Figure N.5: PassPix presentation of passimages to user when creating account and 

starting initial training 

 

 

Figure N.6: PassPix training screen for an example image set 
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Figure N.7: PassPix feedback to user on training run success and re-presentation of 

correct passimages to user 

 

 

Figure N.8: PassPix sign-in screen for an example image set 
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Figure N.9: PassPix response to successful sign-in run 

 

 

Figure N.10: PassPix error message to user after unsuccessful sign-in run 
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APPENDIX O: PASSPIX IMAGES 

 

Note: Figures O.1–5: Individual images are 300 x 300 pixels; 3.5cm x 3.5cm at 1280 x 

1024 screen resolution on a 17‖ monitor. 

 

 

Figure O.1: PassPix image set 1 
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Figure O.2: PassPix image set 2 
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Figure O.3: PassPix image set 3 
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Figure O.4: PassPix image set 4 
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Figure O.5: PassPix image set 5 
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Figures O.6–10: Images taken on a Nokia 6500 Slide 

(http://www.maps.nokia.com/6500slide), 3.2 megapixel camera, resolution 1600x1200; 

of an Apple 3G iPhone (http://www.apple.com/uk/iphone/). 

 

Note: image is close to real size; exact specification height (width in image) is 115.5mm. 

 

 

Figure O.6: PassPix image set 1 on iPhone from 18cm 

 

 

Figure O.7: PassPix image set 2 on iPhone from 18cm 
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Figure O.8: PassPix image set 3 on iPhone from 18cm 

 

Figure O.9: PassPix image set 4 on iPhone from 18cm 

 

Figure O.10: PassPix image set 5 on iPhone from 18cm 
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APPENDIX P: FLOWCHART SYMBOLS 

 

 

Figure P.1: Standard flowchart symbols 
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APPENDIX Q: PASSPIX EXPERIMENT FORMS 

 

Q.1: PassPix instructions and consent form 

Q.2: PassPix user evaluation form 

 

 

 

Q.1: PassPix instructions and consent form 

Form Q.1.1: the initial PassPix Information Email sent out to participants 

Form Q.1.2: the accompanying attachment PassPix Experiment Instructions for 

participant reference 

Form Q.1.3: the separate PassPix Consent Email 

 

Separate emails were sent to make it easier to chunk information, especially as the 

Consent email required a specific response, whereas the other parts did not. 
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Form Q.1.1 PassPix Information email 

Dear Participants, 
 
Thank you for taking part in my experiment. 
 
1) * Consent * - * Important! * 
 
As this experiment involves people, I must seek your consent. Please respond to the 
other email from me: "PassPix Consent". 
 
2) * Reminders and Taking part * 
 
I shall send out regular reminders. If you prefer not to receive them, let me know. 
 
Missing the odd day shouldn't affect things too much, but the more weekdays days you're 
able to take part the better. 
 
Please don't discuss the test with other people until you have finished! 
 
3) * Asking other people to take part * 
 
Some of you have said you may be able to get other people to take part. This will be 
helpful. Thank you. Please ask them to drop me an email. Subject line "PassPix". It is my 
responsibility to make sure they have received all the proper information. Others are 
welcome too. 
 
4) * Feedback * 
 
At the end of the test I would like to contact you for feedback. Some of you have already 
made comments, which I appreciate. During the test I can't talk about the results. But if it 
helps you to record things that you want to tell me, just email me and I'll keep them as a 
record - or make a note to give me later. Dating your comments will help to keep a more 
accurate record. 
 
5) * Forgotten where to find the test website? * 
 
http://www.beds.ac.uk/research/irac/researchers/peter-norrington - follow the picture link 
below my Contact details. 
 
If you don't have access to this email, search the "University of Bedfordshire" website ( 
http://www.beds.ac.uk ) for me "Peter Norrington". 
 
6) * Basic Instructions * 
 
Although I've described the experiment to you already, I've attached the basic 
instructions. 
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Form Q.1.2 PassPix Experiment Instructions 

PassPix Experiment Instructions 
 
Dear Participant, 
 
I‘m testing a new login process using images instead of passwords. I‘m looking at how 
easy it is for people to remember images. 
 
There are instructions throughout the process on the test site‘s web pages. 
 
When you create a username, you‘ll be given five images as your ―password‖. You get 
the opportunity to train yourself to recognise them, before logging in. 
 
When you come back on other days, use your username as an ―existing user‖ and try to 
login. 
 
Please try to login every working day for four weeks – Monday to Friday – at a time 
convenient to you. If you‘re away and can‘t access the test, that‘s fine. 
 
How to get started... 
 
1) The following link takes you to my profile on the University of Bedfordshire‘s website. 
Cut-n-paste it into your browser‘s address bar. Or you may be able to use the link in this 
document… 
 
http://www.beds.ac.uk/research/irac/researchers/peter-norrington  
 
2) Scroll down my page to below the ―Contact‖ section. 
 
3) You‘ll see a small image. If you hover the mouse over it, you‘ll see it‘s called 
―experiment‖. This links to the first page of the test. 
 
4) Click it to go to the front page of the test. 
 
Next time you use the test, it doesn‘t matter whether you go via my profile or direct to the 
first test page (but not to any other page). If you can‘t remember how to get to my page, 
go to the University‘s homepage ( http://www.beds.ac.uk/ ) and use the Search box to 
look for ―Peter Norrington‖. 
 
This test assumes you don‘t know who I am and can‘t contact me for help. (If you get 
really stuck, let me know, but try what you can first.) Comments can be emailed to me at 
any time, with the date you thought of it if possible. But I can‘t discuss the experiment 
until it finishes. 
 
Thank you for your help. 
 
Peter 

http://www.beds.ac.uk/research/irac/researchers/peter-norrington
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Form Q.1.3 PassPix Consent Email 

PassPix Experiment 
Participant Consent 
Co-ordinator: Peter Norrington 
Email: peter.norrington@beds.ac.uk  
 
Dear Participants, 
 
This experiment - PassPix - investigates how well people remember abstract images. 
 
To make sure this experiment is run within University Ethics Guidelines, I must ask you to 
read this and consent. 
 
- The experiment is not a test of your personality. 
 
- Participation in the experiment is voluntary. 
- There is no payment. 
- You may withdraw from the experiment at any time. 
- You are not obliged to participate every day. 
- There is no consequence if you withdraw. 
- You may contact me about the experiment if you wish. 
 
- Data from this experiment will not identify you personally. 
- Usernames will be made anonymous before results are shared with anyone. They will 
be removed from any records kept after the experiment is finished. 
- Email addresses will be used only by myself to contact you, and will not be shared with 
anyone else. 
 
- At the end of the experiment I will be asking some questions to help understand the 
results. I can't tell you the questions now as this may influence how you take part. You 
will not have to answer any questions you do not want to. Your responses will made 
anonymous before they are shared or kept as records. 
 
--------- 
 
Please confirm that you give your consent to participate in this experiment and have the 
data described recorded and used for the purposes given. Data not described here will be 
explained before you are asked to complete any questionnaires. 
 
If you have any questions, please ask before giving your consent. 
 
To consent: 
- Reply to this email, saying "I consent" and type your name. 
- If you prefer to print the email and consent and sign in writing, send this to the Contact 
address on my Profile page ( http://www.beds.ac.uk/research/irac/researchers/peter-
norrington ). 
 
If you wish to remove consent or with draw part way, email me. 
 
Thank you for taking part. Your help is appreciated. 
 
Peter Norrington 
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Q.2: PassPix user evaluation form 

The form was distributed by email in two formats. The first as provided here was 

designed for electronic completion and return by email. The second was a reformatted 

version, with all comment boxes explicitly vertically larger for the participant to write 

comments in by hand. 

 

There was an error in Question 8, corrected here. It referred to Question 5 instead of 

Question 7. From the returned questionnaires, the author does not believe that this caused 

any confusion for participants. 

 

The hyperlink in the instructions between Questions 13 and 14 has been removed, as it 

will not be available for future readers of this work. 

 

The form has some minor formatting changes to fit the format of this work. For each 

question, the electronic version used Word paragraph formatting features (keep lines 

together and keep with next) to keep all related instructions and answer spaces together. 
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Form Q.2.1: PassPix user evaluation form 

PassPix Evaluation 
 
About this evaluation. 
 
I am collecting data about how well the design worked – what to keep and what to 
change. 
 
Please type in the empty boxes. Many boxes just need an ―X‖ to show how you rate 
something. Other boxes for your comments will grow to fit as much you want to write. 
 
(If you have ―show formatting‖ switched on (the ¶ icon on the toolbar), I suggest this will 
be much easier to fill in with it switched off. If you don‘t know what this means, ignore it.) 
 
Please note: Do NOT go to the test pages to check anything before question 14. 

(You may do this only from question 14 onwards.) 
 
Email to (preferred) peter.norrington@beds.ac.uk 
 (or post to Park Square, University of Bedfordshire, Park Square, Luton, LU1 

3JU) 
 
Your help is really appreciated. Thank you. 
 
I will provide feedback to anyone who is interested. 
 

Do you want feedback … Yes or No?  

 

 
1. Please provide your username. 

This will be removed from the results, so you will not be identifiable. 
 

username  

 

 
2. Please enter as much information as you are comfortable with. 

Personal information will not identify you as an individual in the results. 
 

Female / Male  

Age  

Country of Origin  

 
3. Is there anything you think may have affected your experience of PassPix? 
 

This might be some form of colour blindness, or something else you think is relevant. 
Please only answer this question if you are comfortable providing the information. 

 

 

 
4. In your work, do you have any responsibilities for security issues? 
 

Yes / No ?  

If yes, what?  
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5. In your studies (professional or academic), have you looked at security issues? 
 

Yes / No ?  

If yes, what?  

 
6. Have you had any experience of a similar login system before, like PassPix? 
 

Yes / No ?  

If yes, what?  

 

 
7. Imagine you are trying to describe your images. 
 

Please note: from memory – do not go to the test pages to check! 
 

Describe the images as much or as little as you feel important. 
 

How do you describe them in each of these cases? 
 

 1) This is how I remember it for 
myself... 

2) This is how I would describe it 

to someone else… 
Image 1   

Image 2   

Image 3   

Image 4   

Image 5   

 
8. For each image, how easy was it for you to describe the images in question 8? 
 

Put an ―X‖ in the box that best matches your response – for each image. 
 

 For myself To someone else 
 Very 

Easy 
Easy OK Hard Very 

Hard 
Very 

Easy 

Easy OK Hard Very 

Hard 
Image 1           

Image 2           

Image 3           

Image 4           

Image 5           

 
9. Do you have any comments on the images? (as groups or individually?) 
 

 

 
10. Are any of the images familiar from somewhere else? 
 

Yes / No ?  If yes, please describe below. Add extra lines if you need to. 

 

What  Where  
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11. How easy was it to create your username / login name? 
 

Put an ―X‖ in the box that best matches your response. 
 

Very Easy Easy OK Hard Very Hard 

     

 

Did you have any 
problems? 

yes  no  

If yes, how did you fix 
them? 

 

 
12. How easy was it to remember your username / login name? 
 

Put an ―X‖ in the box that best matches your response. 
 

Very Easy Easy OK Hard Very Hard 

     

 

Did you have any 
problems? 

yes  no  

If yes, how did you fix 
them? 

 

 

 
13. Did you always use the same equipment to login? 
 

You may have used: home PC, work PC, laptop, PDA, or some other device. (If you 
used a PDA or some other device, please note what it was in the comments.) 
You may have used just one of these or a mixture. 

 
Which browser(s) did you use? (enter *: IE = Internet Explorer; FF = Firefox; or type 
in the name if different) 

 
Put an ―X‖ in the boxes that best matches your response. 
If you only used one sort all the time, one ―X‖ is enough. 

 
If you can’t find the right combination here, please add your own comments. 

 

 Browser 
* IE / FF / … 

Always Usually Sometimes Not often Never 

 Home PC       

 Work PC       

 Laptop       

 PDA       

 …?       

 …?       

 

Other comments, 
if needed? 
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The next three questions are about the design of the pages. 
Give as much detail as you feel appropriate. 
If you want to, you may visit the pages again. 
Please do not change your answers above! 
( [link removed] ) 
 
You may want to comment on colours, sizes, layout, instructions and descriptions, 
the way the pages behave, or you may have noticed something else. 
 
14. How do you rate the design of the start page? 
 

The start page was where you could either ―Create an account‖ or ―Login as an 
existing user‖. 

 
Put an ―X‖ in the box that best matches your response. 

 

Very Good Good OK Poor Very Poor 

     

 
Do you have any comments? 

 

Anything you would change? yes  no  

If yes, 
How would you change them? 

 

 

Anything you liked? yes  no  

If yes, 
What did you like? 

 

 
15. How do you rate the design of the training pages? 
 

The training pages were where you saw your image on the left and the choices on 
the right. 

 
Put an ―X‖ in the box that best matches your response. 

 

Very Good Good OK Poor Very Poor 

     

 
Do you have any comments? 

 

Anything you would change? yes  no  

If yes, 
How would you change them? 

 

 

Anything you liked? yes  no  

If yes, 
What did you like? 

 

 

http://www.creativeitp.com/labs/abstract_recbased_authsys/
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16. How do you rate the design of the login pages? 
 

The login pages were where selected your images without any help. 
 

Put an ―X‖ in the box that best matches your response. 
 

Very Good Good OK Poor Very Poor 

     

 
Do you have any comments? 

 

Anything you would change? yes  no  

If yes, 
How would you change them? 

 

 

Anything you liked? yes  no  

If yes, 
What did you like? 

 

 

 
17. Overall… how easy did you find using PassPix was? 
 

Put an ―X‖ in the box that best matches your response. 
 

Very Easy Easy OK Hard Very Hard 

     

 
18. Overall… how happy were you using PassPix? 
 

Put an ―X‖ in the box that best matches your response. 
 

Very Happy Happy OK Unhappy Very Unhappy 

     

 
19. Please compare PassPix to text passwords. 
 

Put an ―X‖ in the box that best matches your response. 
 

In the first week, did you rate PassPix [better/worse] than text passwords? 
 

Much Better Better About the same Worse Much Worse 

     

 
By the end of the test time, did you rate PassPix [better/worse] than text 
passwords? 

 

Much Better Better About the same Worse Much Worse 

     

 
If your opinion changed [got better or got worse], why was this? 
If your opinion stayed the same, do you have any comments? 
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20. How happy would you be using PassPix for any of these services? 
 

Put an ―X‖ in the box that best matches your response for each service. Please add 
any others, if you wish, especially if you think it would be a good or bad idea. 

 

  I don’t 
use 
this 

Very 
Happy 

Happy OK Unhappy Very 
Unhappy 

secure 
access 
to … 

 your work PC       

 your home PC       

 a laptop       

 a PDA       

 a mobile phone       

loggin
g in 
to… 

 work network       

 work email       

 personal email 
accounts 

      

 online banking       

 online shopping       

 social networking 
sites 

      

 computer 
technical sites 

      

 entertainment 
sites 

      

 hobby sites       

 …?       

 …?       

 …?       

 
If you have any other comments on this question? … 
e.g. does it matter how often you access a site? 

 

 

 
21. How happy would you be for these people to use PassPix? 

Imagine that they are using PassPix at their work to access your records. 
 

Put an ―X‖ in the box that best matches your response for each service. Please add 
any others, if you wish, especially if you think it would be a good or bad idea. 

 

 I don’t 
use 
this 

Very 
Happy 

Happy OK Unhappy Very 
Unhappy 

 your employer       

 your doctor       

 your bank manager       

 your tax office       

 …?       

 
If you have any other comments on this question? … 
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22. Any other comments? 
 

 

 
 

 
 
 
Thank you for helping me with my research! 
 
Peter Norrington 
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APPENDIX R: PASSPIX PARTICIPANT BEHAVIOUR DATA 

 

In the tables in this Appendix, column headings have the following significance. Column 

headings marked with an asterisk (*) are for Images from the first set; similar headings 

apply to images 2–5. 

 

Due to the quantity of data, some tables present exemplar data where indicated.  

 
RegID unique reference identifier for participants. In the 

Evaluation data, Appendix S, this is shortened to 
―ID‖ 

TID SID PID unique identifier for records in the Training / Sign-
in / Phishing data 

Day for each participant, the day they started the test 
is ―Day 1‖ 

TTime0 STime0 PTime0 clock time when a Training / Sign-in / Phishing 
round commenced 

TTime1 STime1 PTime1 * (1–5) clock time when the image 1 was selected during 
a Training / Sign-in / Phishing round 

TDurIm1 SDurIm1 SDurIm1 * (1–5) time taken to select image 1 during a Training / 
Sign-in / Phishing round 

TDur SDur PDur total time taken to select all images during a 
Training / Sign-in / Phishing round 

TCorIm1 SCorIm1 PCorIm * (1–5) image 1 was chosen correctly or not during a 
Training / Sign-in / Phishing round 

TCor SCor PCor total number of images correctly chosen during 
Training / Sign-in / Phishing round 
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Table R.1: Registration data 

 Randomly selected PassPix image 

RegID Im1 Im2 Im3 Im4 Im5 

1 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

2 a_c01_06 a_c02_02 a_c03_02 a_c04_07 a_c05_08 

3 a_c01_01 a_c02_06 a_c03_03 a_c04_01 a_c05_09 

4 a_c01_01 a_c02_05 a_c03_01 a_c04_09 a_c05_09 

5 a_c01_08 a_c02_08 a_c03_05 a_c04_08 a_c05_04 

6 a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

7 a_c01_05 a_c02_03 a_c03_05 a_c04_05 a_c05_04 

8 a_c01_04 a_c02_06 a_c03_06 a_c04_05 a_c05_03 

9 a_c01_03 a_c02_06 a_c03_09 a_c04_08 a_c05_05 

10 a_c01_06 a_c02_06 a_c03_08 a_c04_07 a_c05_07 

11 a_c01_06 a_c02_03 a_c03_04 a_c04_02 a_c05_08 

12 a_c01_06 a_c02_01 a_c03_01 a_c04_05 a_c05_07 

13 a_c01_07 a_c02_03 a_c03_08 a_c04_07 a_c05_06 

14 a_c01_09 a_c02_05 a_c03_03 a_c04_02 a_c05_05 

15 a_c01_05 a_c02_08 a_c03_01 a_c04_07 a_c05_09 

16 a_c01_04 a_c02_09 a_c03_02 a_c04_07 a_c05_06 

17 a_c01_02 a_c02_07 a_c03_01 a_c04_05 a_c05_02 

18 a_c01_04 a_c02_02 a_c03_05 a_c04_04 a_c05_07 

19 a_c01_08 a_c02_03 a_c03_06 a_c04_09 a_c05_06 

20 a_c01_07 a_c02_08 a_c03_05 a_c04_03 a_c05_03 

21 a_c01_01 a_c02_08 a_c03_08 a_c04_07 a_c05_07 

22 a_c01_06 a_c02_08 a_c03_06 a_c04_07 a_c05_06 

23 a_c01_07 a_c02_06 a_c03_02 a_c04_01 a_c05_01 

24 a_c01_08 a_c02_03 a_c03_04 a_c04_09 a_c05_08 

25 a_c01_08 a_c02_03 a_c03_09 a_c04_01 a_c05_06 

26 a_c01_07 a_c02_02 a_c03_02 a_c04_06 a_c05_08 

27 a_c01_09 a_c02_07 a_c03_07 a_c04_05 a_c05_03 

28 a_c01_07 a_c02_06 a_c03_02 a_c04_02 a_c05_07 

29 a_c01_08 a_c02_03 a_c03_01 a_c04_02 a_c05_02 
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Table R.2: Training data – images selected during training rounds by participants 

1–9 

TID RegID Day Im1 Im2 Im3 Im4 Im5 

33 1 1 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

34 1 1 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

79 1 9 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

80 1 10 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

30 2 1 a_c01_06 a_c02_02 a_c03_02 a_c04_07 a_c05_08 

29 2 1 a_c01_06 a_c02_02 a_c03_02 a_c04_07 a_c05_08 

78 2 7 a_c01_06 a_c02_02 a_c03_02 a_c04_07 a_c05_08 

90 2 13 a_c01_06 a_c02_02 a_c03_02 a_c04_07 a_c05_08 

32 3 1 a_c01_01 a_c02_06 a_c03_03 a_c04_01 a_c05_09 

31 3 1 a_c01_01 a_c02_06 a_c03_03 a_c04_01 a_c05_09 

94 3 21 a_c01_01 a_c02_06 a_c03_03 a_c04_01 a_c05_09 

96 3 21 a_c01_01 a_c02_06 a_c03_03 a_c04_01 a_c05_09 

95 3 21 a_c01_01 a_c02_06 a_c03_03 a_c04_01 a_c05_09 

27 4 1 a_c01_01 a_c02_05 a_c03_01 a_c04_09 a_c05_09 

28 4 1 a_c01_01 a_c02_05 a_c03_01 a_c04_09 a_c05_09 

26 4 1 a_c01_01 a_c02_05 a_c03_01 a_c04_09 a_c05_09 

25 5 1 a_c01_08 a_c02_08 a_c03_05 a_c04_08 a_c05_04 

24 6 1 a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

22 6 1 a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

21 6 1 a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

18 6 1 a_c01_09 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

72 6 6 a_c01_04 a_c02_07 a_c03_02 a_c04_08 a_c05_04 

73 6 6 a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

74 6 6 a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

17 7 1 a_c01_05 a_c02_03 a_c03_05 a_c04_05 a_c05_04 

23 8 1 a_c01_04 a_c02_06 a_c03_06 a_c04_05 a_c05_03 

20 8 1 a_c01_04 a_c02_06 a_c03_06 a_c04_05 a_c05_03 

19 8 1 a_c01_04 a_c02_06 a_c03_06 a_c04_05 a_c05_03 

1 9 1 a_c01_03 a_c02_06 a_c03_09 a_c04_08 a_c05_05 

2 9 1 a_c01_03 a_c02_06 a_c03_09 a_c04_08 a_c05_05 
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Table R.3: Training data – correctness of individual images selected and total 

number of correct images selected during training rounds by participants 1–9 

TID RegID TCorIm1 TCorIm2 TCorIm3 TCorIm4 TCorIm5 TCor 

33 1 Yes Yes Yes Yes Yes 5 

34 1 Yes Yes Yes Yes Yes 5 

79 1 Yes Yes Yes Yes Yes 5 

80 1 Yes Yes Yes Yes Yes 5 

29 2 Yes Yes Yes Yes Yes 5 

30 2 Yes Yes Yes Yes Yes 5 

78 2 Yes Yes Yes Yes Yes 5 

90 2 Yes Yes Yes Yes Yes 5 

31 3 Yes Yes Yes Yes Yes 5 

32 3 Yes Yes Yes Yes Yes 5 

94 3 Yes Yes Yes Yes Yes 5 

95 3 Yes Yes Yes Yes Yes 5 

96 3 Yes Yes Yes Yes Yes 5 

26 4 Yes Yes Yes Yes Yes 5 

27 4 Yes Yes Yes Yes Yes 5 

28 4 Yes Yes Yes Yes Yes 5 

25 5 Yes Yes Yes Yes Yes 5 

18 6 No Yes Yes Yes Yes 4 

21 6 Yes Yes Yes Yes Yes 5 

22 6 Yes Yes Yes Yes Yes 5 

24 6 Yes Yes Yes Yes Yes 5 

72 6 No No No No No 0 

73 6 Yes Yes Yes Yes Yes 5 

74 6 Yes Yes Yes Yes Yes 5 

17 7 Yes Yes Yes Yes Yes 5 

19 8 Yes Yes Yes Yes Yes 5 

20 8 Yes Yes Yes Yes Yes 5 

23 8 Yes Yes Yes Yes Yes 5 

1 9 Yes Yes Yes Yes Yes 5 

2 9 Yes Yes Yes Yes Yes 5 
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Table R.4: Training data – clock time of image selection during training rounds by 

participants 1–9 

TID RegID TTime1 TTime2 TTime3 TTime4 TTime5 

33 1 15:56:22 15:56:31 15:56:37 15:56:46 15:56:57 

34 1 15:59:15 15:59:19 15:59:24 15:59:33 15:59:38 

79 1 07:39:34 07:39:36 07:39:39 07:39:42 07:39:45 

80 1 19:19:51 19:19:54 19:19:59 19:20:05 19:20:11 

30 2 15:28:54 15:28:56 15:29:00 15:29:04 15:29:06 

29 2 15:28:10 15:28:15 15:28:20 15:28:25 15:28:35 

78 2 14:19:20 14:19:22 14:19:26 14:19:29 14:19:34 

90 2 15:58:38 15:58:45 15:59:05 15:59:24 15:59:36 

32 3 15:43:30 15:43:33 15:43:42 15:43:46 15:43:47 

31 3 15:42:14 15:42:18 15:42:23 15:42:30 15:42:34 

94 3 15:33:17 15:33:22 15:33:25 15:33:28 15:33:30 

96 3 15:34:14 15:34:16 15:34:18 15:34:20 15:34:22 

95 3 15:33:41 15:33:44 15:33:48 15:33:50 15:33:52 

27 4 11:50:18 11:50:22 11:50:28 11:50:36 11:50:40 

28 4 11:51:02 11:51:04 11:51:08 11:51:16 11:51:21 

26 4 11:49:01 11:49:07 11:49:18 11:49:26 11:49:34 

25 5 11:37:00 11:37:09 11:37:21 11:37:43 11:37:53 

24 6 10:53:48 10:53:51 10:53:55 10:53:58 10:54:01 

22 6 10:53:18 10:53:28 10:53:34 10:53:38 10:53:41 

21 6 10:52:22 10:52:30 10:52:36 10:52:42 10:52:45 

18 6 10:50:37 10:50:45 10:51:02 10:51:11 10:51:17 

72 6 07:51:23 07:51:26 07:51:31 07:51:33 07:51:41 

73 6 07:52:13 07:53:07 07:53:11 07:53:15 07:53:18 

74 6 07:53:27 07:53:30 07:53:34 07:53:39 07:53:42 

17 7 10:45:39 10:45:44 10:45:50 10:45:57 10:46:01 

23 8 10:53:48 10:53:50 10:53:54 10:53:59 10:54:01 

20 8 10:52:08 10:52:11 10:52:17 10:52:20 10:52:22 

19 8 10:50:11 10:50:22 10:50:43 10:51:03 10:51:19 

1 9 10:41:12 10:41:15 10:41:21 10:41:32 10:41:35 

2 9 10:38:39 10:38:48 10:39:03 10:39:16 10:39:27 
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Table R.5: Training data – delay time of image selection during training rounds 

TDurIm1 = TTime1 – TTime0 : time to select image 1 

TDur = TTime5 – TTime0 : total time for training round 

Times in seconds 

 

TID Day RegID TCor TDur 
Im1 

TDur 
Im2 

TDur 
Im3 

TDur 
Im4 

TDur 
Im5 

TDur 

33 1 1 5 10 9 6 9 11 45 

34 1 1 5 10 4 5 9 5 33 

29 1 2 5 5 5 5 5 10 30 

30 1 2 5 8 2 4 4 2 20 

31 1 3 5 11 4 5 7 4 31 

32 1 3 5 2 3 9 4 1 19 

26 1 4 5 15 6 11 8 8 48 

27 1 4 5 5 4 6 8 4 27 

28 1 4 5 5 2 4 8 5 24 

25 1 5 5 13 9 12 22 10 66 

18 1 6 4 16 8 17 9 6 56 

21 1 6 5 5 8 6 6 3 28 

22 1 6 5 4 10 6 4 3 27 

24 1 6 5 3 3 4 3 3 16 

17 1 7 5 7 5 6 7 4 29 

19 1 8 5 14 11 21 20 16 82 

20 1 8 5 2 3 6 3 2 16 

23 1 8 5 2 2 4 5 2 15 

2 1 9 5 13 9 15 13 11 61 

1 1 9 5 14 3 6 11 3 37 

7 1 10 2 9 4 9 5 5 32 

6 1 10 4 4 2 4 10 4 24 

4 1 10 5 2 2 1 5 2 12 

5 1 10 5 2 3 2 4 4 15 

3 1 10 5 3 2 2 4 2 13 

13 1 11 1 33 19 14 20 7 93 

12 1 11 0 46 3 4 3 2 58 

11 1 11 1 3 13 4 6 3 29 

9 1 11 1 3 6 9 10 4 32 

10 1 11 5 2 4 5 10 3 24 

8 1 11 5 3 3 5 8 11 30 

14 1 12 5 10 6 4 4 6 30 

(cont.) 
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Table R.5 (cont.) 

TID Day RegID TCor TDur 
Im1 

TDur 
Im2 

TDur 
Im3 

TDur 
Im4 

TDur 
Im5 

TDur 

15 1 12 5 4 3 11 8 6 32 

16 1 12 5 2 2 5 9 2 20 

35 1 13 5 9 7 7 4 4 31 

36 1 14 5 17 10 5 6 4 42 

37 1 15 0 12 8 12 3 9 44 

38 1 15 0 2 5 4 3 2 16 

39 1 15 5 9 2 7 2 2 22 

40 1 15 5 3 2 3 3 2 13 

41 1 15 5 3 2 6 6 2 19 

42 1 15 5 4 1 6 5 1 17 

43 1 15 5 2 2 3 3 3 13 

44 1 15 4 1 4 2 2 3 12 

46 1 15 5 4 2 4 5 2 17 

47 1 15 5 4 2 3 5 3 17 

45 1 16 5 19 10 27 31 7 94 

48 1 17 5 9 9 14 15 11 58 

49 1 18 5 16 8 5 9 6 44 

50 1 19 5 18 6 8 6 6 44 

51 1 19 5 2 2 12 5 6 27 

52 1 19 5 8 2 3 3 3 19 

53 1 19 5 2 1 3 2 2 10 

54 1 19 5 1 2 3 4 2 12 

55 1 20 5 4 3 3 3 3 16 

56 1 21 5 16 19 9 7 5 56 

57 1 21 5 11 4 16 20 3 54 

58 1 22 5 11 6 8 7 5 37 

59 1 23 5 32 8 15 13 6 74 

60 1 23 5 9 4 7 7 5 32 

62 1 24 5 9 4 3 4 3 23 

63 1 24 5 2 3 4 5 2 16 

64 1 24 5 8 2 3 6 2 21 

66 1 25 5 6 6 8 7 5 32 

68 1 26 5 8 7 9 10 8 42 

81 1 27 5 4 3 5 8 3 23 

82 1 27 5 2 2 3 3 2 12 

83 1 28 0 15 14 6 7 6 48 

84 1 28 0 4 9 6 6 8 33 

85 1 28 4 8 6 4 6 3 27 

86 1 28 5 4 4 4 3 3 18 

87 1 29 5 10 6 5 4 5 30 

(cont.) 
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Table R.5 (cont.) 

TID Day RegID TCor TDur 
Im1 

TDur 
Im2 

TDur 
Im3 

TDur 
Im4 

TDur 
Im5 

TDur 

88 1 29 5 4 2 5 5 1 17 

89 1 29 5 2 3 10 2 2 19 

61 2 23 5 14 3 8 3 8 36 

77 3 25 5 4 4 5 5 5 23 

92 3 27 5 5 2 7 4 1 19 

65 4 14 5 3 2 2 4 2 13 

67 4 18 5 5 5 7 7 6 30 

93 4 28 5 5 2 5 3 6 21 

70 5 20 5 2 1 3 3 2 11 

71 5 20 5 5 2 2 2 3 14 

72 6 6 0 14 3 5 2 8 32 

73 6 6 5 7 54 4 4 3 72 

74 6 6 5 4 3 4 5 3 19 

69 6 12 5 3 31 12 49 3 98 

75 6 20 5 2 1 2 3 1 9 

78 7 2 5 7 2 4 3 5 21 

79 9 1 5 5 2 3 3 3 16 

91 9 25 5 7 8 4 4 5 28 

80 10 1 5 5 3 5 6 6 25 

90 13 2 5 9 7 20 19 12 67 

94 21 3 5 8 5 3 3 2 21 

95 21 3 5 5 3 4 2 2 16 

96 21 3 5 10 2 2 2 2 18 

97 30 11 5 2 3 3 3 1 12 

 

(table ends) 
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Table R.6: Sign-in data – images selected during sign-in rounds by participant 1 

SID RegID Day SIm1 SIm2 SIm3 SIm4 SIm5 

31 1 1 a_c01_01 a_c02_03 a_c03_07 a_c04_07 a_c05_03 

32 1 1 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

30 1 1 a_c01_01 a_c02_03 a_c03_04 a_c04_03 a_c05_03 

54 1 2 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

64 1 3 a_c01_02 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

65 1 3 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

95 1 5 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

143 1 7 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_08 

144 1 7 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

193 1 9 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

189 1 9 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_08 

190 1 9 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_08 

192 1 9 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_08 

191 1 9 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_08 

203 1 10 a_c01_01 a_c02_03 a_c03_09 a_c04_03 a_c05_08 

204 1 10 a_c01_01 a_c02_03 a_c03_09 a_c04_03 a_c05_01 

205 1 10 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

243 1 12 a_c01_01 a_c02_03 a_c03_06 a_c04_07 a_c05_01 

244 1 12 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

311 1 14 a_c01_01 a_c02_03 a_c03_09 a_c04_03 a_c05_01 

312 1 14 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

448 1 22 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

534 1 28 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

594 1 30 a_c01_01 a_c02_03 a_c03_07 a_c04_03 a_c05_01 

592 1 30 a_c01_01 a_c02_03 a_c03_09 a_c04_03 a_c05_01 

593 1 30 a_c01_01 a_c02_03 a_c03_09 a_c04_03 a_c05_01 
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Table R.7: Sign-in data – correctness of individual images selected and total number 

of correct images selected during sign-in rounds by participant 1 

SID RegID SCorIm1 SCorIm2 SCorIm3 SCorIm4 SCorIm5 SCor 

31 1 Yes Yes Yes No No 3 

32 1 Yes Yes Yes Yes Yes 5 

30 1 Yes Yes No Yes No 3 

54 1 Yes Yes Yes Yes Yes 5 

64 1 No Yes Yes Yes Yes 4 

65 1 Yes Yes Yes Yes Yes 5 

95 1 Yes Yes Yes Yes Yes 5 

143 1 Yes Yes Yes Yes No 4 

144 1 Yes Yes Yes Yes Yes 5 

193 1 Yes Yes Yes Yes Yes 5 

189 1 Yes Yes Yes Yes No 4 

190 1 Yes Yes Yes Yes No 4 

192 1 Yes Yes Yes Yes No 4 

191 1 Yes Yes Yes Yes No 4 

203 1 Yes Yes No Yes No 3 

204 1 Yes Yes No Yes Yes 4 

205 1 Yes Yes Yes Yes Yes 5 

243 1 Yes Yes No No Yes 3 

244 1 Yes Yes Yes Yes Yes 5 

311 1 Yes Yes No Yes Yes 4 

312 1 Yes Yes Yes Yes Yes 5 

448 1 Yes Yes Yes Yes Yes 5 

534 1 Yes Yes Yes Yes Yes 5 

594 1 Yes Yes Yes Yes Yes 5 

592 1 Yes Yes No Yes Yes 4 

593 1 Yes Yes No Yes Yes 4 
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Table R.8: Sign-in data – clock time of image selection during sign-in rounds by 

participant 1 

SID RegID STime1 STime2 STime3 STime4 STime5 

31 1 15:58:19 15:58:26 15:58:36 15:58:46 15:58:57 

32 1 15:59:51 15:59:55 16:00:02 16:00:07 16:00:12 

30 1 15:57:16 15:57:22 15:57:32 15:57:40 15:57:50 

54 1 16:16:47 16:16:54 16:17:01 16:17:07 16:17:14 

64 1 16:19:00 16:19:05 16:19:12 16:19:20 16:19:25 

65 1 16:19:34 16:19:38 16:19:46 16:19:52 16:19:57 

95 1 18:41:30 18:41:43 18:41:52 18:42:02 18:42:11 

143 1 09:09:19 09:09:23 09:09:30 09:09:35 09:09:41 

144 1 09:09:55 09:10:00 09:10:05 09:10:11 09:10:15 

193 1 07:40:13 07:40:15 07:40:19 07:40:23 07:40:32 

189 1 07:38:19 07:38:21 07:38:26 07:38:29 07:38:33 

190 1 07:38:43 07:38:45 07:38:49 07:38:52 07:38:56 

192 1 07:39:55 07:39:57 07:39:59 07:40:02 07:40:05 

191 1 07:39:06 07:39:08 07:39:15 07:39:20 07:39:24 

203 1 19:18:30 19:18:33 19:18:48 19:18:52 19:19:00 

204 1 19:19:10 19:19:15 19:19:27 19:19:33 19:19:37 

205 1 19:20:21 19:20:25 19:20:32 19:20:37 19:20:42 

243 1 08:52:06 08:52:11 08:52:20 08:52:30 08:52:37 

244 1 08:53:11 08:53:15 08:53:25 08:53:31 08:53:36 

311 1 17:19:27 17:19:32 17:19:40 17:19:46 17:19:59 

312 1 17:20:11 17:20:14 17:20:24 17:20:32 17:20:37 

448 1 07:30:45 07:30:55 07:31:04 07:31:12 07:31:27 

534 1 09:53:00 09:53:07 09:53:16 09:53:25 09:53:34 

594 1 14:39:36 14:39:40 14:39:48 14:39:54 14:40:08 

592 1 14:31:26 14:31:40 14:31:50 14:32:07 14:32:22 

593 1 14:36:13 14:36:42 14:37:25 14:38:02 14:39:06 
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Table R.9: Sign-in data – delay time of image selection during sign-in rounds by 

participant 1 

SDurIm1 = STime1 – STime0 : time to select image 1 

SDur = STime5 – STime0 : total time for sign-in round 

Times in hh:mm:ss format 

SID Day RegID SCor SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 SDur 

30 1 1 3 10 6 10 8 10 44 

31 1 1 3 9 7 10 10 11 47 

32 1 1 5 5 4 7 5 5 26 

54 2 1 5 11 7 7 6 7 38 

64 3 1 4 8 5 7 8 5 33 

65 3 1 5 6 4 8 6 5 29 

95 5 1 5 15 13 9 10 9 56 

143 7 1 4 10 4 7 5 6 32 

144 7 1 5 8 5 5 6 4 28 

189 9 1 4 5 2 5 3 4 19 

190 9 1 4 6 2 4 3 4 19 

191 9 1 4 8 2 7 5 4 26 

192 9 1 4 5 2 2 3 3 15 

193 9 1 5 5 2 4 4 9 24 

203 10 1 3 6 3 15 4 8 36 

204 10 1 4 6 5 12 6 4 33 

205 10 1 5 4 4 7 5 5 25 

243 12 1 3 31 5 9 10 7 62 

244 12 1 5 4 4 10 6 5 29 

311 14 1 4 9 5 8 6 13 41 

312 14 1 5 5 3 10 8 5 31 

448 22 1 5 8 10 9 8 15 50 

534 28 1 5 9 7 9 9 9 43 

592 30 1 4 16 14 10 17 15 72 

593 30 1 4 31 29 43 37 64 204 

594 30 1 5 18 4 8 6 14 50 
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Table R.10: Summarised training and sign-in data by day 

Description of column headings 

Day for each participant, the day they started the test is ―Day 1‖ 
UT number of participants using training option 
AT total number of training rounds attempted 
US number of participants signing-in 
AS total number of sign-in rounds attempted 

 

Day UT AT US AS 

1 29 74 29 69 

2 1 1 16 20 

3 2 2 9 13 

4 3 3 13 20 

5 1 2 22 26 

6 3 5 17 23 

7 1 1 18 23 

8   22 23 

9 2 2 18 24 

10 1 1 8 13 

11   14 17 

12   22 33 

13 1 1 18 22 

14   21 23 

15   19 20 

16   12 15 

17   6 7 

18   13 14 

19   22 26 

20   14 15 

21 1 3 17 21 

22   17 19 

23   11 11 

24   6 6 

25   11 11 

26   14 16 

27   14 18 

28   15 15 

29   14 17 

30 1 1 9 14 

31   3 3 

32   1 1 

33   2 2 
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Table R.11: Collated training data – delay time of image selection during training 

rounds 

Times in seconds 

Time TDurIm1 TDurIm2 TDurIm3 TDurIm4 TDurIm5 

1 2 4 1  6 

2 17 26 7 8 23 

3 9 18 14 19 21 

4 13 11 18 14 8 

5 11 5 15 12 11 

6 1 8 11 9 11 

7 4 3 5 8 2 

8 6 6 4 6 5 

9 7 5 5 5 1 

10 5 3 1 4 2 

11 3 1 2 1 4 

12 1  4  1 

13 2 1  2  

14 4 1 2   

15 2  2 1  

16 3  1  1 

17 1  1   

18 1     

19 1 2  1  

20   1 3  

21   1   

22    1  

23      

24      

25      

26      

27   1   

28      

29      

30      

31  1  1  

32 1     

33 1     

34      

35      

(cont.) 
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Table R.11 (cont.) 

Time TDurIm1 TDurIm2 TDurIm3 TDurIm4 TDurIm5 

36      

37      

38      

39      

40      

41      

42      

43      

44      

45      

46 1     

47      

48      

49    1  

50      

51      

52      

53      

54  1    

      

N 96 96 96 96 96 

Max 46 54 27 49 16 

Min 1 1 1 2 1 

Avg 7.7 5.5 6.5 6.9 4.4 

St.Dev. 7.1 6.7 4.6 6.6 2.9 

 

(table ends) 
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Table R.12: Collated training data for number of participants completing all 

training rounds for a given time 

(Data from Table R.5, column TDur) 

Time (seconds) Frequency  Time (seconds) Frequency 

9 1 31 2 

10 1 32 6 

11 1 33 2 

12 5 36 1 

13 4 37 2 

14 1 42 2 

15 2 44 3 

16 7 45 1 

17 4 48 2 

18 2 54 1 

19 6 56 2 

20 2 58 2 

21 4 61 1 

22 1 66 1 

23 3 67 1 

24 3 72 1 

25 1 74 1 

27 4 82 1 

28 2 93 1 

29 2 94 1 

30 5 98 1 

   

N 96 

Max 98 

Min 9 

Avg 31.0 

St.Dev. 19.7 
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Figure R.1: Histogram of number of participants completing all training rounds in a 

given time 

(Data from Table R.12) 

Table R.13: Grouped data for number of participants completing a training round 

for five-second intervals 

Time 
(seconds) 

Frequency Percentage 
(N=96) 

   5-9 1 1% 

10-14 12 13% 

15-19 21 22% 

20-24 13 14% 

25-29 9 9% 

30-34 15 16% 

35-39 3 3% 

40-44 5 5% 

45-49 3 3% 

50-54 1 1% 

55-59 4 4% 

60-64 1 1% 

65-69 2 2% 

70-74 2 2% 

75-79 0 0% 

80-84 1 1% 

85-89 0 0% 

90-94 2 2% 

  95-99 * 1 1% 

(Data from Table R.12) 



Appendix R: PassPix Participant Behaviour Data 

 R18 

0

5

10

15

20

25

5-9 10-

14

15-

19

20-

24

25-

29

30-

34

35-

39

40-

44

45-

49

50-

54

55-

59

60-

64

65-

69

70-

74

75-

79

80-

84

85-

89

90-

94

95-

99

Time (seconds)

F
re

q
u

e
n

c
y

 

Figure R.2: Grouped data for number of participants completing a training round 

in five-second intervals 

(Data from Table R.13) 

 

 

Table R.14: Grouped data for number of participants completing a training round 

for ten-second intervals 

Time 
(seconds) 

Frequency Percentage 
(N=96) 

  5-14 13 14% 

15-24 34 35% 

25-34 24 25% 

35-44 8 8% 

45-54 4 4% 

55-64 5 5% 

65-74 4 4% 

75-84 1 1% 

85-94 2 2% 

95-104 * 1 1% 
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Table R.15: Collated sign-in data – delay time of image selection during sign-in 

rounds 

Times in seconds 

Time SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 

1  25 5 3 18 

2 35 147 76 63 106 

3 109 162 114 105 151 

4 107 104 112 122 100 

5 98 50 73 84 83 

6 71 38 60 57 46 

7 30 23 42 35 27 

8 24 7 28 34 12 

9 27 4 19 18 11 

10 12 6 15 22 7 

11 12 3 10 7 7 

12 11 5 8 8 7 

13 4 5 8 8 6 

14 1 2 4 10 3 

15 9 3 3 1 4 

16 4 1 2   

17 1 1 5 2 1 

18 5 1 1 1 2 

19 3   1 3 

20  1  1  

21 4   1 1 

22  1 1 1  

23   2   

24 1 1    

25 1   1  

26  1  1  

27 3   1  

28 1     

29 1 2    

30 4     

31 3     

32      

33 1 1    

34 1   1  

35 1     

(cont.) 
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Table R.15 (cont.) 

Time SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 

36 1   1  

37    1  

38   1 1  

39      

40 1     

41      

42      

43   1   

44      

45      

46 1   1  

47   2  1 

48      

49      

50      

51      

52      

53    1  

54 1     

55 1     

56      

57      

58      

59      

60      

61  1     

62    2   

63       

64 1  1  1 

65       

66       

67       

68       

69 1     

70      

71 1     

72      

(cont.) 
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Table R.15 (cont.) 

Time SDurIm1 SDurIm2 SDurIm3 SDurIm4 SDurIm5 

73      

74      

75      

76      

77 1     

78      

79      

80      

81 1     

82      

83      

84      

85      

86      

87  1    

88      

89      

90      

91      

92      

93      

94      

95      

96      

97      

98      

 

(table ends) 

Table R.16: Collated sign-in data – delay time of image selection during sign-in 

rounds – outlier values 

 

 

Image Time Frequency 

SDurIm1 
201 1 

457 1 

621 1 

SDurIm2 177 1 

SDurIm3 
108 1 

220 1 

618 1 

1255 1 

SDurIm4 
185 1 

395 1 

SDurIm5  (no outliers) 
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Table R.17: Collated training data for number of participants completing all sign-in 

rounds for a given time 

(Data in Table R.9, column SDur is exemplar for Participant 1) 

Time 
(secs) 

Frequency  Time 
(secs) 

Frequency  Time 
(secs) 

Frequency 

8 2 36 8 76 1 

10 5 37 4 77 1 

11 12 38 9 79 1 

12 20 39 2 81 3 

13 21 40 5 83 1 

14 22 41 7 86 2 

15 19 42 4 87 1 

16 20 43 3 92 1 

17 22 44 7 95 1 

18 23 45 3 100 1 

19 38 46 5 103 1 

20 28 47 1 105 1 

21 26 49 1 120 1 

22 30 50 3 127 1 

23 14 51 1 135 1 

24 23 52 1 162 1 

25 22 53 2 204 1 

26 23 55 2 224 1 

27 20 56 4 234 1 

28 20 58 2 281 1 

29 18 59 1 488 1 

30 9 62 2 635 1 

31 11 64 1 653 1 

32 6 65 1 705 1 

33 10 66 2 1468 1 

34 13 67 1 

 35 8 72 2 

 

N 597 

Max 1468 

Min 8 

Avg 35.2 

St.Dev. 80.1 
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Figure R.3: Histogram of number of participants completing all training rounds in a 

given time 

(Data from Table R.17) 
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Table R.18: Grouped data for number of participants completing a sign-in round 

for five-second intervals 

Time 
(seconds) 

Frequency Percentage 
(N=588) 

 Time 
(seconds) 

Frequency Percentage 
(N=588) 

5-9 2 0% 105-109 1 0% 

10-14 80 14% 110-114 0 0% 

15-19 122 21% 115-119 0 0% 

20-24 121 21% 120-124 1 0% 

25-29 103 18% 125-129 1 0% 

30-34 49 8% 130-134 0 0% 

35-39 31 5% 135-139 1 0% 

40-44 26 4% 140-144 0 0% 

45-49 10 2% 145-149 0 0% 

50-54 7 1% 150-154 0 0% 

55-59 9 2% 155-159 0 0% 

60-64 3 1% 160-164 1 0% 

65-69 4 1% 165-169 0 0% 

70-74 2 0% 170-174 0 0% 

75-79 3 1% 175-179 0 0% 

80-84 4 1% 180-184 0 0% 

85-89 3 1% 185-189 0 0% 

90-94 1 0% 190-194 0 0% 

95-99 1 0% 195-199 0 0% 

100-104 2 0%  

 

Nine excluded values above 199. 

(Data from Table R.17) 
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Table R.19: Grouped data for correct and incorrect image selection in sign-in 

rounds 

Number correct SCorIm1 SCorIm2 SCorIm3 SCorIm4 SCorIm5 Frequency 

5 Yes Yes Yes Yes Yes 496 

4 Yes Yes Yes Yes No 12 

4 Yes Yes Yes No Yes 19 

4 Yes Yes No Yes Yes 29 

4 No Yes Yes Yes Yes 10 

3 Yes Yes Yes No No 1 

3 Yes Yes No Yes No 4 

3 Yes Yes No No Yes 7 

3 No Yes Yes No Yes 2 

3 No Yes No Yes Yes 2 

2 Yes Yes No No No 2 

2 No Yes No Yes No 2 

2 No Yes No No Yes 1 

2 No No Yes No Yes 1 

1 Yes No No No No 2 

1 No Yes No No No 1 

1 No No Yes No No 1 

1 No No No Yes No 2 

0 No No No No No 3 

      597 

       

Correct (Yes) 572 588 542 557 567  

Incorrect (No) 25 9 55 40 30  

Percentage 
correct 

95.8% 98.5% 90.8% 93.3% 95.0%  
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Table R.20: Phishing data – images selected during phishing rounds by Phisher A 

Notes: (1) ―Attack‖ is the attack round; (2) ―Fault‖ annotates bad attack data: (a) 

Participant did not provide five descriptions; (b) participant appears to have given at least 

one description against the wrong image; (c) extra attack attempt. 

PID Phisher Reg 
ID 

Att 
ack 

Fault Im1 Im2 Im3 Im4 Im5 

88 A 1 1  a_c01_01 a_c02_03 a_c03_09 a_c04_07 a_c05_02 

89 A 1 2  a_c01_01 a_c02_03 a_c03_09 a_c04_07 a_c05_05 

90 A 1 3  a_c01_01 a_c02_09 a_c03_09 a_c04_07 a_c05_05 

91 A 3 1 a a_c01_07 a_c02_09 a_c03_02 a_c04_03 a_c05_08 

92 A 4 1  a_c01_01 a_c02_03 a_c03_05 a_c04_08 a_c05_07 

93 A 4 2  a_c01_01 a_c02_03 a_c03_05 a_c04_08 a_c05_06 

94 A 4 3  a_c01_01 a_c02_03 a_c03_05 a_c04_08 a_c05_01 

95 A 5 1  a_c01_08 a_c02_07 a_c03_05 a_c04_08 a_c05_04 

96 A 5 2  a_c01_09 a_c02_07 a_c03_04 a_c04_08 a_c05_04 

97 A 5 3  a_c01_08 a_c02_07 a_c03_05 a_c04_08 a_c05_04 

98 A 5 4  a_c01_08 a_c02_02 a_c03_05 a_c04_08 a_c05_04 

99 A 5 5  a_c01_08 a_c02_09 a_c03_05 a_c04_08 a_c05_04 

100 A 5 6  a_c01_08 a_c02_09 a_c03_04 a_c04_08 a_c05_04 

101 A 6 1  a_c01_01 a_c02_03 a_c03_02 a_c04_03 a_c05_06 

102 A 6 2  a_c01_01 a_c02_05 a_c03_02 a_c04_03 a_c05_06 

103 A 6 3  a_c01_05 a_c02_05 a_c03_03 a_c04_03 a_c05_06 

104 A 6 4  a_c01_01 a_c02_03 a_c03_01 a_c04_03 a_c05_06 

105 A 7 1 a, b a_c01_05 a_c02_03 a_c03_05 a_c04_02 a_c05_04 

106 A 7 2 a, b a_c01_05 a_c02_03 a_c03_06 a_c04_02 a_c05_04 

107 A 7 3 a, b a_c01_05 a_c02_03 a_c03_01 a_c04_02 a_c05_04 

108 A 8 1  a_c01_04 a_c02_06 a_c03_06 a_c04_01 a_c05_03 

109 A 8 2  a_c01_04 a_c02_06 a_c03_06 a_c04_05 a_c05_03 

110 A 9 1  a_c01_04 a_c02_03 a_c03_09 a_c04_02 a_c05_08 

111 A 9 2  a_c01_04 a_c02_06 a_c03_09 a_c04_02 a_c05_08 

112 A 9 3  a_c01_04 a_c02_06 a_c03_09 a_c04_01 a_c05_08 

113 A 9 4  a_c01_04 a_c02_06 a_c03_09 a_c04_02 a_c05_03 

114 A 9 5  a_c01_03 a_c02_06 a_c03_09 a_c04_02 a_c05_03 

115 A 9 6  a_c01_04 a_c02_06 a_c03_09 a_c04_04 a_c05_03 

116 A 11 1  a_c01_06 a_c02_03 a_c03_04 a_c04_06 a_c05_01 

117 A 11 2  a_c01_06 a_c02_03 a_c03_04 a_c04_01 a_c05_01 

118 A 11 3  a_c01_06 a_c02_03 a_c03_04 a_c04_02 a_c05_08 

119 A 12 1  a_c01_09 a_c02_06 a_c03_02 a_c04_05 a_c05_07 

120 A 12 2  a_c01_09 a_c02_04 a_c03_02 a_c04_05 a_c05_07 

121 A 12 3  a_c01_09 a_c02_06 a_c03_02 a_c04_05 a_c05_02 

122 A 12 4  a_c01_09 a_c02_07 a_c03_02 a_c04_05 a_c05_07 

123 A 12 5  a_c01_09 a_c02_01 a_c03_02 a_c04_05 a_c05_07 

124 A 12 6  a_c01_09 a_c02_05 a_c03_02 a_c04_05 a_c05_07 

125 A 12 7 c a_c01_03 a_c02_01 a_c03_02 a_c04_05 a_c05_07 

126 A 13 1  a_c01_07 a_c02_05 a_c03_05 a_c04_01 a_c05_06 
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Table R.20 (cont.) 

PID Phisher Reg 
ID 

Att 
ack 

Fault Im1 Im2 Im3 Im4 Im5 

127 A 13 2  a_c01_07 a_c02_05 a_c03_04 a_c04_01 a_c05_02 

128 A 13 3  a_c01_07 a_c02_05 a_c03_05 a_c04_01 a_c05_06 

129 A 14 1  a_c01_05 a_c02_05 a_c03_05 a_c04_02 a_c05_06 

130 A 14 2  a_c01_04 a_c02_05 a_c03_05 a_c04_02 a_c05_02 

131 A 14 3  a_c01_04 a_c02_05 a_c03_02 a_c04_02 a_c05_02 

132 A 15 1 a a_c01_04 a_c02_09 a_c03_05 a_c04_03 a_c05_06 

133 A 15 2 a a_c01_03 a_c02_08 a_c03_05 a_c04_06 a_c05_06 

134 A 15 3 a a_c01_03 a_c02_04 a_c03_05 a_c04_03 a_c05_04 

135 A 15 4 a a_c01_07 a_c02_08 a_c03_01 a_c04_04 a_c05_04 

136 A 15 5 a a_c01_01 a_c02_03 a_c03_01 a_c04_06 a_c05_09 

137 A 15 6 a a_c01_01 a_c02_03 a_c03_02 a_c04_01 a_c05_06 

138 A 16 1  a_c01_04 a_c02_09 a_c03_02 a_c04_07 a_c05_03 

139 A 16 2  a_c01_04 a_c02_09 a_c03_02 a_c04_07 a_c05_02 

140 A 16 3  a_c01_04 a_c02_05 a_c03_02 a_c04_07 a_c05_03 

141 A 16 4  a_c01_04 a_c02_09 a_c03_02 a_c04_04 a_c05_06 

142 A 16 5  a_c01_04 a_c02_09 a_c03_02 a_c04_07 a_c05_06 

143 A 18 1 a a_c01_04 a_c02_09 a_c03_05 a_c04_04 a_c05_04 

144 A 18 2 a a_c01_03 a_c02_09 a_c03_05 a_c04_04 a_c05_04 

145 A 18 3 a a_c01_06 a_c02_09 a_c03_05 a_c04_04 a_c05_04 

146 A 19 1 a a_c01_06 a_c02_08 a_c03_06 a_c04_02 a_c05_05 

147 A 19 2 a a_c01_05 a_c02_08 a_c03_06 a_c04_06 a_c05_09 

148 A 19 3 a a_c01_08 a_c02_08 a_c03_03 a_c04_07 a_c05_08 

149 A 20 1 a a_c01_05 a_c02_01 a_c03_04 a_c04_06 a_c05_02 

150 A 20 2 a a_c01_05 a_c02_05 a_c03_01 a_c04_06 a_c05_01 

151 A 20 3 a a_c01_05 a_c02_05 a_c03_04 a_c04_06 a_c05_01 

152 A 22 1  a_c01_06 a_c02_08 a_c03_06 a_c04_07 a_c05_06 

153 A 24 1  a_c01_08 a_c02_06 a_c03_04 a_c04_07 a_c05_03 

154 A 24 2  a_c01_08 a_c02_06 a_c03_04 a_c04_07 a_c05_05 

155 A 24 3  a_c01_08 a_c02_06 a_c03_04 a_c04_07 a_c05_08 

156 A 24 4  a_c01_05 a_c02_06 a_c03_04 a_c04_07 a_c05_04 

157 A 24 5  a_c01_08 a_c02_06 a_c03_04 a_c04_01 a_c05_04 

158 A 24 6  a_c01_08 a_c02_06 a_c03_04 a_c04_07 a_c05_04 

159 A 25 1  a_c01_08 a_c02_08 a_c03_09 a_c04_01 a_c05_03 

160 A 25 2  a_c01_05 a_c02_08 a_c03_06 a_c04_01 a_c05_03 

161 A 25 3  a_c01_05 a_c02_03 a_c03_02 a_c04_01 a_c05_03 

162 A 25 4  a_c01_07 a_c02_03 a_c03_09 a_c04_01 a_c05_04 

163 A 25 5  a_c01_07 a_c02_03 a_c03_09 a_c04_01 a_c05_06 

164 A 25 6  a_c01_05 a_c02_03 a_c03_09 a_c04_01 a_c05_04 

165 A 27 1  a_c01_09 a_c02_07 a_c03_07 a_c04_04 a_c05_03 

166 A 27 2  a_c01_09 a_c02_07 a_c03_01 a_c04_04 a_c05_03 

167 A 27 3  a_c01_09 a_c02_07 a_c03_06 a_c04_04 a_c05_03 

(table ends) 
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Table R.21: Phishing data – correctness of individual images selected and total 

number of correct images selected during phishing rounds by Phisher A 

PID Phisher RegID Attack PCorIm1 PCorIm2 PCorIm3 PCorIm4 PCorIm5 PCor 

88 A 1 1 Yes Yes No No No 2 

89 A 1 2 Yes Yes No No No 2 

90 A 1 3 Yes No No No No 1 

91 A 3 1 No No No No No 0 

92 A 4 1 Yes No No No No 1 

93 A 4 2 Yes No No No No 1 

94 A 4 3 Yes No No No No 1 

95 A 5 1 Yes No Yes Yes Yes 4 

96 A 5 2 No No No Yes Yes 2 

97 A 5 3 Yes No Yes Yes Yes 4 

98 A 5 4 Yes No Yes Yes Yes 4 

99 A 5 5 Yes No Yes Yes Yes 4 

100 A 5 6 Yes No No Yes Yes 3 

101 A 6 1 Yes Yes No Yes Yes 4 

102 A 6 2 Yes No No Yes Yes 3 

103 A 6 3 No No No Yes Yes 2 

104 A 6 4 Yes Yes Yes Yes Yes 5 

105 A 7 1 Yes Yes Yes No Yes 4 

106 A 7 2 Yes Yes No No Yes 3 

107 A 7 3 Yes Yes No No Yes 3 

108 A 8 1 Yes Yes Yes No Yes 4 

109 A 8 2 Yes Yes Yes Yes Yes 5 

110 A 9 1 No No Yes No No 1 

111 A 9 2 No Yes Yes No No 2 

112 A 9 3 No Yes Yes No No 2 

113 A 9 4 No Yes Yes No No 2 

114 A 9 5 Yes Yes Yes No No 3 

115 A 9 6 No Yes Yes No No 2 

116 A 11 1 Yes Yes Yes No No 3 

117 A 11 2 Yes Yes Yes No No 3 

118 A 11 3 Yes Yes Yes Yes Yes 5 

119 A 12 1 No No No Yes Yes 2 

120 A 12 2 No No No Yes Yes 2 

121 A 12 3 No No No Yes No 1 

122 A 12 4 No No No Yes Yes 2 

123 A 12 5 No Yes No Yes Yes 3 

124 A 12 6 No No No Yes Yes 2 

125 A 12 7 No Yes No Yes Yes 3 

126 A 13 1 Yes No No No Yes 2 

(cont.) 
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Table R.21 (cont.) 

PID Phisher RegID Attack PCorIm1 PCorIm2 PCorIm3 PCorIm4 PCorIm5 PCor 

127 A 13 2 Yes No No No No 1 

128 A 13 3 Yes No No No Yes 2 

129 A 14 1 No Yes No Yes No 2 

130 A 14 2 No Yes No Yes No 2 

131 A 14 3 No Yes No Yes No 2 

132 A 15 1 No No No No No 0 

133 A 15 2 No Yes No No No 1 

134 A 15 3 No No No No No 0 

135 A 15 4 No Yes Yes No No 2 

136 A 15 5 No No Yes No Yes 2 

137 A 15 6 No No No No No 0 

138 A 16 1 Yes Yes Yes Yes No 4 

139 A 16 2 Yes Yes Yes Yes No 4 

140 A 16 3 Yes No Yes Yes No 3 

141 A 16 4 Yes Yes Yes No Yes 4 

142 A 16 5 Yes Yes Yes Yes Yes 5 

143 A 18 1 Yes No Yes Yes No 3 

144 A 18 2 No No Yes Yes No 2 

145 A 18 3 No No Yes Yes No 2 

146 A 19 1 No No Yes No No 1 

147 A 19 2 No No Yes No No 1 

148 A 19 3 Yes No No No No 1 

149 A 20 1 No No No No No 0 

150 A 20 2 No No No No No 0 

151 A 20 3 No No No No No 0 

152 A 22 1 Yes Yes Yes Yes Yes 5 

153 A 24 1 Yes No Yes No No 2 

154 A 24 2 Yes No Yes No No 2 

155 A 24 3 Yes No Yes No Yes 3 

156 A 24 4 No No Yes No No 1 

157 A 24 5 Yes No Yes No No 2 

158 A 24 6 Yes No Yes No No 2 

159 A 25 1 Yes No Yes Yes No 3 

160 A 25 2 No No No Yes No 1 

161 A 25 3 No Yes No Yes No 2 

162 A 25 4 No Yes Yes Yes No 3 

163 A 25 5 No Yes Yes Yes Yes 4 

164 A 25 6 No Yes Yes Yes No 3 

165 A 27 1 Yes Yes Yes No Yes 4 

166 A 27 2 Yes Yes No No Yes 3 

167 A 27 3 Yes Yes No No Yes 3 

(table ends) 
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Table R.22: Phishing data – clock time of image selection during phishing rounds by 

Phisher A 

PID Phisher RegID Attack PTime0 PTime1 PTime2 PTime3 PTime4 PTime5 

88 A 1 1 10:25:28 10:25:37 10:25:57 10:26:12 10:26:28 10:26:46 

89 A 1 2 10:26:50 10:26:54 10:26:57 10:27:43 10:27:49 10:28:00 

90 A 1 3 10:28:03 10:28:09 10:28:35 10:28:40 10:28:45 10:28:55 

91 A 3 1 10:29:22 10:29:30 10:29:44 10:29:45 10:29:46 10:29:47 

92 A 4 1 10:30:02 10:30:17 10:30:49 10:31:02 10:31:37 10:32:03 

93 A 4 2 10:32:06 10:32:16 10:32:19 10:32:51 10:33:19 10:33:43 

94 A 4 3 10:33:45 10:33:48 10:33:54 10:34:01 10:34:03 10:34:17 

95 A 5 1 10:34:38 10:35:25 10:36:07 10:36:31 10:36:42 10:36:51 

96 A 5 2 10:36:54 10:37:11 10:37:13 10:37:15 10:37:23 10:37:25 

97 A 5 3 10:38:03 10:38:14 10:38:33 10:38:40 10:38:45 10:38:47 

98 A 5 4 10:38:59 10:39:31 10:40:02 10:40:19 10:40:28 10:40:34 

99 A 5 5 10:40:38 10:40:46 10:40:55 10:40:58 10:41:00 10:41:01 

100 A 5 6 10:41:06 10:41:11 10:41:13 10:41:20 10:41:23 10:41:25 

101 A 6 1 10:41:45 10:41:58 10:42:12 10:42:44 10:43:00 10:43:10 

102 A 6 2 10:43:12 10:43:21 10:43:26 10:43:39 10:43:49 10:43:53 

103 A 6 3 10:43:55 10:44:06 10:44:11 10:44:35 10:44:37 10:44:40 

104 A 6 4 10:44:50 10:45:25 10:45:43 10:45:58 10:46:33 10:46:40 

105 A 7 1 10:46:57 10:47:10 10:47:33 10:47:49 10:48:13 10:48:17 

106 A 7 2 10:48:19 10:48:22 10:48:25 10:48:37 10:48:40 10:48:45 

107 A 7 3 10:48:47 10:48:51 10:48:53 10:49:08 10:49:12 10:49:14 

108 A 8 1 10:49:36 10:49:39 10:49:45 10:49:57 10:50:45 10:52:05 

109 A 8 2 10:52:08 10:52:12 10:52:18 10:52:28 10:52:38 10:52:44 

110 A 9 1 10:53:19 10:53:25 10:53:34 10:53:48 10:54:23 10:54:32 

111 A 9 2 10:54:34 10:54:37 10:54:46 10:54:52 10:54:58 10:55:14 

112 A 9 3 10:55:16 10:55:27 10:55:29 10:55:32 10:55:39 10:55:41 

113 A 9 4 10:55:44 10:56:01 10:56:05 10:56:12 10:56:27 10:56:36 

114 A 9 5 10:56:38 10:56:46 10:56:48 10:56:50 10:56:53 10:56:56 

115 A 9 6 10:56:58 10:57:01 10:57:03 10:57:04 10:57:14 10:57:16 

116 A 11 1 10:57:40 10:57:44 10:57:48 10:57:51 10:58:06 10:58:18 

117 A 11 2 10:58:20 10:58:22 10:58:25 10:58:32 10:58:59 10:59:08 

118 A 11 3 10:59:11 10:59:14 10:59:17 10:59:21 10:59:29 10:59:50 

119 A 12 1 11:00:08 11:00:19 11:00:31 11:00:39 11:00:45 11:01:32 

120 A 12 2 11:01:35 11:01:42 11:01:50 11:01:53 11:02:00 11:02:13 

121 A 12 3 11:02:15 11:02:33 11:02:46 11:02:57 11:03:05 11:03:14 

122 A 12 4 11:03:27 11:03:34 11:03:51 11:03:58 11:04:03 11:04:17 

123 A 12 5 11:04:19 11:04:24 11:04:38 11:04:40 11:04:43 11:04:47 

124 A 12 6 11:04:49 11:04:56 11:05:05 11:05:06 11:05:09 11:05:11 

125 A 12 7 11:05:14 11:05:19 11:05:26 11:05:29 11:05:33 11:05:35 

126 A 13 1 11:05:49 11:06:01 11:06:35 11:06:51 11:07:09 11:07:23 

(cont.) 
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Table R.22 (cont.) 

PID Phisher RegID Attack PTime0 PTime1 PTime2 PTime3 PTime4 PTime5 

127 A 13 2 11:07:26 11:07:32 11:07:52 11:08:14 11:08:23 11:08:36 

128 A 13 3 11:08:39 11:08:45 11:08:58 11:09:06 11:09:14 11:09:24 

129 A 14 1 11:09:39 11:09:55 11:10:04 11:10:51 11:11:06 11:11:24 

130 A 14 2 11:11:26 11:11:35 11:11:39 11:11:42 11:11:47 11:11:56 

131 A 14 3 11:11:58 11:12:06 11:12:14 11:12:24 11:12:26 11:12:34 

132 A 15 1 11:13:07 11:13:13 11:13:17 11:13:19 11:13:22 11:13:27 

133 A 15 2 11:13:29 11:13:34 11:13:39 11:13:42 11:13:44 11:13:47 

134 A 15 3 11:13:49 11:13:52 11:13:55 11:13:59 11:14:04 11:14:06 

135 A 15 4 11:14:10 11:14:29 11:14:37 11:14:57 11:15:13 11:15:17 

136 A 15 5 11:15:19 11:15:32 11:15:40 11:15:51 11:16:00 11:16:11 

137 A 15 6 11:16:13 11:16:24 11:16:26 11:16:32 11:16:40 11:16:45 

138 A 16 1 11:17:19 11:17:23 11:17:28 11:17:40 11:18:30 11:18:59 

139 A 16 2 11:19:01 11:19:07 11:19:17 11:19:29 11:20:04 11:20:16 

140 A 16 3 11:20:18 11:20:22 11:20:43 11:20:47 11:20:55 11:21:15 

141 A 16 4 11:21:20 11:21:24 11:21:31 11:21:35 11:21:55 11:22:16 

142 A 16 5 11:22:19 11:22:26 11:22:29 11:22:32 11:22:41 11:22:45 

143 A 18 1 11:23:00 11:23:19 11:23:35 11:23:42 11:23:55 11:24:13 

144 A 18 2 11:24:15 11:24:21 11:24:23 11:24:27 11:24:39 11:24:42 

145 A 18 3 11:24:45 11:24:54 11:24:56 11:24:58 11:25:01 11:25:03 

146 A 19 1 11:26:17 11:26:41 11:26:51 11:26:54 11:26:55 11:26:56 

147 A 19 2 11:26:59 11:27:13 11:27:19 11:27:25 11:27:29 11:27:30 

148 A 19 3 11:27:32 11:27:41 11:27:43 11:27:44 11:27:45 11:27:47 

149 A 20 1 11:28:05 11:28:23 11:28:39 11:28:57 11:29:49 11:29:56 

150 A 20 2 11:29:58 11:30:02 11:30:08 11:30:27 11:30:30 11:30:37 

151 A 20 3 11:30:40 11:30:42 11:30:45 11:30:49 11:30:50 11:30:53 

152 A 22 1 11:31:09 11:31:16 11:31:24 11:31:45 11:32:17 11:32:23 

153 A 24 1 11:32:44 11:33:02 11:33:08 11:33:11 11:33:19 11:33:42 

154 A 24 2 11:33:44 11:34:02 11:34:04 11:34:08 11:34:23 11:34:49 

155 A 24 3 11:34:51 11:34:58 11:35:01 11:35:04 11:35:18 11:35:33 

156 A 24 4 11:35:58 11:36:04 11:36:15 11:36:19 11:36:51 11:36:59 

157 A 24 5 11:37:01 11:37:09 11:37:11 11:37:13 11:37:22 11:37:24 

158 A 24 6 11:37:25 11:37:30 11:37:32 11:37:34 11:37:39 11:37:41 

159 A 25 1 11:37:55 11:38:03 11:38:09 11:38:23 11:38:28 11:38:33 

160 A 25 2 11:38:35 11:38:43 11:38:45 11:39:02 11:39:04 11:39:11 

161 A 25 3 11:39:13 11:39:24 11:39:32 11:39:41 11:39:44 11:39:54 

162 A 25 4 11:40:00 11:40:32 11:40:43 11:41:02 11:41:07 11:41:40 

163 A 25 5 11:41:42 11:41:45 11:42:08 11:42:11 11:42:13 11:42:18 

164 A 25 6 11:42:20 11:42:39 11:42:40 11:42:44 11:42:46 11:42:48 

165 A 27 1 11:43:06 11:43:15 11:43:21 11:44:28 11:45:01 11:45:11 

166 A 27 2 11:45:13 11:45:20 11:45:23 11:45:29 11:45:32 11:45:36 

167 A 27 3 11:45:39 11:45:44 11:45:46 11:45:50 11:45:54 11:45:56 
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Table R.23: Phishing data – delay time of image selection during phishing rounds by 

Phisher A 

PDurIm1 = PTime1 – PTime0 : time to select image 1 

PDur = PTime5 – PTime0 : total time for phishing round 

Times in seconds 

PID Phisher RegID Attack PCor PDur 
Im1 

PDur 
Im2 

PDur 
Im3 

PDur 
Im4 

PDur 
Im5 

PDur 

88 A 1 1 2 9 20 15 16 18 78 

89 A 1 2 2 4 3 46 6 11 70 

90 A 1 3 1 6 26 5 5 10 52 

91 A 3 1 0 8 14 1 1 1 25 

92 A 4 1 1 15 32 13 35 26 121 

93 A 4 2 1 10 3 32 28 24 97 

94 A 4 3 1 3 6 7 2 14 32 

95 A 5 1 4 47 42 24 11 9 133 

96 A 5 2 2 17 2 2 8 2 31 

97 A 5 3 4 11 19 7 5 2 44 

98 A 5 4 4 32 31 17 9 6 95 

99 A 5 5 4 8 9 3 2 1 23 

100 A 5 6 3 5 2 7 3 2 19 

101 A 6 1 4 13 14 32 16 10 85 

102 A 6 2 3 9 5 13 10 4 41 

103 A 6 3 2 11 5 24 2 3 45 

104 A 6 4 5 35 18 15 35 7 110 

105 A 7 1 4 13 23 16 24 4 80 

106 A 7 2 3 3 3 12 3 5 26 

107 A 7 3 3 4 2 15 4 2 27 

108 A 8 1 4 3 6 12 48 80 149 

109 A 8 2 5 4 6 10 10 6 36 

110 A 9 1 1 6 9 14 35 9 73 

111 A 9 2 2 3 9 6 6 16 40 

112 A 9 3 2 11 2 3 7 2 25 

113 A 9 4 2 17 4 7 15 9 52 

114 A 9 5 3 8 2 2 3 3 18 

115 A 9 6 2 3 2 1 10 2 18 

116 A 11 1 3 4 4 3 15 12 38 

117 A 11 2 3 2 3 7 27 9 48 

118 A 11 3 5 3 3 4 8 21 39 

119 A 12 1 2 11 12 8 6 47 84 

120 A 12 2 2 7 8 3 7 13 38 

121 A 12 3 1 18 13 11 8 9 59 

122 A 12 4 2 7 17 7 5 14 50 

123 A 12 5 3 5 14 2 3 4 28 

124 A 12 6 2 7 9 1 3 2 22 

125 A 12 7 3 5 7 3 4 2 21 
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Table R.23 (cont.) 

PID Phisher RegID Attack PCor PDur 
Im1 

PDur 
Im2 

PDur 
Im3 

PDur 
Im4 

PDur 
Im5 

PDur 

126 A 13 1 2 12 34 16 18 14 94 

127 A 13 2 1 6 20 22 9 13 70 

128 A 13 3 2 6 13 8 8 10 45 

129 A 14 1 2 16 9 47 15 18 105 

130 A 14 2 2 9 4 3 5 9 30 

131 A 14 3 2 8 8 10 2 8 36 

132 A 15 1 0 6 4 2 3 5 20 

133 A 15 2 1 5 5 3 2 3 18 

134 A 15 3 0 3 3 4 5 2 17 

135 A 15 4 2 19 8 20 16 4 67 

136 A 15 5 2 13 8 11 9 11 52 

137 A 15 6 0 11 2 6 8 5 32 

138 A 16 1 4 4 5 12 50 29 100 

139 A 16 2 4 6 10 12 35 12 75 

140 A 16 3 3 4 21 4 8 20 57 

141 A 16 4 4 4 7 4 20 21 56 

142 A 16 5 5 7 3 3 9 4 26 

143 A 18 1 3 19 16 7 13 18 73 

144 A 18 2 2 6 2 4 12 3 27 

145 A 18 3 2 9 2 2 3 2 18 

146 A 19 1 1 24 10 3 1 1 39 

147 A 19 2 1 14 6 6 4 1 31 

148 A 19 3 1 9 2 1 1 2 15 

149 A 20 1 0 18 16 18 52 7 111 

150 A 20 2 0 4 6 19 3 7 39 

151 A 20 3 0 2 3 4 1 3 13 

152 A 22 1 5 7 8 21 32 6 74 

153 A 24 1 2 18 6 3 8 23 58 

154 A 24 2 2 18 2 4 15 26 65 

155 A 24 3 3 7 3 3 14 15 42 

156 A 24 4 1 6 11 4 32 8 61 

157 A 24 5 2 8 2 2 9 2 23 

158 A 24 6 2 5 2 2 5 2 16 

159 A 25 1 3 8 6 14 5 5 38 

160 A 25 2 1 8 2 17 2 7 36 

161 A 25 3 2 11 8 9 3 10 41 

162 A 25 4 3 32 11 19 5 33 100 

163 A 25 5 4 3 23 3 2 5 36 

164 A 25 6 3 19 1 4 2 2 28 

165 A 27 1 4 9 6 67 33 10 125 

166 A 27 2 3 7 3 6 3 4 23 

167 A 27 3 3 5 2 4 4 2 17 

(table ends) 
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Table R.24: Number of images correctly guessed on each attack round by 

Phishers and number of accounts successfully attacked 

Notes: 

TotA number of Phishers successfully attacking this account 

TotB number of accounts successfully attacked by this Phisher 

italicised data indicates this is data is ―Faulty‖, see Table R.20 

―m‖ missing data item 

―X‖ Phisher would be ―attacking‖ their own account (thus excluded) 

* one additional attack round carried out by accident 

Apart from 13 *, see Table R. 25 for data on number of descriptions provided by 

participants 
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Table R.25: Number and type of descriptions provided by Participants to 

Phishers 

(Data derived from Evaluation questionnaire, to indicate why account is excluded from 

summarised statistics used in body of work.) 

RegID Descriptions 
for self 

Descriptions 
to other 

Misplaced 
descriptions 

1 5   

3 * 1   

4 5   

5 5 5  

6 5 5  

7 * 4   

8 5 5  

9 5 5  

11 5   

12 5 5  

13 5   

14 5   

15 * 0 5  

16 5 5  

18 * 4  1 

19 * 2  2 

20 * 4   

22 5 2  

24 5 5  

25 5 5  

27 5   

Totals (with 5 
descriptions) 

(with any 
additional 
descriptions) 

 

21 15 9 2 
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APPENDIX S: PASSPIX PARTICIPANT EVALUATION DATA 

 

Note: In all tables in this Appendix, the column heading ―ID‖ contains the unique 

identifiers for the participants. In the registration, training and sign-in data, Appendix R, 

this is ―RegID‖. 

 

Table S.1: Participant prior experience of security issues (Questions 4, 5, 6) 

Question 4: In your work, do you have any responsibilities for security issues? 

Question 5: In your studies (professional or academic), have you looked at security 
issues? 

Question 6: Have you had any experience of a similar login system before, like PassPix? 

ID 4: In your work, do you 
have any responsibilities 
for security issues? 

5: In your studies 
(professional or 
academic), have you 
looked at security 
issues? 

6: Have you had any 
experience of a similar 
login system before, like 
PassPix? 

1  Using credit cards online  

3 [employee responsibilities] Data security and secured 
communication is 
essential and these some 
considerations 

 

4 I am the administrator of 
some servers at my home 
department. 

Had a course about 
cryptography and related 
topics at the university. 

 

5   Testing an earlier version, 
and testing [Participant 
13]‘s music-based system 

6 [employee responsibilities] Algorithms  

7   Test for [Participant 13] 2 
years ago - if I remember 
well 

13 Ensuring sites are 
designed to withstand 
some common attacks on 
the application level (e.g. 
Brute force attacks on 
passwords, SQL injection 
etc.) 

Bsc project: image 
password usability, MRes 
Alternative media 
password feasibility based 
on a novel logic structure, 
CEH training, 

[name of project worked 
on removed for 
anonymity] (musical 
passwords), [name of 
project worked on 
removed for anonymity] 
(visual passwords), an 
online demo of one (can't 
remember) maybe 
pointsec picture pin??? 

(cont.) 
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Table S.1 (cont.) 

15 Effects of encryption to 
VoIP 

Ethical Hacking 
techniques 

 

16 [employee responsibilities] ran a course about 
security in business 

 

18 Maintaining and configure 
firewalls, and providing 
users with usernames and 
passwords for Windows 
logins 

Biometrics, ciphers etc 
(can‘t remember) 

 

22 Systems / login security, 
sql database security 

 A visual slide-system 
which was similar to a 3-
ring coded lock, each 
slider had 10 settings (1-
10) and a log in button. 
This was flash-driven and 
did not have any security 
(using the failed URL and 
changing "?failed" to 
"?success" solved the 
issue. This was in 1999 / 
2000 

23  How many level of 
security in Developing  
banking systems 

 

25 Im responsible for security 
over 30 different servers, 
with access to systems 
from different companies 
as we do provide IT 
services and support 

Too many issues to be 
listed here. But lately I've 
got field experience with 
biometric devices 

 

27 When designing websites, 
security is a consideration. 

 I have helped to test other 
image based and sound 
based password systems 
[for [Participant 13]] 

Total 10 10 5 

Notes of which 3 about employee 
responsibilities to keep 
systems/data secure 

 of which 4 related to 
Participant 13‘s tests 
(including Participant 13) 

 

(table ends) 
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Table S.2: Participant descriptions of their sign-in images for themselves (Question 

7.1) 

Question 7.1: Imagine you are trying to describe your images. Describe the images as 
much or as little as you feel important. This is how I remember it for myself… 

 

Note: non-informative answers have been italicised. Annotations are in square brackets, 

―[…]‖. 

ID Image 1 Image 2 Image 3 Image 4 Image 5 

1 Red with a thin 
black circle 

Two shades of 
blue, looks like 
a face 

Purple pattern 
square with 
lines going to 
edge from 
centre on north 
west section. 
Distinguished 
with a straight 
horizontal line. 

Purple circle Mult coloured 
pattern with 
circle in 
middle. 

3 A red image 
with a 
concentric 
black circles 

[no response] [no response] [no response] [no response] 

4 My picture has 
one big sharp 
black circle 
around and the 
color between 
this and the 
middle is about 
the same. 

My picture has 
a lighter circle 
somewhere in 
the lower right 
part of the 
square. I don't 
remember 
more details, 
because it 
does not look 
similar to the 
others at all, so 
it was always 
easy for me to 
identify it. 

My picture is 
light in the 
bottom left 
part. 

My picture is 
symmetric (or 
at least a part 
of it) and has 
an arrow like 
shape 
somewhere. 

My picture has 
a greenish 
spot in the top 
right part. 

5 black ring 
extends to 
corners, no thin 
blue rings in 
the centre 

the blue rays 
have long thin 
diamond 
shapes in them 

bluey-green 
from 10 to 12 
o‘clock 

orangey arrow 
pointing from 
left to the 
centre 

red splodge 
from bottom 
left to top right 

6 One black thin 
circuit 

like a Moon like arrows 
purple in side 
and brown on 
otherside 

like a face Four arrows 
going up 

(cont.) 
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Table S.2 (cont.) 

7 Red 
background, 
circle and 
yellow dot 
inside (only 
one with a 
yellow dot) 

Half light blue, 
half dark blue 
and the dark 
blue looks like 
a man‘s profile 
(like a nose 
sticking out) 

Can’t 
remember at 
this point, but 
was quite 
easily 
disctinguishabl
e 

Diagonally 
separated into 
4 sections, 
many colours, 
the most 
difficult to 
distinguish, 
can‘t really 
point out 
anything 
without seeing 
it ; has a 
separatory 
wavy line 
through the 
second half of 
the square 
which 
separates 
darker from 
lighter colours 

The only one 
with red and 
light blue 
combination 

8 blue concentric 
circles inside 

Like sea and 
sky 

Two green 
trangles 
located on top 
left and bottom 
right of the 
square 
respectively 

In the middle 
area. The 
bottom right 
trangles is 
white blue 

Similar fat 
Lightning 
shape in the 
middle 

9 Blue circle Line divide the 
picture in the 
middle 

A dark square 
right and up 

A sort of cone 
at the base 

Pink circle 

11 Only image 
with green 
color 

Half deep blue, 
half light blue 

Got green on 
left bottom 
corner 

Got green on 
left top corner 

Purple bat 

12 Red and pink Blue and white 2 brown 
diagonals 

Pink at top Apple core 

13 Smallest circle Thumbnail or 
segment 
protuding from 
trunk of a 
bamboo type 
tree 

Native 
american/ethni
c looking 
design 

One with the 
most pink at 
the bottom 
right 

Human/robot 
face - second 
most realistic 
looking one 

14 Circle Left circle Left rect 4 Vertical rect Right water 

15 More obvious 
to be 
recognised 

More obvious 
to be 
recognised 

More obvious 
to be 
recognised 

More obvious 
to be 
recognised 

More obvious 
to be 
recognised 

16 blue circle Blue face 7 lines Green flash 
letters XG 

Three crowns 

17 difficult difficult difficult difficult difficult 

(cont.) 
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Table S.2 (cont.) 

18 Frozen water 
on a 
microscope 
slide 
 
[Note: this 
description 
appears more 
appropriate to 
Image 2] 

can’t 
remember 

majority light 
blue on left-
hand side 

yellow duck 
image at  the 
bottom of 
picture 

dark red and 
green sound 
waves 

19 A hourglass 
 
[Note: this 
description 
appears more 
appropriate to 
Image 4.] 

Something 
with spikes 
 
[Note: this 
description 
appears more 
appropriate to 
Image 3.] 

Can’t 
remember 

Can’t 
remember 

Can’t 
remember 

20 Star oval drop wave [no response] 

22 Red 
background, 
yellow and 
green circles 

Blue starburst Multi-coloured 
lasters, light 
blue on top 
right, green on 
top left / 
bottom right 

Arrows and 
shapes, yellow 
/ orange 
intersection top 
right, green 
arrow on right 
to left 

Crown-looking 
/ compas 
shapes image 
in green on 
light blue 

23 Very hard to 
describe 

Very hard to 
describe 

Very hard to 
describe 

Very hard to 
describe 

Very hard to 
describe 

24 A red ball with 
black edge (the 
darker one) 

A simple blue 
and white 
picture 

Green at lower 
left 

An ‗X‘ in the 
middle and the 
‗X‘ has straight 
line 

Green butterfly 
in the middle 

25 Sunset Sun - 
Ball 

Blue Quarter Gold Spades 

27 Pink concentric 
circles, with a 
black 
background 

Swirly 
turquoise 
netting 

Triangle 
tunnel, gray in 
the bottom left 

Pyramid in a 
pink Oasis 
overexposed in 
the bottom left 

Green, with 
pink scrunched 
thing in the 
middle 

Total 23 23 23 23 23 

of which      

no response  1 1 1 2 

can’t 
remember 

 1 2 1 1 

other non-
informative 

3 3 3 3 3 

Total 
descriptions 

20 18 17 18 17 

 

(table ends) 
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Table S.3: Participant descriptions of their sign-in images for others (Question 7.2) 

Question 7.2: Imagine you are trying to describe your images. Describe the images as 
much or as little as you feel important. This is how I would describe it to someone else… 

 

Note: non-informative answers have been italicised. Annotations are in square brackets, 

―[…]‖: ―ditto‖ indicates the participant‘s response was a variation on ―same as before‖ or 

the same response copied from their description for themselves – indicating no new 

response. 

ID Image 1 Image 2 Image 3 Image 4 Image 5 

1 [ditto] [ditto] [ditto] [ditto] [ditto] 

3 [no response] [no response] [no response] [no response] [no response] 

4 [ditto] Couldn't do it. I 
don't 
remember 
enough details 
and the 
previous 
description is 
not enough to 
recognise my 
image. 

[ditto] Couldn't do it. I 
don't 
remember 
enough details 
and the 
previous 
description is 
not enough to 
recognise my 
image. 

[ditto] 

5 Red 
background 
with big black 
ring that fills 
the image and 
extends into 
the corners.  
(There may be 
another similar 
image with a 
smaller black 
ring containing 
thin blue rings, 
but htat is not 
the one to 
select.) 

Rays 
spreading from 
the centre 
which and dark 
and light blue.  
The correct 
image has long 
thin diamond 
shaped streaks 
within the rays. 

Coloured 
zones radiating 
from the 
centre, with a 
prominent 
large bluey-
green zone 
from the 10 
o‘clock position 
to the 12 
o‘clock position 
(imagining it as 
a clockface). 

Overlapping 
broad arrow 
shapes.  The 
correct image 
has a definite, 
but not very 
prominent, 
orangey 
horizontal 
arrow from the 
top half of the 
left-hand side 
towards the 
centre of the 
image. 

A 
multicoloured 
splash of 
colour in the 
centre of the 
image, it is 
mainly red and 
extends 
towards the 
bottom left and 
top right 
corners. 

(cont.) 
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Table S.3 (cont.) 

6 Most is pink 
color and the 
center is black 
circle and 
there is one 
black thin 
circuit and 

like a Moon 
half blue half 
sky-blue 

arrows purple 
in right side 
and brown on 
left side with 
one purple 
color 

Like a face 
center from 
window 

Four arrows 
going up and 
like similar to 
coronal 

7 [ditto] [ditto] I couldn't I couldn't [ditto] 

8 Many 
concentric 
circles and 
inside ones are 
blue 

Like sea and 
sky connect 
together. And 
a raw reflect to 
both of them 

Two green 
trangles 
located on top 
left and bottom 
right of the 
square 
respectively. 
Mixed colors in 
other area 

In the middle 
area there are 
fore trangles. 
The bottom 
right trangles is 
white blue. 
Others are 
mixed red 
colors 

Similar fat 
Lightning 
shape in the 
middle, outside 
is green 

9 Big Circle blue Horizontal 
division and 
white vertical 

Divide the 
image in 4 
square. The 
square right 
and up is dark 

Focalise the 
attention on a 
yellow cone at 
the base 

Pink circle like 
a shell 

11 [ditto] [ditto] [ditto] [ditto] [ditto] 

12 Can't 
remember the 
image, but I 
think it was the 
swirly red and 
pink one. 

A sort of blue 
and white 
wallpaper motif 

2 brown 
diagonals 
close together, 
shooting 
towards 
bottom left 

All images 
have 
diagonals.  
Mine is the one 
with the most 
pink at the top 

Green apple 
core 

13 [ditto] [ditto] [ditto] [ditto] [ditto] 

14 [no response] [no response] [no response] [no response] [no response] 

15 Not to many 
colours 

Solid colour 
blue 

Extra gray 
lines 

Mixed colours 
but slightly 
different than 
the similar 
ones 

Totally 
different image 

16 A blue ring 
close to the 
middle 

Blue face, 
angular, as if 
made from ice 

7 radiating 
lines 

Green 
horizontal line 
that breaks in 
th emiddle 

Three greenish 
stylized 
"bishop" 
shapes 

17 (difficult) (difficult) (difficult) (difficult) (difficult) 

18 [ditto] [ditto] [ditto] [ditto] [ditto] 

19 [ditto] [ditto] [ditto] [ditto] [ditto] 

20 [ditto] [ditto] [ditto] [ditto] [no response] 

(cont.) 
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Table S.3 (cont.) 

22 Red square 
with a number 
of circles 
getting smaller 
towards the 
middle, looking 
out for the 
green circle 
inside a yellow 
one 

Blue 
background 
with lighter 
blue starburst 
looking shape 

[ditto] [ditto] [ditto] 

23 [ditto] [ditto] [ditto] [ditto] [ditto] 

24 A red ball with 
black edge 
(the darker 
one) 

A simple 
blue(on the 
left) and white 
(in the middle) 
picture 

Green taper at 
lower left 

An ‗X‘ divided 
the picture to 4 
parts and the 
‗X‘ has straight 
line 

Green butterfly 
in the middle 
and red 
background 

25 Its the one with 
the inner circle 
smaller, it 
looks almost 
full, red with 
almost no halo 
around. 

Hard to 
describe, but it 
looks between 
two intersected 
brackets with 
ligth blue and 
navy blue,, the 
divisin its 
almost vertical 

Its the one that 
only looks filled 
with colors in 
the upper left 
section 

Its the one with 
the most 
prominent part 
in yellow, at 
the upper right 
corner, that bit 
looks like a 
part of a 
seashell too 

Light Blue 
spikes, a little 
bit of red within 
the 
spikes/spades 

27 [ditto] [ditto] [ditto] [ditto] [ditto] 

Total 23 23 23 23 23 

of which      

no response 2 2 2 2 3 

same as 10 9 10 9 10 

other non-
informative 

1 2 2 3 2 

Total 
descriptions 

10 10 9 9 8 

 

(table ends) 
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Table S.4: Participant rating of ease of description of images (Question 8) 

Question 8: For each image, how easy was it for you to describe the images in question 5 
[sic, for 7] for yourself and for someone else? 

Scale Rating 

descriptive Very Easy Easy OK Hard Very Hard 

converted 5 4 3 2 1 

0 (zero) indicates no answer 

ID Image 

(N=23) Easy to describe for self Easy to describe for other 

 1 2 3 4 5 1 2 3 4 5 

1 4 4 2 3 4 0 0 0 0 0 

3 4 0 0 0 0 3 0 0 0 0 

4 4 1 3 1 5 5 1 5 1 5 

5 4 2 4 3 4 4 1 4 3 3 

6 5 5 2 4 5 5 4 2 4 2 

7 5 5 1 2 5 4 2 1 1 4 

8 5 5 2 3 5 5 5 3 3 5 

9 5 5 4 3 5 0 0 0 0 0 

11 5 3 5 5 2 0 0 0 0 0 

12 2 4 3 3 2 1 4 4 4 4 

13 4 4 4 4 4 4 4 4 4 4 

14 3 3 3 3 3 1 1 1 1 1 

15 5 5 3 5 5 0 0 0 0 0 

16 4 4 4 4 4 3 2 3 3 1 

17 1 1 1 1 1 1 1 1 1 1 

18 5 1 4 5 4 4 1 3 4 3 

19 2 2 1 1 1 2 2 1 1 1 

20 1 1 1 1 1 1 1 1 1 1 

22 5 5 4 4 5 4 3 4 4 4 

23 1 1 1 1 1 1 1 1 1 1 

24 3 4 5 4 5 4 4 4 4 4 

25 4 5 5 5 5 4 2 4 2 5 

27 4 3 2 1 2 4 3 2 1 2 
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Table S.5: Participants’ rating of ease of description of images where they have 

rated for both self and other people (Question 8) 

Rating Image 

 Easy to describe for self Easy to describe for other 

 1 2 3 4 5 1 2 3 4 5 

1 3 5 5 6 4 5 7 6 8 6 

2 2 2 3 1 2 1 4 2 1 2 

3 2 2 3 4 1 1 2 3 3 2 

4 6 4 5 5 4 8 4 6 6 5 

5 5 5 2 2 7 3 1 1 0 3 

           

N 18 18 18 18 18 18 18 18 18 18 

Max 5 5 5 5 5 5 5 5 4 5 

Min 1 1 1 1 1 1 1 1 1 1 

Avg 3.4 3.1 2.8 2.8 3.4 3.2 2.3 2.7 2.4 2.8 

St.Dev. 1.5 1.6 1.4 1.5 1.7 1.5 1.4 1.4 1.4 1.6 

 

Table S.6: Participant comments on images (Question 9) 

Question 9: Do you have any comments on the images? (as groups or individually?) 

ID Comments 

6 The third image was hard for me to remember in the beginning 

7 4 of them seem to be quite different from the ones in their group; most difficult as not 
very different was image 4. 

17 I actually find it very difficult to describe any of the images. If I were to see them, I 
could pick out which were mine, but I can‘t describe them. 
 
Fourth image was incredibly difficult to remember. Whenever I failed to log in, it was 
always the fourth image that tripped me up. 

22 Some of the images I felt were very similar in regards to colours and recognition 
which would have been a problem if I was colour-blind. Other images (1st, 2nd and 
5th) were unique 

24 The colour different is much easier to remember than the shapes 

Total 5 
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Table S.7: Familiarity of images (Question 10) 

Question 10: Are any of the images familiar from somewhere else? 

ID Participation 
in Image 
Discard 
Experiment 

Comments Researcher Notes 

3 Yes   

5 Yes   

6 Yes   

7 Yes   

8 Yes   

9 Yes   

11 Yes   

12 Yes What - 5 
 
Where - Apple core 

description of image as 
looking like something 

13 No What - [name of visual password 
project worked on removed for 
anonymity] prototype I created, Andrej 
Bauers website, papers esp. in 
discussion of Déjà vu 
 
Where - UoB, The Internet, Journals 

images recognised as 
being from Bauer by 
Participant 13, who has 
experimented previously 
with similar images 

14 Yes   

15 Yes   

16 Yes   

20 Yes   

25 No What – Number 5 
 
Where – Poker Spades 

description of image as 
looking like something 

Totals Yes = 13 
No = 1 

3  

 



Appendix S: PassPix Participant Evaluation Data 

 S12 

Table S.8: Username data (Questions 11, 12) 

Question 11: How easy was it to create your username / login name? 
11 Supplementary: Did you have any problems? If yes, how did you fix them? 

 

Question 12: How easy was it to remember your username / login name? 
12 Supplementary: Did you have any problems? If yes, how did you fix them? 

Scale Rating 

descriptive Very Easy Easy OK Hard Very Hard 

converted 5 4 3 2 1 

 

ID ease-of-
creation 
rating 

11 Comments ease-of-
remembering 
rating 

12 Comments 

1 3  3  

3 5  4  

4 5  5  

5 4  5  

6 4  4  

7 4  3  

8 5  5  

9 3 At the first instance I 
didn‘t understand that 
the pictures were the 
password... so I didn‘t 
focalize the attention 
to some particulars to 
remember. 

5  

11 5  5  

12 5  5  

13 5  5 MY LOGIN WAS THE SAME 
AS MY UNI LOGIN - THE 
PAGES HAD THE UNI 
LOGO AT THE TOP 

14 4  4  

15 5  5  

16 4  3 I forgot the format for the 
username. The example next 
to the login helped. 

17 5  4  

(cont.) 
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Table S.8 (cont.) 

18 5  5  

19 4  5 Please note I didn‘t 
remember my log in it was 
automatically filled in by the 
browser 

20 3  3 I actually don't know my login. 
Firefox remembers it for me 
when I enter the passpix 
website. 

22 5  5  

23 4  5  

24 5  4  

25 3 I start the process 
again but this time i 
was to make sure I do 
read the instructions 

4 I went to the training session 
several times in order to 
obtain the right pictures and 
start making memory 
associations so i can 
remember them 

27 5  4  

Totals 23 2 23 5 

Max 5  5  

Min 3  3  

Avg 4.3  4.3  

St.Dev. 0.8  0.8  

 

(table ends) 
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Table S.9: Browsers and login locations used by participants (Question 13) 

Question 13. Did you always use the same equipment to login? 
13 Supplementary: Other comments, if needed? 

You may have used: home PC, work PC, laptop, PDA, or some other device. (If 
you used a PDA or some other device, please note what it was in the 
comments.) 

You may have used just one of these or a mixture. 

Which browser(s) did you use? (Internet Explorer; Firefox; or type in the name 
if different) 

Scale Rating 

descriptive no answer Always Usually Sometimes Not often Never 

converted 0 5 4 3 2 1 

IE = Internet Explorer; FF = Firefox; OP = Opera 

ID HomePC WorkPC Laptop PDA 

N=23 Browser Usage Browser Usage Browser Usage Browser Usage 

1 IE 3  0  0 OP 4 

3 FF 5 IE 4 FF 3  0 

4  0 FF 3 FF 3  0 

5  0 IE 4  0  0 

6  0 IE 3 IE 3  0 

7  0 IE 4 IE 2  0 

8  0 IE 4 IE 4  0 

9  0 IE 4 IE 4  0 

11 y 0 y 0 y 0  0 

12  0  5  0  0 

13  0  0 FF 5  0 

14 FF 5 OP 4 IE 3  0 

15 FF 5 OP 4  0  0 

16  0 IE 5  0  0 

17  0  0 IE 5  0 

18  0 IE 5  0  0 

19 FF 5 FF 5  0  0 

20  0 FF 5 FF 5  0 

22 FF 5 FF 5 FF 5  1 

23  0  0 IE 5  0 

24  0 FF 5  0  0 

25 FF 2 FF 4 FF 4  0 

27 IE 4  0  0  0 
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Table S.10: Browsers and login locations used by participants (Question 13 

supplementary) 

13 Supplementary: Other comments, if needed? 

ID Comments 

5 Other PC Internet Explorer Not often (2) – The one time I used another PC, I was 
initially confused because it had less contrast, and so black appeared grey. 

7 I used home laptop once, all others were from work PC. 

25 I did login from different locations, using different OS and browser: 
- Toshiba Laptop with Windows XP, 15‖ Screen 
- Toshiba Laptop with Windows XP, 17‖ Widescreen 
- PC with Ubuntu Linux, 19‖ Widescreen LCD monitor 
- PC with windows XP, 17‖ CRT monitor 

27 HomePC Firefox Sometimes (3) 

Total 4 
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Table S.11: Participant ratings of interface start, training and sign-in pages 

(Questions 14, 15, 16) 

Question 14: How do you rate the design of the start page? 
Question 15: How do you rate the design of the training pages? 
Question 16: How do you rate the design of the login pages? 

Scale Rating 

descriptive Very Good Good OK Poor Very Poor 

converted 5 4 3 2 1 

 

ID Start Page 
Design 

Training Pages 
Design 

Sign-in Pages 
Design 

1 3 4 3 

3 4 4 4 

4 5 5 4 

5 4 4 4 

6 4 4 4 

7 3 4 3 

8 3 5 4 

9 3 3 4 

11 5 5 5 

12 4 4 5 

13 5 3 4 

14 3 3 3 

15 4 4 4 

16 4 4 4 

17 4 4 4 

18 4 5 5 

19 4 4 4 

20 3 4 3 

22 3 4 4 

23 4 3 3 

24 5 5 5 

25 4 4 4 

27 4 4 4 

N 23 23 23 

Max 5 5 5 

Min 3 3 3 

Avg 3.9 4.0 4.0 

St.Dev. 0.7 0.6 0.6 
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Table S.12: Participant comments on interface start page (Question 14 

supplementary) 

Question 14 Supplementary: Do you have any comments? 

You may want to comment on colours, sizes, layout, instructions and 
descriptions, the way the pages behave, or you may have noticed something 
else. 

Anything you would change? If yes, How would you change them? 

Anything you liked? If yes, What did you like? 

ID Start Page Change Start Page Like 

1 Loading times for each picture section 
slow. 
Probably display all pics at once and 
select in sequence. 

Pictures are good, one or two complex 
just right to prevent copying. 

3  straight forward 

5 The second time I used the page, instead 
of reading and following the instructions, I 
just filled in my username in the left-hand 
box (like I had the first time I used the 
page).  But I am not sure how change the 
page without making it more complicated. 

 

6  It is easy to remember if use this 
password everyday...but if I don‘t used 
for long time ...is it easy to remember 
? specially if it I used more than  8 
images as long password . 

7 More of a welcoming paragraph, an 
introduction to what I‘m just about to do - I 
like instructions/ background, I was in a bit 
of a dilemma when I saw a blank-ish 
page. 

Login was simple enough. Although to 
make me feel more secure I‘d like 
some more login fields requesting 
personal info. 

8 Like other login page, only one textbox for 
entering username to login. For new user, 
there is a button which can link to a new 
page to register 

 

9  It‘s simple 

13 Initial text size might doing with being 
slightly larger 

Clean and uncluttered layout, concise 
instructions 

15  The candidate images 

16  Simple and clean design 

18 very easy to use  

22 I would visually distinguish between login 
and register, as both sides have a similar 
amount of text and fields 

 

24 May be it will be safer if the picture is 
smaller 

 

27 Too much white space, I can‘t seem to 
increase the text size. 

 

Total 10 9 
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Table S.13: Participant comments on interface training pages (Question 15 

supplementary) 

Question 15 Supplementary: Do you have any comments? 

You may want to comment on colours, sizes, layout, instructions and 
descriptions, the way the pages behave, or you may have noticed something 
else. 

Anything you would change? If yes, How would you change them? 

Anything you liked? If yes, What did you like? 

ID Training Pages Change Training Pages Like 

1 Might want to allow users to select their 
own passpix password. I didn‘t get the 
option to. 
Training might need to be in a secure 
place to prevent prying eyes. 

Training good, but not secure. 

6  Would be a good idea if I use my own 
images as password . 

7 Again, I‘d add tags that you can roll-over 
and give you some extra info. Didn‘t feel 
like training but as if I was already trained 
in it. 

But i can‘t pinpoint something in 
particular, just the fact that nothing 
bothered me, therefore it was good. 

8  Easy to understand and use 

9 Explain that the pictures are used later as 
a password to remember 

 

12 Asking the user to choose their favourite 
image is not secure – the choice is too 
easy to guess.  The server needs to make 
the choice at random, not the user. 

 

13  I liked that the image sets looked 
similar 

15  Gives a solid understanding even to 
people not familiar with web browsing 

16  Straight forward 

18  It would be a lot more difficult to do 
without the training page 

25  It was pretty much self explanatory 
about how to login, even if i did repeat 
it several times, it did make the 
process for me more simple. 

Total 4 9 
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Table S.14: Participant comments on interface sign-in pages (Question 16 

supplementary) 

Question 16 Supplementary: Do you have any comments? 

You may want to comment on colours, sizes, layout, instructions and 
descriptions, the way the pages behave, or you may have noticed something 
else. 

Anything you would change? If yes, How would you change them? 

Anything you liked? If yes, What did you like? 

ID Sign-In Pages Change Sign-In Pages Like 

1 Login username then display all pics and select 
in sequence, with a timer. 

Nice pics 

3  colourful and well formatted 

4 It would be good if the login process would be 
faster. Currently it takes some time after 
selecting an image to download the images of 
the next group. Maybe it would be be better to 
download all the images to the client side after 
submitting the user name and use JavaScript to 
change the displayed group after clicking an 
image. 

 

7 If i was doing it for real i wouldn‘t really trust just 
one field for username 
 
[Participant explanation: prefers secure sites 
which use two or more factors (e.g. usernumber 
and password), such as for banks; otherwise 
participant would rather create a fresh account 
when using sites that need credit card 
information, and then delete the account] 

 

9 Maybe the creation of the picture should be 
faster 

 

12 It doesn‘t feel secure against someone guessing 
my image sequence, especially as I chose what 
I thought were the most distinctive images each 
time.  Add a sixth image for extra satisfaction, 
and don‘t let the user choose their own image, 
because choices can be guessed. 

Clicking a mouse on a nice big 
image is much more comfortable 
than typing a password. 

13  Same simple feel to the interface 

15  Simple and clear 

16 Perhaps use a different technology e.g. Flash, 
to load the images quicker. 
 
Also have images above the fold. 

Clean, straight forward. 

22 Steps should usually either be on top center or 
top right as a visual reference as to how far you 
are within a (login / booking / payment) process 

 

24 Maybe its safer to user smaller images to login The login in way is interesting 

Total 8 7 
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Table S.15: Participant ratings for ease-of-use and satisfaction of PassPix (Questions 

17, 18) 

Question 17: Overall… how easy did you find using PassPix was? 

Scale Rating 

descriptive Very Easy Easy OK Hard Very Hard 

converted 5 4 3 2 1 

Question 18: Overall… how happy were you using PassPix? 

Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

 

ID Ease-of-use Satisfaction 

1 2 3 

3 3 3 

4 5 4 

5 4 4 

6 4 4 

7 4 3 

8 4 5 

9 5 4 

11 4 4 

12 5 5 

13 5 5 

14 4 4 

15 5 5 

16 4 4 

17 4 4 

18 5 5 

19 4 4 

20 2 4 

22 4 3 

23 4 4 

24 5 5 

25 3 3 

27 4 4 

N 23 23 

Max 5 5 

Min 2 3 

Avg 4.0 4.0 

St.Dev. 0.9 0.7 
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Table S.16: Paired participant ratings for ease-of-use and satisfaction of PassPix 

(Questions 17, 18) 

Question 17: Overall… how easy did you find using PassPix was? 

Scale Rating 

descriptive Very Easy Easy OK Hard Very Hard 

converted 5 4 3 2 1 

 

Question 18: Overall… how happy were you using PassPix? 

Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

 

Ease-of-use Satisfaction Frequency 
(N=23) 

2 3 1 

3 3 2 

4 3 2 

2 4 1 

4 4 9 

5 4 2 

4 5 1 

5 5 5 
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Table S.17: Participant ratings and comments comparing PassPix to text passwords 

(Question 19) 

Question 19: Please compare PassPix to text passwords. 

1) In the first week, did you rate PassPix [better/worse] than text passwords? 

2) By the end of the test time, did you rate PassPix [better/worse] than text passwords? 

Scale Rating 

descriptive Much Better Better About the same Worse Much Worse 

converted 5 4 3 2 1 

 

3) If your opinion changed [got better or got worse], why was this? If your opinion stayed 
the same, do you have any comments? 

ID Comparing 
PassPix to 
text 
passwords 
at Start 

Comparing 
PassPix to 
text 
passwords 
at End 

Comments on rating of PassPix relative to text 
passwords 

1 4 3 Patterns are harder to remember when seen for 
the first time round, especially if you try to replicate 
it in a different resolution. This could help if 
someone is trying to record your passpix on a 
media device (camera), using close matching 
patterns will confuse the recording media 
especially if there is resolution conflict. 
But training also takes time, and probably needs to 
be done using different res in a private secure 
area. 

3 2 4 A good an dinnovative approach, though I found it 
quite difficult initially but got to like it more after 
several attempts 

4 3 4 First I thought PassPixs are more inconvenient 
than passwords, but later realized that they have 
notable advantages (see question 21). 

5 2 3 Each day, I selected the correct images, and so 
my confidence grew, and I was less worried about 
not being able to remember then.  Some days, I 
was a bit confused on finding images that I was 
not sure about, but then I realised that the sets of 
9 images to choose from are not the same each 
day. 

6 4 5 [no response] 

7 2 2 with text passwords I choose something that 
relates to me, that I can remember despite the fact 
that it might not be very secure. With random 
photos I find it difficult to relate to. 

(cont.) 
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Table S.17 (cont.) 

9 4 4  

11 4 4  

12 3 4 Got better once I had learned the images well. 

13 5 5 Probably due to the fact that I had already used 
image passwords before including 2 studies 
comparing them with text passwords - both 
showed image to be superior 

14 3 3  

15 4 4 I believe that in terms of security is excellent in 
comparison with a text password. However, some 
development must be made in terms of login 
speed since the login time required by the user is 
much greater than a plain text login 

16 3 3 I liked it, but my main concern is the time required 
to use it compared to entering a text password. 

17 3 3  

18 3 4 becoming more familiar with the system 

19 2 3 my success in this task is based on the 
memorisation of a specific visual cue ("Ok, this is 
the one as it has spikes on the right-upper 
corner"), not by remembering the whole image. 
 
I guess the brain is kind of lazy and doesn't want 
to memorise the whole image, but it just reminds 
the visual cue that allows him to choose... the way 
I approach the task is not recognising the image, 
but excluding the images that do not have the 
visual cue I remember. In that way is less mental 
effort... 

20 3 4 I was not happy having to memorize the images. 
After that, it became much easier. 

22 2 2 I felt that the login time for 5 pages to load was 
taking more time than just entering one‘s 
password and did not have any time-merits 

23 4 5  

24 5 5 Easy to remember and it‘s fun 

25 1 3 The password system was quite hard to grasp at 
the start of the experiment, mostly because I 
couldn‘t remember the pictures right away, as well 
I didn‘t have the chance to select my own, after 
repeating a few times It was more easy for me to 
get it. 

27 4 4  

N 23 23 16 

Max 5 5  

Min 1 2  

Avg 3.2 3.7  

St.Dev. 1.0 0.9  

 

(table ends) 
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Table S.18: Summary statistics for participant ratings comparing PassPix to text 

passwords (Question 19) 

Comparing PassPix to 
text passwords at Start 

Comparing PassPix to 
text passwords at End 

Frequency 

(N=23) 

2 2 2 

1 3 1 

2 3 2 

3 3 3 

4 3 1 

2 4 1 

3 4 4 

4 4 4 

4 5 3 

5 5 2 
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Table S.19: Acceptability to participants of PassPix for secure access to different 

devices (Question 20) 

Question 20: How happy would you be using PassPix for any of these services? 

Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

Zero (0) indicates that the user does not use this service, or did not answer. 

Note: Column headings used in Tables S.19 and S.20 are shortened for space according to 

the following schema. 

 full abbreviated in Tables 
S.19 and S.20 

secure access to … your work PC PC-Work 

your home PC PC-Home 

a laptop Laptop 

a PDA PDA 

a mobile phone Mobile 

logging in to… work network Network 

work email Email-Work 

personal email accounts Email-Home 

online banking Bank 

online shopping Shop 

social networking sites Social 

computer technical sites Tech 

entertainment sites Ents 

hobby sites Hobby 

 

ID PC-Work PC-Home Laptop PDA Mobile 

1 3 3 3 4 4 

3 4 5 5 4 4 

4 4 4 4 0 4 

5 4 2 4 0 0 

6 4 0 4 0 0 

7 3 2 2 0 2 

8 3 3 4 4 4 

9 5 5 5 0 0 

11 3 5 5 2 2 

12 5 5 0 0 0 

13 1 4 1 5 5 

14 3 3 3 3 3 

(cont.) 
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Table S.19 (cont.) 

15 3 4 4 0 3 

16 4 4 4 3 3 

17 3 3 3 3 3 

18 5 5 5 3 2 

19 2 1 1 1 1 

20 2 2 2 5 4 

22 0 3 3 3 3 

23 5 5 5 0 0 

24 5 5 5 0 3 

25 5 5 5 0 3 

27 4 4 4 4 4 

N 22 22 22 13 18 

Max 5 5 5 5 5 

Min 1 1 1 1 1 

Avg 3.6 3.7 3.7 3.4 3.2 

St.Dev. 1.1 1.2 1.3 1.1 1.0 

 

(table ends) 
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Table S.20: Acceptability to participants of PassPix for secure access to different 

services (Question 20) 

Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

Zero (0) indicates that the user does not use this service, or did not answer. 

Note: Column headings used in S.20 are shortened for space according to the schema at 

Table S.19. 

ID 

N
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E
m

a
il
-

H
o

m
e

 

B
a
n

k
 

S
h

o
p

 

S
o

c
ia

l 

T
e
c
h
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b
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1 3 3 3 5 5 2 3 3 3 

3 4 4 5 5 4 4 4 4 4 

4 4 4 4 4 4 4 4 4 0 

5 4 4 3 2 2 3 2 2 2 

6 0 0 0 0 0 0 0 0 0 

7 3 2 2 3 3 2 0 2 0 

8 2 2 2 5 5 5 5 5 5 

9 5 5 3 3 3 5 5 5 0 

11 3 4 4 3 3 3 3 3 3 

12 2 5 5 2 2 0 2 2 2 

13 4 2 2 1 1 3 5 5 5 

14 3 3 3 3 3 3 3 3 3 

15 4 3 3 5 5 3 3 3 3 

16 4 4 4 4 4 4 4 4 4 

17 3 3 3 2 2 3 3 3 3 

18 4 4 4 4 4 4 4 4 4 

19 3 2 2 4 3 2 1 1 1 

20 2 2 2 3 3 2 1 1 0 

22 0 0 0 0 0 3 0 0 3 

23 5 4 5 5 5 5 5 5 5 

24 5 5 5 5 5 4 5 5 5 

25 3 3 3 4 4 3 3 3 3 

27 4 4 4 4 4 2 2 2 2 

N 21 21 21 21 21 21 20 21 18 

Max 5 5 5 5 5 5 5 5 5 

Min 2 2 2 1 1 2 1 1 1 

Avg 3.5 3.4 3.4 3.6 3.5 3.3 3.4 3.3 3.3 

St.Dev. 0.9 1.0 1.1 1.2 1.2 1.0 1.3 1.3 1.2 
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Table S.21: Participant comments on acceptability of PassPix for secure access to 

different devices and services (Question 20 Supplementary) 

Question 20 Supplementary: If you have any other comments on this question? e.g. does 
it matter how often you access a site? 

ID Comments on accessing devices and services 

1 How secure is it? Can hackers etc download the patterns as you click on them 
or can they be morphed? 

3 Yes, if you don't access the site often you can forget the login images 

5 I want my home PC to start up quickly without I complicated procedure.  I want 
to able to write down passwords to important sites that I do not access very 
often. 

8 Yes, I prefer use PassPix if I don‘t often access. Like online shopping, require 
administration authority to change some setting in pc or laptop.  Because, 
PassPix takes longer time to login than text password, but it is more easy to 
remember. Currently, I don‘t know whether it‘s much securer than text password 
technically. If it‘s much securer, I prefer to use it when security requirement is 
high like online banking. 

12 I'm sure this system would be great for something you use every day, but I have 
ticked "unhappy" for those sites which I do not use very often.  If I haven't 
logged on to my bank for 6 months, will I still remember the images ?  I'd need 
to be convinced.  

13 Yes, I would not like to logon to to services in public using PassPix, unless the 
access device has a very limited screen angle e.g. PDA/Phones. I cannot tell if 
the password alphabet is common to all users, therefore would not be happy 
using to access critical services/services with highly personal information such 
as banking/shopping/emails 

16 Regular use would be prefereable for memorability 

18 If used regularly it is easy to remember, but after a week or so, not so. As it is 
more difficult to write these down on a post it note next to the PC (I know it‘s 
added security), more mistakes may be made. 

20 Unhappy because it takes too long to click on the password images. Typing a 
password is quicker if you have a keyboard. I guess that, with a PDA/mobile 
phone or any device with a touchscreen is probably quicker and more 
comfortable than typing passwords. 

22 I think it definitely matters on how often you need to log into a site or a system. I 
am logging into sites many times a day where speed is the preferred option. 
However, if it came down to login into places / systems you need to log in only 
once a day then I think PassPix would be an option to make it more difficult to 
others to log in. 

24 I think the pictures may be too small on cell phone. 

27 My main concern would be remembering large amounts of these passwords. 
For non-important sites I tend to use a limited number of passwords for them, to 
make it easy to remember. 

Total 12 
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Table S.22: Acceptability to participants of PassPix for secure access by others to 

participant data (Question 21) 

Question 21: How happy would you be for these people to use PassPix? – your 
employer, your doctor, your bank manager, or your tax office. Imagine that they are using 
PassPix at their work to access your records. 

Scale Rating 

descriptive Very Happy Happy OK Unhappy Very Unhappy 

converted 5 4 3 2 1 

Zero (0) indicates that the user does not use this service, or did not answer. 

ID Employer Doctor Bank Manager Tax Office 

1 3 5 5 5 

3 4 4 4 4 

4 4 4 4 4 

5 3 2 2 2 

6 0 0 0 0 

7 5 5 5 5 

8 4 4 4 4 

9 4 4 3 2 

11 3 0 3 0 

12 1 1 1 1 

13 2 1 1 2 

14 0 0 0 0 

15 4 4 3 3 

16 4 4 4 4 

17 3 3 3 3 

18 5 4 4 3 

19 3 3 3 3 

20 2 2 2 2 

22 3 2 3 3 

23 5 5 5 5 

24 5 0 0 0 

25 4 4 4 4 

27 4 4 4 4 

N 21 19 20 19 

Max 5 5 5 5 

Min 1 1 1 1 

Avg 3.6 3.4 3.4 3.3 

St.Dev. 1.1 1.3 1.2 1.2 
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Table S.23: Participant comments on acceptability of PassPix for secure access by 

others to participant data (Question 21 Supplementary) 

Question 21 Supplementary: If you have any other comments on this question? 

ID Comments 

4 I like the idea of using PassPixs instead of passwords for two reasons: people 
can not note them down (because they think they will forget them) and also they 
are not generated by the users (who often choose weak passwords). 

5 I guess I don‘t really trust this new technology for important stuff. 

12 I would be unhappy if these people were to use the system exactly as 
presented in this trial, but I would be quite happy if my security concerns were 
addressed. 

Total 3 
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Table S.24: Additional participant comments (Question 22) 

Question 22: Any other comments? 

ID Final Comments 

1 Picture details lower on a low res screen, much easier to recognise and use. 
On a high res screen, more detailing which can be confusing especially if you 
used the low res screen to train yourself. 
 
As I have trained myself using low res first, I cannot comment on the reversal of 
the training. 
 
As said before, pattern recognition is hard when you watch it once. 
 
Make the improvements, then tie it into the windows login screen and release it as 
freeware. 

6 As I mention above , it is a good to use my own images as a password and more 
than 8 images , is it easy to remember ? 

7 First try I got image 4 wrong, but then i tried to pay more attention to detail and 
got it right throughout the test; also once I tried logging in from home and the 
screen was fuzzier, had to concentrate a bit harder. 
 
I think visual passwords (random images rather than photos) are more secure 
than text ones, so if others would use it on my records it would be great (unless 
they forgot it!) but for me it would be quite draining and would make me feel 
nervous about remembering it, although I did quite well throughout the test. 

11 Anyway don‘t know if it is safer than traditional one 

12 Very interesting and thank you for the entertaining internet links. 

13 Great work! 

17 Generally easy, but the fourth image would not stick in my memory. I tried training 
again whenever I forgot it, but it didn‘t seem to help. 

18 The good thing about PassPix is when you see it, it is easy to log in. But when 
having to describe it, it is a lot more difficult. I‘m surprised I forgot the first image 
completely. 
To make it more difficult, if extra security was needed, would it be worth while 
changing the order of the images? 

20 I would say that I never remember the order of the images. I just know which 
images belong to my password so my suggestion is that the order of the images 
should not be an important part of the password. 
 
I remember the different images throughout the shapes that the different colours 
form. 

22 I think if it comes down to it, PassPix is an ideal "once-a-day login for secure 
systems" which could be complimented with a text password similar to bank 
security. It really depends on what one‘s work day looks like and how often one 
needs to log into systems. I am logging into a system every 20-30 minutes, as 
such PassPix would not be an option simply because there just isn‘t enough time 
in a day for entering passwords only. 

24 May be the poor internet condition will affect the PassPix 

25 If you let to the users to choose their own pictures, it will be interesting to see 
what they actually rather when it comes to shape and colors. Maybe step 2 in 
your research? 

Total 12 
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Table S.25: Additional participant comments made during the test period 

These were not part of the questionnaire, but were supplied by email during the testing 

phase. 

ID Comments made during the test 

1 (1) it was easy to remember, but only slip ups was when I change from PDA to 
PC to login,, then it took a bit of effort in relation to remembering the patterns 
more carefully. 
 
This could be better than passwords, but you could try to make the patterns 
more similar so if someone was watching you enter the passpix it would be more 
difficult. 
 
Another suggestion would be to display all the picture patterns available and just 
select the order sequence. 
 
Anyway, I got the sequence of patterns imprinted into my brain now. 

1 (2) Login too slow, might want to redesign to resemble the HTC touch interface, 
using finger gestures (good with Microsoft Windows 7's multi touch interface). 
 
Complex pictures tend not to show up to well on a low resolution small screen in 
which case it has to be zoomed in and this could accidently trigger a wrong 
input. 
 
This second picture of the password is the most difficult as it has about 3 very 
similar choices. 

5 I remember one of my PassPix images as being a red background with a big 
black circle that causes the corners of the image to be dark. When I used a 
computer at [employer‘s name], I thought that none of the images were mine 
because none had dark corners, until I realised that the monitor had less 
contrast than the one I normally use. 

7 (1) Just so you know, the reminders really work in my case. 

7 (2) 1. When doing the trial it was useful to have the password square next to the 
one that we had to pick next to each other at first. 
 
2. The most difficult to pick out is the 4th square as colours and patterns seem 
very similar. 
 
3. The boxes appear to shift their position every day. 
 
4. Even after a week of signing in I don't feel comfortable with using this as a 
password. I would stick with letters and numbers. (I'm doing a terrible job at 
associating the images with anything personal). 

7 (3) My pics look fuzzier from my laptop at home. So at the first image I was a bit 
confused. 

8 I do feel that password which are images is quite easy to be remembered if login 
process is redesigned, i think it's better that allow users to decide and choose 
images by themselves from different set of images provided by system. With this 
method, users could remember passwords more easily at the beginning in order 
to save training time. 

10 if there were a link to the login screen in this daily reminder, then it would have at 
least a little use. 
 
[This idea was actioned.] 
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12 (1) The images are not all the same difficulty. I can pick out the first two instantly, 
but I'm still depending on linguistic description to find the others: "two rays 
pointing down and left", "pink at the top", "apple core". 
 
It's also becoming tedious! Have you thought of offering some sort of incentive to 
log in, like a daily joke? Better not do it part way through the experiment though - 
the incentive might have an effect on performance! 
 
[The second part was actioned, to provide some form of "reward".] 

12 (2) Another comment: now that I'm up to speed, it's much more comfortable 
clicking the mouse on the big pictures than typing a password. 

12 (3) The images are large, so it takes a lot of eye movement to find the one you 
are looking for. However the advantage is that it's easy to hit them with the 
mouse, so maybe making them smaller wouldn't help. 
 
Also, this may be silly, but it doesn't feel safe from someone getting my 
sequence with a lucky guess, even though it has nearly 6 times more 
combinations than a 4-digit pin. I wonder if 6 images would be more satisfying 
than 5? 

13 - what would you change? why? 
 
If the system were to be rolled out in a "real world" implementation I would 
consider more distractor images and a longer password key sequence, to 
improve security against a brute force attack (however for a small test of 
people's reactions and ability in differentiating images this seems a fair amount). 
 
- what would you keep the same? why? 
 
The interface is clean and easy to use, instructions are short and to the point. I 
was surprised given the similarity of images just how easy it is to differentiate my 
password images from the rest. 

15 (1) I am quite impressed regarding your test. I thought it will be extremely difficult 
to remember the images, but eventually is easiest then I thought :) Really good 
job. 

15 (2) I was wondering whether u can speed up the login process. I have noticed 
that it takes more than 15sec to login in comparison to any other account, 
although I remember my images by heart. I was thinking of a small 5x5 table 
including all the images, in which a preview will be given upon mouse scroll, 
underneath the username field. I am not quite sure whether this is feasible or 
appropriate though. :) 

16 (1) Just to comment that I sometimes find it difficult to remember my username, 
it was helpful for me that you have the 'New user' field on the same page as the 
login. The new user information reminded me of the format needed for the 
username required on your particular site. 

16 (2) I was just wondering if the speed that I am completing my login is a factor? I 
thought that maybe this would be a good metric to look at. 

16 (3) I thought I should inform you that I often am able to select my relevant 
pictures before the webpage has fully loaded. I don't know if there are any 
ramifications to your research here with regards to timing and such like 

19 I wonder... at the moment the five sets of images are predefined...what if the 
whole set was changing every time? What if the visual cues I memorise are not 
good enough to discriminate my image from the others? 
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21 - what would you change? why? 
 
Perhaps what can be changed is the pictures other than the correct picture. The 
reason is simply to create more distraction. 
 
- what would you keep the same? why? 
 
The correct picture should be kept the same, for obvious reason. 

22 I would change: 
 
I would maybe have all of the symbols on the same page in a randomly 
generated order (i.e. not all opens of Step 1 next to each other). I would think 
that this would also strengthen security of the system due to the fact that you will 
have a lot less post-backs (though I may be wrong here as I don't know exactly 
how the system is set up and don't want to run a trace next time I do the test) 
 
What would I keep the same: 
 
The image-size of each of the options is fine, initially I was thinking that they 
were quite big, but I have gotten used to it now :) 

23 I would you keep the same process BECAUSE the shapes used in the process 
is very complicated and hard to describe, therefore, if someone see you typing 
your password using these shapes it would be hard for him to remember these 
shapes from a quick look as well as it would be hard for him to take note 
describing them. 

24 (1) this new generation of password system is wonderful 
 
at the first one or two login process i was a little bit confused about the two of the 
first group of pictures 
 
they are very similar (red ball with black circle) 

24 (2) this login in process is wonderful i will never forgot this kind of password once 
i remembered. 
 
i think maybe its better to make these pictures a little bit smaller, cause i think 
after someone remember that they can login in easily with smaller picture shown 
on the screen, and this can protect someone try to remember it from distance. 

25 (1) I did forget my username... can you retrieve it? 
 
this is a proof that people usually don‘t read instructions :3 
 
[{response to the above} 
 
sorry, i can't interfere! 
 
did you use initial + family name? (don't tell me!) try some combinations that 
might work in the "existing user" box, failing that, create a new username (and 
password) 
 
] 
 
[participant created new username] 
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25 (2) Few of the features that I do use to recognize the pictures are colours. So I 
know you did take in account colour blindness when generating the graphs. But 
still, even if the graphs are abstract and generated clearly over a fractal software, 
they are selected on which basis? That criteria includes the colours? 
 
Also, why fractals and random pictures? I‘m thinking of implementing this on an 
ATM and all that comes to my mind is my mom or my dad using this visual 
password, while my dad is a computer savvy guy who finds his way around, my 
mom will simple refuse to use it (she is a technophobe). I know it will be easier 
for them if they have a set of pictures that they can relate more easily, such as 
places, familiar objects. 
 
From the point of view of security, yeah is more secure to use random pics as 
they are not easily to describe, but yet my approach is that they aren‘t user 
friendly... 
 
Also, another problem I‘ve found in the test is that you didn‘t select the pictures 
that you want to use as password, if you give to the users the chance of 
selecting their own password i will say the chances of increasing the success 
ratio will be much higher (such as using a random password like 'wthihasd' 
instead of 'letmeinpete‘) 
 
I know the experiment is just to cover ―lets see how random pictures are stuck in 
people mind‖, and now I just wonder... have you make any research on 
password failure acceptance using traditional random passwords when those are 
set by the administrators vs. passwords set by the user? 

25 (3) What I will change, the pictures, being abstract I did have a hard time to 
identify those, eventually I got them right but it did take some sweet time to do it, 
if it where a website service, well then I will be REALLY interested on use it 
otherwise I wont bother at all. 
 
What I will change... I wont mind to have most of the pics in a single screen so I 
can choose from there instead of changing pages for every set 
 
New question for you: About this system, I just want to see how is the password 
reminder 

25 (4) I did the test in another machine using a different monitor and O/S (still I did 
use firefox as the browser) and there‘s some minor differences when it comes to 
the colour, are you considering the different monitors or display devices to 
render the pictures? 

26 Have you tried infrequent log ins over a certain period? 
 
I can only think of my bank and email account as ones I log into daily. Maybe a 
workplace account also. Other sights like shopping, professional bodies, social 
networks might have infrequent use. Are you catering for this? 

Totals 16 participants 
28 emails (multiple comments) 

 

(table ends) 

 

 


