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Abstract

Network security risk analysis has received great attention within the sci-

entific community, due to the current proliferation of network attacks and

threats. Although, considerable effort has been placed on improving se-

curity best practices, insufficient effort has been expanded on seeking to

understand the relationship between risk-related variables and objectives

related to cost-effective network security decisions. This thesis seeks to im-

prove the body of knowledge focusing on the trade-offs between financial

costs and risk while analysing the impact an identified vulnerability may

have on confidentiality, integrity and availability (CIA). Both security best

practices and risk assessment methodologies have been extensively investi-

gated to give a clear picture of the main limitations in the area of risk anal-

ysis. The work begins by analysing information visualisation techniques,

which are used to build attack scenarios and identify additional threats

and vulnerabilities. Special attention is paid to attack graphs, which have

been used as a base to design a novel visualisation technique, referred to as

an Onion Skin Layered Technique (OSLT), used to improve system knowl-

edge as well as for threat identification. By analysing a list of threats

and vulnerabilities during the first risk assessment stages, the work focuses

on the development of a novel Risk Assessment and Optimisation Model

(RAOM), which expands the knowledge of risk analysis by formulating a

multi-objective optimisation problem, where objectives such as cost and

risk are to be minimised. The optimisation routine is developed so as

to accommodate conflicting objectives and to provide the human decision

maker with an optimum solution set. The aim is to minimise the cost of

security countermeasures without increasing the risk of a vulnerability be-

ing exploited by a threat and resulting in some impact on CIA. Due to the



multi-objective nature of the problem a performance comparison between

multi-objective Tabu Search (MOTS) Methods, Exhaustive Search and a

multi-objective Genetic Algorithm (MOGA) has been also carried out. Fi-

nally, extensive experimentation has been carried out with both artificial

and real world problem data (taken from the case study) to show that the

method is capable of delivering solutions for real world problem data sets.
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Chapter 1

Introduction

“We can only see a short distance ahead,

but we can see plenty there that needs to be done.”

Alan Turing

In recent years Information Technology (IT) systems have evolved into a critical

resource, which should be protected from various internal and,or external malicious

actions, user errors and negligence of administrators. Hence, the head of an organisa-

tional unit must be sure that the organisation has the capabilities needed to maintain

security of IT systems. From the security perspective, IT security risk management

plays a crucial role in determining organisational capabilities to protect critical assets

from IT-related risks and enables a secure and reliable IT infrastructure. However, to

be effective, it needs to be tied to guidelines for daily operations to help to determine

the most economic allocation of resources, i.e. investments [1].

Traditionally, risk factors and investment options are vast domains which have been

investigated in isolation and without indication of their conflicting nature and their ef-

fect on information security aspects. This work presents evidence of this conflicting

relationship, by primarily presenting the facts and related studies. This work expands

1



1.1 Background and Motivation

the knowledge in the area of risk assessment and selection of security countermeasures,

considering general risk concepts, satisfying the criteria posted by decision makers. As

very little work has been undertaken in providing an interaction between security coun-

termeasures, resulting risks and financial investments, this work will develop a decision

making system, where an optimisation framework will address the conflicting nature

and provide optimal trade-off between risk and cost of selected security countermea-

sures while satisfying information security aspects: confidentiality, integrity, availability

(CIA) and organisational “risk appetite”. This chapter is organised as follows: section

1.1 provides background information related to the risk/security concepts and to the

common risk assessment methods. A short introduction is given to the factors influ-

encing risk within the organisation and initial attempts to quantify and reduce it via a

selection of security countermeasures. Section 1.2 presents the main problem statement

and research objectives of this study. Section 1.3 provides research contributions and

structure of this thesis.

1.1 Background and Motivation

The use of information systems, networks and the entire information technology in-

frastructure have changed dramatically the last decade. Today, the nature and type

of technologies that constitute communications have changed significantly to intercon-

nect various access devices. Hence, the volume and sensitivity of information that is

distributed across national borders have become exposed to a growing number and

wider variety of threats and vulnerabilities. For instance, according to recent surveys

undertaken in 2010, around 71% of UK organisations suffered at least one data breach

in 2009 and 44% suffered between 2 and 5 breaches [2]. Globally, 88% of organisations

have reported at least one data breach, which is up by 3% from 2009 [3]. Despite regu-

lations, laws and awareness programs, data breaches continue to grow. One important

inference that may be drawn is a lack of specific information in most of the areas as-

sociated with the concept of risk. Figure 1.1 is provided to indicate the complexity of

the field and connections among risk related areas. In fact, many of the relationships

shown are, at best, poorly understood. Risk cannot be identified in a straight-forward

way. Therefore, it is vital for an organisation to characterise a networked system,

2



1.1 Background and Motivation

Figure 1.1: Interrelationships among certain elements of risk

identify existing vulnerabilities, map these vulnerabilities to previously logged and/or

other potential threats. Further to that, knowing intruder’s motivation before hand,

i.e. by modelling threat scenarios or by visualising potential intrusion paths, can reveal

additional risk related information.

According to Glaseman et al, the attempt to structure the security of the IT field

constitutes the need for a deeper understanding of the areas such as [4]:

• the characterization of system assets to be protected, an estimation of their value,

e.g. monetary.

• the identification of system vulnerabilities, e.g., network, management, personnel

related.

• the identification of potential threats and an estimation of the relative degree of

exploitability associated with the each threat-vulnerability match.

• the identification of resources to be used by the intruder to perform various

attacks.

• the prediction of threat scenarios.

3
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1.1 Background and Motivation

• an estimation of potential damage, likelihood of an attack and probability of its

success.

Security is a crucial part for every organisation, however the approaches to security,

e.g. evaluation and implementation of security countermeasures, vary widely. Ekelhart

et al states that the main reason behind it is vaguely defined security terminology; this

leads to the confusion among IT experts as well as the people who should be served

[5]. Without a shared terminology, communication cannot be successful and is prone

to errors. Poor security is caused by insufficient knowledge about network domain,

infrastructure, assets, threats and vulnerabilities. The following terminology is often

shared among experts while discussing risk related concepts:

Asset - is anything an organisation is willing to protect, e.g. in information security,

it is usually data, a computer system or a network of computer systems. The following

security terms are associated with assets:

Confidentiality - preserving the confidentiality of information assets means ensuring

the information is not disclosed or made available to unauthorised individuals and/or

processes.

Integrity - preserving the integrity of information assets means protecting the com-

pleteness and accuracy of information and methods that are used to manage and process

it. Unauthorised changes result in compromised data integrity.

Availability - an asset is accessible and usable when needed by authorised users

or systems. Data assets, applications, networks, computers should be available to

authorised users when they need to access or use them.

Vulnerability - is a weakness or flaw in system security procedures, design or

internal controls, that can be triggered or intentionally exploited, resulting in a security

breach or a violation of security policy.

Threat - is a potential action that may exploit vulnerabilities in assets and harm

an organisation or a system. When a threat turns into an actual event, it is called an

attack. In general, an attack is the combination of assets that are damaged, vulnera-

bilities that are exploited and attackers that materialize it [6].

Risk - combines an attack with its likelihood value and with its potential damage

or impact. In security scenarios, it is important to know the probability of an attack
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occurring and what the resulting damage is.

Security countermeasure/control/safeguard - is any management, operational,

technical, legal action or a method that is implemented to cover vulnerabilities and re-

duce or prevent the risk caused by threats [6]. In general, countermeasures can have

corrective, preventive or control actions, such as policies, training, guidelines, practices

and regulations.

Budget cuts and high demand in strengthening the security of IT systems today

constitute a challenge. The high investment towards network security may not justify

itself. Usually there is still something that cannot be controlled by the management in

the IT organisation, e.g., how an organisation can be fully assured that staff will not

divulge their credentials to third parties? Or that by an accident, the organisation’s

confidential information will be found in hands of unauthorised people? These are

examples when a human factor cannot be controlled despite of any investment made.

Thus, how much is enough? No one would be able to answer this question as any

investment relates to some risks.

According to Rot, the literature of risk assessment and risk quantification subjects

has a lack of quantitative methods and mainly is focused on a qualitative methods to be

applied. Additionally, the author stressed that the aim of risk analysis is identification

of information and data required for decisions on deployment of appropriate methods

within the business [7].

In order to help decision makers to deal with various risks on a regular basis, an

established risk management framework should be implemented, maintained and con-

trolled within the organisation. According to Puri risk management is a policy process,

wherein alternatives strategies for dealing with risk weighted and decisions about ac-

ceptable risk are made [8]. The risk management cycle includes, but is not limited

to, management elements such as risk assessment, decision making, implementation of

controls, effectiveness evaluation, documentation and awareness programs for dealing

with risk.

At the same time, Elky suggest that an understanding of risk is essential to be able

to efficiently and effectively develop a secure computing environment [9]. Therefore to

reduce risks to a reasonable level, an organisation should follow a methodology which

would help to identify, map and quantify risks in relation to various constraints. Such
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constraints can be organisational “risk appetite”, budget, time. To deal with these

risk factors quantitative methods have been proposed. Hoo proposed a quantitative

risk assessment framework, where risk is associated with the Annual Loss Expectancy

(ALE) and the risk is formally defined as a set of outcomes On and likelihood Ln of

their occurrence.

R = {(L1, O1), ..., (Li, Oi), ..., (Ln, On)} (1.1)

The implementation of security controls generally should decrease either the proba-

bility of occurrence or the damage of identified threats. However, some security controls

are more efficient if employed together, other security controls lose efficiency when com-

bined because they are substitutes; yet other security controls cannot be combined at

all. Thus, this framework brings up some problems when used in real world applica-

tions, such as the estimation of the percentage reduction of the damage and percentage

of the frequency of occurrence while selecting combinations of security controls.

Bistarelli et al developed a combined risk assessment approaches [10]. The quali-

tative approach is used to depict security scenarios via attack trees, the quantitative

approach is used to assign quantitative indexes measuring risk. The effectiveness and

economic profitability of countermeasures were defined as a statement supporting de-

cision making process. Nevertheless, the authors have highlighted that based on their

model it would not be possible to compute the risk mitigated attribute based on the

type and nature selected security controls and their combinations.

Later, Arora et al described a framework for measuring risk-based value of security

controls [11]. Their framework can be used to evaluate the costs and benefits of security

controls selected in relation to risk. Nevertheless, the framework faced the following

challenges when applied in practice: (1) Obtaining true non-cash costs, such as lost

productivity and cost of security incidents. The problem is due to a lack of information

and existing problem of placing a value on the loss of confidentiality, integrity and

availability due to security breaches; (2) Estimating bypass rates for security controls,

because of nonexistence of such information; (3) Consider interaction among security

controls; (4) Representation of catastrophic losses.

Some authors have partially addressed the issue of security control interactions, by

introducing a concept that each security technology only addresses specific vulnerabili-
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ties and can create additional vulnerabilities [12]. This approach provides an innovative

decision making to selecting appropriate security measures to address vulnerabilities

in the system, by matching general sets of vulnerabilities to the set of security mea-

sures. Authors have used a Genetic Algorithm (GA) approach to find favorable results

by formulating a fitness function so, that to provide with minimal cost security pro-

files providing maximal vulnerability coverage. The idea behind the approach is that

any given security technology addresses only specific vulnerabilities and could possi-

bly create additional vulnerabilities, named residual vulnerabilities. Nevertheless, the

authors do not consider the severity of mapping security technologies to vulnerabili-

ties making an assumption that risk is uniform. For the risk analysis the authors use

a generic set of vulnerabilities rather than specify specific bugs or weaknesses in the

information system. The authors utilise the weighted sum function to combine con-

flicting objectives, where the weights are estimated based on the type and preferences

of the organisation. For example, financial institutions may put more emphasis on

maximising the coverage of vulnerabilities, where other organisations might wish to

minimise the cost of a security while still providing a favorable security profile. The

main limitation behind this approach is that during a risk analysis, analysts do not

consider threats and their impact on predefined vulnerabilities while formulating an

optimisation problem. In general, threat analysis is used to accurately assess possible

threat-to-vulnerability combinations and their impact on information security, if such

incidents occurs. Knowing that to have 100% security is close to impossible and risk

of possible degradation of CIA is possible, organisations would originally demand to

estimate the value of acceptable risk versus the cost put towards security.

Another attempt to develop a decision support system which would help select

appropriate set of controls with regard to the minimal budget and residual damage

was proposed by Dewri et al [13]. Authors have developed a multi-objective problem

which addressed the use of scalarisation function demonstrated by Gupta et al [12].

Furthermore, this was the first attempt to model a multi-objective countermeasure

selection problem with the help of visualisation techniques. In particular, the problem

was modelled using an attack tree structure and by assuming an attack scenario. Later,

countermeasures to protect a root node where sequentially turn on or off and the total

cost of such actions calculated. In addition, these authors have used an evolutionary

Genetic Algorithm (GA) to help effectively select appropriate set of countermeasures.
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This was a first work, where a multi-objective countermeasure selection problem was

introduced and solved with the help of an optimisation algorithm. Despite covering

important aspects and demonstrating the use of visualisation techniques for risk anal-

ysis, the authors have mentioned some limitations in the use of GA for the problem

formulated, namely the gaps among Pareto solutions and low number of identified solu-

tions. In terms of risk analysis and risk associated concepts, the model did not consider

threats and impact on information security by using visualised attacks.

Despite a number of attempts made by researchers to help decision makers select

security controls with regard to the investment cost and resulting risk, there is still

a lack of research made regarding the limitation mentioned by the Arora et.al, who

highlighted the problem of placing a value on the loss of confidentiality, integrity and

availability (CIA), while quantifying risk and selecting appropriate security controls

[11]. Furthermore, a number of standards, such as ISO 27001, NIST SP 800-30 as-

sociate the risk with the impact on CIA. Nevertheless, it was noted, that there is no

quantitative risk model which would quantify risk in relation to the degradation or loss

of CIA while selecting a combination of different type security controls. In addition,

researchers highlight the limitation of combining security controls and associating these

combinations with the predefined constraints [10; 12].

1.2 Project Overview

This thesis elaborates on existing information security risk assessment approaches and

identifies the problems that arise in the selection of security measures. This research

makes a contribution to the knowledge in the field of qualitative and quantitative

information security risk assessment with an emphasis on decision support. To the

best of knowledge it is the first scientific effort for a coherent improvement of multi-

objective security decision making and of the entire risk assessment process.

1.2.1 Aim and Objectives of this Thesis

The primary goal of this thesis is to investigate existing models surrounding IT security

risk assessment, mainly focusing on the approaches which help to identify and quantify
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risk-related factors and propose an optimisation model as an approach to minimise

risk in relation to investment cost, formulated as a security countermeasure selection

problem. The resulting algorithm then is used to make the necessary relationships

among variables and provide the decision maker with a set of countermeasures, as

a solution, that minimises the cost in relation to risk of possible losses, considering

the impact on CIA possessed by identified vulnerabilities and likelihood of a threat

exploiting a vulnerability.

The goal of this research is to develop a novel method enabling decision makers to

deal with the following problems:

• How can an effective IT security solution be identified from the great spectrum

of available security controls?

• How do identified vulnerabilities affect information security: confidentiality, in-

tegrity and availability?

• How can we effectively tackle the trade-offs between risk and cost when selecting

IT security solutions?

In order to answer the research questions the thesis investigates the following ob-

jectives:

• To analyse existing and state-of-the-art risk assessment and optimisation models

and corresponding methods used to deal with risks, as well as relevant standards

and guidelines which provide risk relevant information.

• To review optimisation approaches applied to solve multi-objective problems and

critically review their properties.

• To introduce a novel threat identification and modelling technique that can be

used to predict previously unknown threats and as a result, help to assess risk

with higher accuracy.

• To develop a novel model, which supports decision makers with IT security so-

lutions, taking into account a number of security measures and impact vulner-

abilities possess, and an analysis of how potential security measures may affect

identified vulnerabilities.
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• To introduce optimisation approaches most applicable to the problem formulated

and performance evaluation experiments to demonstrate how proposed optimi-

sation algorithms result in better knowledge for decision making.

• To introduce a real world data study to show that the method is capable of

delivering solutions for real world problem data sets.

1.3 Research Contributions and Structure of the

Thesis

The thesis is organised in seven chapters and this subsection provides an overview and

brief description of the material covered in each chapter individually ; aslo, the research

contributions are stated.

In chapter 2, the relevant background research in the field of risk management

and risk assessment methodologies is given. The relevant techniques used to support

every step of the risk analysis widely applied in the literature are discussed. Risk

quantification models are covered in detail to highlight the main limitations and the

need for further developments.

In chapter 3, considering the techniques used for risk assessment, in particular,

the ones used for threat and vulnerability identification, the contribution of this chap-

ter is twofold. First, analysing the nature of threats, a general threat classification

is proposed based on the attacker’s targeted area, such as network, host or applica-

tion. Second, the chapter contributes to the field of information visualisation, by the

development of a novel visualisation technique referred to as an Onion Skin Layered

Technique (OSLT). The use of attack graphs among different security layers has never

been discussed in the literature before. Therefore, the novel visualisation technique

expands the applicability of attack graphs for threat analysis by demonstrating how

attack graphs can be visualised across different security layers. Furthermore, such

representation can be used for threat analysis, when additional system threats can be

identified; for vulnerability analysis, when vulnerable nodes and relationships among

them can be revealed.
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Chapter 4 focuses on the development of a Risk Assessment and Optimisation

Model (RAOM) and Risk Assessment and Optimisation System (RAOS), based on

identified threats and vulnerabilities. The RAOM is a model which addresses one

of the main limitation of current risk assessment methodologies, in particular NIST

SP 800-30, to quantify risk which arises from the loss of confidentiality, integrity and

availability(CIA). It has never been presented in the literature, how to quantify risk

in relation to CIA, while still considering vulnerabilities and threats. Nevertheless,

NIST SP 800-30 was the only publication which mentioned such a definition of risk;

however, the publication does not quantitatively assess an impact on CIA in terms of

its loss or degradation. The novel RAOM is aimed to improve existing risk assessment

methodologies by proposing a novel way of quantifying risk while considering an impact

on CIA - identified vulnerabilities introduce. The proposed mathematical framework

is designed to provide a relationship among risk related factors, likelihood, impact,

countermeasures, threats and vulnerabilities, and to formulate a multi-objective op-

timisation problem where objectives such as cost and risk are to be minimised. The

model is then integrated to the RAOS, which consists of two essential interrelated

components - risk assessment and optimisation routine.

In chapter 5 an offline optimisation routine is developed based on the model and

multi-objective problem proposed in the previous chapter. The optimisation routine

developed within the RAOS has contributed to the risk assessment field by proposing

a fast and effective selection of security measures. Such novelty has addressed a time-

consuming and error-prone manual selection, often performed by a decision maker

who just relies on personal experience. The optimisation routine is constructed to

accommodate conflicting objectives and to efficiently make a selection of appropriate

security countermeasures that simultaneously minimise the investment cost and the risk

induced by identified threats and vulnerabilities. The performance of the developed

algorithms is tested on different problem sizes and comparison in terms of speed and

quality of solutions is performed. The developed optimisation routine provides a human

decision maker with an optimum or near optimum solution combination that minimises

the above objectives: cost and risk.

In chapter 6 experiments on real wold data are undertaken. The RAOM is applied

to find trade-offs among conflicting factors: cost and risk, while selecting a set of
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security measures to the real problem. The experimental results are summarised and

interpreted so, that to demonstrate the applicability of the RAOM to the real world

case studies.

In chapter 7 the conclusions and contributions to the knowledge are drawn, and

open issues and future work are described.
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Chapter 2

Risk Assessment and Optimisation:

State-of-the-art

“Most of the fundamental ideas of science are essentially simple, and may, as a rule,

be expressed in a language comprehensible to everyone.”

Albert Einstein

This chapter provides background information on the risk assessment methodologies

and techniques used to support every step of the risk assessment process. The struc-

ture of this chapter is divided into five sub-sections. In section 2.1 an introduction

to risk management is given. Risk management consists of several main tasks, one of

which is risk assessment, which is analysed in detail in this research. The security and

risk related standards, guidelines are presented in section 2.2 to expand the knowledge

of traditional methods, as a foundation for today’s information security risk manage-

ment. Section 2.3 presents existing risk assessment methods, covering qualitative and

visualisation techniques, quantitative and combined methods, multi-objective decision

support models. Discussed methods and models have influenced the development of a

novel risk assessment and optimisation approach. A further insight into those models

is essential to understand limitations and the need for addressing trade-offs among

conflicting risk factors. Section 2.4 presents optimisation approaches to solve hard

13



2.1 Introduction to Risk Management

real world problems. Three metaheuristic approaches, Genetic Algorithm (GA), Simu-

lated Annealing (SA) and Tabu Search (TS), are discussed as possible solving methods

applicable for risk and control selection problem nature. Section 2.5 presents main lim-

itations around risk assessment and decision support, and highlights several problems

the research in this study will be directed towards. Finally, a summary of the chapter

and findings are drawn in section 2.6.

2.1 Introduction to Risk Management

Organisations face different types of risk on a regular basis and these risks as a result

can impact the outcome of system operations. Elky suggested that an understanding

of risk is essential to be able to efficiently and effectively develop a secure computing

environment [9]. Puri defines risk management as a policy process wherein alternative

strategies for dealing with risk and decisions about acceptable risk are made [8]. The

organisations are exposed to uncertainties, which may impact businesses in a nega-

tive manner. To address IT security, risk professionals within the organisation are to

understand and manage the uncertainties and pay attention to risk management frame-

works. However, managing uncertainties is not an easy task due to limited resources

and constantly changing nature of threats and vulnerabilities.

Nevertheless, Elky pointed out that the mitigation of all risks is impossible [9].

Thus, business managers must have a toolset that needs to be consistent, coherent, re-

peatable and cost-effective, to reduce risk to a reasonable level. The risk management

cycle includes, but is not limited to, management elements such as assessment, deci-

sion making, implementation of controls, effectiveness evaluation, documentation and

awareness programs for dealing with risk. Hopkin stressed that the risk management

process is well established, it is often presented in a number of ways in the range of

standards, guides and other publications that are available [14].

Rot suggests that IT risk management to be considered as a complex challenge

which comprises of risk analysis used for optimisation and correctly for minimisation

of losses associated with risk. The author also highlights that the literature has a

lack of quantitative methods of risk assessment and mainly is focused on qualitative
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methods to be applied. Additionally, the author stressed that the aim of risk anal-

ysis is identification of information and data required for decisions on deployment of

appropriate methods within the business [7].

According to ISO/IEC Guide 73:2002 risk management includes coordinated ac-

tivities to direct and control organization with regard to risk [15]. Sahizadeh et al

definited risk as: “Likelihood of coversion of a source of danger into actual delivery of

loss, injury, or some form of damage”[16].

In general, risk management involves three steps: risk assessment, mitigation and,

evaluation and documentation. However, each of these processes interrelates with each

other to determine the extent of negative impacts possible. Poolsappasit defines the

output of an efficient risk management as a methodology that helps to identify appro-

priate security countermeasures for reducing risk while providing the mission-essential

capabilities [17]. To create a secure management system, the organisation should be

compliant with some of the security standards, which are designed to certify organi-

sational capabilities to implement and manage information in a secure manner. The

definition of risk cannot be generalized in one definition due to risk varying depending

on the particular management area and objectives set.

Hopkin defines risk as “a combination of the probability on an event and its conse-

quence, which can range from positive to negative” [14]. At the same time, according

to NIST SP 800-30 guidelines risk is defined as a function of the likelihood of a given

threat-sources exercising a particular potential vulnerability, and the resulting impact

of that adverse event on the organisation [18].

2.2 Security and Risk Analysis Standards and Guide-

lines

Security is vital for Information and Communication Technology (ICT) systems and

infrastructures. Information being transferred across the networks should be secured

to ensure confidentiality, integrity, availability. Additionally, the networks themselves

have to be securely managed and protected against a variety of attacks. However, the

complexity and rapid development of networked systems introduce a challenge to or-
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ganisations when securing ICT systems. The goal of information security is to ensure

the confidentiality, integrity and availability of information. The management level

security standards such as ISO/IEC 27001(BS7799) and BS2998 help organisations to

manage effectively and control their information security. The emphasis is placed on

risk analysis as an essential requirement to defining security and selecting security con-

trols. For instance, Gail et al points out that standards and guidelines for best security

practices should include security measures for implementing, monitoring, maintaining

and evaluating ICT security [19].

2.2.1 BS 7799/ISO 17799 (ISO/IEC 27001)

ISO/IEC 27001 was introduced as Part 2 of BS7799 in 1999. BS7799 was published by

the British Standards Institution and it had the status of Code of Practice, focused on

protecting CIA of information. However it did not cover security measures from every

single possible threat, and addresses the problem only to the extent that is commercially

justifiable . Therefore, as a code of practice it could be used only as help and guidance

on the selection of security countermeasures, but could not be used in third party

verification and certification of products. As the scale and severity of threats became

crucial, demand for such a certification option lead to development of the second part

of the standard. With significant reordering of controls, the British Standard was

internationalised by ISO/IEC in 2005 and published as the ISO 27001:2005 standard.

It is the only international standard which defines the requirements for an Information

Security Management System (ISMS) and is issued to ensure the selection of adequate

security controls [20].

2.2.2 ISO/IEC 31010:2009

The ISO/IEC 31010:2009 standard is designed to provide guidance on selection and

application of systematic techniques for risk assessment [21]. It covers possible ap-

plications for risk assessment process, qualitative and quantitative. This standard is

organised for any type of organisation, however the purpose of this issue is to be used

for awareness rather than to be applied for regulatory or contractual use.
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2.2.3 NIST SP 800-30

The U.S. National Institute of Standards and Technology (NIST) publishes guidelines

and standards for a wide range of IT security related areas. The NIST SP 800-30

“Risk management guide for information technology systems” is designed to provide

foundations for coherent and effective risk management program by giving necessary

definitions and the practical guidance for assessing risks and mitigating them within

IT systems [18].

According to NIST SP 800-30, “information security risks are those that arise from

the loss of confidentiality, integrity, or availability of information or information sys-

tems” [17] and ”adverse impact of a security event can be described in terms of loss

or degradation of CIA” [18]. Despite clearly stating the relationship among risk fac-

tors, such as vulnerabilities, threats, likelihood and impacts, NIST SP 800-30 does not

quantitatively assess an impact on CIA in terms of its degradation or loss.

The advantage of NIST SP 800-30 is that it is designed for different size organisa-

tions which are willing to perform the risk assessment process in a coherent way. The

guidelines consist of a 9 step risk analysis, every one of these steps complements each

other in order to obtain a final report where all risks are documented and controls are

recommended. The details of step-by-step NIST SP 800-30 framework will be covered

in chapter 4 and used to develop a novel model for risk assessment, the Risk Assessment

and Optimisation Model (RAOM).

2.3 Security Risk Assessment Methods

In this section the analysis of existing security risk assessment methods is performed.

The differences as well as similarities among the methods are discussed and critically re-

viewed. According to Hogganvik, the common factor that these methods employ is the

use of logical and structured brainstorming in the phases of identification, estimation,

evaluation and treatment of risks [22].

Ma et al points out that those general qualitative methods, involving questionnaires,

brainstorming, expert options, have drawbacks in being applied to complex and severe

network security environments, due to the large manual involvement, complexity of the
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Figure 2.1: The OCTAVE process.

process and time-consumption [23]. Quantitative methods try to overcome these draw-

backs. The risk exposure is defined as a relationship among threats and expected losses

due to the vulnerabilities of the organisation. Puri defines risk assessment as a process

of identifying, characterising and understanding risks; that is, studying, analysing, and

describing the set of outcomes and the likelihood for a given endeavour [8].

2.3.1 Qualitative Risk Assessment Methods

OCTAVE

The Operationally Critical Threat, Asset and Vulnerability Evaluation (OCTAVE)

method was created by the Computer Emergency Response Team (CERT) to help

organisation perform information security risk assessments. According to Caralli et al

it is a methodology for risk-based assessment and evaluation of information security

risks [24]. OCTAVE is conducted in three phases: (1) identify critical assets and threats

to those assets, (2) identify vulnerabilities, (3) develop an appropriate strategy (Figure

2.1).

OCTAVE is primarily focused on information assets in the context of how they are

used, transported and processed and how they can be exposed to threats and vulnera-

bilities as a result. It can be used by individuals and large organisations who want to

perform risk assessment without extensive organisational involvement and expertise.

Identification of threats is mainly performed in a workshop, where senior manage-

ment and technically minded people participate in brainstorming and sharing their

ideas. The major limitation of this methodology lies in the risk assessment technique
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- mainly the assessment of system for risks is based on qualitative techniques, rather

than quantitative. Hence, it is not applicable in cases when optimisation of risk is an

aim.

ETSI Threat Vulnerability and Risk Analysis (TVRA) Method

The TVRA methodology has been developed by the European Telecommunications

Standards Institute (ETSI) to improve the security of a system by providing an un-

derstanding of security threats to a system and by specifying possible countermeasures

[25]. This methodology has seven phases: (1) identify security objectives, (2) identify

functional security requirements, (3) produce inventory of assets such as hardware and

software, humans, (4) classify vulnerabilities based on rating ranging from “no rating”

to ”beyond high” and threats, (5) quantify likelihood and impact of threats, where

the likelihood of a particular attack can be quantified using vulnerability rating, (6)

determine risks - risk is defined as an intensity of an attack and can be evaluated as 0

- a single instance of an attack is expected, 1 - moderate intensity, 2 - high intensity is

expected, (7) specify detailed requirements (countermeasures), which are determined

by inspection and experience. As a result this method provides a comprehensive way

to identify the security risks that need to be countered; however, this method will

not automatically define necessary security countermeasures. Expertise and manual

selection is required to accomplish this task.

CRAMM

The CCTA Risk Assessment and Management Method (CRAMM) was developed

by the UK’s Central Computing and Telecommunications Agency (CCTA) in 1987.

This method is extensively used by UK government departments and has become

the de facto standard in the UK private sector [26; 27]. CRAMM is designed to

assess information security risks, and advise on what protection is necessary to meet

identified risks. In CRAMM, the risk analysis is defined as identification and assessment

of risks, while risk management is identification of appropriate countermeasures. In

our work, the term security analysis or risk analysis covers complete process from risk

identification, quantification, vulnerability identification, impact evaluation, to risk

treatment (selection of countermeasures in an optimal way). According to CRAMM,

risk management comprises three phases: (1) asset identification and evaluation, (2)

vulnerability and threat identification and (3) risk treatment (Figure 2.2).
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Figure 2.2: The CRAMM process.

The information is gathered through interviewing users of the system, technical

support staff and owners of the assets. In this manner, the data is more based on

personal expertise, rather than on real assessment data, gathered through vulnerability

assessment tools, e.g. Nessus. CRAMM may help to achieve compliance with ISO

17799, ISO 27001, PRINCE [26; 27; 28]. Despite high popularity, this method cannot

be used in all size of organisation because of its cost and extra training required for

implementation and support.

Puri suggests four main tree-based techniques as a qualitative risk assessment

method to be used: fault-tree analysis (FTA), event tree analysis (ETA), cause-consequence

analysis (CCA) and safety management organisation review techniques (SMORT) [8].

Rot specifies the following advantages of qualitative risk assessment methods: sim-

ple way to arrange risk according to its priority and determine the area of greater risk

in a short time [7]. Nevertheless, the author argues that they do not allow identification

of likelihood via numerical measures, making a more complicated cost-benefit analysis

to select an appropriate protection.

2.3.1.1 Information visualisation techniques

The use of visualisation techniques for threat identification and qualitative risk assess-

ment process in general has received great attention within the scientific community

[29; 30; 31; 32; 33; 34]. According to Bistarelli et al visualisation techniques help to
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transfer prior network state knowledge into the form of graph, tree or other graph-

based representations. A concept of visualising threats and related risks in the form of

a tree is widely applied during a risk assessment process [10]. A tree-based representa-

tion helps qualitatively and quantitatively assess security related costs and and overall

security level of the network analysed. Attack graph is another visualisation technique

widely used to visualise attack paths in a network. Chen et al points out that it is

used effectively to represent knowledge about vulnerabilities, their dependencies and

demonstrate network connectivity [32]. Furthermore, it has been argued that attack

graphs can serve as a tool in the areas of IDS alert correlation, fine tuning, what-if

analyses, forensic analyses and security policy initiations [35; 36]. In general, visual-

isation facilitates cases when the data is very large and complex. Maple and Viduto

support the point that selecting only essential information to populate the graph, or

other graphical representation will be easily captured by a human cognitive system

[37]. Thus, applying visualisation techniques for network analysis, can expand the

knowledge of critical network systems, possible threat actions and thus, facilitate more

accurate risk assessment process.

Jha et al highlights that there are three different representations of an attack graph.

First, an attack graph can accurately enumerate all possible vulnerability sequences

(attack paths) an attacker can follow [38]. Nevertheless, such graphs face a scalability

problem due to explosion in the number of attack paths. Second, a monotonicity as-

sumption has partially overcome a scalability problem by making an assumption stating

that an attacker never relinquishes an obtained capability. Amman et al agreed that

this assumption helped to derive a graph containing all required information about

dependency relationships among vulnerabilities [39]. Xie et al has overcome a scala-

bility problem by constructing two-layer attack graphs, which in sense have reduced

computation cost and simplified the graph itself [29]. Viduto et al supported the point

that the monotonicity assumption is also applied to generate a graph [31].

2.3.2 Quantitative Risk Assessment Methods

The initial idea of quantifying risk was published by the Federal Information Processing

Standard (FIPS) 65, in the Guideline for Automatic Data Processing Risk Analysis.

The authors proposed a metric for measuring computer-related risks, called an Annual
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Loss Expectancy (ALE) [40]. The ALE is calculated by summing up the impact of

outcomes in dollars (I(Oi)) and frequency Fi of such outcomes:

ALE =
n
∑

i=1

I(Oi)Fi (2.1)

where Oi ∈ O1, ..., On. Although ALE was never itself enshrined as a standard, many

further risk models were based on it.

Hoo advised that the shortcoming of this approach is the fact that it does not

distinguish between high-frequency, low-impact events and low-frequency, high impact

events; the later may be catastrophic [41]. In addition, Hoo proposed a risk assessment

framework, where risk is further associated with the ALE and it is formally defined as

a set of outcomes On and likelihood Ln of their occurrence.

R = {(L1, O1), ..., (Li, O, i), ..., (Ln, On)} (2.2)

Hopkins highlights the failure to adequately manage identified risks can cause a

failure to set a risk mitigation strategy [14]. Therefore, this research is oriented towards

a risk assessment strategy which would produce an effective way of selecting security

measures with respect to identified risks.

According to Ekelhart et al, prior to installing any security measure, a risk analysis

should be performed as follows: within the first risk analysis phase, all assets are

enumerated including their values and the threats determined to them [5]. The second

phase is to determine the probability to a threat. Based on estimates, risks can be

identified and prioritised. Furthermore, authors discussed the problem of safeguard

combinations [5]. The implementation of safeguards generally should decrease either

the probability or the damage of identified threats. However, some safeguards are more

efficient if employed together, other safeguards lose efficiency when combined because

they are substitutes; yet other safeguards cannot be combined at all. The authors

have addressed this problem by combining safeguards into packages and policies. As

a result, for a specific policy each safeguard is either used or not used. Despite using

ALE for risk calculation, this framework brings up some problems when used in real

world applications. Some of them are the estimation of the percentage reduction of the

damage and percentage of the frequency of occurrence.
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Ekelhart et al has proposed a security ontology which improves Hoo’s framework by

developing a quantitative low-cost risk management and threat analysis [5]. The model

calculates realistic values for damage and frequency of occurrence as well as offering

objective data for deciding which safeguards to implement.

Bistarelli et al developed a combined risk assessment approaches [10]. The qualita-

tive approach is used to depict security scenarios via attack trees, whether the quan-

titative approach is used to assign quantitative indexes measuring risk. In particular,

the efficacy of security investment is measured by the Return on Investment (ROI).

Attack trees and defence trees were introduced as a qualitative technique to build

scenarios. The following indices were used for quantitative assessment: Single Loss

Expectancy (SLE), Asset Value (AV), and Exposure Factor (EF). They are related by

the formula:

SLE = AV ∗EF (2.3)

The ALE is then calculated as:

ALE = SLE ∗ ARO (2.4)

Where Annualised Rate of Occurence (ARO) can be also called Likelihood. The

risk is then associated with the ROI, which is used to compare alternative investment

strategies based on the security measures.

Ketel has applied quantitative indices (SLE, AV, EF, ALE) to measure risk and

introduced the scenario-based qualitative approach via attack trees [42]. As highlighted

by the author, attack trees are useful for such risk analysis if the probabilities of the

various possible threats can be determined, e.g. from historical data, security experts

or by assigning qualitative probabilities in a scale of low, medium, high.

Kondakci proposed a quantitative risk assessment method, which does not require

testing each network asset or a node separately, rather it is designed to assess the whole

system at once [43]. The main quantifiable risk measure Rj
a = (aj , wj~sj), where aj is

a risk factor of asset j, with weight wj and ~sj - relative strengths of vulnerabilities of

this asset. The model proposed can help to track previous vulnerabilities and risks and

therefore to create a taxonomy for an attack and target.

Jie et al defined risk for a host as the function of a host state: good, probed,

attacked, compromised, and a cost of each such state. R =
∑N

i=1 rici, where ri is the
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distribution of the host state at a certain time, N is the number of security states and

ci the cost value for each security state [23].

Asosheh et al introduced a new four phases and twelve step quantitative approach

for information security risk assessment in 2009. The phases include: asset specifica-

tion, calculating the EF, calculating the ALE and calculating the Return on Security

Investment (ROSI). The advantage of this approach is that the organisation can de-

termine its business risk and ROSI [44].

Rot specified the following advantages of quantitative risk assessment methods:

they allow to achieve more accurate risk assessment results, which prove a clear image

of it. In addition, they help to form cost-benefit analysis and select appropriate secu-

rity measures. Nevertheless, the author highlighted significant disadvantages of these

methods: the quantification of risk factors largely depend on the scope and accuracy

of the scale, results gathered might be difficult to interpret and explain. Furthermore,

such methods are expensive in terms of resources and time [7].

Arora et al describes a framework for measuring the risk-based value of security

solutions [11]. Their framework can be used to evaluate the costs and benefits of secu-

rity solutions selected in relation to risk. Nevertheless, the authors highlighted some

challenges in applying the framework in practice. Such limitations are: (1) obtaining

true non-cash costs. The problem is due to a lack of information and existing prob-

lem of placing a value on the loss of confidentiality, integrity and availability due to

security breaches; (2) Estimating bypass rates for security solutions, because of nonex-

istence of such information; (3) Considering interaction among security solutions; and

(4) Representation of catastrophic losses.

Sirapalli and Walters proposed a quantitative risk and impact assessment frame-

work, QUIRC, to assess security risks in cloud computing platforms [45]. The authors

define risk as a combination of the probability of a threat event and its severity, mea-

sured as its impact. The impact I has been defined as low, moderate, high or not

applicable taken a generalised for for expressing the security category SC of an infor-

mation type, as: SC = {(Confidentiality, I), (Integrity, I), (Availability, I)}.

24



2.3 Security Risk Assessment Methods

2.3.3 Multi-Objective Decision Support Models

While considering risk assessments and evaluation of security measures, issues such

as how vulnerabilities can be used to attack multiple assets and how this will affect

ROI functions arise. According to Butler and Fischbeck the problem of quantifying

risk and evaluation of investment becomes challenging in a real live situation when a

single countermeasure mitigates risk associated with multiple vulnerabilities [46]. At

the same time, Rees specifies, that research should be focused on helping organisations

determine from enormous sets of countermeasures, the best set to be employed for the

given business situation [47].

Butler and Fischbeck stated that simplistic risk assessments that result in lists of

risks or sets of various scenarios do not provide sufficient information when organisa-

tions introduce resource constraints, such as time or money [46]. The authors pointed

out that multi-attribute risk assessments provide a more accurate framework for sys-

tematically developing quantitative risk assessments, which can be used for decision

making. Furthermore, it was mentioned, that the multi-objective risk assessment model

allows decision makers to consider trade-off between attributes, consider preferential

independence and asses single attribute function and weight factors.

Gupta et al discussed how each security technology only addresses specific vulnera-

bilities and can create additional vulnerabilities [12]. The authors provide an innovative

decision making approach to selecting appropriate security measures to address vulner-

abilities in the system, by matching general sets of vulnerabilities to the set of security

measures. Furthermore, the approach provides insights for managing security risks.

Nevertheless, the authors made a simplifying assumption that if a security measure

partially covers vulnerability or indirectly creates vulnerability, the scope is uniform.

In other words, authors do not consider the severity of mapping security technologies

to vulnerabilities. Finally, the problem introduced is to minimise the number of un-

covered vulnerabilities after implementation of security technologies and to minimise

the cost of security of covering vulnerabilities.

Neubauer, Stummer and Weippl proposed a multi-objective security safeguard se-

lection tool that integrates ideas from multi-objective decision making in a workshop

environment [48]. The approach consists of six stages: (1) definition of benefit and re-

source categories; (2) based on the benefit categories identified within the step 1, asset,
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vulnerabilities and threats should be identified; (3) risk generation and quantification

considering assets-threats-vulnerabilities; (4) safeguards, which consume resource and

reduce potential damage when vulnerability is exploited by threat are defined; (5)

Safeguard interaction analysis; (6) portfolio selection through complete enumeration.

A portfolio is defined as a binary vector: ~x = (x1, ..., xn6), where xi = 1 if safeguard si

is included in the portfolio and xi = 0 otherwise. Based on the ALE for each portfolio

and its total cost, the selection is made.

System administrators or top management are often faced with the challenging

problem of determining a set of security hardening measures while the budget is fixed.

Dewri et al developed a systematic approach to solve this problem by formulating it

as a multi-objective optimisation problem on an attack tree model of the system and

applied an evolutionary genetic algorithm to solve it [13]. Given a boolean vector of m

security controls ~T = (T1, T2, ..., Tm) a total security control cost (SCC) is defined as :

SCC(~T ) =

m
∑

i=1

(TiCi) (2.5)

Nevertheless, the authors highlight that the cost model they adopt is simplistic. They

assume that from the cost implementation perspective, the security measures are in-

dependent of each other.

Neubauer et al presented a new two-step approach to support decision makers in

interactively defining the optimal set of security controls (discussing only physical coun-

termeasures) according to ISO 270001 [49]. In the first step, the security ontology which

includes knowledge of the IT domain, i.e. threats, vulnerabilities, countermeasures, as-

sets, serves as a knowledge base for potential security countermeasure implementations.

In the second step, solutions with respect to a number of objectives are identified.

One of the recent approaches for calculating the uncertain risk faced by an or-

ganisation under cyber attack as a function of uncertain threat rates, countermeasure

costs and impacts on its assets was proposed by Rees et al [47] The model considers

a trade-off of countermeasure cost and expected reduction in financial loss. Thus, the

risk is defined as a product of threat occurrences per year and their resultant losses in

dollars per year. Rees et al also highlights that in order to support organisations to

manage security in a consistent manner, research should further investigate the benefits
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of combining various levels of technical, managerial and operational controls to achieve

better security against future risks [47].

2.4 Optimisation Approaches

2.4.1 Overview

Many real world problems face a challenge to be solved by classical methods, such

as mathematical programming approaches, e.g. Mixed Integer Linear Programming

(MILP) and Mixed Integer Non-Linear Programming (MINLP). The advent of fast

and inexpensive computing power has led to the development of novel techniques, such

as metaheuristics applied to search for a “best” configuration of a set of variables [50].

In the context of the countermeasure selection problem, it is possible to distinguish two

methods following the role of the human decision maker in the optimisation process: a

“priori” and “posteriori” modes [51].

In the a “priori” mode, also known as “selection before search”, all preferences are

known before the decision making process [52]. The search is usually performed by

exact methods, which are based on the preference functions defined at the beginning

of the search. Many multi-objective problems which apply an exact search method

combine multiple objectives into a single objective. The problem solved is defined as:

min

(

M
∑

p=1

wpfp(S) : S ∈ X

)

(2.6)

where fp(S) are the objectives and wp are their weights with
∑M

p=1 wp = 1 and

0 ≤ w ≤ 1. This approach has been applied to many Multi-Objective Combinato-

rial Optimisation (MOCO) problems [12; 52; 53; 54; 55; 56]. The result is a single

optimum solution. However, its quality is strongly dependent on the preference func-

tion defined by the decision maker. In real world problems, it is difficult to estimate

the weights because this data is required at a time when the decision maker does not

have enough information about strengths and weaknesses of alternative solutions, the

right choice of wp∀p is not intuitive.

The “posteriori” mode, also known as a “search before selection”, has been widely

studied by the research community [57; 58; 59; 60; 61; 62; 63; 64]. In this mode, no
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preference exists before the search, instead, a set of all efficient solutions, referred to

as a Pareto Frontier is presented at the end of the search process. The preference

is made by a decision maker. Many approximation methods, such as heuristic and

metaheuristic, exist to help perform the search, which yield a good trade-off between

the quality of approximation and computational resources. Two kinds of approaches

are common in this method: first, based on local search in the objective space, e.g. TS

or SA and second, a population based method, GA. Local search methods are based on

the concept of the local aggregation mechanism, or weighted sum mechanisms, of the

objectives to guide the search towards a non-dominated frontier [51]. The search starts

from an initial solution, which can be generated randomly, and continues by entering

a loop to navigate the search direction, stepping from one solution and moving to its

neighbours. The search stops when it reaches a given number of iterations. Contrary to

the local search method, the population based method uses a population of solutions

instead of a single vector of decision variables [65; 66]. This provides an ability to

search for efficient solutions in parallel via exchange of information among individuals.

Various concepts, such as mutation, crossover and selection are used to maintain a

search and to produce a good approximation of non-dominated solutions. Some hybrid

methods also exist, which grasp the specifics of a few methods [65; 67].

Many optimisation problems can be classified into two categories: those where

solutions are encoded with real-valued variables, and those where solutions are encoded

with discrete values [50]. The countermeasure selection problem presented in chapter

4 belongs to the class of NP-complete MOCO problems, where discrete solutions are

encoded. In addition, the idea of selection is similar to portfolio selection problem, in

which a set of assets with their associated costs and returns is given and the selection

of a portfolio which ensures high return is performed. Because of the computational

complexity of MOCO problems the use of metaheuristics, e.g. TS, GA and SA have

proved to be the most promising approaches capable of generating good approximation

solutions [67; 68; 69].

2.4.2 Genetic Algorithm

According to Holland a genetic genetic algorithm is a type of metaheuristic used to seek

for a global optimal solution in complex multi-dimensional search spaces [70]. Mitchell
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suggests that the idea of GA lies in the phenomenon to adopt individual chromosomes,

as occurs in nature, by moving from one population to a new population by using

concept of selection, with genetics-inspired operators: crossover and mutation [71].

The selection underlines a process of choosing those chromosomes in the population,

that are more fit and could produce more offspring than less fit ones. The crossover

is an exchange of corresponding genetic material between two chromosomes allowing

genes from different parents to be combined in their offspring. Mutation is a random

change in the chromosome.

Huang defines the following components to solve a problem [72]: a chromosomal

representation of candidate solutions, an initial population of solutions, a fitness func-

tion which evaluates solutions, genetic operators used during reproduction, control

parameters, e.g. a population size and mutation and crossover rates. Representation

of a solution is an important aspect of the genetic algorithm. It can be represented as

a bit string, with 0’s and 1’s. Each value bit is considered as a “gene“ and such encod-

ing can successfully encode a wide variety of information. Some researchers apply a

vector of real-valued parameters, with each number representing a single variable value

[73; 74; 75].

GA has been widely applied to solve portfolio selection problems. The meaning of

such problems lies in selection of different products from the provided product collec-

tion. Thus, it is possible to have the portfolio of products a company produces, or

in financial terms, a portfolio of different investments. Aranha discussed a problem of

financial portfolio optimisation using GA [76]. The author has proposed a modifica-

tion of GA to calculate the optimum portfolio while maximising the estimated return,

minimising the risk and transaction costs. The portfolio of assets n is represented as

set with weight w, where
∑

n wn = 1, 0 ≤ wn ≤ 1. GA is regarded as an appropri-

ate technique to solve this kind of problem because it is less sensitive to concave and

discontinuous search spaces [77].

One of the first papers in the literature that discusses countermeasure selection

problems in multi-objective terms was proposed by Gupta et al [12]. To facilitate the

decision of security measure selection, a GA-based approach was proposed to improve

the ability of choosing minimal cost security profiles while providing maximal coverage

of vulnerabilities. The problem of minimising the number of exposed vulnerabilities
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and minimising cost of security countermeasures, while selecting security profiles for

vulnerabilities was solved applying a GA. By simplifying the multi-objective fitness

function to a single one, GA search was directed towards best solutions by considering

preferences of the organisation assigned to both objectives. To demonstrate the effec-

tiveness of the GA, it was compared with the Exhaustive Search (ES) algorithm. A

GA error rate when compared with the optimal solutions was less than 5% for optimal

population size (24 vulnerabilities, 24 security technologies). However, GA accuracy

suffered for larger problems, e.g. when the population size of 20 or 50 security profiles

was used for each generation. In instances, when GA does not find optimal solutions,

the error is low enough for the solution to be considered as optimal.

Another example when GA was applied for selection of security portfolio was pro-

posed by Dewri et al [13]. The authors overcame a limitation of assigning preferences

to the objectives and demonstrated the ability of Non-dominated Sorting Genetic

Algorithm-II (NSGA-II) to find a set of non-dominated (Pareto efficient) solutions.

NSGA-II starts generating a random population of security control vectors. At each it-

eration the total security control cost and residual damage are calculated. An offspring

population is first created from a parent population by applying crossover, selection

and mutation operators. The parent and offspring populations are then combined to

form a new population. A concept of dominance is applied to rank each solution: the

lower the rank, the higher the preference. As a result, NSGA-II obtained six robust

solutions when a choice of possible combinations was 219, however, with gaps between

these solutions. It was argued, that more complex real-world problems would likely

have more solution choices with better mixture among controls, thus, no gaps in the

Pareto front would exist.

Lin and Gen highlighted that a portfolio optimisation portfolio optimisation is a

complex optimisation problems, a decision based multi-stage genetic algorithm was

proposed to validate its applicability to multi-objective selection problem [78]. The

authors tackled the problem through a two phase approach: first, select a short list

of securities based on past performance, second, apply GA to decide the investment

weight of the securities. In the encoding procedure, the value of the gene is randomly

generated. The crossover operator plays the role of exchanging weights of the securities

among two chosen parents to produce an offspring. For the mutation, an insertion
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mutation operator has been proposed which plays the role of replacing genes. The

fitness function based on the total expected return and the risk of the portfolio is used

to evaluate the fitness.

Recently, Rees et al stressed that GA is being used to search for the best combi-

nation of countermeasures while finding a trade-off between the cost of the portfolio

and resulting risk [47]. The authors explicitly presented the parameters and represen-

tations in the paper, which is useful to understand the GA development. The search

best portfolios starts with the initiation of a population of chromosomes. A fitness

function is used to select most fit members by calculating the ratio of risk to the cost

of implementing a particular countermeasure that mitigates it. This is performed by

simply sorting these ratios for all relevant countermeasures in descending order.By

applying genetic operators, crossover, mutation is performed to produce a new popu-

lation of chromosomes which are budget feasible. The GA have obtained a portfolio of

three countermeasures which are most effective in reducing risk. However, the size of

the problem considered was relatively too small to distinguish the effectiveness of the

algorithm for this particular problem instance.

GA does not guarantee to obtain an optimal solution but it proved to be capable of

providing appropriate solutions to a wide range of multi-objective problems, in particu-

lar for portfolio selection problems. Nevertheless, for some of problems, like scheduling,

GA is too complex to be applied, as it involves many tasks, such as representation of

individuals, specification of genetic and control parameters. For such types of prob-

lem, mathematical programming and local search algorithms perform better than GA

[79; 80].

2.4.3 Simulated Annealing

Suman and Kumar highlighted that simulated annealing (SA) is a stochastic search

technique, which is based on an analogy with thermodynamics with the way metals

cool and anneal [81]. Annealing involves cooling a liquid metal slowly to allow redistri-

bution of atoms so that minimum energy state is achieved. The metal retains a higher

energy state when it is cooled quickly. Kirkpatrick demonstrated how a model for sim-

ulated annealing of solids can be used for optimisation problems [82]. These days SA
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has received significant attention to solve optimisation problems where a global mini-

mum/maximum is hidden among local minima/maxima. SA is simple to formulate and

it can handle mixed, continuous problems, thus, it has become one of the metaheuristic

approaches designed to give a good solution, though necessarily an optimal one.

Nam and Park say, that initially SA was designed to solve single objective optimi-

sation problems, thus it has difficulties in extending to the multi-objective case and

finding multiple solutions [83]. Despite that, Ulungu et al and Serafini tried to design

SA for multi-objective problems, however, these problems are often solved with conven-

tional single objective optimisation methods: using a penalty or weighted aggregating

function [84; 85]. Some authors have tried to develop various modification to the al-

gorithm, including concepts of archive, acceptance probability, annealing schedule and

other SA parameters [86; 87; 88].

Blum and Roli discussed, the SA algorithm starts by generating an initial solution,

generally randomly, and by initiating a temperature T . At each iteration a solution is

randomly sampled and accepted as the new current solution [50]. When applying SA

to a minimisation problem, the search at each iteration moves from current solution S

to a neighbouring one S ′ based on a probabilistic process.

The probability is computed following the Boltzmann distribution (Eq.2.7)

P = exp(−
f(S ′)− f(S)

T
) (2.7)

where T is a temperature parameter. T is decreased during the search process, thus

at the beginning of the search the probability of accepting uphill moves is high and T

gradually decreases while the algorithm converges.

The search space is explored in a sequential manner, one by one. Thus, Suman and

Kumar stated that there is a high chance of revisiting a solution multiple times, which

leads to extra computational time without improving the quality of solution [81]. The

main problem for SA in multi-objective optimisation is its inability to find multiple

solutions in a single run. This is because SA uses only one search agent, whereas solv-

ing multi-objective problems generally requires many search agents. Nam and Park

highlighted that this is known to be a critical weakness of SA. Due to this weakness,

SA remained as an inappropriate and unfavoured algorithm for multi-objective opti-

misation problems [83].
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2.4.4 Tabu Search

The current form of TS was suggested in the 1990’s [89], since it has been successfully

applied to solve various single objective optimisation problems [57; 90]. However, many

real world problems are not defined with a single objective. Thus, rapid development

of TS has demonstrated success in solving multi-objective problems in areas such as

network planning, base station placement in cellular networks, optimisation of aerody-

namic systems, wireless systems and operational research problems [58; 72; 90; 91; 92].

Recently TS has been applied to solve multi-objective combinatorial optimisation

problems and it is the most cited among metaheuristics for combinatorial problems

for the excellent solution quality and fast, aggressive search [50; 57; 93; 94]. Hansen

emphasised that TS effectively escapes from local minima by explicitly using the history

of the search [57]. It repeatedly moves from a current solution S to the best in a list of

neighbouring solutions S ′
best while avoiding being trapped in local optima, by keeping

a so-called tabu list of forbidden moves. A forbidding strategy is designed to control

and update a tabu list over time. At this point it is important to have a tabu list size

set accordingly, because if the length of the tabu list is too small, the probability of

having loops is high. If the size is too large, it is possible the search may be driven away

from good solution regions. Another concept used to describe the TS search principles

is called an aspiration criterion. It is used to accept a tabu solution, if this solution

can prevent cycling and is of sufficient quality. The most commonly used aspiration

criterion selects solutions which are better than the current best one. Huang points

out that the power of TS comes from definition and maintenance of the tabu list and

aspiration criterion. Since no limit exists on configuring them, TS is considered a

very general strategy [72]. To terminate the search, a few stopping conditions can be

considered: a specified number of iterations, a reasonable search time or based on the

quality of solution, when no improvement is found.

TS has been proved to perform well for portfolio selection problems, examples in

[95; 96]. However, according to Schaerf, if compared to other metaheuristics, e.g., SA

and GA, the most promising portfolio selection is often performed by TS [97].
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2.5 Limitations of Current Models and Approaches

Network security and information security are hardly new concepts. The need to

protect valuable information has been known since the first computer was invented.

Today, security is conceptualized as being the protection of three aspects of information:

confidentiality, integrity and availability [98]. The growth in the volume of information

and the avenues by which that information can be compromised has escalated the

challenge of information security. Ten years ago whereas cybercrime was for the reason

of vandalism and damages were unimaginable, today a whole host of attacks against

personal data for financial gain, is more or less a daily reality.

Realistically analysing this challenge, complete security can never be ensured as the

prediction of possible risks is next to impossible [99]. Herein lies a fundamental tension

between security and resources spent on it. The use of appropriate methodologies for

system risk assessment is widely discussed among research communities, one of which

is proposed by Revol and Hogganvik [22; 100]. Regardless of what risk assessment

methodology is considered, it always includes assessment of potential threats, vulnera-

bilities and measures that reduce risk to an acceptable level. Risk assessment is needed

in order to:

• Identify - by using qualitative techniques, such as questionnaires, organizing

workshops, identify assets, threats and vulnerabilities.

• Quantify - by assigning a value to the identified information, a quantitative as-

sessment can be performed.

• Have a strategy - the goal of a risk assessment is to have a strategy of best security

practices.

Identification of threats, assets and vulnerabilities is a critical and responsible task.

A number of techniques are common for qualitative risk assessment analysis to support

decision makers: vulnerability scanning tools, workshops, checklists, questionnaires

[49]; other techniques, such as attack trees and attack graphs also dominate the liter-

ature [10; 29; 30]. However, it is not enough for a good strategy to rely just on the

qualitative risk assessment process. The data from checklists or questionnaires reveals

potential weaknesses, however the strategy to reduce these weaknesses can only be
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based on general recommendations or best-practices. Neubauer et al highlighted that

being very general, such recommendations cannot support organisation specific threat

scenarios [49].

Regardless which quantitative approach is considered, it mainly aims to calculate

objective numeric values for each of the components considered in the risk assessment

and cost-benefit analysis. As a result, the true values of business assets, cost in terms

of lost productivity, and other direct and indirect business values can be estimated.

Recent studies, e.g. [5; 11; 44] have shown that the common way for measuring com-

puter related risks is by including metrics such as ALE, ROI, EF and ROSI. One

shortcoming behind these approaches is the fact that they do not distinguish between

risk as an impact of vulnerabilities and the cost in terms of selected security measures.

Bistarelli et al have proposed a combination of qualitative and quantitative risk as-

sessment methodologies [10]. Herein, authors, based on attack trees, estimated the

profitability of countermeasures and their effect on attackers, by measuring SLE, ALE

and ROI. However, their quantitative approach does not include a factor such as risk.

The models developed recently are oriented towards better analysis and assess-

ment of threats, risks, vulnerabilities and network security measures, however these

approaches have several problems:

1. Most of the risk related models are expert dependent - best security prac-

tice guidelines, standards [18; 20; 101] provide excellent background information

needed to know about threats, vulnerabilities and security controls.

For example, ISO 27001 standard for Information Security Management System

(ISMS), Security Techniques, Requirements [20] can serve as a guideline to mon-

itor, implement, maintain and manage security of information in any type of

business in conformance with the standard. According to the standard, every

organisation willing to protect its valuable information should: define the risk

assessment approach it will follow, where a methodology is identified according

to the ISMS; develop a criteria for accepting risks and identify acceptable levels

of risk. To identify the risks, organisations may identify assets, threats to those

assets, vulnerabilities that might be exploited by the threats and identify the

impact of losses of confidentiality, integrity and availability (CIA). Thus, a risk
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assessment report and a risk treatment plan, whether the risks can be accepted,

transferred or not dealt with should be constantly controlled and updated. Nev-

ertheless, to produce a coherent risk assessment report, risk should be clearly

defined and accurately identified.

NIST SP 800-30 Risk Management Guide for Information Technology Systems

demonstrates a risk assessment methodology, where risk is identified and quan-

tified on a scale of low, medium, high, based on a list of threats identified [18].

This scale may give a better insight into the most critical risks the organisational

assets are under. Nevertheless, this guideline, similarly ISO 27001, only high-

lights the need for vulnerabilities and threats be identified in order to accurately

manage and control risks.

Existing risk and security related standards do not provide a standardised model

to help security experts identify and quantify risks in order to facilitate cost

effective control selection, rather these standards just highlight the importance

of risk and its impact on CIA. Thus, without good security domain knowledge,

decision makers are not always able to understand the complex relationships

between risk concepts [102] and possible consequences. As a result, decision

makers consider a non-holistic information security approach, which puts the

whole organisation’s mission at high risk [103].

With the need to implement appropriate security controls and protect valuable

organisation’s information in changing IT environments, risk definition should

clearly link information security aspects: confidentiality, integrity and availabil-

ity, risk concepts and a list of possible controls in order to help understand the

relationship among these factors.

2. Conceptual implementation suggestions - what particular security measures

should be implemented for risk mitigation are vaguely discussed in recent models

and information security standards, such as NIST SP 800-30, ISO 27001 [18].

For example, according to the ISO 27001 Standard for ISMS, based on the risk

assessment report, where risks should be identified considering threats, vulner-

abilities and impact that losses of confidentiality, integrity and availability may

have on assets, a security expert can then select a list of appropriate controls
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from the list of controls proposed by the standard. It should be noted that ISO

27001 identifies 133 possible controls. The options for how these controls should

be selected with regard to a system and incurred costs are not given.

This leads to inefficient risk mitigation strategies and high expenditures which

cannot be justified. Furthermore, the problem of a time-consuming and error-

prone selection arises, when security experts have to select controls manually.

3. Abstract impact and vulnerability analysis - while network security risk man-

agement is one of the top ten grand challenges in IT security [104], the existing

approaches and methods do not consider the realistic risk-related measurements:

exact vulnerabilities and their impacts.

It was noted, that vulnerability and impact analysis is often performed using

checklists, questionnaires, brainstorming [48] with people from different parts of

an organisation. The data from checklists or questionnaires may reveal poten-

tial system vulnerabilities, however, these vulnerabilities may not be present in

the system at the time the risk assessment was performed. Thus, by time when

security controls should be selected, the list of vulnerabilities may have dramat-

ically changed. Furthermore, the data gathered from network users cannot be

as accurate as the one produced from the vulnerability reports generated by the

scanning tools. As a result, if the vulnerability and impact list is not accurately

prepared, the risk identification and quantification may be also inaccurate. Thus,

an abstract impact and vulnerability analysis may lead to high expenditures and

not the selection of effective security controls.

4. Unquantifiable security solution effectiveness - while organisations strive for

cost-effective security solutions, they are often unaware of their effectiveness and

possible consequences of such investment [102; 104].

Arora et al tried to address this limitation by proposing a metric of bypass rate,

which defines the effectiveness of a security solution to stop an incident type [11].

Nevertheless, the authors stated that the bypass rate for existing security solu-

tions can be difficult to estimate because of minimal or non-existent information.

Quantifiable effectiveness of security solutions plays a crucial role in order to

operate and implement ISMS. Measuring the effectiveness of security solutions
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allows managers and staff to determine how well controls address identified vul-

nerabilities. At the same time, if the measure for effectiveness is defined it will

allow an organisation to produce comparable and reproducible results.

5. No effective decision support - decision makers, such as CIOs, have to deal on

a daily basis with the tremendous task of selecting the most appropriate set of

IT security controls from a great range of available ones.

For example, the decision support model presented by Neubauer et al demon-

strates a new approach that supports decision makers in defining the optimal set

of security controls according to ISO 27001 [49]. Nevertheless, the model consid-

ers only physical security measures, not a combination of different control types,

e.g. managerial as well as operational ones. Furthermore, selection of controls is

often made disregarding the critical factors of risk and resulting costs.

In addition, when considering a selection of security controls, a decision support

model should be able to select effectively the most efficient controls while still

considering organisation-related constraints.

Nevertheless, existing models usually concentrate on providing inadequate or

very little decision support, which in turn does not facilitate them in selecting an

appropriate cost-versus-risk trade-off when investing in security solutions [102].

2.6 Summary

This chapter provides details into existing and state-of-the art risk assessment and opti-

misation models and corresponding methods used to deal with risks. Furthermore, the

relevant security and risk related standards and guidelines were discussed to highlight

the emphasis placed on risk analysis as an essential requirement to defining security

and selecting security controls. For instance, NIST SP 800-30 was one of the standards

which has highlighted “information security risks are those that arise from the loss of

confidentiality, integrity, or availability of information or information systems” [17] and

this risk has an adverse impact which can be described in terms of loss or degradation

of CIA [18]. Despite clearly stating the relationship among risk factors, such as vul-

nerabilities, threats, likelihood and impacts, NIST SP 800-30 did not suggested how to
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assess quantitatively an impact on CIA in terms of its degradation or loss. Therefore,

this limitation has developed the need for such quantitative model of risk quantification

in relation to degradation or loss of CIA, while still considering other risk factors.

The literature review suggested that there are three types of risk assessment meth-

ods used to deal with risks: qualitative (e.g. OCTAVE, TVRA, CRAMM), quantita-

tive (e.g. models offered by Hoo [41], Ekelhart [5], Kondakci [43] and combined (e.g.

Bistarelli [10], Ketel [42]). A qualitative risk assessment approach cannot reveal numer-

ical values of risk and associated risk factors. However, it was noted that the qualitative

approach is useful in identifying risk relevant data: threats, vulnerabilities, potential

critical network systems; and visualise possible attack paths by applying visualisation

techniques. A study of existing modelling techniques used to identify potential threats

and vulnerabilities was undertaken. It was revealed that attack graphs and attack

trees are often applied for qualitative risk assessment, as they have unique capabilities

for visualising large data sets in an easy-to-understand format as well as inform about

potential critical network systems. Thereafter, qualitative risk assessment can be used

to increase awareness of decision makers and provide necessary risk related informa-

tion. In terms of a quantitative risk assessment approach, it is widely applied among

the scientific community as it helps to estimate objective numerical values related to

risks and associated factors. Furthermore, most of the risk relevant standards require

a risk value to be estimated to ensure business continuity as well as to conform with

standards: ISO 27001, NIST SP 800-30 and ISO 27005. A combined approach has

demonstrated effectiveness in being applied for risk identification and quantification

and is considered as most appropriate to facilitate in cost effective decisions on secu-

rity countermeasure selection. As the initial step, by applying qualitative techniques

relevant risk information can be retrieved and by further assigning numerical values -

risk can be estimated and optimised. Thereafter, a novel risk assessment methodology

will consider both approaches in order to facilitate decision makers in selecting effective

strategies to reduce the risk estimated.

The research problem of selecting a set of countermeasures as a strategy reducing

risks is multi-dimensional by its nature and therefore encompasses multiple areas of

knowledge as highlighted above. Nevertheless, a number of researchers and security

professionals have made some important efforts to address the security risk assessment
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and optimisation challenge in this multi-dimensional space. In the context of the

countermeasure selection problem, it is possible to distinguish two methods following

the role of the human decision maker in the optimisation process: a “priori” and

“posteriori” modes [51]. In the priori mode, all preferences are known before the

decision is made, whereas in the posteriori mode, a set of all possible solutions referred

to as a Pareto Front is presented at the end of the search process and the preference is

made by a decision maker after the search is complete.

Three optimisation approaches in the literature have demonstrated their appli-

cability for countermeasure selection problem: Genetic Algorithm (GA), Simulated

Annealing (SA) and Tabu Search (TS). SA is considered as a method dealing in the

priori mode, as by the nature it is used to solve single-objective optimisation problems

where weights should be known before the search can be performed. Nevertheless,

some authors have suggested various improvements and modifications of SA that may

prove its relevance. Despite this, SA is not considered as being effective to facilitate

decision making by finding optimal trade-offs in a multi-objective environment. The

most common optimisation algorithm for solving large scale selection problems appears

to be GA. Although GA does not guarantee to find an optimality, it has been widely

deployed for solving complex multi-objective optimisation problems because of its good

convergence and diversity of solutions. Furthermore, the nature of GA demonstrates

high efficiency in finding Pareto solutions without assigning the preference function to

objectives. This makes GA be one of the promising algorithms to deal with the large

scale countermeasure selection problems.

One of the recently evolved optimisation approaches for multi-objective problems

is the Tabu Search (TS) approach. Based on the literature, it has demonstrated ac-

ceptable results for both single and multi-objective optimisation problems. Being able

to escape from local minima, TS can deal with relatively large search spaces and pro-

vide good approximation of solutions while searching in a single run for an optimum

Pareto solution. In addition, TS has been applied to solve multi-objective problems by

integrating a weighted sum function to the search process, and hence, in a number of

generations find optimum trade-offs. Such an approach demonstrated good results and

was considered applicable for various selection problems. Furthermore, it was high-

lighted that compared to other metaheuristics, the most promising portfolio selection
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is often performed by TS [97]. With this in mind, GA and TS (both approaches, with

the assigned weighted sum function and without it) are considered in this study to

investigate their performance and compare them in terms of quality of solutions and

search time.

In summary, based on the research proposed in [11; 12; 13; 48; 49] the multi-

objective decision support risk assessment models lack of information on how risk-

related factors conflict each other and based on this conflict how a set of security coun-

termeasures to reduce risks can be selected. This leads to expert dependent decision

support, abstract vulnerability and impact analysis, unquantifiable security solution

effectiveness and conceptual countermeasure implementation suggestions. In addition,

it is not clear how risk can be quantified if impact on CIA is considered while protecting

information security. Thus, further research in chapters 3 and 4 will be carried out to

address these limitations by novel developments and experiments.
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Chapter 3

Threat Identification and Modelling

“Knowledge must come through action; you can have no test which is not fanciful,

save by trial.”

Sophocles

The main focus of this chapter is to provide the ways security threats can be iden-

tified in networked systems and demonstrate the importance threats play in the risk

assessment process and risk quantification, which is discussed in detail in chapter 4.

Objective decision making requires measuring, identifying and evaluating all enterprise

events and keeping this data in perspective with business objectives. The threat mod-

elling approach proposed in this chapter is based on visualisation techniques, discussed

in chapter 2 section 2.3.1.1 which are often applied for qualitative and quantitative

analyses. Attack graphs and trees can be used to visualise a number of interlinked into

attack path nodes and conditions that should be satisfied in order to exploit a node.

Being able to visualise attack paths and predict the shortest paths, attack graphs are

not designed to be layered into different security layers, e.g., an Open System Inter-

connection (OSI) 7 layer model.

In this chapter a development of a novel visualisation technique, called as an Onion

Skin Layered Technique (OSLT) is provided. The OSLT applies the concept of attack

graphs and furthermore, can help to represent the state of a play on different security

levels. In addition, while the OSI model is defined as a seven layer communication
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system, where layers are subdivided based on the services provided to the upper layers,

through the logical structure OSI can be mapped to the OSLT.

Before building an attack scenario, an onion skin layered technique is used to rep-

resent a networked system, where layers are defined based on conceptually similar

functions. For every attack scenario the notion of attack graphs and an ontology of

layered security are used. Such a combination is used to illustrate possible threats and

shortest paths to the attacker’s goal.

The chapter is organised as follows: section 3.1 discusses the main definitions of

threats and common examples. Based on the threat nature a general threat classi-

fication is proposed in section 3.1.3. According to Alhabeeb, threat classification is

important for security planning and risk assessment in particular [105]. A classifica-

tion is made based on the targeted parts of the network,e.g. host-based. Such a way

of viewing threats simplifies generation of attack graphs and the whole information

visualisation process.

A closer investigation of threat identification using visualisation techniques, attack

graphs and trees, is examined in section 3.2, followed by the examples of an attack graph

and tree as part of the threat identification process in section 3.2.1. Development of a

novel visualisation technique, referred to as OSLT is presented and discussed in section

3.3. The indicative scenarios how the OSLT can be used for threat identification and

visualisation are provided in section 3.3.1. Finally, conclusions and a discussion of the

contribution are provided in section 3.4.

3.1 Introduction to Threat Analysis

The importance of threat analysis, as one of the risk assessment processes, is well

understood. Every threat possess a risk, which sometimes is defined as a function of

the likelihood of a given threat-source exercising a particular potential vulnerability,

and the resulting impact of that adverse event on the assets [10; 18]. It should be

noted, that the more threats are identified during this process, the more accurate a risk

assessment outcome is. Thus, it is important to be aware of different mechanisms and

methodologies to successfully identify threats. The most common threat identification

methodologies include:

43



3.1 Introduction to Threat Analysis

• anomaly detection tools,

• network flow analysis tools,

• the use of both, Intrusion Detection System (IDS) and Intrusion Prevention

System (IPS),

• analysing network logs, e.g. SYSLOG from network devices, application logs.

As can be seen, the use of such mechanisms, encompasses the entire network in-

frastructure, including endpoints, emails, and network device configurations. Thus,

a security specialist should have strong system knowledge in order to be able to ac-

curately identify threats. However, the complexity of IT networks and their ubiquity,

makes threats untraceable and unmanageable. Threats, such as human factors, a social

engineering attack, or password disclosure to third parties, cannot be obtained by the

common threat identification mechanisms covered above. The research community has

developed a paradigm, referred to as attack graphs, which is used for modelling attacks

and visualising shortest attack paths.

With the development of various threat identification mechanisms, the importance

of threat classification and ways of linking them has arisen. In recent studies, Alhabeeb

designed a methodology to classify threats and to be used to represent each threat in

different areas of the information system [105]. The classification is based on factors

such as attacker’s prior knowledge about the system, loss of security information and

criticality of the area that might be affected. To use this classification, the areas of the

organisation and their criticality, from low to high, should be defined by the security

specialist prior to the applying the methodology.

Considering the importance of threat classification for threat analysis, a novel way

to classify threats has been proposed and discussed in Section 3.1.3.

3.1.1 Internal Threats

One of the primary concerns for industry and national security are the intended actions

associated with malicious attacks, theft or corruption of data, or the compromise of

networks, IT resources, of which the most harmful and difficult to trace threats are

44



3.1 Introduction to Threat Analysis

those propagated by an insider. Insider or internal threats are those originated from

within the organisation. These encompass independent contractors, employees and

company executives. Overall, insiders are trusted and privileged, some more than

others. Insider threats were defined in [31], as:

Definition The insider threat is one or more individuals with the access and/or

knowledge of organisation or enterprise that would allow to exploit existing vulner-

abilities in network security, systems and services with the intent to cause harm or

financially benefit from malicious act.

The efforts to identify malicious actions and unauthorised access to IT resources

originated from within the organisation, are limited in scope and capabilities [106].

Recent reports show, that insiders are a frequent source of incidents, 48% of 900+

breaches recorded in 2010 involved internal threat agents [107]. Most of these incidents

involved policy violations, theft, destruction of data, network compromise, malicious

behaviour. While ten years ago such actions were for reason of vandalism, now the

motivation is financial gain [108]. Activities such as sabotage, theft of intellectual

property, social engineering, phishing scams and employee fraud are the ones which

keep the organisation constantly at risk and can hardly be controlled. It should be

noted, “Prevention of an attack is ideal, but detection is a must”, and according to

Viduto et al, “Detect an attack before it detects your system” [31]. Yet, organisations

require the ability to mine and detect internal threats in order to protect valuable

information resources. Despite the fact that most organisations spend considerable

resources for protecting their IT systems and information from outside sources, little

effort is made to identify and secure from within.

3.1.2 External Threats

External threats are tthose that originate from sources outside the organisation and

its network of partners. The most common examples of such threats are hackers,

government entities, organised crime groups and environmental events. It should be

noted, that no trust or privilege is implied for such sources.

According to recent data breach reports, 70% of breaches are originated by external

agents, or threats [107]. The statistical results show that external breaches are typi-
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cally the work of a group of organised criminals. Collaborating allows them to share

resources, technical skills and distribute work effort. Thus, some such actions cannot

be determined. Organisations spend time and money toward making this determina-

tion, which often leads to high expenditure and little result. Such uncoordinated and

unbalanced organisational actions towards improved security can only be prevented if

an organisation analyses various “what if“ scenarios and their outcomes, if a particular

analysed crime activity took place in a real life case. Overall, knowing your enemy and

its motivation help in making cost-effective security decisions.

3.1.3 General Threat Classification

In order to develop a secure IT system, as part of best security practices, it is important

to be aware of possible threat sources and their actions. To bring things together and

to expand knowledge of threat sources, threat classification has been made based on the

area the treat may have an affect on. Comprehensive threat classification has never

been presented in the literature, however its importance for threat analysis is well

understood. Figure 3.1 provides the novel classification that can be used by decision

makers for threat analysis. As can be seen, the threat types are categorised based on

the most popular areas that can be affected. For example, a DEnial of Service (DoS)

attack can influence a host machine, and the same DoS attack can influence the whole

network. In this case, during a threat analysis, a decision maker would consider a DoS

as a single attack affecting many parts of the network.

For clarity, the classification of threats is proposed based on the targeted areas:

network, host, application. Knowing a targeted area and possible threat actions, the

security analyst can define the most critical areas based on the specific source of security

threats. With such information, it is easier to identify vulnerable systems and then

targeted threats. Figure 3.1 provides general threat categories and examples of threat

actions targeting a host, application or a network. As can be seen, some of the threats,

e.g., DoS are common and may target different aspects of a networked system. Based

on the motivation of a threat source, a security specialist can trace possible sequences

of actions, visualise them and thus, find a path to the target an enemy might undertake.

A structured threat analysis cannot be successfully performed by not considering all

possible threat actions. Assigning a cost to the attack path identified from threat
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1. Information Gathering
2. Sniffing

3. Spoofing
4. DoS

5. Session hijacking

1. Viruses, Trojans, Worms
2. Footprinting

3. Profiling
4. Password Cracking

5. DoS
6. Arbitrary Code Execution

7. Unauthorised Access

1. Input Validation (BoF, SQL Injection)
2. Authentication (Network eavesdropping, Brute force, 

                   dictionary attack, cookie replay,
  theft of credentials)

3. Authorisation (Elevation of privileges, confidential data
     disclosure, data tampering)

4. Configuration Management (Unauthorised access to confidential
              stores, administration interfaces,

                       retrieval of clear text configuration data,
            lack of individual accountability)

5. Sensitive Data (Access sensitive data without authorisation, 
network eavesdropping)

6. Session Management (Session hijacking, session replay, 
man in the middle)

7. Crypthography (Poor key generation or key management, 
weak or custom encryption)

8. Parameter Manipulation (Query string manipulation, cookie
manipulation, HTTP header manipulation)

9. Auditing, Logging ( User denies performing an operation, 
an attacker exploits an application without trace,

covers his tracks )

THREATS

NETWORK HOST APPLICATION

Figure 3.1: General Threat Classification

analysis scenarios, gains and losses can be predicted and quantified more accurately.

Thus, a threat classification is a part of an accurate risk assessment process and should

take place before any further security investment strategies are considered.

The knowledge of existing threats and targeted systems is important in order to

visualise possible links among critical systems. Threat classification is used in com-

bination with visualisation techniques to increase awareness of threats and possible

effects. Threats discovered during a threat analysis process are further applied within

the risk assessment and optimisation model in chapter 4, where the importance of all

shortlisted threats as a function of risk, is demonstrated.

3.2 Managing Threats by the use of Visualisation

Techniques

With the high increase in the use of automated systems and tools, human decision

makers have gained an ability to visualise, model and design: architectures of net-
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worked systems, their security states and other problems related to information man-

agement. Visualisation techniques have been recently applied to improve awareness of

network security, realise image communication between human and data, to discover

novel patterns among security data and provide defence measures against potential

threats. Furthermore, some visualisation techniques can be used in combination with

quantitative metrics and produce cost-effective security solutions.

3.2.1 Visualisation Techniques

As discussed in chapter 2 section 2.3.1.1, visualisation techniques can be used to identify

threats and associated actions, or, conditions that should be satisfied. In addition, they

help to increase awareness of the state of information security in the networked system

by visualising the most critical systems and attack paths. Attack graphs and trees are

the most applicable for threat analysis and risk assessment, thus, an in-depth analysis

of such techniques is performed. Prior to discussing the usefulness of such visualisation

techniques, it is vital to introduce attack graphs and trees notation.

3.2.1.1 Attack Graph Notation

Each path in an attack graph is a series of exploits, which leads to an undesirable state.

The state is an event that has an undesirable impact on the system. Furthermore, such

a concept is used to answer questions like “To what attacks is my system vulnerable

to?”, “How many different ways can an attacker take to reach his goal?”, “Which set

of measures should an administrator deploy to ensure the attacker cannot achieve his

goal?” [31].

Definition Given a set of exploits E, a set of conditions K, a require relation

Qr ⊆ K · E, an imply relation Qi ⊆ E ·K, an attack graph is G(E ∪K, Qr ∪Qi) .

An exploit is defined as a predicate Vi(hs, hm, hd),

hs is a source host from which a vulnerability Vi was initiated,

hd is a destination host,

hm is an intermediate host.

However, in case where no intermediate hosts exist on the path, an exploit initiated

can be defined as Vi(hs, hd). A condition then, is a predicate k(hs, hd), where a security
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condition k is satisfied on source host hs and destination host hd (when no intermediate

hosts are used).

A condition can be treated as existence of the vulnerability or the connectivity

between source and destination hosts. There are two types of directed edges that link

exploits and conditions. First, an edge that can point from a condition to an exploit

denotes the require relation. The require relation is always conjunctive and means the

exploit cannot be executed unless the condition is satisfied. Second, the edge pointing

from an exploit to a condition denotes the imply relation, which is always disjunctive.

The imply relation means executing the exploit will satisfy the condition [31; 109].

One important aspect of an attack graph is that an exploit cannot be realised until

all conditions have been satisfied. Normally, some exceptions do exist, e.g. in thecase

when an exploit with multiple variations may require different sets of conditions. This

case can be handled by having a separate vertex for each variation of the exploit.

Another case is when a collection of exploits may jointly imply a single condition.

This case is handled by the insertion of dummy conditions to capture the conjunctive

relationship [109]. Taking an attack scenario, when an attack, or an exploit is initiated

on a host machine A and a destination, or a goal of an attacker is a root access on host

B, then an attack path can be visualised considering intermediate nodes and conditions

that should be satisfied (see Figure 3.2).

(a) A host access graph (b) A host-pair attack graph

Figure 3.2: Illustration of attack scenarios by using a host access and host-pair attack

graphs.

The hosts access graph shows the number of hosts in the path and the attacker’s
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access privilege transition between hosts. A directed edge represents the access rela-

tionship between two hosts. In case an attacker can obtain a root privilege on a target

host hd the directed edge will be placed between corresponding nodes. A host-pair at-

tack graph has the same meaning as an attack graph, where one source host connects

to one target host directly. However, the resulting host-pair attack graph is simplified

by design for the purpose of visualising the attack path more accurately.

3.2.1.2 Attack Tree Notation

Similarly to attack graphs, attack trees are used to visualise a networked system con-

taining risks and with these risks related attacks. It should be noted, that it is also

possible to illustrate an attack path in a tree form. An attack is represented by a node,

and an attack path consists of a number of nodes linked together. The root node in

the tree is a destination of the attacker, in other words, the goal of an attacker. Attack

or nodes can be either OR or AND nodes, meaning alternative ways or combination of

attacks. In the case of an AND node, an attacker cannot achieve the final goal until

all subgoals are satisfied. OR nodes are alternatives ways of performing an attack and

achieving a goal, i.e. two ways to enter a building: through a door OR through a

window.

(a) An attack tree (b) Cost of an attack

Figure 3.3: Illustration of an attack tree including a cost of an attack.

Considering a scenario, an attacker’s goal could be to “log in to one of the ma-

chines”, when he/she is not authorised to do so. The threat actions of achieving this

goal can be “Guess the password” OR “Learn the password”. The alternatives ways of

learning the password are: stealing OR bribing OR getting it from a user. However, if a
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decision maker would further analyse the threat action of “stealing the password”, the

possible attacks that should be successfully accomplished would be ”Install a keyboard

sniffer” AND ”Obtain a sniffer log file” (see Figure 3.3(a)). By viewing such a scenario,

it is clear that a network can be further exploited if such initial threat actions would

be satisfied.

Additionally to building attack scenarios, attack trees are widely used for the qual-

itative risk assessment process [10]. It has been proposed to build a defence tree, each

node of which would correspond to a security control, or a set of controls with the

estimated cost. In this way, dependencies of defence measures can be visualised and

a total defence investment can be calculated. In the same manner, it is possible to

quantify the cost of an attack. Considering a successful attack and knowing possible

damages this attack may bring, a decision maker can obtain the most damaging threat

actions, see Figure 3.3(b).

3.2.2 Limitations

As discussed in this section, attack graphs are a common way of representing possible

paths an attacker may follow in order to achieve a desired goal. Furthermore, they can

help to visualise interlinked nodes, relationships among vulnerabilities and conditions

to be satisfied. An attack graph represents possible attack sequences, however, it

is not possible to see what security layers an attack path covers and what security

measures should be in place at each layer in order to prevent it. Such activities have

not been visualised using attack graphs. Thus, it has been considered, that in order to

perform a risk assessment and threat analysis, it is important to see how attack graphs

can be enhanced over different security layers. The main limitation behind attack

trees is their applicability for threat identification and low-level vulnerability analysis.

Attack trees cannot provide information about state transition within the host, if some

vulnerabilities were triggered and exploited. Thus, attack graphs are considered to be

more applicable for threat analysis and risk assessment in overall.
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3.3 Onion Skin Layered Technique (OSLT) for the

Identification of Threats

In order to be able to visualise an attack graph over different security layers, a novel

OSLT has been developed. The technique can represent a network system layout, where

layers are defined based on conceptually similar actions, which an attacker may perform

to reach a goal. The OSLT concept is a good way of representing a state of a play

on different security levels L1, L2, L3 and L4. The design of the onion skin technique

has background for the Open-System Interconnection (OSI) and TCP/IP models [33].

While the OSI model is defined as a 7-layer communication system, where the layers

are subdivided based on services provided on each layer, by its logical structure OSI

can be mapped to the OSLT, see Figure 3.4.

Figure 3.4: Generic Onion Skin Layered Technique(OSLT)

Table 3.1 shows how OSLT layers can be mapped to the generic threats classified.

Based on the definition of each OSLT layer, it is possible to identify the most relevant

threats that may reside on these four layers. As can be seen, some of the threats may

exist on several layers. This is because a single threat may exploit several network

segments, e.g. an attack initiated on a host may spread to a network and thus exploit

the operation of all applications. Thus, OSLT helps to visualise such relationships

between different layers and helps to allocate relevant security countermeasures which
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Table 3.1: OSLT mapped to OSI layers

OSLT OSI Threat Class

L1 Physical Layer Host

L2 Data Link Layer Network

Network Layer Network, Host

Transport Layer Network, Host

L3 Session Layer Network, Application

Presentation Layer Network, Application

L4 Application Layer Application

would reduce the chance of an attack to occur. How threats, OSLT and security control

categories can be mapped to each other is discussed in chapter 4.

From the defender’s point of view, every network layer should be protected by

some kind of security measures, creating a barrier for an attacker. The design of the

proposed technique is used to visualise existing countermeasures at each network layer

and predict the steps an attacker will take. Thus, it makes knowledge of a network

state easier to interprete by a human decision maker, as the weakest network layer(s)

can be revealed.

Level 1 is a physical network layer, which is protected by physical security measures,

CCTV, locks, doors. An attacker can successfully overcome this layer by becoming au-

thorised personnel and acquiring some access to resources, e.g. to overcome a reception

desk on the first floor of the building an attacker can perform a social engineering attack

and thus, get a temporary ID card to enter the building. Level 2 is a technical layer,

where technical knowledge about the network infrastructure could be used in order for

an attacker remain undetected. The defender of a security network should have basic

security measures in place, such as firewalls, up-to-date antivirus, patched applications,

configured user accounts and groups. Level 3 is a logical layer, where authorisation,

authentication and access control systems reside. In order to detect an attack on this

layer, a defender might consider enhanced and efficient IDS log monitoring. Level 4 is

the most critical one, as it contains data which can be compromised, altered or stolen.

Accoring to Viduto et al, the security measures that a defender should maintain at

each layer in order to prevent a network from being attacked are as follows [31]:

53



3.3 Onion Skin Layered Technique (OSLT) for the Identification of Threats

• Maintain a vulnerability management program

• Risk and threat categorisation and assessment

• Insider computer fraud anomaly detection

• Information security pattern analysis

• Access control measures, track and monitor all access to network resources

• Security awareness program delivery

• Maintain a security policy

• Security testing

If such security is in place at all network layers, it will help in some way to stop or

delay the attacker’s attempts and detect malicious activities.

The ability to classify threats is part of a qualitative analysis. Figure 3.1 can

be applied to allocate threats at different onion skin layers, based on the targeted

area. The link among these threats can inform about the most critical systems that

should be protected. Thereafter, threats can further be classified by threat matrices.

Such matrices are typically used to scale a final resulting risk as low, medium or high.

Scaling is a useful approach to security threat and risk analysis, however it is sometimes

criticised due to arbitrary and objective classifications.

Figure 3.5 demonstrates how threat classes can be mapped to the OSLT layers

based on the vulnerabilities existing on each of these layers. Network threats are the

ones which can be initiated on L2 and L3. Host threats are the ones used to exploit

vulnerabilities on L1 and L2 layers of the OSLT. Application threats can be mapped

to L2, L3 and L4 vulnerabilities.

Based on the logic behind the proposed technique, more formal methods can be

employed to define classification of vulnerabilities based on the layer of the onion skin

a vulnerability lies. Fuzzy logic developed from fuzzy set theory, originally proposed

by Zadeh [110], can be used as one of the classification methods within the OSLT. It

is a multi-value logic that utilizes a truth value within the range [0,1], which allows

reasoning and classification using degrees of variables rather than simply the two values
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Figure 3.5: OSLT mapped to classified threats

of the extrema that are used in binary logic [37]. Bayesian methods can also be used

to determine the layer of an onion skin that each vulnerability should lie on and thus

map them to the corresponding threats.

A generic OSLT technique can be further expanded to indicative attack scenarios

where a hypothetical attack can be visualised using attack graphs through all layers as

part of the qualitative risk assessment analysis.

3.3.1 Indicative Scenarios

In order to demonstrate how OSLT expands the knowledge of visualising information

using visualisation techniques it is important to mention the main characteristics and

preliminaries to be used within the indicative scenarios.

Suppose that each layer (L1, L2, L3, L4) of the OSLT represents some level of

security as well as contains some weaknesses that might be exploited. The barriers

which separate layers visualise a presence of such security measures deployed to stop

an attack. A condition k connecting two events on the same or different layer, creates

a distance between them. In other words, these events become correlated and fall on

the same connected path. The distance between the attacker’s goal and an initial event

is a minimum path that connects two events. If there is no connection between the

barriers, the distance is treated as infinite [33]. If an attacker is able to get access to

L1, then the whole layer becomes available for searching for another system weakness

which can lead to the higher layer L2. If an attacker finds several systems that can

be exploited on a single layer, these events become correlated with some distance. It

also should be noted, that if an attack has triggered an additional independent event,
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it will be added to the attack path. However,a triggered event may shorten an attack

path to the goal as it creates an undesired, unpredicted hole or system flaw that has

not been inspected and controlled before an incident [33].

An External Threat Scenario

Suppose an attack is initiated from an external threat source, see Figure 3.6, and

it is targeted towards a goal on L4. The first aim of an attacker is to get into the

networked system, in other words, to get access to the physical layer L1. Assume that

L1 is an entrance to the main building premises, L2 is a corridor that might have

access, e.g. an ID scanner which grants access to the upper layer, L3 is the main office

where users should authenticate themselves by username and password in order to use

data stored on L4.

Figure 3.6: An attack graph within the Onion Skin Layered Technique

The nodes A, B and C are the points within the system which have some level of

privileges. Between the entrance (L1) and a corridor(L2) is a reception desk (node A),

where an attacker has to authorise himself in order to get a privilege to stay in the

building. This can be successfully achieved by a social engineering attack, particularly

if a receptionist is not even aware of such possible human manipulation. If a condition

is successful, an attacker can move forward and get access to the corridor and scan a
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provided ID card on an ID scanner (node B). If B can be exploited, an attacker is fully

authorised to get access to L3. Thus, A and C become correlated events. If a security

control on L2 is not exploitable, an attacker might have to come one layer down and

find another way of getting into the office on L3, e.g. by finding a hole in a wall or a

tunnel that links an entrance to the main office.

Dashed lines show triggered events, which help to reduce an attack path and bring

the final goal closer to an attacker. In other words, triggered events create a direct

path from the initialsource to its final destination. Overall, the goal can be achieved

within distance of 4 by exploiting A, B and C.

An Internal Threat Scenario

This scenario demonstrates how an attack can be initiated from within the organi-

sation by an insider, who has some level of privileges. For the purpose of demonstrating

an OSLT applicability for various instances related to threat actions, an internal threat

scenario expands the attack path through the layers demonstrated in the generic OSLT,

see Figure 3.4. Figure 3.7 shows a visualised attack graph fitted into the OSLT concept.

Figure 3.7: Onion Skin Layered Technique for threat analysis

Every Exploit corresponds to a node or a network device which has a vulnerability that

might be exploited by a threat. An initial event starts from Exploit 1 on L1. It should

be noted, that L1 is a physical security layer, where access from one node to another
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node can be gained by performing physical attacks: use of a stolen password, social

engineering, dictionary attack and other attacks, that can provide log in credentials. If

Exploit 1 has a default, blank or missing password, it can be exploited by the physical

attacks mentioned. In some cases, machines residing on the same security layer may

have different privilege levels. Thus, if an attacker is able to exploit node 1 (Exploit

1), it can get access to node 2 (Exploit 2), as these machines are in the same network.

Gaining trust on the machine exploited, an attack can be carried on the machines

residing on the higher layer, a technical L2 layer. In order to exploit vulnerabilities of

this layer, an attacker should possess technical knowledge to overcome security barriers.

Knowing the network architecture as well as privileges configured on hosts, an attacker

can acquire the most vulnerable node (Exploit 3), and further, by escalating privileges

get access to the node 4. In the scenario, node 4 is the only source that can connect an

attacker to the higher layer L3. By tampering with security relevant mechanisms on

node 5, an attacker can achieve its final goal, which resides on layer L4 of the OSLT.

The initial attack path of a scenario demonstrated is a five step process: Exploit 1 -

Exploit 2 - Exploit 3 - Exploit 4 - Exploit 5. However, as it can be seen, the attacker’s

actions have triggered other connection links which reduce the path. If node 3 (Exploit

3) was accessed through nodes 1, 2, 3 (Exploits 1, 2, 3) then there is a direct link that

connects node 1 and node 3 (a dashed link shown in Figure 3.4).

Table 3.2: Internal threat scenario vulnerability and threat source information
Vulnerability CVE number Threat Source Threat

Default, missing or blank local user password CVE-1999-0504 Incompetent User Dictionary attack

Hacker Unauthorized resource access

Disgruntled Employee DoS attack

Internet Explorer version 5.01.5.5 and 6.0 CVE-2003-0344 Service Admin Improper management

No audits

Administrator password disclosure CVE-2006-0561 Internal Employee Social Engineering

wu-ftpd 2.6.1 allows remote attackers Disgruntled User Brute force

to execute arbitrary commands CVE-2001-0550 Hacker DoS attack

ssh v1 has various weaknesses CVE-2001-0572 Service admin Implementation flaws

Knowing some vulnerabilities, an OSLT can be applied to further analyse vulner-

ability dependencies, build an attack scenario, obtain newly triggered vulnerabilities,

identify threat sources and particular threats. The information in Table 3.2 can be

gathered after an OSLT is applied as a part of threat analysis process. Constructing

58



3.4 Summary

an attack graph through security layers can reveal additional threat sources and threat

actions, and map these threats to a particular vulnerability and identify possible risks.

3.3.2 Limitations and Benefits of the OSLT

Despite the advantages OSLT introduces in the area of threat analysis using visuali-

sation techniques, ability to identify threats, visualise vulnerability dependencies and

obtain threat-to vulnerability matches, there are still some limitations that should be

noted.

The main limitation of the visualisation technique proposed is limited scalability.

In very large networks, where the number of nodes and systems is high, performing

a threat-to-vulnerability analysis can be very time-consuming and error-prone. This

limitation can be addressed if the model is applied to some parts of the network.

In this case, the OSLT can provide valuable information on how weak a particular

network segment is, in what ways these critical systems can be exploited. Thereafter,

information can be presented via an attack graph, distributed across onion skin layers

where relationships among network vulnerabilities are demonstrated.

It also should be noted, that OSLT cannot be used for real time data analyses.

The characteristics of the onion skin modelling are not adapted for monitoring real

time network traffic. It cannot be used to dynamically visualise attack attempts if

any malicious activity is observed. Nevertheless, the proposed technique deals with

the static data about existing vulnerabilities, retrieved from the vulnerability scanning

tools, historically logged threats and accidents recorded previously. By utilizing this

data, a visualised layered attack technique may serve as a valuable tool to improve

security awareness of top management. Therefore, decision makers can analyse different

attack scenarios and thus reveal more potential threats. Thus, threats are potential

risks if they can be mapped to identified vulnerabilities.

3.4 Summary

This chapter introduces a novel threat identification and modelling technique that can

be used to predict previously unknown threats and as a result, help to assess risk with
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higher accuracy. The objective was achieved in several steps:

• Analyse general use of visualisation techniques, attack graphs and trees, used as

part of qualitative risk assessment to identify potential weak systems, threats,

vulnerabilities;

• Highlight limitations of attack trees and graphs in order to choose an appropriate

technique;

• Introduce a general threat classification method which is used as part of the novel

technique;

• Develop the novel visualisation technique, which can address limitations of cur-

rent approaches.

The main feature visualisation techniques possess is an ability to identify threats

and vulnerabilities on system nodes, predict attack paths and allocate security controls

to prevent these attacks. The chapter has discussed the nature of threats and ways

how these threats can be identified using visualisation techniques. The attack graphs

and attack trees seem to be most appropriate for such analysis. The benefits and

limitation of these techniques were discussed in detail to highlight the capabilities of

both. It was noticed, that attack graphs is the most promising technique used to

predict attack paths, which help allocate the shortest ones an attacker may follow to

reach a goal. Furthermore, attack graphs can visualise the access relationship between

hosts, on a host existing vulnerabilities and possible threats that may exploit those

vulnerabilities. Nevertheless, some limitations also exist, such as using the general

notion of attack graphs it is not possible to see what security layers an attack path

covers and what security measures should be in place at each of the layers in order to

prevent them. In terms of attack trees, these techniques cannot provide information

about the state transition on an attacked host, if some vulnerabilities were triggered

by some threats. Nevertheless, attack trees can be used to visualise general attack

action paths where a root node is the final goal to be achieved by these actions. Being

very limited in terms of identification of vulnerable systems, present vulnerabilities and

threats, attack trees were not considered as applicable for a qualitative risk assessment

approach.
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Considering the advantages and limitations among visualisation techniques used

to identify threats, vulnerabilities and a weak system, a novel visualisation technique

called an Onion Skin Layered Technique OSLT has been developed to predict previ-

ously unknown threats and as a result, help to assess risk with higher accuracy. The

technique addresses a limitation of attack graphs, in particular an ability to represent

an attack action on different security layers. It was noted, that threat classification

is an extremely important aspect towards selection of appropriate security counter-

measures on different security layers. Different types of classification exist, however

these classifications are difficult to compare. Within the threat identification process,

a general threat classification was proposed based on the targeted areas: network, host,

application. Knowing a targeted area and possible threat actions, the security analyst

can define the most critical areas based on the specific source of security threats. With

such information, it is easier to identify vulnerable systems and then targeted threats.

The threats classified were mapped to the OSLT layers introduced, these are: physi-

cal, technical, logical and assets. Furthermore, OSLT by the logic was mapped to the

7-layer OSI model and threat classes. This provides additional information on how a

single threat can map various vulnerabilities residing on different OSLT layers. Thus,

while selecting security measures it will be possible to allocate a single countermeasure

which may reduce a chance of a threat being spread further to the network layers. Ev-

ery layer of the OSLT represents a security layer, or a network segment. The barriers

between layers visualise an existence of security measures, separating nodes from up-

per logical layers, where more critical systems reside. The OSLT helps to apply attack

graphs on different security layers and increase awareness of possible threat actions and

security measures residing on each of the layers.

To demonstrate how the proposed technique can be used to identify threats and

vulnerabilities within the system on different layers, two indicative scenarios have been

illustrated throughout this chapter. The scenarios mainly focused on their different

attack instances, such as attack initiated from an external source or from within the

network. Visualised attack graphs within the OSLT demonstrated how a targeted

attack can trigger additional paths and thus, be unpredicted. Such information can be

very important if investment towards implementation of security measures is made.
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Chapter 4

Risk Assessment and Optimisation

Model (RAOM) and System

“You cannot improve what you cannot measure.”

Lord Kelvin

By analysing a list of threats and vulnerabilities identified by the specific scanning

tools and by applying a visualisation technique proposed in chapter 3, this chapter

focuses on the development of a decision support system to support organisational

decision-making activities. The main purpose of this system is to help security spe-

cialists to plan, manage, control and select appropriate security solutions considering

various risk-related factors. The system is intended to help tackle conflicting factors

and solve the problem, as well as provide the set of optimised solutions distributed on

a search space, so that a decision maker is aware of possible costs and risks associated

when selecting particular security countermeasures. To address the following objec-

tives, a novel Risk Assessment and Optimisation Model (RAOM) is developed. The

model is aimed to improve existing risk assessment methods, such as NIST SP 800-30

Risk Management Guidelines, by formulating a multi-objective countermeasure selec-

tion problem, where a trade-off between two objectives cost and risk is minimised. The

primary aim is to provide a mathematical framework where a relationship among risk

related factors is considered. The framework is designed to minimise the cost of secu-

rity countermeasures without increasing the risk of a vulnerability being exploited by
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a threat and resulting in some degradation of confidentiality, integrity and availability

(CIA). The offline optimisation routine is developed so as to accommodate conflicting

objectives and to efficiently search for an optimum solution set.

Based on the RAOM, a Risk Assessment and Optimisation System (RAOS) is

developed. The RAOS integrates two essentially interrelated and yet conceptually

distinct processes: risk assessment and an optimisation routine. Within the system,

four main modules form a flow of risk and cost optimisation. The final decision then

can be made on the optimised cost and risk trade-off

4.1 Introduction to Risk Assessment Approaches

As has been underlined throughout the thesis, a risk assessment can be performed

either qualitatively or quantitatively. Qualitative risk assessment techniques typically

do not have a sufficiently sound objective basis, as these approaches rely on a security

specialist’s knowledge, experience as well as based on history, policies, and special cases

[111; 112]. Risk analysis is usually conducted through questionnaires and workshops

with people form various parts of the organisation: security experts, IT managers

and staff, users and senior managers. Recently developed methods include the use

of visualisation techniques, such as graph or tree-based techniques [8; 113]. The use

of visualisation techniques helps to classify gathered information and retrieve only

valuable parts of it. Hence, it enables visibility and understanding of risk and its

ranking. Its advantage lies in its simplicity and usefulness in practice [112].

Unlike qualitative risk assessment, quantitative risk assessment utilizes two funda-

mental factors: the likelihood of an event occurring and the possible loss should it

occur. Quantitative analysis aims to calculate objective numeric values for each of the

factors considered in the risk assessment and cost benefit analysis. Risks analysed can

be prioritised based on financial or technical impact, assets can be prioritised based on

their value. The outcome of this type of risk analysis facilitates management of risk by

providing objective values of risk metrics. Such analysis introduces a new definition of

risk: likelihood of conversion of a source of danger (hazard) into actual delivery of loss,

injury, or some form of danger [16]. By definition, risk involves some uncertainty and
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some kind of loss that an organisation may face. Uncertainty is measured by assigning

some probabilities to a set of possible actions, e.g. threat-to-vulnerability combination.

Furthermore, a combination of both methods has been widely discussed within the

scientific community [10; 114]. While one of the risk assessment approaches cannot

deal with the objective values, another approach may be applied. While a qualitative

assessment using graph or tree-based techniques can help to identify possible threats,

vulnerabilities, visualise possible attack paths, as discussed in chapter 3, a quantitative

approach can help to assign objective values to such events.

This chapter focuses first on the NIST SP 800-30 risk assessment process for IT

systems and its limitations, and second, on the development of a novel combined risk

assessment and optimisation model, which addresses the identified limitations of NIST.

The risk assessment framework proposed by NIST, in particular, the risk assessment

process, definitions and general risk quantification methods served as a starting point

for identifying a problem of quantifying risk to information security considering factors,

such as impact on CIA, likelihood, vulnerability-to-threat match, control effectiveness.

Therefore, NIST initial risk assessment steps: system characterisation, identification,

likelihood determination were applied as part of RAOM. However, some important

modifications were proposed within the RAOM to address a challenging task of selecting

security countermeasures from a wide range of possible ones, quantify risk while impact

on CIA is considered, address a trade-off between conflicting objectives: cost and risk.

As a result, a novel model can be fed into a decision support system which would help

in dealing with the information in a structured and effective way while proposing fast

selection of security countermeasures with balanced cost and risk factors.

4.2 Risk Management Guide for IT systems: NIST

SP 800-30

Organisations use risk assessment methodologies to determine the extent of existing

threats, vulnerabilities, impacts as well as quantify the risk, associated with networked

systems.

The standard NIST SP 800-30 approach divides the risk assessment process into
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Figure 4.1: NIST SP 800-30 Risk Assessment Process
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nine steps listed as follow [18], See Figure 4.1:

(1) System Characterization - the goal is to establish the scope of the risk assessment

and identify the boundaries of the IT system;

(2) Threat Identification - the goal is to list potential threats along with the motiva-

tions;

(3) Vulnerability Identification - the goal is to develop a list of system vulnerabilities

that can be exploited by threats;

(4) Control Analysis - analyse the implemented controls or planned to be implemented;

(5) Likelihood Determination - determine the likelihood. NIST express the likelihood

using a scale of high, medium and low represented as [1, 0.5, 0.1] respectively;

(6) Impact Analysis - the goal is to prioritize the impact levels (high, medium, low on

a scale [100, 50, 10] respectively) associated with system mission, data criticality and

sensitivity;

(7) Risk Determination - the goal is to assess the level of risk to the IT system. Risk

is derived by constructing a risk level matrix, in which ratings assigned for likelihood

and impact are multiplied. The risk as a result is scaled as follows: high (>50 to 100),

medium (>10 to 50), low (1 to 10);

(8) Control Recommendation - the recommended procedural or technical controls are

identified to reduce the level of risk;

(9) Results Documentation - once the assessment has been completed the results should

be documented in an official report to help decision makers reach decision on policy,

budget, system operation and management changes.

4.2.1 Decision Making through NIST SP 800-30, Limitations

“Risk assessment is one of the key components of an organisational risk management

process” as described in NIST [17]. NIST SP 800-30 publication is a widely known

guideline which provides information on risk assessment process and specifies details

how every risk estimation step can be performed. In addition, the purpose is to guide

security experts on how risk assessment should be conducted by discussing possible

tools and techniques to be used at every assessment step. Despite the wide acceptance

and popularity among various security publications and security experts, NIST SP 800-

30 does not discuss the process of countermeasure selection in relation to identified and
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calculated risk. Such selection should mainly rely on human decision maker expertise

and experience. However, where the number of threats, vulnerabilities is very high, the

risk calculation process and manual selection of countermeasures can be very time con-

suming and error prone. Automating the whole selection process would dramatically

reduce the time and probability of high error.

According to NIST 800-30, “information security risks are those that arise from the

loss of confidentiality, integrity, or availability of information or information systems”

[17] and “adverse impact of a security event can be described in terms of loss or

degradation of CIA“ [18]. Despite clearly stating the relationship among risk factors,

such as vulnerabilities, threats, likelihood and impacts, NIST does not quantitatively

assess an impact on CIA in terms of its degradation or loss. Rather it qualitatively

calculates an impact on organisation’s system functions, image, reputation, assets,

individuals, by assigning a scale of [10, 50, 100] corresponding to low, medium and

high impact respectively. For this reason, NIST has a limitation of not quantitatively

assessing a security breach event impact while considering degradation or loss of CIA.

Furthermore, as a last step of the risk assessment methodology, NIST proposes

a list of security controls, some of which will be deployed if so decided by a human

decision maker. As discussed, manual selection may have unforeseen expenditures and

be ineffective for a particular system, due to poor system knowledge and inability to

effectively manage a high number of various possibilities. Such limitation is crucial for

cost-effective security decisions.

4.3 Risk Assessment and Optimisation Model (RAOM)

NIST SP 800-30 methodology served as a source of inspiration to develop a model, re-

ferred to as a Risk Assessment and Optimisation Model (RAOM), which incorporates

qualitative and quantitative risk assessment methods in order to quantify risk, where

an impact on CIA introduced by identified vulnerabilities is quantified and included

into a formulation of risk. Furthermore, an optimisation routine introduced as part of

the RAOM helps in finding an optimal strategy in a short time. Considering the dy-

namic nature of vulnerabilities and then attacking threats, decisions on what security
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measures should be implemented are time-sensitive and sometimes require instant ac-

tion [115]. Hence, optimisation techniques should be deployed during a risk assessment

cycle.

RAOM is designed to facilitate time sensitive, strategic and cost effective decision

making while also increasing its ability to respond to identified threats and vulnera-

bilities. By qualitatively assessing a system using an Onion Skin Layered Technique,

introduced in chapter 3, the RAOM opens an opportunity to a human decision maker

to obtain previously unknown threats and vulnerabilities, which cannot be retrieved

by applying scanning tools or analysing logs. During quantitative analysis, the factors

such as likelihood and impact are quantified based on the vulnerability characteristics,

vulnerability-to-threat matching matrix and probability of such occurrence. Another

variable is introduced, referred to as “matching“, which defines how a possible coun-

termeasure applies to a vulnerability analysed. The risk is finally calculated based on

the metrics introduced.

Figure 4.2: Risk Assessment and Optimisation Model (RAOM) Flow Chart
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The RAOM divides risk assessment process into eleven steps (Part A), listed as

follows, Figure 4.2 [99]:

1. Identify an organisation’s essential functions - the goal is to identify the functions,

which cannot be interrupted under any circumstances;

2. Identify essential systems - the goal is to identify essential systems that should

be protected

3. Assess systems for vulnerabilities - the goal is to perform a vulnerability assess-

ment on these essential systems;

4. Analyse vulnerabilities - the goal is to list all identified vulnerabilities;

5. Analyse vulnerability properties - the goal is to analyse a vulnerability’s prop-

erties and identify potential threats. Development of attack scenarios using vi-

sualisation techniques, e.g. Onion Skin Layered Technique (OSLT) is a useful

technique to apply at this step;

6. Vulnerability to attack determination - if in the previous step vulnerabilities

identified were exploitable, then there is a chance for an attack to happen;

7. Impact Analysis - the goal is to analyse an impact on CIA, introduced by every

vulnerability;

8. Threat-vulnerability analysis - vulnerabilities can only be translated into risk if

there is a threat able to exploit them; At this step identified vulnerabilities should

be mapped to the threats identified. Vulnerability-to-threat matrix is built at this

step;

9. Likelihood Determination - the goal is to determine the likelihood that a potential

vulnerability will be exploited. This is done by analysing historical data, data

breach reports, consulting with security specialists;

10. Risk Level Determination - the purpose of this step is to estimate the initial

risk an organisation holds before any countermeasure is implemented. Decision

makers should be aware of this value in order to select a set of countermeasures

which would reduce it;
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11. Security Control Recommendation - the goal is to propose a list of generic coun-

termeasures which are potential solutions to reduce the risk and cost.

RAOM steps 1-6 can be treated as qualitative assessment stages, where generally

information is gathered by running questionnaires, workshops, or just consulting with

security specialist. In addition to general qualitative assessment approaches, OSLT can

be applied to identify additional threats, vulnerabilities and classify them based on the

onion skin layer they reside on (chapter 3).

Part B of the RAOM defines an optimisation routine which starts after all data is

collected and ready for an optimisation. Input data is fed into the memory and the

selection of candidate solutions is performed. By performing variation in the selected

solutions, the final set of near optimum and optimum solutions is provided to a human

decision maker.

By fully integrating a risk assessment approach into optimisation problem, RAOM

maintains better risk identification with the overall result of deploying effective solu-

tions.

4.3.1 Definition of Vulnerabilities and Impact Analysis

Definition: Vulnerability is a weakness or flaw in system security procedures, design

or internal, management controls that can be accidentally triggered or intentionally

exploited, resulting in the degradation or loss of confidentiality, integrity, availability

(CIA).

Vulnerabilities can be identified in four ways: using automated vulnerability scan-

ning tools, performing penetration testing, using modelling techniques to predict non-

technical system weaknesses and by assessing previous risk assessment documentation

of the IT system. Once vulnerabilities are identified and characterised, identification

of threats which may exploit them should be carried out. It should be noted, vulnera-

bilities can only be translated into risk if there is a threat to the system able to exploit

them. If objective values can be assigned to vulnerabilities and threats, the level of

risk in an organisation can be calculated. The aim of the RAOM is then to reduce this

level of risk by selecting the appropriate set of countermeasures using an optimisation

routine.
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NIST SP 800-30 is one of the publications found in the literature, which has asso-

ciated impact with the degradation of CIA. Nevertheless, it has not stated how this

impact can be quantified and dealt with. The guideline only proposes a following

statement:“ adverse impact of a security breach event can be described in terms of

loss or degradation of any, or combination of any, of the following three security goals:

integrity, availability and confidentiality (CIA) ”[18]. Nevertheless, there are no similar

models in the recent literature that would define vulnerability’s impact as a degradation

of CIA. Thus, the RAOM presents a novel approach to quantify a loss or degradation

of CIA while considering particular vulnerabilities and security breach event, defined

in the model as a threat-to-vulnerability match.

The U.S. National Vulnerability Database (NVD) [116] provides a source of tech-

nical vulnerabilities with the full overview of vulnerabilities, their impacts on CIA and

corresponding Common Vulnerabilities and Exposures (CVE) numbers. It is the only

official and “practically sound“ source that provides impact levels on confidentiality,

integrity and availability (CIA) [116]. The severity of every vulnerability and its im-

pact in the NVD is calculated using Common Vulnerability Scoring System (CVSS)

[117]. The CVSS provides standardized vulnerability scores based on intrinsic and fun-

damental characteristics of a vulnerability. Other scoring systems also exists, such as

CERT/CC, Microsoft’s proprietary scoring system, however they differ in what they

measure [118; 119].

According to the CVSS score system, there are three impacts on CIA levels: par-

tial (P), complete (C) and none (N) [117]. The highest impact corresponds to the

CCC combination, standing for the complete impact on confidentiality, integrity and

availability. For every CVE numbered vulnerability, such a combination of impacts

can be retrieved from the National Vulnerability Database [116]. If a CVE number

is not known and it cannot be found in the vulnerability database, the NVD offers

a calculator, which requires some characterization to be made: exploitability range,

attack complexity and level of authentication needed.

Let each vulnerability be represented as a single bit in the vulnerability vector:

~V = {Vi} = {1, 0} ∀i, i = 1, 2, ..., n. (4.1)
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where Vi represents an individual vulnerability. The value 1 indicates the presence of

this vulnerability in the information systems, otherwise 0.

Let an impact introduced by a vulnerability be defined as Ii. Considering different

PCN combinations and an impact scale taken from [18], the impact is classified as

following:

Ii =















Low(10) when CIA ∈ {NNP, NPN, PNN};
Medium(50) when CIA ∈ {PPN, PNP, NPP, PPP, NNC, NCN, CNN};
High(100) when CIA ∈ {PPC, PCP, CPP, NCC, CNC, CCN ,

PCC, CPC, CCP, CCC}

4.3.2 Threat Analysis

Definition: A threat is a potential cause of an unwanted security breach event, in

which a specific vulnerability is triggered or intentionally exploited.

After vulnerabilities have been identified and listed, threat analysis should be un-

dertaken to assess all potential threats that could cause harm to an IT system. Humans

should be considered as potentially dangerous threat sources, who through intentional

or unintentional acts can carry out an attack. Intentional acts, such as an attempt

to get unauthorised access, e.g. via password guessing, or an attempt to circumvent

IT security, can be performed by disgruntled employees or other malicious persons.

The unintentional acts are initiated through negligence and errors [18]. A motivation

in performing such acts should be carefully assessed as well as methods by which hu-

mans might carry out such an act. In addition, security violation reports, incident

reports, histories of system break-ins should be reviewed by decision makers. Such

informational sources will help to gather potential threat source data that may be a

concern, where a vulnerability exists. Nevertheless, a list of threats should be tailored

to individual organisations and be business-oriented.

Let each threat be represented as a single bit in the threat vector:

~T = {Tj} = {0, 1} ∀j, j = 1, 2, ..., m. (4.2)

where Tj represents an individual threat. The value 1 indicates the presence of this

threat in the information systems and otherwise 0.
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An estimation of capabilities as well as motivation that may be required to perform a

successful attack is carried out by determining the likelihood value of a threat exercising

a vulnerability. The likelihood Lji of a threat Tj acting over a vulnerability Vi is defined

as Lji = 〈Tj , Vi〉 and it can adopt one of three values: 0.1, 0.5 and 1, where the value

0.1 represents low likelihood, 0.5 medium likelihood and 1 high likelihood [18]. If a

threat Tj has no effect on a vulnerability Vi, there is no risk and thus Lji = 0.

4.3.3 Risk Level Analysis

It should be noted, that as an organisation decides on it objectives and its approach

to achieving defined business goals, it should consider the risks involved as well as its

appetite for such risks in order to make cost effective security decisions. Therefore,

the amount of risk an organisation is willing to accept while investing in security

countermeasures is defined by its risk appetite.

Definition: Total Initial Risk (TIR) is the sum of initial risks in an organisation,

before any security countermeasures are applied.

TIR can be computed as follows:

TIR =

m
∑

j=1

n
∑

i=1

Lji · Ii · Vi, (4.3)

where TIR ∈ R+, and Lji, Ii, Vi are derived during the risk assessment analysis.

Once TIR is known, the organisation becomes aware of how critical identified vul-

nerabilities are. The value TIR indicates the total value of risk over all identified

threats, vulnerabilities and resulting impacts on CIA. The purpose of RAOM is to

reduce this value by selecting a set of security countermeasures. Nevertheless, some

of the security countermeasures may trigger other vulnerabilities and have negative

impact on the system, resulting in increased TIR. To determine which ones are appro-

priate for a specific organisation, a formulation of the multi-objective problem, where

all related factors are considered, should be conducted to demonstrate that the cost of

deploying the countermeasures can be justified by the reduced TIR. Thus, the next

step is to identify potential security countermeasures that can be applied to reduce the

TIR value.
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4.3.4 Security Countermeasure Recommendation

In general, security countermeasures can be categorised based on the function they

provide. Countermeasures from one category have the unique ability to address a par-

ticular vulnerability. However, some countermeasures from within the same category

may differ from each other by technical specifications and market cost. On the whole,

the categorisation simplifies the processes of evaluation and selection of selecting secu-

rity countermeasures.

RAOM identifies three categories of countermeasures, such as technical, manage-

ment and operational, see Table 4.1. According to its primary purpose, every category

is further divided into groups: support, prevent, detect and recover.

Technical countermeasures involve a range from simple to complex procedures and

tools with a mix of hardware, software and firmware. These countermeasures focus on

support of IT systems, prevention of security breaches, detection and recovery from

security attacks. Management related countermeasures involve managerial tasks and

focus on guidelines, information protection policies and standards, which should be in

place to fulfill the organisation’s mission. Operational countermeasures are often used

in a combination with technical controls to address operational deficiencies. These

countermeasures should be maintained in order to ensure consistency in security op-

erations. The idea of countermeasure classification can be found in the NIST report

[18].

Based on the threat classification and Onion Skin Layered Technique (OSLT) dis-

cussed in chapter 3, the following countermeasure categories can be mapped to threats

and onion skin layers as shown in Table 4.2. Any of the countermeasures within the

category can be selected in order to reduce existing threats and their matching vul-

nerabilities. For example, S22 ”Safeguard computing facility“ which belongs to the

operational preventive controls, can be compromised by the threats which reside on

L1, L3 and L4 onion skin layers. Let us consider a threat ”Unauthorised access” which

firstly may target a host connected to the intranet. If a host is not protected by S22,

an attack will be successfully accomplished and may spread further to a local network

as well as applications. Hence, an operational control may prevent a single attack be-

ing spread over the network. However, the selection of security countermeasures is a
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Category Group Security Countermeasure Representation

Support Identification S1

Cryptographic key management S2

Security administration S3

Technical System protection S4

Prevent Authentication S5

Authorisation S6

Access Control Enforcement S7

Non repudiation S8

Protected communication S9

Transaction privacy S10

Audit S11

Detect and Recover Intrusion detection and Containment S12

Virus detection and eradication S13

Assign security responsibilities S14

Implement separation of duties, least privilege S15

Prevent and PC access registration and termination

Management Conduct security awareness and technical training S16

and PC access registration and termination

Detect Conduct periodic review of security controls S17

Periodic system audits S18

Recover Provide continuity of support and test, maintain it S19

Control data media access and disposal S20

Control software viruses S21

Operational Prevent Safeguard computing facility (e.g.biometric access control) S22

Protect laptops, personal computers, workstations S23

Detect Provide physical security (e.g. motion detectors) S24

Table 4.1: A generic classification of security countermeasures.

Table 4.2: OSLT mapped to security countermeasure categories

OSLT Threat Class Countermeasure Category

L1 Physical Host Operational, Management

L2 Technical Network, Host Technical, Management

L3 Logical Network, Application Operational, Technical, Management

L4 Assets Application Operational, Technical, Management

difficult and time consuming process which should be performed considering other risk

associated factors, such as present vulnerabilities, likelihoods, costs.

It should also be noted that a control category ”Management” belongs to all OSLT

layers, see Table 4.2. This is because management, as a security control, should

demonstrate the commitment to the establishment, implementation, operation, moni-

toring, review, maintenance and improvement of the Information Security Management
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System (ISMS). Therefore, as a control management is responsible for providing re-

sources to ensure information security procedures, provide training to staff, evaluate

effectiveness of controls, carry out reviews in order to react appropriately to various

incidents.

Let each countermeasure be represented as a single bit in the security countermea-

sure vector:
~S = {Sl} = {0, 1} ∀l, l = 1, 2, ..., k. (4.4)

where Sl represents an individual security countermeasure. The value 1 indicates that

this countermeasure is applied to the information system and otherwise 0.

The selection of security countermeasures Sl is performed by first matching them

to identified vulnerabilities Vi. In order to select appropriate security measures which

reduce the TIR value, a matching metric has been used, defined as zli. Previously, the

countermeasure-to-vulnerability matching idea has been proposed in [120] and later

demonstrated in [12], where a matching value is assigned based on an analysis, if a

countermeasure can directly address or indirectly address one or more vulnerabilities,

indirectly create some vulnerability or directly create some vulnerability.

In general, zli values should be assigned based on the characteristics of a counter-

measure and its match with the vulnerability match. Each countermeasure-vulnerability

combination zli may have one of the five possible consequences:

zli =























1 if Sl directly addresses Vi;
0.5 if Sl indirectly addresses Vi;
0 if Sl and Vi do not match;
−0.5 if Sl indirectly creates Vi;
−1 if Sl directly creates Vi.

zli matching values can be derived through questionnaires and workshops with

people from various parts of the organisation such as information security experts, in-

formation technology managers and staff, business asset owners and users, and senior

managers. In other cases, zli values can be obtained from the NVD [116]. However,

sources such as data breach reports, security practices and guidelines [121; 122] can be

used for some countermeasure categories to deliver concise data about which vulnerabil-

ities can be directly or indirectly created, or addressed, while a security countermeasure

is implemented.
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Another factor, that should be considered during a security countermeasure selec-

tion, is an investment cost. Suppose that each of the listed countermeasures has an

associated cost Cl. RAOM identifies four different monetary costs of implementing a

security countermeasure: purchase cost, operational cost, training cost and man-power.

Purchase cost includes all the costs associated with purchasing a certain countermea-

sure from a vendor. All the additional sub-charges, if there are some, are also summed

up to the total purchase cost value. Operational cost can be defined as expenses which

are related to the operation of a certain security countermeasure: this can be fixed

or variable costs, such as delivery costs, rent payment or electricity charges. Training

cost can be applied for such cases when additional training is required for IT staff to

increase professional expertise and maintain security awareness. Man-power is calcu-

lated in persons per hour required to implement a new countermeasure or re-configure

the existing one. It is important to note, that permanent position wages are not con-

sidered, instead a cost associated with the accomplishment of particular tasks assigned

to a person is estimated. For example, if £20/h payment rate is considered for a tech-

nician to patch systems, the cost is calculated as, the payment rate multiplied by the

time (in hours) required to complete the task.

The overall cost for a particular security countermeasure Sl is the sum of the four

presented sub-costs (operational, man-power, purchase and training) defined in mone-

tary units, i.e.,

Cl =

4
∑

n=1

Cln (4.5)

It should be noted that in practice organisations may face different types of costs

related to a particular countermeasure, however, this fact does not change the meaning

of a total cost and applicability of the model to real cases.

4.3.5 Optimisation Routine

An optimisation routine is applied within the RAOM in order to expand the knowl-

edge of security countermeasure selection process. Lack of expertise and manual time

sensitive countermeasure selection may lead to unpredictable losses. Thus, the optimi-

sation routine is presented in terms of its operation as well as efficient calculation of

all parameters fed into the routine.
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Development of optimisation algorithms has been carried out to solve the optimi-

sation problem formulated in section 4.3.6. Optimisation techniques, such as Tabu

Search, Genetic Algorithm, are fast and efficient optimisation approaches which have

been widely applied in many Operational Research (OR) problems. The operation of

these algorithms is offline, due to the static nature of the RAOM.

The aim of implemented algorithms is to make an appropriate selection of security

countermeasures based on the data provided. The outcome of the optimisation routine

is a set of candidate solutions, which correspond to the selected countermeasures. After

all, it is up to a human decision maker to make the appropriate selection of a solution

from the set provided.

4.3.6 Formulating the Problem

A fitness function is derived in order to facilitate in selection of security countermea-

sures as a final stage of the risk assessment process. This is viewed as a problem with

two objectives, total cost TC and risk R.

The following parameters need to be summarised before the countermeasure selec-

tion problem for IT system can be defined mathematically:

Parameters

Sl - the set of security countermeasures Sl = {S1, ...Sk},

Tj - the set of threats identified within the networked system Tj = {T1, ...Tm},

Vi - the set of vulnerabilities identified within the organisation: Vi = {V1, ...Vn},

Lji - the likelihood for a threat j to take advantage of a vulnerability i,

Ii - impact of vulnerability i on Confidentiality, Integrity, Availability (CIA), which

can have the following levels: complete (C), partial (P) and none (N),

Cl - total cost for countermeasure l,

Clp - pth sub-cost for countermeasure l, which denotes different kinds of costs required

for countermeasure implementation, i.e. man-power, purchase cost,
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zli - denotes how a countermeasure l matches vulnerability i.

Given a vector of k countermeasures ~S = (S1, S2, ...Sk) defined on a finite set X of

feasible solutions, and two objectives, total cost TC and risk R, consider the multi-

objective combinatorial optimisation problem:

min f(~S) = [TC, R] (4.6)

subject to ~S ∈ X

The mathematical expression of objective 1, corresponding to a total cost TC is

then further expanded as follows:

Definition: Total Cost (TC)

Given a set of k security measures, each having a cost Cl, 1 ≤ l ≤ k and considering

a vector of ~S = (Sl), Sl ∈ {0, 1}∀ l, 1 ≤ l ≤ k, the total cost TC is defined as:

TC(~S) =

{

k
∑

l=1

ClSl : Cl > 0, ∀l (Cl)

}

(4.7)

Sl =

{

1 if a security measure l is selected in the solution;
0 otherwise.

Objective 2, corresponding to the risk R is further defined as:

Definition: Risk (R)

Given a total initial risk TIR, a vector ~S = (Sl), Sl ∈ {0, 1}∀ l, 1 ≤ l ≤ k and a

matching matrix zli , zli = 〈Sl, Vi〉, the risk R is formulated as:

R(~S) =

{

TIR−
k
∑

l=1

m
∑

j=1

n
∑

i=1

Lji · Ii · zli · Sl

}

(4.8)

The minimisation problem can be effectively solved by applying computationally

efficient optimisation techniques, which can generate a set of non-dominated solutions

as an initial answer to the problem.
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4.4 Risk Assessment and Optimisation Model (RAOM)

Compared with NIST SP 800-30

Risk management guide for IT systems (NIST SP 800-30) has served as a foundation

for the development of the RAOM. Although these guidelines are widely recognised

among security experts because of the definitions and practical guidance pointed out,

some necessary risk assessment and mitigation methods have been improved within the

RAOM stages. NIST SP 800-30 can be treated as one of the first publications which

has associated the definition of impact with the CIA. Despite that, no quantitative

methods have been proposed to make such an impact tangible.

The RAOM has been developed to advance the risk assessment process in knowl-

edge, techniques and use. Qualitative and quantitative analyses have been established

for this purpose.

RAOM has some important differences from NIST SP 800-30 in terms of risk defi-

nition and its quantification, and impact definition.Furthermore, RAOM proposes the

use of optimisation routine, which by the definition propose an effective selection of

security controls. This process generally includes manual selection, according to NIST

SP 800-30. First of all, NIST defines risk as a function of impact and threat likelihood,

which is calculated using risk-level matrix. As a result, risk is expressed on a scale of

high, medium and low. Within the RAOM risk is expressed as a function of total initial

risk an organisation holds, calculated considering threat-vulnerability pair, likelihood

and impact, and selected security countermeasures selected to reduce risk, see Eq.4.8.

In terms of impact, NIST highlight an impact of a security goal not being met that

may result in loss of integrity, availability, confidentiality (CIA). However, the way to

quantify such an impact is not described. Rather, NIST suggests to measure impact

associated with the lost revenue, cost of repairing system, loss of public confidence,

loss of credibility. Such impact can be expressed in a scale of high, medium, low.

Therefore, RAOM proposed a way to quantify impact of a threat-vulnerability pair on

degradation or loss of CIA on a scale of [10,50,100]. Such a value can be obtained from

[116] by using CVE number of the vulnerability.

In terms of qualitative assessment, covered within NIST SP 800-30 steps 2, 3 and

4, RAOM expands the knowledge of threat and vulnerability identification techniques
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Task NIST RAOM Explanation

System Characterization Step 1,4 Step 1 - 2 Both methods use the same idea as to

how to approach this task.

Identification Step 2, 3 Step 3-6 RAOM proposes a use of visualisation

techniques to identify more threats,

vulnerabilities.

Likelihood Determination Step 5 Step 8,9 As was proposed by NIST likelihood

can be estimated on a scale of low,

medium, high. RAOM also applies.

Impact Analysis Step 6 Step 7 NIST analyse impact as cost of loss as-

sets, reputation, RAOM takes real im-

pact on CIA.

Risk Determination Step 7 Step 10 NIST scale risk as high, medium,

low. RAOM calculates total initial risk

which later should be reduced by se-

lecting appropriate set of countermea-

sures.

Control Recommendation Step 8, 9 Step 11 NIST propose a list of controls, RAOM

generates a list of generic controls.

Control Selection n/a Part B NIST does not guide how controls can

be selected; RAOM proposes a multi-

objective function.

Optimisation n/a Part B In addition to multi-objective function,

RAOM proposes an optimisation rou-

tine to search for trade-offs between

cost and risk objectives.

Table 4.3: Comparison between NIST SP 800-30 and RAOM

by applying an OSLT within RAOM steps 1 to 6. Instead of just relying on historical

data of system attacks, data from mass media, reports from prior risk assessments,

security test results, OSLT can reveal additional sources of threats and vulnerabilities.

The quantitative changes RAOM brings towards better risk analysis can be sum-

marised as following, see Table 4.3:

• Impact Analysis (RAOM step 7) - based on the identified vulnerabilities and
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overall qualitative system analysis performed in RAOM steps 1-6, the impact

is quantified considering vulnerability Vi’s impact on CIA. Based on the CNP

(Complete, Partial, Non) combinations, the impact is assigned a value on the

scale [10, 50, 100] based on the level of damage to CIA a vulnerability introduces.

• Risk Analysis (RAOM step 10) - instead of just scaling risk (NIST SP800-30

step 7), RAOM proposes an estimation of the total initial risk TIR considering

values of likelihood Lji, impacts Ii and vulnerabilities Vi, Eq. 4.3. The purpose

of this step is to provide a human decision maker with the total risk value present

within the system analysed. In the case where no strategic plans are in place,

decision makers would be aware of possible losses. Nevertheless, if the RAOM

is implemented, decision makers would have a chance to obtain solutions which

may reduce the value of TIR.

4.5 Risk Assessment and Optimisation System (RAOS)

Based on the RAOM, a Risk Assessment and Optimisation System (RAOS) has been

developed. The RAOS is the overall integrated process consisting of two essential

interrelated, but conceptually distinct components: risk assessment and optimisation

routine. Although risk assessment, as a process, provides basic inputs for facilitating

decision makers to make better, more logical and informed IT security decisions, it may

not provide answers concerning trade-offs among risk and associated costs. The factors,

such as risk perceptions, identified vulnerabilities, priorities and budget may influence

the final decision. Thus, dealing with the conflicting factors requires an understanding

of their relations, impacts and conceptual processes.

4.5.1 Description of the RAOS

RAOS has four main modules: Risk Assessment, Model Development, Problem Solv-

ing and Output, as shown in Figure 4.3. When RAOS is applied to solve a problem

formulated in Eq. 4.6, some data is required to describe the risk assessment flow. Data

input routine is created within the RAOS to proceed with the risk and cost optimisa-

tion. It should be noted, the input data gathered during the Risk Assessment includes
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the following aspects: a list of vulnerabilities, threats, possible countermeasures, costs,

likelihood values associated with the threat-vulnerability match and matching values

associated with the vulnerability-countermeasure match.

Figure 4.3: General structure of the RAOS

4.5.2 Risk Assessment and Model Development Stages

This section describes how RAOM is applied to represent a specific multi-objective

countermeasure selection problem. In Figure 4.4 entities Threat, Vulnerability, Impact

on CIA, Countermeasure and Cost are represented as a rectangle. If an entity partici-

pates in a relationship with another entity, they are connected with a line. An entity

Threat can exploit a vulnerability. Such a relationship has a likelihood, which is repre-

sented as a circle. The likelihood corresponds to the threat-to-vulnerability match. A

relationship shown as ”exploit” among Threat and Vulnerability, and it is one-to-many

. The entity Vulnerability has a one-to-one relationship with the entity Impact on CIA,

as each single vulnerability can only have a single value of an impact. The relationship

of Vulnerability to Countermeasure is one-to-many, as one countermeasure can match

many vulnerabilities. The entity Countermeasure also requires a cost to be known in

order to proceed with the selection process. Therefore a Cost entity should be included

and linked to the Countermeasure entity via one-to-one relationship, as shown.
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Figure 4.4: Entity-relationship diagram

Within the RAOM, input variables collected during a risk assessment stage are

declared to represent a mathematical relationship among them. Defined input data

is used to produce a mathematical model where a specific countermeasure selection

problem formulated.

Figure 4.5: General view of the data relationships within the RAOS

Figure 4.5 describes a general idea of interrelations among input data, such as

threats, vulnerabilities and countermeasures. A threat causes damage to identified

assets, as shown in the scheme. The damage is caused if a threat exploits a vulnera-

bility. To prevent such a damage, countermeasures should be considered to mitigate

vulnerabilities. Thereafter, mitigate threats and damage to assets.

Figure 4.6 demonstrates existing relationships within the model development stage
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Figure 4.6: Sample data relationships at the model development stage

and describes the interrelations among threats, vulnerabilities and countermeasures

within the system. The threat within the RAOS is declared as threats of integer data

type, specifying a total number of identified threats included into the RAOS. The

logical relationship to vulnerabilities, as ”exploits” is shown by red arrows. Within the

RAOS, such a relationship is declared as a matrix likelihood of size corresponding to

Lji. A single threat can exploit several vulnerabilities. For instance, Threat 1 exploits

Vulnerability a and Vulnerability b, and several threats can exploit a single vulnerability,

e.g. Threat 1 and Threat 2 exploit Vulnerability b. A vulnerability is declared by two

parameters, first, represents a total number of vulnerabilities vulnerabilities of type

integer, second, represents an impact every vulnerability identified possesses vvuln of

type vector.

Thereafter, vulnerabilities are mitigated by countermeasures, as noted by dot-

dashed blue arrows. Countermeasures contain the following data and data types: a

corresponding cost of type vector, a matching matrix which defines a compatibility

with the particular vulnerability declared as matching of size zli. An appropriate selec-

tion of countermeasures to mitigate vulnerabilities will be performed at the Problem

Solving stage.
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A single countermeasure can mitigate several vulnerabilities, e.g., Countermeasure

1 can mitigate Vulnerability a and Vulnerability b. Furthermore, Countermeasure 1,

Countermeasure 2, Countermeasure 3 may mitigate identified threats only if vulnera-

bilities are mitigated. It should be noted, that sometimes countermeasures may not be

effective for some of the vulnerabilities, therefore they may trigger some vulnerabilities,

increasing the chance of additional threat-to-vulnerability match.

4.5.3 Problem Solving and Solution Output Stages

After the model and the problem are set, the optimisation routine integrated within

the RAOS will search for feasible solutions, and then output them to a decision maker,

if some solutions will be found.

The problem solving process includes the following steps: data pre-processing, op-

timisation algorithm selection, search method and solution output. Figure 4.7 sum-

marises the complete problem solving routine as well as its output.

Figure 4.7: Problem solving routine and Output

The data from the risk analysis is used within the optimisation routine to help

effectively select IT security solutions. Data pre-processing propagates the input data,

gathered from the risk assessment and model development stages, into the optimisation

problem. During this step, a search space should be clearly defined in order to select an

appropriate optimisation algorithm. Furthermore, functions calculateTIR, fitnessCost,
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fitnessRisk are called to perform required calculations. calculateTIR function calculates

the total current risk based on Eq. 4.3. fitnessCost calculates an objective one, cost,

based on Eq. 4.7 and fitnessCost function is calculated based on Eq. 4.8.

An optimisation problem, mathematically presented in Eq. 4.6, cannot be solved

manually, thus an optimisation algorithm should be selected. The algorithm can be

selected based on the problem size and problem specifics. The countermeasure selection

problem is a type of combinatorial optimisation problems, for which metaheuristic

algorithms are used.

In order to make a selection of feasible solutions, or in other words, to perform a

search, an optimisation algorithm is designed to make a selection, variation and other

possible changes, based on the algorithmic nature and provide the output solution.

When a solution, or a set of solutions is found, the functions checkDominationOn-

ParetoFront, removeDominatedValuesOnParetoFront are called within the RAOS. These

functions make sure that only feasible solutions are output to the decision maker. The

output is stored in a file, where entries such as a binary solution vector, its correspond-

ing cost value and risk value, total time spend on finding solutions, are stored.

The output data, or a set of solutions to be used later, consist of a vector of

countermeasures. The output from the optimisation routine expands the knowledge of

a decision maker. In particular, the solutions that are produced by the algorithm are

selected so that the trade-off among cost and risk objectives would be optimal or near

optimal, considering parameters fed into the routine. Thus, a system supports decision

makers in making their final decisions by providing as an output a Pareto Front with

optimised solutions. Every solution corresponds to the set of security countermeasures

and with them associated risks and investment costs. Depending upon an organisation’s

risk appetite a decision maker can choose a high cost set of countermeasures with the

low value of risks, or a low cost and a high risk set of security countermeasures as an

investment decision.

The optimisation approaches used as part of the optimisation routine within the

RAOS, as well as their performance experiments are discussed in detail in chapter 5.
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4.6 Summary

This chapter introduced several contributions with regard to research questions on

how identified vulnerabilities affect CIA and how to tackle the trade-off between risk

and cost when selecting IT security solutions. In particular, the chapter concentrates

on the development of a novel model, which aids to support decision makers with

the IT security solutions, taking into account a number of security measures, impact

vulnerabilities possessed and an analysis of how potential security measures may affect

identified vulnerabilities. The development of the model was performed considering

the following actions:

• Based on the analysed models and standards, the NIST SP 800-30 methodology

has been considered as a basis for further developments, as it is one of the first

publications which defines risk in terms of loss or degradation of CIA, provides

risk related definitions, mathematical formulations and guidelines on the security

countermeasure selection process;

• The limitations of the NIST SP 800-30 in relation to a countermeasure selection,

risk quantification and overall decision support have been identified;

• A novel risk assessment and optimisation model, which addresses NIST SP 800-

30 limitations and demonstrates how the model can be further used as part of a

decision support system, has been developed;

• An optimisation routine, which is used to identify an effective security solution

from a number of possible ones, has been designed as part of the decision support

system;

• A decision support system has been designed to help make a cost-effective decision

when a minimisation of risk and cost trade-off is desired while selecting a set of

security controls.

Based on the quantitative risk assessment nature, this chapter presents a novel Risk

Assessment and Optimisation Model (RAOM), which is aimed to improve existing risk

assessment methods by proposing a novel view to risk defined in terms of loss or
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degradation of CIA. The model was developed considering the NIST SP 800-30 risk

management guideline, which provided explicit definitions of risk related factors and

a methodology to quantify it. Nevertheless, the general NIST SP 800-30 methodology

was amended in order to tackle conflicting factors of risk within the RAOM and propose

a decision support system to help select security measures while considering constraints,

such as organisational risk appetite and budget. Therefore, a strategy to reduce risk

is proposed based on the formulation of a multi-objective countermeasure selection

problem, where a trade-off between cost and risk is minimised. The RAOM proposed a

new metric defined as total initial risk (TIR), which expresses the total risk value within

an organisation while no controls have been considered. This value should be reduced

if any investment will be considered, unless the set of countermeasures selected is not

effective and as a result may create additional vulnerabilities. The model is designed

to provide an effective way to account for many-to-many relationships between threats

and vulnerabilities, e.g. a single threat can exploit multiple vulnerabilities and a single

vulnerability can be affected by multiple threats.

Additionally to the risk assessment flow, an offline optimisation routine is included

with the model, to accommodate conflicting objectives and help effectively select se-

curity countermeasures, although, it is up to a human decision maker to make a final

decision.

Based on the model proposed, the Risk Assessment and Optimisation System

(RAOS) has been developed. The system incorporates two conceptually distinct and

at the same time interrelated processes: risk assessment and an optimisation routine.

Conflicting factors have been used to formulate a multi-objective problem, which is

used within the optimisation algorithm, to be discussed in chapter 5. Based on the

problem formulated and a search process applied within the optimisation algorithms,

a set of security measures is provided as an output from the system. A decision maker

can improve the knowledge of possible security measures and associated expenditures,

while considering a level of possible risk to the system.
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Chapter 5

Optimisation Approaches and

Performance Evaluation

“Everything that can be counted does not necessarily count; everything that counts

cannot necessarily be counted.”

Albert Einshtein

The primary aim of this chapter is to provide the problem solving optimisation

techniques and solutions to a multi-objective countermeasure selection problem that

accurately considers both investment cost and risk as two objective functions analysed

in chapter 4. An offline optimisation routine as part of the risk assessment and optimi-

sation system, mentioned in section 4.5, can then make a selection of appropriate secu-

rity countermeasures that simultaneously minimise the investment cost corresponding

to a selected set of countermeasures and the risk induced by identified vulnerabilities.

The nature of the problem provides the ability to develop algorithms that provide the

human decision maker with the optimum or near optimum combinations that minimise

the above objectives.

Multi-Objective Genetic Algorithm (MOGA) and Multi-Objective Tabu Search

(MOTS), including Pareto based search and a weighted sum approach, were chosen

to solve the multi-objective countermeasure selection problem. These approaches were

chosen considering several factors:

• Widely applied to solve combinatorial selection type problems,
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• Able to solve multi-objective optimisation problems,

• Efficient in terms of search time, quality of solutions, have a good distribution

and spread along the Pareto Front,

• Scalable,

• Able to solve various size problems.

Despite the fact that these approaches were applicable to the multi-objective com-

binatorial problems, it is important to test their applicability for the multi-objective

countermeasure selection problem and compare these optimisation approaches in terms

of speed and quality of solutions, as important factors for the decision making process.

Section 5.1 provides a definition of multi-objective optimisation and the concept of

dominance. The multi-objective Tabu Search approaches and the algorithms proposed

are discussed in section 5.2. A development of the multi-objective Genetic Algorithm

is discussed in section 5.3. In order to test the performance of the algorithm analysed,

the performance assessment metrics are provided in section 5.4.1. The experiments

and results, as well as scalability investigation are discussed in Section 5.4. Finally, the

summary of findings is presented in section 5.5.

5.1 Multi-Objective Optimisation

Multi-objective optimisation differs from single objective optimisation in the following

aspects:

• The meaning of optimum makes no sense when defining a multi-objective case.

A solution which would optimize all objectives simultaneously does not exist

in general. Rather, a search is directed towards finding the best compromise

among objectives and provide with the set of efficient (Pareto optimal, or non-

dominated) solutions.

• The objectives are often not just conflicting each other but also have different

structures expressed as mathematical functions of a variety of forms [59].
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For most multi-objective problems (MOP) there exist a set of non-dominated solu-

tions that has a trade-off relationship between each other.

Definition Consider without loss of generality the following multi-objective min-

imisation problem with k decision variables x (parameters) and n objectives y.

Then:

min y = f(x) = (f1(x1, ..., xk), ..., fn(x1, ..., xk)) (5.1)

where x = (x1, x2..., xk) ∈ X, is a decision vector ℜk → ℜ , and y = (y1, ..., yn) ∈ Y

Definition Pareto optimal solution. Concept of dominance.

Pareto dominance is based on the concept of dominance. Suppose a problem with

n objective functions fi(x), i = 1, 2, ...n, which without loss of generality should be

minimised. So, the following concepts describing the dominance are:

1. Pareto Dominance: a solution x is said to dominate a solution x′, denoted by

x � x′ iff∀i ∈ 1, 2, ...n : fi(x) ≤ fi(x
′) and ∃i ∈ 1, 2, ..., n : fi(x) < fi(x

′).

2. Pareto Optimal: a solution x is said to be Pareto optimal iff 6 ∃x′ : x′ � x.

3. Pareto Optimal Set: is the set of all Pareto optimal solutions,e.g., PS = {x|∄x′ :

x′ � x}.

4. Pareto Front (PF ) or non-dominated set: is the set of objective function values of

all Pareto optimal solutions, e.g. PF = {F (x) = (f1(x), f2(x), ...fn(x))|x ∈ PS

}.

5.2 Multi-Objective Tabu Search Approaches

Two MOTS approaches are discussed in this section: first, by directly searching for the

entire Pareto Front and second, by reducing multiple objectives to a single objective

by generating a weighted sum function. The two approaches for further comparisons

are denoted by A1 and A2 respectively.

Prior to discussing the algorithms the following parameters and elements are used

in the algorithms:
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5.2 Multi-Objective Tabu Search Approaches

• Solution ~S.

A solution is defined as a vector of selected security countermeasures.

• Initial random solution ~Srnd.

The multi-objective TS (MOTS) algorithm starts by creating an initial solution,

which is randomly selected, i.e., each element of the solution ~S is set to 0 or 1

with an equal probability.

• The solution space X.

This is the set of all possible solutions. The size of X is 2k, where k is a number

of decision variables, e.g., number of available countermeasures.

• Objective function fr(~S),fc(~S)

The objective functions fr(~S) and fc(~S), corresponding to objectives risk and

cost respectively are used to evaluate the solution vector ~S.

• Neighbourhood Ns.

The set of all candidate solutions produced by the move operator is called a

neighbourhood of the current solution. The TS moves at each iteration from a

current solution ~S to a neighbouring one ~S ′ based on a tabu selection process.

Any solution that can be obtained through changing the value of any one coun-

termeasure (0 to 1, or vise versa) in the current solution is a neighbour of the

current solution. Then the neighbourhood of the current solution is the set of all

neighbours of the current solution.

• Tabu List (tb).

The concept of the tabu list is introduced to prevent the phenomenon of a cycle

and infinite loop, i.e. visiting some solution more than once.

• Aspiration criteria.

The aspiration criteria is a global rule for allowing a move, even if it is tabu. It

serves to distinguish potentially “interesting” moves among the one, which are

forbidden, also called tabu moves.

• Stopping criteria. TS stops iterating when a given condition is reached. The

condition could be a given number of iterations, a running time or a solution

quality.
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5.2.1 Multi-Objective Pareto-based Tabu Search Approach (A1)

To avoid being stuck in a local optimum, TS has two important features: a tabu list

and a move operator. A new solution is generated by the move operator by slightly

perturbing a current solution. To avoid cycling, some solutions are classified as forbid-

den and are stored in the tabu list. At each iteration, the algorithm is forced to select

the best move which is not forbidden. To find the best set of solutions, the MOTS

approach makes use of the Pareto optimality concept. The goal is to find no-dominated

and diversified solutions to cover the Pareto Front. A selection of solutions is based on

their objective function values.

Whether a move is allowed or not is determined by the Short Term Memory (STM).

Forbidden move records are updated every time a new tabu is successfully visited. STM

records the last N tabu moves, N value depends on the number of variables. For small

size problems, N = 7 has been found to give a good performance, however when the

size of the variables is high N should be increased, i.e., a value slightly greater than

half the number of variables [89].

Description of the algorithm

Six step process of the MOTS described in Algorithm 1.

1. Initialization

The algorithm starts with the initial random solution ~S (Line 1-4). The vector

contains k countermeasures:

~S = {Sl} = {0, 1} ∀l, l = 1, 2, ..., k.

where Sl represents an individual countermeasure. The value 1 indicates that

this countermeasure is selected to the information system and otherwise 0. After

the solution has been selected its fitness by cost fc and by risk fr is calculated.

(Lines 3, 4) initialise the tabu list tb and set the iteration counter iter.

2. Search the neighbourhood

For each iteration (Lines 6-9), search the neighbourhood for a best neighbour

for all possible defined moves and initialise checked neighbour counter. Select

neighbour and evaluate it by cost fc and risk fr objective functions, compare
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it with previous neighbour and if it has a better objective function, make it a

best neighbour so far. Create a best neighbour list bestNeighList and store a

best neighbour with the best objective function value in it. To proceed with the

neighbour selection a shifting of a random bit in vector ~S (0← 1, and vise versa)

is performed and a neighbour becomes ~S ′ (Lines 11 - 13).

3. Check the dominance and Update the Pareto solution list

At this step, compare each feasible candidate ~S ′ solution with the best current

solution ~Sbest and store it in the non-dominated solution list InPareto. The

Pareto dominance is checked as follows (Lines 14 - 25):

• If the objective function value for cost fc(~Sbest) is no greater than the cor-

responding function or is equal to the cost function value of the neighbour,

that is: fc(~Sbest) ≤ fc(~S
′) and the objective function value for risk fr(~Sbest)

is strictly less than the corresponding risk function value of the neighbour:

that is, fr(~Sbest) < fr(~S
′);

• If the objective function value for cost fc(~Sbest) is no greater than the cor-

responding cost function value of the neighbour, that is: that is, fc(~Sbest) <

fc(~S
′) and the objective function value for risk fr(~Sbest) is no greater or

equal to the corresponding risk function value of the neighbour: that is,

fr(~Sbest) ≤ fr(~S
′);

• If the objective function value for cost fc(~Sbest) is equal to the corresponding

cost function value of the neighbour, that is: that is, fc(~Sbest) = fc(~S
′) and

the objective function value for risk fr(~Sbest) is equal to the corresponding

risk function value of the neighbour: that is, fr(~Sbest) = fr(~S
′);

Check if the move from ~Sbest to ~S ′ is tabu (Line 19 - 21), if it is - skip it and

search for another ~S ′. If a candidate solution ~S ′ dominates some current solu-

tions, remove them from the best neighbour list BestNeighList and check if it

is not dominated by any current non-dominated solution, if so, add the candi-

date solution ~S ′ to the BestNeighList (Lines 22-24). Continue the search of

neighbours (Line 25).
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Algorithm 1: Pseudo Code for MOTS: Pareto-based approach

1
~S = ~Srnd; f

c
cur = fc(~S); f r

cur = fr(~S);

2
~Sbest = ~S;

3 tb = ∅;

4 iter = 0

5 while iter ≤ itermax do

6 iter = iter + 1

7 neigh = 0

8
~Sbest

neigh; f best
neigh

9 bestNeighList = ∅

10 while neigh ≤ |N y| do

11 neigh = neigh + 1

12
~S′ = randneigh(~S)

13 f c
neigh = fc(~S

′); f r
neigh = fr(~S

′)

14 if dominated == 0 then

15
~Sbest = ~S′; f c

best = f c
neigh; f r

best = f r
neigh

16 StoreSolutionInPareto(~S′)

17 break;

18 end

19 if movement(~S, ~S′) in tb then

20 continue;

21 end

22 if neigh == 0, fc(~S
′) < fc(~S) or fr(~S

′) < fr(~S) then

23 StoreSolutionInBestNeighList(~S′)

24 end

25 neigh = neigh + 1;

26 end

27 m = movement(~S, ~Sbest
neigh)

28
~S = ~Sbest

neigh; f c
cur = f best,c

neigh ; f r
cur = f best,r

neigh

29 tb = tb + [m]

30 removeOld(tabu)

31 end
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4. Update the tb

Lines 19 - 21, add the accepted move as the last tabu entry. If the tb is full,

remove the oldest entry (Lines 27 - 30). The size Ns for the list with the value

slightly greater than half the number of variables is used.

5. Aspiration criterion Once we select the best neighbour, we do it tabu for a given

number of iterations. The aspiration criterion is added to allow tabu moves if

they are ”interesting” (i.e., fulfill the aspiration criterion).

6. Check the stopping condition

Check if the maximum number of iterations itermax conducted without updating

the non-dominated solutions list has been satisfied. If not, return to the initial

search.

5.2.2 Weighted Sum Tabu Search Approach (A2)

The A2 approach, or a weighted sum approach, is very common in solving multi-

objective optimisation problems. Based on the previous research, a weighted sum

function is used to direct the search and is a mechanism developed to escape local

optimum. The search is performed by reducing multiple objectives to a single objective,

by assigning a weight to each of the objectives. This is done by generating a weighted

sum function. Differently from a Pareto based approach, where a set of Pareto solutions

is generated in a single run, a weighted sum approach should be set to run multiple

times in order to obtain multiple Pareto solutions.

During the search, let r be a weighting factor, then applying a linear function

rf1 + (1 − r)f2 combined objectives are found. First, let r=0 and apply MOTS to

evaluate a solution to the problem. Once it reaches a stopping condition (based on

quality of solutions in our experiments), increase r, change the weighted objective and

start the single-objective TS process. To determine the dependence of the final results

on the weight factors with sufficient accuracy requires repeating the TS a large number

of times with different weighting factor combinations. A set of solutions is generated

by automatically increasing r (if started from r = 0) by the step of 0.01 and continuing

the process until r = 1 (or r = 0, if started from r = 1).
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Algorithm 2: Weighted Sum MOTS algorithm
r = 0; step = 0.01; {Initialise a weight and an increase step}

while r = 1 do

~S = ~Srnd; fc(~S), fr(~S) {initial solution (random)}

normfc(~S) = fc/maxc, normfr(~S) = fr/maxr {normalise objectives}

sum = r · normfc(~S) + (1− r) · normfr(~S) {Calculate the objective function}

sumbest = sum; {initialize best objective function value}

tabu = [ ]; iter = 0 {initialize tabu list and iteration counter}

while iter < itermax do

iter = iter + 1

cn = 0 {initialize checked neighbour counter}

sumbest
neig = 9999999 {best neighbour}

while cn < Ns do

cn = cn + 1
~S′ = neighbor(~S) {select a neighbour}

f c
neigh = f c

neigh(~S′); f r
neigh = fr(~S

′) ;

normfc(~S
′) = f c

neigh/maxc, normfr(~S
′) = f r

neigh/maxr

sum′ = r · normfc(~S
′) + (1− r) · normfr(~S

′) {compute its cost}

sumneig = sum′

if sumneig < sumbest then {is this the best solution so far?}
~Sbest = ~S′; sumbest = sumneig {yes, save it}
~Sbest

neig = ~S′; sumbest
neig = sumneig {also the best neighbour}

break {stop looking for neighbours}

end if

if movement(~S, ~S′) in tabu then {is this movement forbidden?}

continue {yes, skip it}

end if

if sumneig < sumbest
neig then {is this the best neighbour?}

~Sbest
neig = ~S′; sumbest

neig = sumneig {yes, save it}

end if

end while

m = movement(~S, ~Sbest
neig)

~S = ~Sbest
neig; sumcur = sumbest

neig {move to best neighbor}

tabu = tabu + [m] {add movement to tabu list}

remove old(tabu) {remove too old entries}

end while

r = r + step

end while
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Algorithm 2 provides a pseudo-code of the proposed weighted sum MOTS approach.

The search starts with the random solution vector ~Srnd and continues based on the tabu

selection process. The neighbouring solution is selected in the same manner as in the

Pareto-based approach, however, the evaluation of solutions is performed based on the

normalisation function: normz = fz/maxfz , z ∈ {r, c} . The objective function is

calculated based on the linear function: rf1 + (1− r)f2.

5.3 Multi-Objective Genetic Algorithm (MOGA)

5.3.1 Algorithm Description

Algorithm 3 provides a pseudo-code of the MOGA proposed to solve the multi-objective

countermeasure selection problem. A search starts by initiating a population pop of

randomly generated security control vectors ~S, or chromosomes, each of them represents

one potential solution to the problem. For each solution the total cost TC and risk

R are calculated, following Eq. 4.7 and Eq. 4.8 (chapter 4). A generation index gen

keeps track of the number of iterations of the MOGA. Each generation proceeds as

follows: an offspring population Poff is first created from the parent population Parpop

with the help of genetic operators: selection, mutation and crossover. The objective

functions’ values corresponding to each solution in the offspring population are also

computed. The parent and offspring populations are then combined to form a new

population newpop. A non-dominated sorting is then applied to rank each solution

in the population. The population is then generated by selecting fittest solutions.

Maintaining diversity within the population is important in order to obtain uniformly

distributed solutions over the entire Pareto Front. A scattered crossover function is

implemented among two parents, each gene has an equal chance of coming from either

parent to create children. Mutation, which occurs with a probability of 0.01, is used

to provide a genetic diversity and to broaden the space, by randomly selecting and

swapping two genes. The defined probability rate of 0.01 is a default setting used within

the MOGA. Nevertheless, an algorithm was checked for any sensitivity in obtaining

solutions while modifying the rate. Since final solutions converged to the same optima,

the presence of sensitivity to the probability rate was excluded.
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Algorithm 3: Multi-objective Genetic Algorithm
gen = 0;

pop = ~S; {Initialise a population}

Parpop = P ; {Set a parent population of size P}

while gen < genmax do

fc(~S); fr(~S); {Evaluate objective values of each individual}

sort Parpop {Sort the population based on the non-domination}

Selection {Use the selection function}

Crossover {Use the crossover operator}

Mutation {Use the mutation function}

newpop = Parpop + ofsprpop; {Combine the offspring and parent pop to form a new population}

sort newpop; {Sort an extended population based on non-domination}

newpop = bestpop;

gen = gen + 1;

end while

5.4 Optimisation Performance

In this section, the performance of the proposed optimisation techniques for solving

the countermeasure selection problem introduced in chapter 4 are analysed in terms of

running time and quality of solutions.

5.4.1 Metrics for Performance Assessment

The performance of the non-dominated set ND generated by optimisation algorithms

at each case test relative to R (reference set, or optimal set obtained by Exhaustive

Search (ES), is measured by using the average and the maximum distance metrics as

proposed in [123]. The calculation of the threshold between points is based on the

Euclidean distance with some modifications to the function.

Dav =
1

|R|
·
∑

S∈R

minS′∈ND d(S ′, S) (5.2)

Dmax = maxS∈R {minS′∈ND d(S ′, S)} (5.3)

where d is defined by:
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d(S ′, S) =

(

r
∑

k=1

(fk(S)− fk(S
′))2

(maxfk −minfk)2

)1/2

,

S ′ = (S ′

1, ...S
′

k) ∈ ND, S = (S1, ...Sk) ∈ R

where (maxfk −minfk) is the range of the objective fk among the reference and

MOTS solutions. Dav is the average distance from the solution S ∈ R to its closest

solution in the non-dominated set ND while Dmax is the maximum distance from a

solution S ∈ R to any solution in ND.

Note, when the optimal set R is unknown (for large size problems), the non-

dominated solutions are used in the union of the ND’s generated by all algorithms

to assess the distance for the solution of each approach.

5.4.2 MOTS and MOGA Comparison

To compare the performance of the proposed optimisation techniques, nine test cases

were generated, in which the number of vulnerabilities, threats and countermeasures

is increased in turns in a step of 10, 30, 50. Table 5.1 summarises the experimental

instances.

Table 5.1: Test cases to test various instances

Test Case D1 D2 D3 D4 D5 D6 D7 D8 D9

Number of vulnerabilities 10 30 50 15 15 15 10 10 10

Number of countermeasures 10 10 10 10 30 50 15 15 15

Number of threats 15 15 15 10 10 10 10 30 50

For all cases a matching matrix zli is generated with entries taking on values from

the set of −1,−0.5, 0, 0.5, 1. The likelihood matrix Lji is also randomly generated

with values [0, 0.1, 0.5, 1], denoted as no risk as the combination does not match, low,

medium and high likelihood respectively. The vulnerabilities’ impact Ii generated with

entry values [10, 50, 100], denoted as low, medium and high impact respectively. The

total cost of a countermeasure has been generated from the interval [1:1000].

101



5.4 Optimisation Performance

0 500 1000 1500 2000 2500
500

1000

1500

2000

2500

Cost ($)

R
is

k

 

 
ES
MOTS A1
MOTS A2
MOGA

(a) D1

0 500 1000 1500 2000 2500
0

1000

2000

3000

4000

5000

6000

7000

8000

9000

Cost ($)

R
is

k

 

 
ES
MOTS A1
MOTS A2
MOGA

(b) D2

0 500 1000 1500 2000 2500
2000

4000

6000

8000

10000

12000

14000

Cost ($)

R
is

k

 

 
ES
MOTS A1
MOTS A2
MOGA

(c) D3

0 500 1000 1500 2000 2500 3000
0

500

1000

1500

2000

2500

3000

Cost ($)

R
is

k

 

 
ES
MOTS A1
MOTS A2
MOGA

(d) D4

0 1000 2000 3000 4000 5000 6000
−3000

−2000

−1000

0

1000

2000

3000

Cost ($)

R
is

k

 

 
MOTS A1
MOTS A2
MOGA

(e) D5

0 2000 4000 6000 8000 10000 12000
−8000

−7000

−6000

−5000

−4000

−3000

−2000

−1000

0

1000

2000

Cost ($)

R
is

k

 

 
MOTS A1
MOTS A2
MOGA

(f) D6

Figure 5.1: Solutions obtained by MOTS and MOGA versus ES
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Figure 5.2: Continued: Solutions obtained by MOTS and MOGA versus ES

In order to compare the performance of MOTS and MOGA, the parameters of

algorithms were fined tuned to achieve their best performance. The MOGA algorithm

parameters are set as follows: population size = 100, number of generations = 100,

crossover probability = 0.85 and mutation probability = 0.01. The algorithm was

ran five times to check for any sensitivity in solutions obtained from different initial

population. Since the final solutions converged to the same optima or very close to

them, the presence of such sensitivity was excluded.

For MOTS, the tabu list size is set to (k ∗ 2 − 5). When the size of the problem

is high (2k) a value of tabu list size should be slightly greater than half the number of
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variables [89], k is the size of decision variables. The structure of the neighbourhood of

a solution ~S is variable from iteration to iteration. It can be said, that TS will modify

it as the search progresses.

Figures 5.1 and 5.2 show the quality of the solutions obtained by MOTS and MOGA

algorithms in comparison to ES. For the instances, when the number of vulnerabilities

was varied, the risk increased with the increase of vulnerabilities,e.g. where the num-

ber of vulnerabilities is 10, the maximum risk reaches 2500, whether the number of

vulnerabilities is 50, the maximum value of risk reaches 14000 (Figures 5.1(a), 5.1(b),

5.1(c)). The reason for this is a low number of proposed security countermeasures

in proportion to the number of vulnerabilities leading to the higher risk of a security

breach.

For instances when the number of security countermeasures is varied (test cases

D4,D5,D6), the risk gets negative values, when the number of countermeasures is set

to 30 and 50 (Figures 5.1(d), 5.1(e), 5.1(f)). Negative risk values lead to the increased

risk of having a security breach despite of an investment. This negative impact can

be a result of a disproportional relation among low number of vulnerabilities and high

number of countermeasures. In practice, high number of countermeasures and their

combinations can clash with each other triggering some new vulnerabilities. As a result,

this can lead to the increased risk and ineffectiveness of countermeasure combinations.

In such cases the investment becomes impractical.

When the number of threats was varied (Figures 5.2(a), 5.2(b), 5.2(c)), the risk

increases as the number of threats increases. The number of vulnerabilities and coun-

termeasures has not affected such increase much.

Each of the algorithms proposed was compared to the ES generated a Reference

Set R. ES was chosen for several reasons. First, this is a search technique to solve

multi-objective optimisation problems based on the enumerative evaluation of every

possible solution from a given finite set. Second, the ES is the only way at present to

find an exact Pareto Optimal Set in multi-objective problems [124].

Table 5.2 depicts the number of efficient solutions obtained by metaheuristics in

comparison to ES. It should be noted that for test cases D5 and D6 efficient solutions

were not obtained due to the infinite running time. ES running time increases expo-

nentially with the problem size. As can be seen, MOTS A2 approach has obtained
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Table 5.2: Performance of the MOTS and MOGA for different size problems: Number

of efficient solutions

ES MOTS (A1) MOTS (A2) MOGA

Test Case |R| NonD NS NonD NS NonD NS

D1 15 15 15 6 6 15 15

D2 12 12 12 7 7 12 12

D3 16 16 16 7 7 16 16

D4 27 27 27 8 8 25 25

D5 - 27 - 16 - 28 -

D6 - 24 - 27 - 33 -

D7 15 15 15 5 5 15 15

D8 10 10 10 5 5 10 10

D9 10 10 10 5 5 10 10

|R| - reference set.

NS - number of efficient solutions.

NonD - number of non-dominated solutions.

Table 5.3: Performance of the MOTS and MOGA for different size problems: Distance

measure

MOTS (A1) MOTS (A2) MOGA

Test Case Dav Dmax Dav Dmax Dav Dmax

D1 0 0 0.037 0.477 0 0

D2 0 0 0.019 0.433 0 0

D3 0 0 0.023 0.442 0 0

D4 0.031 0.352 0.049 0.464 0.043 0.413

D5 0.008 0.444 0.033 0.401 0.003 0.261

D6 0.017 0.429 0.013 0.311 0.006 0.102

D7 0 0 0.009 0.339 0 0

D8 0 0 0.043 0.469 0 0

D9 0 0 0.027 0.435 0 0

Mean 0.006 0.14 0.028 0.42 0.006 0.086

less non-dominated solutions while compared to A1 and MOGA. This fact outlines
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the following drawbacks of an even weight distribution among objectives during the

search process. First, Pareto solutions obtained by the experiments appear only in

some parts of the Pareto front. Second, weighted sum approach cannot find solutions

on non-convex parts on the Pareto front, this is because of the sum of weights is con-

stant and negative weights are not allowed. Nevertheless, A2 approach was capable of

obtaining Pareto Optimal solutions.

Comparing the performance between metaheuristics there is no absolute winner

among algorithms, see Table 5.3. Nevertheless, they run so fast that one can afford to

execute all of them in sequence and thereafter just select the best solution. To verify

this, Table 5.4 shows the running times incurred for the results in Table 5.3.

However, it can be seen that for the test cases analysed, the MOTS A1 approach

(Pareto-based search) performed faster than A2 and MOGA for most of the test in-

stances. Nevertheless, it should be noted that for test cases D5 and D6 MOTS A1

performance was dramatically reduced, compared to MOGA. This might signal that

an algorithm is being stuck in local minima. Therefore, the scalability experiment is

required to determine if this is in fact the case.

Table 5.4: CPU in seconds

Approach / Test Case D1 D2 D3 D4 D5 D6 D7 D8 D9

MOTS(A1) 0.2 0.5 1.0 0.4 7.0 13.0 0.3 1.0 2.0

MOTS (A2) 5.0 10.0 11.0 6.0 11.0 20.0 5.0 12.0 17.0

MOGA 4.0 5.0 6.0 4.0 5.0 6.0 4.0 5.0 5.0

Finally, it can be derived from Table 5.3 that in terms of quality of solutions there

is no obvious winner among analysed algorithms. The distance Dav and Dmax is very

close to the optimum solution and can be considered as viable. From the distance

measure calculated, it can be seen that for instances D5 and D6, when the size of the

problem was dramatically higher than for other instances, MOGA performed better

than the MOTS A1 and MOTS A2 approaches. The Dmax for MOGA is half for D5

and less than one third for D6. However, the mean distance of MOTS A1 and MOGA

among all case instances shows, that the average distance Dav is equal. However the

mean distance of Dmax is lower for MOGA. It is notable, that MOTS A2 algorithm
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for all instances demonstrated the worst performance. Nevertheless, for larger problem

instances, i.e. D5 and D6, the maximum distance for MOTS A2 Dmax was lower than

Dmax for MOTS A1. As a consequence, it can be concluded, that there is no obvious

winner, as the algorithms performed relatively well for the data sets generated.

Based on such results, the proposed mathematical model can be used to reduce the

risk in relation to investment costs only in cases when the optimisation problem data set

is rather practical than synthetic. Furthermore, the results showed that finding efficient

solutions for relatively small problems was easy in terms of speed and all optimisation

algorithms obtained Pareto Optimal solutions when compared to the reference set

generated by the ES algorithm.

5.4.3 Scalability Investigation

To test the scalability of the MOTS approaches and MOGA, three randomly generated

problem instances were considered (D10, D11 and D12). Table 5.5 summarises the

data used for scalability investigation. It should be noted that risk assessment is often

implemented only in some parts of the networked system at a time. This is done to

avoid similarities between threats and vulnerabilities included in the generated lists.

Based on realistic case study analyses where the number of threats, vulnerabilities and

countermeasures does not reach 50 [6] for large scale organisations, the data sets were

generated so that to test the scalability of the proposed algorithms assuming that the

threats, vulnerabilities and countermeasures are different from each other. In addition,

based on the previous experimental results and negative risk values introduced by

the disproportional relations among variables, the data sets have been fine-tuned to

overcome negative results.

Table 5.5: Test cases to test the scalability of the MOTS and MOGA approaches

Test Case D10 D11 D12

Number of vulnerabilities 70 100 150

Number of countermeasures 65 80 130

Number of threats 50 70 120
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Figure 5.3: Scalability experiment: Solutions obtained by MOTS A1, A2 approaches

and MOGA
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Table 5.6: CPU in seconds

Approach / Test Case D10 D11 D12

MOTS(A1) 83 210 867

MOTS(A2) 129 392 2923

MOGA 73 174 657

Figure 5.3 shows the quality of solutions obtained by three algorithms for instances

D10, D11 and D12. One noticeable thing is that the MOTS A1 approach (Pareto-

based) is not as competitive as compared to its MOTS A2 and MOGA counterparts

in terms of inferiority and convergence. It was noticed, that solutions obtained by

the A1 approach, in all instances, had a good distribution but not a good spread

along the Pareto Front. While MOTS A2 and MOGA are comparable in terms of

convergence, it is clear that MOGA demonstrated better convergence; however, the

MOTS A2 approach obtained non-dominated solutions with a wider distribution and

good spread on the Pareto front. Therefore, it can be concluded that a weighted sum

function used to distribute weights among objectives helps to escape from local optima

and is used to direct the search towards other parts of the search space. Nevertheless,

as can be seen from Figure 5.3, both metaheuristics MOGA and MOTS A2 performed

very similarly in terms of solution quality. In fact, there is no absolute winner among

them.

Table 5.6 depicts running times of the three algorithms. It can be seen that MOTS

A2 took the longest CPU time for all problem sizes tested. This is due to the weights

generated during the search and multiple runs required to generate the Pareto Front.

MOTS A1 and MOGA in comparison to the MOTS A1 approach performed much

faster. Nevertheless, the best performance, in terms of speed, was demonstrated by

MOGA.

Finally, it can be derived from Table 5.7 that MOGA provides better results than

the two MOTS approaches. It is verified by the results in Table 5.7, the Dmax for

MOGA is at least three times lower than MOTS A1 or MOTS A2, for all three test

cases performed. The Dav distance is also lower in every test case. It is notable, that

MOGA algorithm shows better results for a largest problem size (D12): the average

for D12 is less than the average for D10 and D11. At the same time, Dmax for D12
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Table 5.7: Performance of MOTS and MOGA: Distance measure

MOTS (A1) MOTS (A2) MOGA

Test Case Dav Dmax Dav Dmax Dav Dmax

D10 0.014 0.403 0.011 0.342 0.011 0.114

D11 0.011 0.453 0.009 0.325 0.008 0.105

D12 0.016 0.438 0.008 0.279 0.005 0.095

Mean 0.013 0.431 0.009 0.315 0.008 0.105

significantly less than Dmax for D10. As a consequence MOGA algorithm works better

and has better scalability than its counterparts MOTS A1 and MOTS A2.

It can be summarised, that for the scalability experiment, MOTS A1 approach

demonstrated the worst performance. The solutions were allocated in the middle part

of the Pareto Front, while compared to the other algorithms tested, showing poor

solution distribution and spread. One reason behind this could be that MOTS A1

has stuck in a local minima and could not search other parts of the search space.

Hence, MOTS A1 is not the most suitable approach for very large size problems.

Nevertheless, MOTS A2 approach has demonstrated relatively good performance, in

terms of the quality of solution obtained. The solutions are well distributed and show

a good spread across the whole Pareto front.

Figure 5.4 illustrates the polynomial time increase with the increase of the problem

size. Instances represent the problem sizes tested, the numbers 1 to 7 correspond

to the problem sizes 210, 215, 230, 250, 265, 280, 2130. As can be noted, the polynomial

rate of growth in the execution time of these algorithms as the size of the problem

increases, determines their practicality. Algorithms whose execution time increases

as an exponential function, in comparison the Exhaustive Search, are classified as

inefficient and in general have no practical value.

5.5 Summary

The main focus of this chapter is to investigate the performance of optimisation al-

gorithms in order to address a research question, how to identify an effective IT se-

curity solution from a great spectrum of available security controls. Therefore, the
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Figure 5.4: Performance of all approaches: CPU time in seconds

chapter presents how an optimisation routine is used to solve the multi-objective coun-

termeasure selection problem formulated and how the selection of security controls is

performed.

As part of the optimisation routine, three optimisation algorithms were selected.

The selection of optimisation approaches - MOTS A1, MOTS A2 and MOGA - was

mainly based on the following properties:

• Applicable for multi-objective optimisation problems;

• Efficient in terms of search time, have a good distribution and spread among the

Pareto Front;

• Scalable.

The fundamental tabu search, which is often applied to solve multi-objective prob-

lems by transforming multiple objectives into a single objective, was changed in order

to handle the problem’s nature and be applicable for large size problems. Therefore,

the fundamental approach, or a weighted sum approach (MOTS A2) was used for com-

parison reasons against MOTS A1 and MOGA. The MOTS A2 difference from other

counterparts is that the search is performed by reducing multiple objectives to a single
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objective applying a linear function and weights are distributed among objectives in a

step of 0.01. In order to generate a Pareto Front it requires to run multiple times until

it reaches a stopping condition. The MOTS A1 approach, or Pareto-based approach

was also adopted to the problem’s nature and sizes by setting up an appropriate tabu

list size (a value slightly greater than half of the number of variables) to avoid cycling

and a move operator to allow forbidden moves. To find a best set of solutions, this ap-

proach makes use of the Pareto optimality concept and objective evaluation function.

The MOGA approach generates a population of randomly generated security controls

vectors, or chromosomes and diversification within the population maintained by ap-

plying operators, namely mutation probability, crossover and a selection function. The

nature of the search allows obtaining uniformly distributed solutions over the entire

Pareto-Front, making scalable and efficient algorithm.

Therefore, to test the performance of selected algorithms the following experiments

were conducted:

• 9 test cases were generated in which a number of vulnerabilities, threats and

countermeasures was increased in turns in a step of 10, 30, 50. The performance

was compared with the exhaustive search algorithm, which is capable of delivering

optimal trade-offs;

• 3 scalability test cases were fine-tuned to investigate scalability properties.

The findings of nine cases (D1 - D9) tested can be summarised as follows:

MOTS A1, Pareto-based search, demonstrated a good performance, in terms of

search speed and a solution quality. It has obtained a high number of optimal solu-

tions, compared to ES. Nevertheless, while the size of the problem was increased (test

cases D5, D6), MOTS A1 performance reduced dramatically. The maximum distance

measure Dmax has shown the highest distance among all algorithms tested.

MOTS A2, weighted sum search, demonstrated the worst performance against other

counterparts. In order to generate a Pareto Front the search is set to run multiple

times, this slows down the performance. In terms of quality of solutions, MOTS A2

has obtained fewer non-dominated solutions compared to other algorithms. Also, the

solutions had poor spread on a Pareto front. This is because a weighted sum approach

cannot find solutions on non-convex parts on the Pareto front. as the sum of weights is
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constant and negative weights are not allowed. Therefore, even for small size problems,

this approach can hardly be called efficient.

MOGA demonstrated a good performance in terms of speed and quality of solutions.

The distance measure calculated between obtained and optimal solutions has shown

the mean distance of Dmax is lower for MOGA, meaning that solutions are spread closer

to the optimum set than the ones obtained by other counterparts.

Therefore, for relatively small size problems MOTS A2 approach demonstrated

the worst performance, while MOTS A1 and MOGA were seen as comparable and

competitive. Nevertheless, while considering speed, MOGA took longer that MOTS

A1, however, in terms of solutions, MOGA for test cases D5 and D6 obtained better

quality solutions than MOTS A1. When the speed is the constraint, MOTS A1 would

be considered as the most appropriate selection for the size of the problems tested.

The findings of the scalability experiments can be summarised as follows:

Differently from the previous experiments, the MOTS A1 for scalability experiments

has demonstrated the worst performances compared to MOGA and MOTS A2. The

solutions had a poor spread and distribution along the Pareto Front and were only

distributed in the middle of the Pareto Front. The only reason behind this, is that

the algorithm was struggling to direct the search towards better solutions. The case

might be that the algorithm stuck in local minima, however further analysis should

be performed to prove this fact. Hence, the algorithm cannot be used for large size

problems as it is not scalable for this nature of problem.

MOTS A2 has demonstrated relatively good performance in terms of quality of

solutions. However, it took the longest time out of three algorithms, to allocate a

non-dominated set. Despite that, the solutions obtained were well distributed among

the search space and showed a good spread on the Pareto front.

MOGA is the overall winner. In terms of speed, it was the fastest among it counter-

parts, MOTS A1 and MOTS A2. Furthermore, it outperformed the other algorithms

the quality of solutions, which had a good spread and distribution across the search

space as well as the lowest calculated distance measure. This is because MOGA uses

the operators such as mutation probability and crossover, which helped to diversify so-

lutions and direct the search towards other parts of the search space. As a consequence

MOGA does not suffer for very large problem sizes and is scalable.
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In summary, the MOGA is the overall winner, demonstrating a good performance

for all data sets tested. Nevertheless, while the size of the problem is not high, MOTS

A1 can be considered as an option, due to fast search speed and high quality of solutions

obtained. While MOTS A2 was previously thought to be an applicable approach for

multi-objective optimisation problems, it demonstrated the worst performance in terms

of speed and quality of solutions. Therefore, it is considered as not applicable for multi-

objective countermeasure selection problems.
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Chapter 6

Real World Data Study

6.1 Introduction

In this chapter the experiments of real world data are undertaken as well as analysis of

MOTS and MOGA applicability to these problems. The analysis of two case studies is

performed, where RAOM is applied to find trade-offs among conflicting factors: cost

and risk while selecting a set of security measures. The data used in these experi-

ments has been taken from the Practical Threat Analysis (PTA) tool, which contains

a database of all case studies, real life examples and threat models, and published case

study documents, which can be found in [6]. PTA is a calculative threat modelling

methodology as well as risk assessment tool that is used to facilitate in assessing op-

erational and security risks and help in defining the most appropriate risk mitigation

policy. The methodology can be summarised in steps such as: identify system vulnera-

bilities, map system assets, assess the risk of the threats and define the risk mitigation

plan for the analysed system architecture and configuration. The risk mitigation plan

proposed by the threat modelling methodology, is composed of the countermeasures

that are cost-effective against identified threats.

Prior to discussing case studies and experimental results, it is vital to mention a few

differences between RAOM and PTA threat modelling methodologies, in terms of input

data and logic behind them. First, the mathematical model presented in chapter 4 Eqs.

4.6 to 4.8) is formulated to obtain trade-offs between conflicting factors such as cost

and risk. Unlike this, the PTA methodology concentrates on finding a single objective
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solution, with the lowest risk value. Second, the risk within the RAOM is defined as

a likelihood of a threat-to-vulnerability match and impact Ii of a vulnerability Vi on

CIA. Thus, the risk R in RAOM is calculated in terms of possible degradation of CIA.

Differently from RAOM, risk as an objective in the PTA methodology is calculated

based on the cost of damaged assets. Thereafter, the risk is defined in terms of cost of

lost assets.

In addition, it is important to mention that OSLT layers were fed into the case stud-

ies to understand the relationships among threats and vulnerabilities not just quantita-

tively, but also qualitatively. This was done, by first analysing the data provided within

the case study and then mapping the data to threat classes, to four onion skin layers

and countermeasure categories. Furthermore, it should be noted that OSLT has a lim-

itation of being applied to larger size data cases, as it requires to visualise high number

of attack graphs, making the model difficult to understand. Therefore, the visualisa-

tion has only been applied to the second case study, as the data size was appropriate

for visualising all attack paths and relationships between threats and vulnerabilities.

After a qualitative analysis, the objective values were assigned to the objectives risk

and cost, based on Eqs. 4.1 to 4.8. The mathematical calculation was done as part of

an optimisation routine integrated in the RAOM.

In section 6.2 the case study, which was undertaken in Campton College, a private

medical school requested to replace an aging call accounting system, is presented. The

school contracted with a company, Software Associates, developers of the PTA tool,

in order to perform a threat assessment methodology and help to find a way to reduce

the risk at the lowest possible cost. The real data presented within the PTA database

has been generated and adapted to the RAOM in order to demonstrate how MOTS

and MOGA can deal with this particular case.

Following the same idea, section 6.3 provides an experiment which deals with the

internal threat case study provided in the PTA tool database. The OSLT has been

used to visualise a relationship between data as well as to provide knowledge about the

most critical vulnerabilities and triggered events.
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6.2 Risk Assessment of an Enterprise Call Account-

ing Solution

Campton College, a private medical school, has requested the Software Associates

organisation to perform a risk assessment on the internal network system. The College

wishes to develop an integrated Web-based call accounting system to serve student

dorms and other departments. The risk and threat modelling was performed in order

to find a way to reduce liability at the lowest cost while replacing old software and

providing a modern Web-based call accounting system service [125]. By analysing

systems and system functions it was possible to identify critical systems. By performing

a risk assessment on these systems and by organising questionnaires to technicians and

security administrators vulnerabilities and threats have been identified and mapped.

By using the PTA risk assessment tool, Software Associates have delivered a strategy

to reduce risk at a half of the original budget.

In this section, RAOM is applied to solve real world problem identified by Software

Associates. The required RAOM data has been collected from the PTA risk assessment

tool.

6.2.1 Problem Data Set

The data taken from the case study has been analysed qualitatively by mapping it to

the OSLT layers, threat classes and possible countermeasure categories. Afterwards,

the data was fed into the RAOM in order to allow optimisation algorithms to search

for an optimum cost effective strategy.

Table 6.1 presents qualitative analysis of the data how threats identified in the

analysed system match vulnerabilities, and to what threat class and OSLT layers these

threats belongs to. Overall, the data adapted from the case study consists of 22 counter-

measures with corresponding costs, 16 vulnerabilities and 11 threats with coresponding

likelihood values.

This information has been collected by Software Associates, by organising ques-

tionnaires and consulting with service providers. It should be noted, that the data has

not been modified in any way and it fully represents its original format. The impact
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Table 6.1: Case Study 1: Matching threats,threat class, OSLT layers and vulnerabilities
Threat Threats/ Repr. Threat OSLT Matched

sources Actions Class Layer vulnerability

Insider An intruder gains access to the system’s computers T1 Network L2, L3 V1,V4

/database directly from the Internet

Insider accesses database via LAN T2 Network L2, L3 V2,V3,

for extruding private calls data V4,V5

Hacker Intruder corrupts database by injecting T3 Application L2, L3, L4 V6

malicious SQLs in input fields of Web pages

DoS on the whole Web site T4 Network, Host L1, L2, L3 V9

Commercial Intruder or a worm uses HTTP vulnerabilities T5 Application L2, L3, L4 V7

Opponent to break the Web server

A malicious user with managerial rights T6 Application, L1, L2, V3,V10,

manipulates calls data Host L3, L4 V16

Intruder sniffs passwords and corrupts calls data T7 Network, L2, L3, V11,

Application L4 V12

Internet Worm Technician makes mistakes in scheduling T8 Application L2, L3, L4 V13

call data collectors

Intruder gets access to the call processing pipeline T9 Network, L2, L3, V7, V8,

Application L4 V13,V15

Managers abuse private call details T10 Application L2, L3, L4 V14

Insider accesses database via LAN for corrupting T11 Network, Host, L1, L2, V2, V5,

calls data Application L3, L4 V16

Table 6.2: Case Study 1: Vulnerabilities and corresponding CVE, impact information
Representation Vulnerability CVE number Impact

(Repr.) on CIA

V1 Servers vulnerable to exploits via the Internet 2007-5519 PPP

V2 Passwords sent in plain text may be sniffed 2005-2069 PNN

V3 Insiders can modify data 2002-1540 CCC

V4 System data can be extruded via http protocols 2004-2320 PPN

V5 Web server and Database can be reached from the LAN 2002-1634 PNN

V6 MS SQL server is prone to SQL injection 2005-2028 PPP

V7 MS Server 2003 and IIS6.0 can be exploited via HTTP 2005-2678 PNN

V8 Web users can access the database 2002-0561 PPP

V9 Web server exposed to DoS 1999-0177 PPP

V10 Employee’s personal data disclosure 2006-0561 CCC

V11 CDR buffers passwords may be sniffed 2003-0779 PPP

V12 Buffer authentication weaknesses 2003-0655 PPP

V13 Buffer lose collected calls data 2006-4902 CCC

V14 Misconfigurations in the billing system 2007-4113 PNN

V15 Web user passwords can be guessed 2007-3279 CCC

V16 External users can access sensitive data 1999-0380 PPP

on CIA with regard to identified vulnerabilities has been retrieved from the National

Vulnerability Database (NVD) [116].

Table 6.2 summarises the information about identified vulnerabilities, their corre-
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Table 6.3: Case Study 1: Data about countermeasures
Repr. Countermeasure Category Mitigated Total

Vulnerabilities Cost $

S1 Install Firewall Technical V1 9.500

S2 Enforce quality passwords policy rights that are necessary Management V5 10.000

for their functionality

S3 Use Windows integrated authentication policy Technical V2, V5 9.500

S4 Enforce account privileges Management V5 5.000

S5 Install content leakage prevention system Technical V4 30.000

S6 Create AUP Management,Technical V4 5.000

S7 Implement validation of input field in web pages Technical V6 22.500

S8 Enforce data access via stored procedures Technical V6 30.000

S9 Patch OS, database, web server Technical, Man-

agament, Opera-

tional

V1, V7 10.000

S10 Enforce security code review Management V6, V7, V8 52.500

S11 Install anti-DoS appliance Technical, Opera-

tional

V9 7.500

S12 Develop module for logging changes in data Technical V3 120.000

S13 Develop operational protocol for manual changing of data Operational, Tech-

nical

V3 70.000

S14 Develop fraud detection mechanism Operational V3 60.000

S15 Assure personal integrity of employees Management,

Technical

V10 20.000

S16 Use CDR buffers with secure transfer protocols Technical V11,V12 22.500

S17 Develop monitoring mechanism for back-end processing Technical, Man-

agement

V12,V13 60.000

S18 Develop mechanism for secure managing of CDR buffer passwords Technical V12 22.500

S19 Restrict display of phone numbers in reports Management V14 22.500

S20 Develop secured passwords and role based mechanisms Technical, Man-

agement

V8, V15 75.000

S21 Limit access of external employees Management,

Technical

V16 5.000

S22 Enforce employees liability for disclosing private calls Management V14 10.000

sponding CVE number and impact on CIA combination, retrieved from [116].

A list of countermeasures, to be considered for an implementation and their costs

is given in Table 6.3.

6.2.2 MOTS and MOGA Applicability to a Real World Data

Problem

Two experiments have been undertaken to test MOTS and MOGA applicability to the

real world data problem. First, in order to test the quality of solutions obtained by

both algorithms, the experiments were carried out for the same data set and compared

the MOTS and MOGA performance with Exhaustive Search method (ES). An ES

approach was chosen to this problem for several reasons. ES is a search technique to

solve multi-objective optimisation problems based on enumerative evaluation of each

possible solution from a given finite set. Furthermore, the ES approach is the only way

at present to find an exact Pareto Front in multi-objective problems [99; 124]. For the
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second experiment the CPU time is recorded.

A performance investigation of both algorithms is performed in the similar manner

as discussed in chapter 5 section 5.4.1 (Eq. 5.2 and Eq. 5.3). The average and the

maximum distances among solutions in relation to the optimum set |R|, obtained by

the ES, are calculated. Table 6.4 summarises the obtained results. MOGA performed

better for this size of problem as the Pareto Front had a better convergence towards

efficient solutions in a faster time. The distance values are also lower in comparison

to MOTS. Such a result proves MOGA to be more efficient for the real world data

problem investigated.

Table 6.4: Case study 1: Performance of the MOTS and MOGA algorithms

ES MOTS MOGA

|R| NonD Ns Dav Dmax NonD Ns Dav Dmax

Case Study 32 24 16 0.021 0.489 25 24 0.019 0.473

|R| - reference set

Ns - number of efficient solutions

NonD - number of non-dominated solutions

Dav - average distance

Dmax - maximum distance
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Figure 6.1: Solutions obtained by MOTS 6.1(a) and MOGA 6.1(b) versus ES
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Figure 6.1 shows Pareto Fronts obtained by MOTS and MOGA in relation to ES.

The MOTS search process stopped after 25,000 iterations, and the MOGA stopping

condition was set to 100 generations. Figure 6.1(a) shows the spread of non-dominated

solutions obtained by MOTS. It has demonstrated a good accuracy (50%) in finding

optimal solutions. In total MOTS was able to obtain 24 non-dominated solutions, 16

of which were exact to the ones obtained by ES. In comparison to MOTS, MOGA

performed slightly better as it has obtained 75% of optimal solutions, Figure 6.1(b).

In terms of speed (CPU time in seconds), both algorithms performed well: MOTS -

10s; MOGA - 9s.

Table 6.5: Case Study 1: Obtained solutions and corresponding countermeasures
Nr Solution Countermeasures selected Cost Risk

1 0001000000000000000000 S4 5000 452.3

2 0001000000000000000010 S4 and S21 10000 450.7

3 0011000000100000000000 S3,S4 and S11 20000 444.3

4 0101000000000000000010 S2,S4,and S21 22000 441.1

5 0111000000000000000010 S2,S3,S4 and S21 29500 437.1

6 0111000000000000000110 S2,S3,S4,S20 and S21 37000 433.1

7 0111000000100000000010 S2,S3,S4,S11 and S21 46500 432.3

8 0111000000100000000110 S2,S3,S4,S11,S20 and S21 67000 431.5

9 0111000000100100000010 S2,S3,S4,S11,S14 and S21 76500 430.7

10 0111000000100100000110 S2,S3,S4,S11,S14,S20 and S21 97000 429.1

11 0111000000101100000110 S2,S3,S4,S11,S13,S14,S20 and S21 104500 427.5

12 0111100000100000000010 S2,S3,S4,S4,S11and S21 112000 423.5

13 0111100000100000000110 S2,S3,S4,S4,S11,S20 and S21 121500 422.7

14 0111100000100100000110 S2,S3,S4,S4,S11,S13,S20 and S21 142000 421.9

15 0111100000101100000110 S2,S3,S4,S4,S11,S13,S14,S20 and S21 151500 421.1

16 1111000000100000000010 S1,S2,S3,S4,S11 and S21 172000 419.5

17 1111000000000000000010 S1,S2,S3,S4 and S21 181500 418.7

18 1111000000100100000110 S1,S2,S3,S4,S11,S14 ,S20 and S21 202000 417.9

19 1111000000101100000110 S1,S2,S3,S4,S11,S13,S14,S20 and S21 211500 417.1

20 1111100000100000000000 S1,S2,S3,S4,S5,S11 234000 416.3

21 1111100000100000000110 S1,S2,S3,S4,S5,S11,S20 and S21 262000 415.5

22 1111100000100100000110 S1,S2,S3,S4,S5,S11,S13,S14,S20 and S21 271500 414.7

23 1111100000100100001110 S1,S2,S3,S4,S5,S11,S14,S19,S20 and S21 292000 413.9

24 1111100000101100000110 S1,S2,S3,S4,S5,S11,S13,S14,S20 and S21 301500 413.1

25 1111100000101100001110 S1,S2,S3,S4,S5,S11,S13,S14,S19,S20 and S21 324000 412.3

The data on what countermeasures were selected are summarised in Table 6.5. As

can be seen, every solution has a number of selected countermeasures Sl which reduce

the initial risk TIR (chapter 4 Eq. 4.3) identified before any security measure was

implemented. Other countermeasures have not been selected due to either their high

cost, or their chance to increase risk rather than reduce it.
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6.3 Internal Threats Case Study

In this section the experiment to mitigate internal threats is carried out. The risk

assessment project, performed using PTA Professional Edition tool, was conducted in

August 2006 with a NASDAQ-traded technology company [126]. This company was

concerned with protecting network infrastructure and Intelectual Property (IP) from

internal threats. The result of risk mitigation strategy proposed by the PTA tool was a

three-step process which would mitigate some of the identified threats. In this section,

the experiment using the data obtained from the countermeasure optimisation report

and a threat model is carried out.

The RAOM is applied in order to provide the executive management of a company

with a clear picture of what other possible sets of countermeasures could be deployed

in order to deal with internal threat and reducing their impact on information security.

RAOM is capable in finding a set of solutions where a number of countermeasures is

selected with the balanced conflicting objectives: cost and risk. With such data, a

decision maker becomes aware of all possible countermeasure combinations and their

resulting costs and risks.

6.3.1 Problem Data Set

First, the data gathered from the case study has been analysed qualitatively. Taking

into consideration a list of threats and vulnerabilities, the OSLT layers and threat

classes were applied to categorise the data. Knowing the threats residing on different

onion layers, it is possible to see the relationship between them. The data which is used

for this case study consists of 5 threats, 9 vulnerabilities and 9 countermeasures to be

considered for a risk mitigation strategy. In order to find feasible and optimal solutions

to this problem, two experiments have been undertaken. First, the quality of solutions

is tested by MOTS and MOGA algorithms in relation to the optimum set obtained by

the Exhaustive Search (ES). For this experiment the distance among solutions and a

number of optimum solutions obtained by both algorithms is calculated. The second

experiment considers the CPU time spent on performing the search. This factor is

important as the nature of threats is very dynamic and every additionally identified

threat may affect the whole risk assessment process as well as appropriate selection
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of security countermeasures. Therefore, it is important to obtain a feasible solution

within the shortest possible time.

Table 6.6: Case Study 2: Matching threats,threat class, OSLT layers and vulnerabilities
Threat Threats/ Repr. Threat OSLT Matched

sources Actions Class Layer vulnerability

Web User Malicious Insider connects to internal T1 Network, Host, L1, L2, V2,V3,

databases/file system in order to Application L3, L4 V8,V9

access/modify sensitive data

Malicious hacker connects to internal T2 Network, Application L2, L3, V1,V5,

databases/file system in order to L4 V9

access/modify sensitive data

Hacker Hacker uses HTTP requests T3 Application L2,L3, V1,

to get access to OS resources of L4 V9

the Web Server

Insider Insider may leak sensitive T4 Application L2, L3, V4,V8,

information over the Web L4 V6,V7

Employees are tempted T5 Application L2, V5,V5

to download music/ Network L3,L4

share files/Google chat/

for personal ends

Table 6.7: Case Study 2: Data about vulnerabilities and corresponding CVE, impact

information
Representation Vulnerability CVE number Impact

(Repr.) on CIA

V1 Unspecified vulnerability in Microsoft IIS 6.0 2010-1256 CCC

V2 Unauthorised data modification 2006-0722 NPN

V3 Insiders can execute arbitrary commands 2004-2687 CCC

V4 Administrator password disclosure 2006-0561 CCC

V5 Rogue protocols/tunnels 2010-4528 NNP

V6 Traffic is not filtered properly in SNORT 2008-1804 PPP

V7 Workstation security configuration flaws 2004-2680 PNN

V8 FTP/HTTP file sharing 2006-3952 PPP

V9 Multiple SQL injection vulnerabilities 2005-1503 PPP

Table 6.6 provides data about identified threats within the company and matching

vulnerabilities, that introduce an impact on CIA, shown in Table 6.7. The impact on

CIA has been retrieved from the NVD [116].

Figure 6.2 shows how an OSLT can visualise the data from the case study. Based on

the information about vulnerabilities, and threats assigned to onion layers, it is possible

to visualise the dependencies between variables. A dashed line shows triggered events,
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Figure 6.2: OSLT applied to the case study

which create a direct path to the targeted node. Therefore, if T1 can successfully

exploit vulnerabilities V2, V3, V8 and V9 it will create a path of distance 3 to V9, as

only three conditions need to be satisfied. The same idea applies to T2, T3, T4 and

T5.

The information about proposed countermeasures and their cost is given in Table

6.8.

Table 6.8: Case Study 2: Data about countermeasures
Repr. Countermeasure Category Mitigated Total

Vulnerabilities Cost $

S1 Database login accounts should be given the minimal Management V2, V3, 9.500

rights that are necessary for their functionality V 4 ,V 7

S2 Enforce policy of downloading and deployment Management, V1 10.000

of latest security patches for OS, database and Web server Technical

S3 SDLC, Enforce security code review Management,

Technical

V2, V9 100.000

S4 AUP, Establish procedure and enforce for insider disclosures Management V3 75.000

S5 Alert on Web postings Technical V4 38.000

S6 Alert on transfer of structured data from enterprise mgmt/design databases Technical, Man-

agement

V3,V4,V7 76.000

S7 Monitor AUP violations Management, Op-

erational

V4,V5,V7 76.000

S8 Detect unauthorized non-proxied end points Technical V6 76.000

S9 Monitor unusual file transfer Management,Technical V8 38.000
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6.3.2 MOTS and MOGA Applicability to a Real World Data

Problem

To test the applicability of RAOM for this particular case study, the same experiments

considered in sub-section 6.2.2 are carried out. To test the quality of solutions obtained

by MOTS and MOGA, the comparison with ES is performed. Figure 6.3(a) and Figure

6.3(b) show the Pareto Fronts obtained. It can be noticed, that the solutions are alike.

Thus, the distance is equal to zero, see Table 6.9. To test the speed, the stopping

condition for GA is 100 generations; MOTS has stopped after 400 iterations. It took

1s for MOGA and 0.6s for MOTS to obtain optimal Pareto Fronts.
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Figure 6.3: Case Study 2: Solutions obtained by MOTS 6.3(a) and MOGA 6.3(b)

versus ES

Table 6.10 summarises the data obtained by running both algorithms. Thirteen

solutions were exactly matched the ones obtained by the ES. This means, that MOTS

and MOGA were able to obtain 100% of all possible optimum solutions.

For this particular problem size, both algorithms have demonstrated the same per-

formance in finding optimum solutions. In comparison to ES, MOTS and MOGA have

obtained all optimum solutions in less than a second. Such speed performance is essen-

tial for decision making process, as the dynamic nature of vulnerabilities and threats

may increase the risk before any security countermeasure will be deployed.
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Table 6.9: Case Study 2: Performance of the MOTS and MOGA algorithms

ES MOTS MOGA

|R| NonD Ns Dav Dmax NonD Ns Dav Dmax

Case Study 13 13 13 0 0 13 13 0 0

|R| - reference set

Ns - number of efficient solutions

NonD - number of non-dominated solutions

Dav - average distance

Dmax - maximum distance

Table 6.10: Case Study 2: Obtained solutions and corresponding countermeasures

Nr Solution Countermeasures selected Cost Risk

1 000000000 None 0 377.50

2 100000000 S1 9500 328.00

3 100000100 S1 and S7 85500 237.00

4 100010000 S1 and S5 47500 283.25

5 100010100 S1,S5 and S7 123500 192.25

6 100010101 S1,S5,S7 and S9 161500 167.75

7 100011100 S1,S5, S6 and S7 199500 125.25

8 100011101 S1,S5, S6,S7 and S9 237500 100.75

9 101000100 S1, S3 and S7 185500 162.50

10 101010100 S1, S3,S5 and S7 223500 117.75

11 101010101 S1,S3,S5,S7 and S9 261500 93.25

12 101011100 S1,S3,S5,S6 and S7 299500 50.75

13 101011101 S1,S3,S5,S6,S7 and S9 337500 26.25

In comparison to the proposed risk reduction plan generated by the PTA threat as-

sessment tool, the solution should consist of the following countermeasures: S3, S4, S5,

S6, S7 and S9. However, by feeding the input data into a multi-objective optimisation

problem proposed in chapter 4, RAOM demonstrated more combinations of security

countermeasures, to be considered by the human decision maker, see Table 6.10.

126



6.4 Summary

6.4 Summary

In this chapter it was demonstrated how the real life case study data can be fed into the

RAOM, by first analysing it qualitatively and then, quantitatively. The optimisation

routine helped to identify IT security solutions from a range of possible ones taking

into account the conflicting nature of the problem.

To demonstrate how the model was used to solve real data cases, the following

actions were performed:

• Data was taken from the PTA tool, which contains a database of case studies,

published case study documents;

• The data was analysed qualitatively applying OSLT;

• The RAOM was further applied to assign numerical values to the objectives,

based on Eqs. 4.1 - 4.8;

• The optimisation routine helped to identify optimal and near optimal solutions

with the optimised cost and risk trade-off;

• A comparative performance analysis was undertaken to provide the most suitable

optimisation approach.

Two case studies were considered to demonstrate a practical applicability of the

model to real cases. The first case study used larger data sets therefore, it was not

possible to visualise data sets on onion skin layers. Nevertheless, considering the data

provided by the PTA it was possible to map identified threats to threat classes, onion

skin layers and identified vulnerabilities. Further applying RAOM, the MOTS and

MOGA were used as part of the optimisation routine and their performance was in-

vestigated. For the first case study experiment, MOGA demonstrated slightly better

performance in terms of quality of solutions: 75% of optimal solutions obtained, unlike

which MOTS obtained only 50%. In terms of CPU time, both algorithms performed

well, however, MOGA was slightly faster at 9s, with MOTS at 10s. Such a small dif-

ference in time may increase with problem size increase. Thus, the faster the solution
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is found, the more accurate risk assessment strategy will be. As a result, MOGA has

been considered as most suitable for this particular case study.

For the second case study, the data from the case study was fed to OSLT layers,

and it was possible to visualise the dependencies among threats and vulnerabilities

using attack graphs. The vulnerabilities were used as conditions, which have to be

satisfied in order for an attacker to follow his predefined path. If a threat successfully

satisfies the condition, the attacker can progress further to upper layers. Based on such

analysis, the threats were mapped to vulnerabilities, onion layers, and countermeasures

to be selected. Further, the RAOM fed the data to the optimisation routine in order

to effectively perform the search and provide with the number of optimised solutions.

MOTS and MOGA were used to perform such selection. Both algorithms demonstrated

a good performance. MOTS and MOGA obtained 100% of optimal solutions compared

to the ES algorithm. However, in terms of speed for the tested problem size, MOTS

outperformed MOGA by 0.4s.

As a result, it was considered that MOGA should be used for slightly larger data

sets, as it outperforms the tabu search in quality of solutions and speed. However, for

small size problems, as in the second case study, MOTS is recommended due to good

solution distribution among the Pareto Front and high search speed.

Experimental results have demonstrated that RAOM is practical and can be applied

to solve real life problems, where a risk reduction strategy is desired. The mathematical

multi-objective problem formulation within the RAOM has expanded the knowledge

in the area of risk assessment, when objectives such as cost and risk affects a final

solution. The output from the RAOM demonstrates a larger spectrum of possible

solutions to be considered for the implementation. Therefore, a decision maker can

select the most suitable one based on the available budget and maximal allowed risk

within the organisation.
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Chapter 7

Conclusions and Future Work

“Necessity, who is the mother of invention”

Plato

7.1 Contributions and Conclusion

The goal of this thesis is to investigate risk assessment approaches with the focus on the

identification and quantification of risk related factors and to improve an understanding

between conflicting factors of risk and investment cost while selecting security controls.

Several risk assessment and optimisation models have been investigated throughout

this work, primarily focusing on threat identification techniques, relevant standards

and general risk definitions. The actual relationships between the objectives have been

investigated and addressed in order to help decision makers meet organisational risk

appetite and enhance security within their infrastructure by selecting cost-effective set

of security controls.

In order to address research questions on how effective IT security solutions can be

identified from a great spectrum of available security controls, how identified vulner-

abilities affect the information security: confidentiality, integrity and availability and

how to effectively tackle the trade-offs between risk and cost when selecting IT security

solutions, the goals are given as follow:
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• Analyse existing and state-of-the-art risk assessment and optimisation models,

standards and methods used to deal with risks;

• Introduce a novel threat identification and modelling technique to visualise and

predict threats;

• Develop a novel risk assessment and optimisation model, taking into account

conflicting relationships between objectives;

• Introduce optimisation approaches most applicable for the nature of the problem;

• Validate the appropriateness of the model on real world case studies.

The chapters presented in this thesis have shown how these goals have been achieved

with main contributions summarised in section 7.1 and areas of future research in

section 7.2.

Contributions

With regard to research questions, novel contributions to the body of knowledge

are made in the area of risk assessment and risk quantification. This forms the es-

sential work for the major contributions of this thesis, namely: a) development of the

visualisation technique, in the context of qualitative risk assessment method, used to

identify threats and visualise attack path on onion skin layers; b) development of the

risk assessment and optimisation model and system, as part of the quantitative risk

assessment method, to help tackle conflicting objectives and mathematically define

risk in terms of vulnerability’s affect on CIA; c) development of an offline optimisation

routine to identify effective IT security solutions.

Substantial work was undertaken to provide background information on existing risk

assessment methods, standards and models in chapter 2 highlighting the main limita-

tions in the area. Based on the research analysis, NIST SP 800-30 was highlighted as

one of the publications which defined that risks arise from the loss of confidentiality,

integrity and availability (CIA) and can be described in terms of loss or degradation

of CIA. Nevertheless, there is no model available which quantitatively addresses such

a definition. Therefore, this limitation created a need for such development in order

to quantify risk in relation to CIA while still considering general risk factors. Further-

more, it was highlighted that in order to accurately quantify risk, both qualitative and
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quantitative methods should be used. Therefore, an analysis of qualitative visualisa-

tion techniques has been undertaken with an emphasis on attack graphs and attack

trees. In terms of quantitative assessment, most of the risk assessment models try to

reduce risk while selecting security countermeasures, however there is a lack of infor-

mation on how risk related factors conflict each other and how risk can be estimated

and optimised. The problem of selecting a set of security countermeasures is multi-

dimensional by the nature and therefore encompasses multiple areas of knowledge.

Three optimisation approaches, namely Genetic Algorithm (GA), Tabu Search (TS)

and Simulated Annealing (SA), demonstrated an applicability to solve countermea-

sure selection problems. Nevertheless, SA was considered by many researchers as not

being effective in solving multi-objective problems. With this in mind, TS and GA

were chosen in this study to further investigate their performance and applicability to

multi-objective countermeasure selection problems.

Further work was undertaken in the areas of qualitative and quantitative risk as-

sessment methods which led to a development of a novel risk identification and quan-

tification method with respect to standards, general risk definitions and factors. Hence,

the major contributions of the thesis, namely a novel visualisation technique for threat

identification and a novel risk assessment and optimisation model for cost effective

decision support were developed in chapters 3 and 4.

In chapter 3 an analysis of attack graphs and trees was carried out to identify the

advantages and limitations of both. The findings suggested that attack graphs can

visualise relationships between hosts, conditions that should be satisfied in order to

exploit a node, and thus, help to allocate the shortest paths to the goal. Nevertheless,

it is not possible to see what security layers an attack path covers and what threats

relates to these layers. Therefore, a novel visualisation technique, defined as an Onion

Skin Layered Technique (OSLT) was developed where a general threat classification

method was used to help identify threats on different onion skin layers using a general

notion of attack graphs. Every layer of the concept represents a security layer, or a

network segment. The barriers between these layers visualise an instance of security

measures, separating nodes from higher logical layers. Such representation can increase

the awareness of decision makers and security managers in regard of security measures

residing on each of the layers; identify weaknesses in the system and possible threats
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targeting these weaknesses. Furthermore, to demonstrate how the proposed model can

help to identify threats and vulnerabilities within the system on different security layers,

two indicative scenarios were illustrated. Visualised attack actions demonstrated how

a targeted attack can trigger additional paths.

The development of a novel Risk Assessment and Optimisation Model was intro-

duced in chapter 4. The model aims to improve the body of knowledge in the areas

of countermeasure selection with regard to quantifiable countermeasure effectiveness,

vulnerability and impact analysis, and to provide an adequate decision support while

considering a trade-off between cost and risk of selected controls. Considering NIST SP

800-30 guidelines as the most relevant methodology to quantify risk, however with the

stated limitations, the development of the mathematical model was undertaken, where

relationships among risk-related factors were considered and a novel multi-objective

countermeasure selection problem was introduced. The model was designed to account

for many-to-many relationships between threats and vulnerabilities and to minimise

cost of security countermeasures without increasing the risk of a vulnerability being

exploited by a threat and resulting in some degradation of confidentiality, integrity

and availability (CIA). Based on the model, the Risk Assessment and Optimisation

System (RAOS) was developed, consisting of two conceptually distinct and at the same

time interrelated processes: risk assessment and optimisation routine. The system aims

to provide an appropriate support for decision makers while providing effective search

process and as an output a plotted trade-off between objectives. Each solution on a

graph corresponds to a set of security countermeasures with the relevant cost and risk

values. A decision maker then can improve the knowledge of possible security counter-

measures and associated expenditures while considering organisational risk appetite.

To solve a multi-objective countermeasure selection problem introduced, three al-

gorithms, Multi-Objective Tabu search (MOTS) Pareto-based search (A1), Multi-

Objective Tabu Search (MOTS ) weighted sum approach (A2), Multi-Objective Genetic

Algorithm (MOGA), were adapted and experimentally tested in chapter 5. It should

be noted that Exhaustive Search (ES) was adapted for comparative reasons, as it is

the only algorithm which can obtain optimal solutions. The experiments were under-

taken in two steps. First, the algorithms proposed were tested and compared for nine

generated test cases, where a number of vulnerabilities, threats and countermeasures
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were varied in turns. With the increase of countermeasures, the performance of MOTS

A1 approach was dramatically reduced. Nevertheless, for other instances, MOTS A1

demonstrated a good performance, in terms of speed and a solution quality. MOTS

A2 approach was the one which showed the worst results for these nine test instances

due to long CPU time and low number of obtained optimal solutions. Despite of that,

the solutions obtained were well distributed over the search space and showed a good

spread on the Pareto Front. It was noted that MOGA demonstrated a good perfor-

mance for all nine experiment instances. Increasing the number of countermeasures,

instances where both MOTS A1 and MOTS A2 approaches suffered, MOGA was able

to allocate solutions which were closer to the optimum distance value as well as obtain

uniformly distributed solutions over the entire Pareto Front. Second, the scalability

investigation, was undertaken dramatically increasing the size of the problem. It was

summarised, that differently from previous experiments, MOTS A1 demonstrated the

worst performance while compared to MOGA and MOTS A2. The solutions had a

poor spread and distribution along the Pareto Front. The assumption was made that

the algorithm could possibly be stuck in local, however such investigation is out of

scope of this research. Results suggested that MOTS A1 cannot be used for large size

problems as it is not scalable. While MOTS A2 was considered as the worst for the

smaller size problems, it demonstrated a relatively good performance in terms of qual-

ity of solutions for large size problems. Nevertheless, this approach took the longest

time to allocate a minimised trade-off. The MOGA out performed other algorithms

by speed and the quality of solutions, which had a good spread as well as the lowest

calculated distance measure. It was stated, that such results were achieved because

MOGA uses the operators such as mutation probability and crossover, which helped

to diversify solutions and direct the search to unexplored areas. Therefore, it was con-

sidered that MOGA is as the overall winner, as it is scalable, fast and applicable for

the multi-objective countermeasure selection problem.

The model was justified and validated via case studies given in chapter 6. The

data was taken from the PTA tool and was fed into the RAOM, by first analysing

it qualitatively, by applying an OSLT and then, quantitatively. The optimisation

routine then was used to identify effective IT security solutions from a set of given

ones, taking into account theconflicting nature of the problem. The performance of

MOTS and MOGA was investigated in terms of speed and quality of solutions. All
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algorithms achieved a very good performance, being able to obtain high number of

optimal solutions in a short time (a second or less). The overall results demonstrated

that OSLT and RAOM can be applied to solve real life problems and expand the

knowledge of decision makers. The model offered a risk reduction strategy based on

the investment to be put towards security countermeasure deployment.

7.2 Future Work

It is fully acknowledged that one of the prime objectives of the work is to offer leading

industrial practitioners a novel approach that can be exploited commercially in order to

gain a competitive advantage and cost-effective security. Considerable time was spent

on development of this model and optimisation approaches to solve a multi-objective

formulated problem.

With regard to chapter 3, the future work can be focused on threat identification and

modelling using attack trees in a combination with the attack graphs. Such illustration

can improve the quality of data gathered at this risk assessment stage.

With regard to chapter 4, the problem can be further expanded by including addi-

tional metrics that may influence the final decisions. Another research area is how to

deploy a more sophisticated cost model and include the dependency of security mea-

sures on each other. Furthermore, to improve threat measures and their quantification

making a mathematical model more accurate in this respect. It could also be useful to

resolve issues related to uncertainty of threat rates, countermeasure costs and possible

losses. Therefore, the final results and the model as such will be more precise and

effective.

With regard to chapter 5, it could be an interesting challenge to compare linear

programming with metaheuristics proposed in this research. Furthermore, the scal-

ability issue can be further investigated and experimented with linear programming.

Additionally, it could be interesting to investigate reasons of MOTS poor performance

for large size problems. If the assumption of being stuck in local minima can be proven,

then an aspiration criterion and other tabu search operators to direct the search should

be investigated.
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