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Abstract 

Information security officers, practitioners and academics agree that information security 

policy is the basis of any organisation’s information security. Information security 

practitioners share and agree that it is rare that information security policy bring out the 

desirable results. In order to study and analyse this problem, academics have focused on 

various methods to motivate employees toward policy compliance, however, they have not 

paid much attention on employees’ expectations and how they perceive the information 

security policy. Also, employees’ satisfaction and awareness of information security policy is 

critical as it may improve the security level by decreasing the internal threat risks. In this 

thesis, analysing organisation’s employees’ expectation about information security policies 

based on a framework that is formed regarding internal threat motivation, consequences, 

security behaviour and security countermeasures. Therefore, single case study was adopted in 

this thesis. The study outcomes along with the case study findings state that organisation’s 

employees’ expectations toward an information security policy should be paid much attention 

during forming security regulations and even during implementation of information security 

policy within organisations. The thesis concludes that employees’ security behaviour is 

related to their information security background and awareness, as well as, security 

countermeasures, where if the countermeasures perceived negatively, it may negatively help 

to increase the risk in terms of internal threat. Finally, security countermeasures must be 

defined before taking negative actions toward employees, as well as, information security 

training should be scheduled regularly within organisation and they should be arranged 

regarding to the organisational groups’ professions. 

 

Keywords: Information Security, Security Policy, internal threat, external threat, the 

National Payment System in Libya 
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1 Introduction 

Information security field has been a hot topic recently, where studies and researches have 

taken a place regarding this field. The field of information security has changed from just 

technical issues, technology point of view, into a completely different point of view, where 

information security has become a more widely term concerning an organisation’s assets 

secure management (Pearlson & Saunders 2009). The organisation’s assets secure management 

comprises the organisational procedures, structures, people, and processes. The basis for this 

assumptions, as presented by researches and professionals (e.g., Pearlson & Saunders 2009; 

Siponen & Vance 2010; Von Solms, Thomson & Maninjwa 2011), and information security 

important considerations (Ward & Peppard 2002) in an organisational point of view is an IS 

(Information Security) policy. Considering this basis to build an organisational information 

security plan to secure the management of its assets is a challenge for itself (Tipton & Krause 

2008). Also, organisations dedicate important resources to implement IS plans and policies, 

these plans are rarely achieve the desired goals or objectives (Klaic & Hadjina 2011). The 

obstacles are mainly caused by the employees whom rarely follow the IS policies (Waugh 

2008). 

While information security (hereafter IS) professionals seek suggestions for better 

implantations to there is plans and policies from international IS organisations of security, 

academics criticise this methodology for letting the requirements of an organisation 

dependant (Peltier 2002), concentrating on the existence of IS plan or policy more than its 

contents and procedures, and unable to offer guidance on how IS plan or policy has been 

implemented practically (Klaic & Hadjina 2011). Taking another IS policy which has been 

implemented for another organisation and formulating it to your organisation is not serving 

the organisation’s approach, goals, and objective neither the employees (Von Solms, 

Thomson & Maninjwa 2011). Based on the value and the significance of the structural 

contents of IS policy, attempting to implement them as a general approach or form does not 

guarantee successful results in the end when applying these type of IS policies 

implementation in practice (Siponen & Vance 2010). IS has become an employees and 

organisations issue, the IS policy should be implemented according to the needs of the 

employees in the organisation (Siponen & Vance 2010). 

Information security policy is mainly implemented to influence the people perceptions in 

organisations about IS (Caruso 2003) and to raise awareness amongst them about the critical 

factors and risks that involved in the IS. The information security policy is a significant 

element in any organisation, even more; it’s affected by the social environment in any 

organisation, therefore; information security policy is subject to change (Peltier 2002). If 

people in any organisation perceive the information security policy in different way from the 

organisations information security officers or experts, information security policy will not be 

effective, more importantly; overall objectives cannot be achieved (Pearlson & Saunders 

2009). Also; (Siponen & Vance 2010) have suggested that in order to improve the IS police 

in any organisation, studying the people perceptions in the organisation is needed. 

How people inside an organisation perceive is related to the each individual’s references. 

References of an individual of a specific fact reflects the way of each perceive of that fact and 

let the others know how to deal with this kind of facts (Von Solms, Thomson & Maninjwa 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
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2011). These references comprise background knowledge. Also, people references inside an 

organisation is directly related to the information security policy; background knowledge that 

people have built based on familiarising against the information security policy plans and 

documents, involving in IS trainings, considering others ideas and following the behaviour 

effect towards the information security policy (Ward & Peppard 2002). The term individual’s 

references in the information systems has been presented to describe obstacles in the 

acceptance process of the new technologies, it even includes the understanding of 

information systems compliance (Peltier 2002). Specifically, since information security 

policy has a crucial role in organisation’s IS, it would be significant to formulate the 

individual’s references about the information security policies and include them when 

implementing information security policy. Even more; information security policy’s various 

issues and obstacles are directly related to people compliance towards it (Tipton & Krause 

2008).  

Therefore; analysing employees’ visions and perceptions of information security policies are 

needed equally along with declaring the individual’s references that concern information 

security policies. 

 

1.1 Research Objectives and Questions 

Based on what’s mentioned above, the main objective of the study is to raise awareness 

amongst an organisation’s employees about the insider and the external threats impact on the 

organisation’s IS policy towards achieving quality understanding of this impact of an 

organisation’s employees’ perceptions of IS policy on IS policy planning.  

 Q1: How do various organisations’ employees perceive the organisations IS policy? 

 Q2: How do internal and external threats affect the IS within organisations? 

 Q3: What is the impact of an organisation’s employees’ perception of ISP on IS? 

 

Based on the objectives and questions of the study, case study interpretation is needed. The 

proposed framework is derived from analysing case study of the National Payment System’s 

IS policy and IS international standardisations. The framework assists in forming a new IS 

policy that helps to improve awareness, understanding and consequences of the IS policy 

perceptions towards insider and external threat. Information system’s references can be useful 

for this particular IS research. 

 

1.2 Delimitations description 

The study objectives and questions mentioned above refer to the delimitations in this research 

study. Delimitation’s description is as follows: 

Perception 

The research is concerned about the employees perceptions and their point of view towards 

the IS policy, instead of concerning about how information security policy is framed or 

processed. 

References 

The research is concerned about the structure of the IS policy and the consequences toward 

the IS policy use, internal, and external threats, instead of concerning about the organisation 

has used the original references. 
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1.3 Concepts 

The used concepts in this research study are listed below. The aim of this is to provide a 

better understanding. 

References 

This includes the understanding of, perceptions, accepting of a specific fact (i.e., information 

security policy).  

Information security policy 

IS policy comprises number of documents used by an institution or organisation to refer to a 

set of rules in order to secure the organisation’s assets. IS policy is concerned about the 

organisation’s assets rather than the level of security of IS technically. 

Perception 

Perceptions describe the underrating and expectation of a fact (i.e., information security 

policy) gained by experience. 

Internal and external threats 

Internal threat is originating within an organisation, and often caused by undisciplined 

employees. External threat is originating out of an organisation. 

 

1.4 Thesis Structure 

Following what has been mentioned earlier, the rest starts from chapter two, and the structure 

is as follows. Chapter two comprises an overview of IS policies roles. Chapter three 

comprises a theoretical framework of the research by presenting the National Payment 

System (hereafter NPS) in Libya case study discussion of references. Chapter four comprises 

internal and external threats influence along with building on the ideas provided in the second 

and third chapters. Chapter five comprises the methodology of the research: Selection of 

analysing methodologies for evaluation. Chapter six comprises the NPS case study. Chapter 

seven comprises analysing the questions of the research. Chapter eight comprises the study’s 

results and limitations. Finally, conclusions, recommendations and future studies about 

internet banking security for the Central Bank of Libya. 
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2 Information Security Policies Review 

This chapter comprises IS policies roles and literature reviews, IS polices applications and 

how various organisations’ employees perceive these applications. Literature reviews are 

provided for forming the framework of the study. 

 

2.1 Introduction 

The technology has been the main basis to form or establish an IS literature (Fugini, & 

Bellettini 2004; Quigley 2005), it has been presented that developing the IS technology has 

been in a much complicated advanced levels. Security technologies themselves are not going 

to solve IS issues as various problems are listed from information assets management (Straub, 

Goodman & Baskerville 2008). Information security policies form the basis for 

organisation’s work to provide security to these information assets (Quigley 2005). It has 

been suggested (Tipton & Krause 2008) that without an IS policy, IS practice will be 

implemented without a proper understanding of goals and responsibilities. Therefore, 

information security policies describe the organisation’s framework and roles of IS 

managements (BSI 2005, p. 9). 

Various organisations implement information security policies in order to develop their IS 

efforts to protect the assets of their information and resources (Fugini, & Bellettini 2004). 

Also, there are agreements between academics and professionals that IS policy is the basis of 

IS in any organisation. Deploying the information security policies is a vital part of IS 

controls (BSI 2005, p. 7) and as an important section of IS governance (Von Solms, Thomson 

& Maninjwa 2011). Even more, there should be a linkage between organisation’s goals and 

information security policies (Klaic & Hadjina 2011). The objective of the information 

security policies is to influence the perceptions or point of view of the employees about IS to 

achieve better thoughts through the security and protecting assets of the organisation 

(Siponen & Vance 2010). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
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2.2 Information Security Policy Applications 

The IS policies application may be split into implementation stages, processes, and feedbacks 

that can be used as input of information that assist in formulating the IS policies (Klaic & 

Hadjina 2011). Formulating the IS policy is difficult mission for organisations as it is 

achieved through complicated set of processes (Siponen & Vance 2010). While professionals 

look for suggestions to implement and form the IS policies from international IS standards, 

academics criticise this kind of methods where professionals are not concerned fully about 

the requirements of the organisation (Pearlson & Saunders 2009; Von Solms, Thomson & 

Maninjwa 2011) and concentrating about the current IS policies more than what these IS 

policies contain (Siponen & Vance 2010). The approaches that based on copying other 

successful information security policies to form the organisation’s IS policy are not likely 

gives a successful outcome, nor the organisation’s employees may be able to rely on or may 

achieve the overall objectives (Peltier 2002). Information security policies applications 

successful deployments are not about what they contain nor defining universal factors as this 

approach does not succeed the applications (Tipton & Krause 2008), information security 

policies must be set based on the organisation’s specific requirements. (Klaic & Hadjina 

2011) have studied that management, cultural, contents, awareness and educating of 

employees in organisational context, and including the employees in the process of 

formulating the information security policy are the crucial factors that affect the successful 

deployment and implementation of the information security policy. 

Information security policies formulation is not enough; information security policies should 

be deployed and accepted by employees. Information security policy must be deployed on all 

over the organisation and training should be provided as if the employees are not familiar or 

aware of the contents (Caruso 2003), and possibilities are that employees will forget it. 

Therefore; all employees must use information security policy (Quigley 2005). 

Unfortunately, the employee incompliance has been an issue in various organisations. 

Academics have been studying incompliant behaviour of some employees; therefore, various 

methods have been presented in order to assist in raising the degree of commitment. This 

study focuses on employees, internal, external threats as end users to the IS of an organisation 

and, also, the most crucial questions in managing IS should include is how to guarantee 

employees commitment to the information security policy. Furthermore, it is beneficial to 

explain or set up what are the factors that affect the employee behavioural compliant as they 

are directly connected to employees point of views towards the information security policy. 

(Tipton & Krause 2008) have presented that IS awareness concept relates to ‘a situation 

where end users are familiar, committed, and aware their tasks along with the security rules’ 

(p. 43). (Klaic & Hadjina 2011) have suggested that end users’ IS awareness has affected 

their behaviour towards the information security policy compliance. According to Klaic & 

Hadjina (2011), awareness of IS comprises IS awareness and information security policy 

awareness. The results from their study, which were recommendations about the employees 

behaviour change, advice that employee’s behaviour affects his desire to commit himself to 

the information security policy, whereas attitude is affected by assessing the employee’s 

compliant s and consequences individually. Siponen & Vance (2010) have concluded that 

others perceptions affect the employees’ attitude and that how the affected expectations of 

these employees influence their desire to commit to the information security policy. Even 

more, (Kant, Meixing & Jajodia 2011) have concluded that employee’s expectations of the 

quality of information security policies affect their compliant towards the information 

security policy. Practically, the information in information security policy should be updated, 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
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appropriate, and available for the employees and that every employee may look for the 

needed information from the information policy document easily. Their results have shown 

also the language used in information security policy may affect the attitude of the 

employees, where employees may not be able to understand the information security policy 

documents easily in case if they are not formulated in the native language of the employees. 

Also, according to Von Solms, Thomson & Maninjwa (2011), invisible or unclear 

information security policy may affect the commitment of the employees towards the 

information security policies. Even more, (Peltier 2002) has concluded that employee’s good 

expectation of their valuable actions toward the IS gives them a positive motivation to 

commit to the information security policy. As for some IS professionals, these findings 

advice that communication methods are equally important when informing employees that IS 

has a crucial role for any organisation and that employee’s attitude may affect or succeed the 

IS in that organisation. Actually, Kant, Meixing & Jajodia (2011) argued that information 

security policy compliant must be studied as part of end users missions and incompliance of 

the information security policy must be studied as undone work or irresponsibility from the 

end users or employees. In the end, whether to comply with the information security policy or 

not is the employee’s options to commit.   

 

2.3 Expectations of Information Security Policy 

As administration always concern about the IS policies at the organisation, the information 

security policies might represent the management of IS point of view from various 

organisations more than considering just the groups’ approach at an organisation from 

managing IS point of views. Also, Pearlson and Saunders (2009) have presented that many IS 

policies have been affected by the technology would view of managing IS. This might affect 

the implementation stages of the information security policy as it may create new factors that 

need to be included in the information security in order to keep the information security 

policy updated and effective. Even more; academics suggest that in order to secure the 

resources and information in the organisation that could be achieved or increased by the 

organisation’s employees itself (Kant, Meixing & Jajodia 2011), traditionally employees have 

been considered as enemies or a threat to managing IS (Sun, Li & Bertino, 2011) and such 

type of threats as so called insider threats have been a hot topic for researchers, academics, 

and professionals as it oppose a serious threat to IS management and to the information 

security in any organisation in general (e.g., Gibler & Douglas 2010; Siponen & Vance 

2010). 

Recent studies and researches advice that there is still a device between IS officers and the 

organisation’s employees on each one’s views or expectations and experience about IS 

practices (Waugh 2008) and that an employee might form a different opinions than the IS 

officers (Klaic & Hadjina 2011). Also, these IS officers or IS must be able to implement the 

information security policy that is accepted for the basics, beliefs of various groups’ 

backgrounds in any organisation (Ward & Peppard 2002). Practically, IS officers usually fail 

to consider various employees views toward IS and mostly just considering their views and 

perceptions of how these employees might perceive information security (Grama 2011). IS 

officers must include the employees’ views and expectations of IS as those employees are the 

basis for following and protecting the IS when implementing the information security policy 

in any organisation (Siponen & Vance 2010). 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100448525&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100475364&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81409594658&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.Klaic,%20A..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
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Whereas academic acknowledge that information security policy plays a main important role, 

and various methods to improve employees commitment have been suggested, an employee’s 

views and expectations of information security policies has not been given enough attention. 

There have not been wide researches focusing on perceptions and expectations of information 

security policies, some researches have mentioned it or consider it briefly recently, basically 

employees’ expectations and perceptions have been mentioned in some topics as small part to 

touch on not a proper studies or researches that considering it as a whole topic to work on. 

Caruso (2003) have discussed that end-users’ perception on IS’s formulated by individual, 

technology, and organisation’s internal factors. According to Tipton and Krause (2008) end-

user is likely to has a resistant view on information security policy if he sees that information 

security policy forms an obstacle to his day to day tasks, (Kant, Meixing & Jajodia 2011) 

have suggested that end-users might perceive information security policy as an obstacle to the 

communications flow. When end-users and employees do not have a shared interests or 

common ideas about the IS procedures, businesses and work efficiency may be given a 

higher priority than the IS (Pak & Cannady 2009). Even more; Grama (2011) has discussed 

that end-user is likely to has a better perception of information security policies when the 

information security policy is implemented along with his work objectives and contribution. 

If end-user perceives that his actions may lead to better benefits for the organisation, the 

opportunity is that his behaviour on information security policies would be better (Tipton & 

Krause 2008). Therefore, the IS awareness level of the end-users and employees would affect 

these expectations Grama (2011). 

To conclude, the information security policies’ applications have been always a challenge for 

managing IS. IS officers and end-users might perceive IS policies in various ways, these 

various ways could be different and IS officer might has a different means and views of how 

to manage IS. Also, IS officers usually fail to consider others idea such as employees and 

end-users. In the other hand, academics have suggested various factors that need to be 

considered when implementing the information security policy as they might affect 

employees’ attitude to commit to the information security policy, employee’s views and 

expectations of information security policies have been a less attention topic. 
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3 Theoretical Bases 

Chapter three presents the basis of the study’s theory – NPS information security policy 

reference. It starts with theory discussion. NPS information security policy is then discussed 

in three subsections: (1) how employees at the central bank of Libya use it; (2) contents of the 

NPS information security policy; (3) Consequences and employees compliance. In the end 

the theoretical framework can be formed for this study. 

 

3.1 Theory Selection 

The theory selection for this study begun several months ago, it is related to the current 

information security policy at the central bank of Libya in which it would be valuable to 

contribute in improving the information security policies efficiency to secure an 

organisation’s resources and information in general along with paying a closer view 

specifically for the NPS at the central bank of Libya from an employee point of view. Bashir 

(2008) has presented an information security policy for NPS, however, there has been a less 

attention considering internal threats, in the other hand, external threat has not been 

mentioned at all. Therefore; this study has been needed to increase the awareness of internal 

and external threats amongst the employees about these kinds of threats and to improve 

managing information security better. 

Thorough this study, the knowledge of various theories have been into study stages varies 

from recent studies and researches considering this topic to the current applied NPS 

information security policy, later, the understanding has been widened. These two factors 

have been the reason behind the theory selection. In the very beginning of this study such 

frameworks as contextualised study (DeRose 2009) influences the way of thinking, but with 

some experience in the information security fields and working in an organisation for time as 

a responsible leader, then, the knowledge and the expectations toward securing the 

organisation’s resources and information become clear. Even though, contextualisation may 

affect the background knowledge in terms of considering or thinking about making changes 

to the organisation structure, which may leads to making some changes to the information 

security policy of the organisation. 

Bashir (2008) has presented an information security policy for the NPS at the central bank of 

Libya; however, he has not mentioned or considered the internal and external threats. 

Therefore; this is the main motivation and basis for this study. Paying more attention to such 

threats, especially, internal threat that caused by employees as it has not been main topic or 

main wide study recently. The current information security policy at the bank contains strict 

roles about how to protect hardware and software components mainly in the date centre for 

the NPS; however, internal and external threats have not been mentioned, therefore; the 

policy has failed due to employees’ noncompliance. According to Kant, Meixing & Jajodia 

(2011), managing IS in data centres is critical and vital, they have argued that employees and 

data centre staff play the main role in securing the resources and information in data centres. 

Also, (Gritzalis 2003) has suggested that end-users, data centre staff, and employees in 

general should be included when planning and implementing information security policy, 

their expectation and views should be sought. 

Therefore, employees should be consulted or considered when planning and implementing an 

information security policy in any organisation as they are the main factor that may 

contribute to succeed the policy or cause failure. 
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4 Study Frameworks 

Chapter four comprises literature reviews and bases of the theory that presented earlier, 

however, expanding the ideas and knowledge of previous literature on IS policies, internal 

and external threats. Also; present the consequences of the internal threats to the organisation. 

In the end, these frameworks will be used to as guidance. 

 

4.1 Introduction 

Internal threat has been a serious obstacle for many organisations recently (Gibler 2010); he 

has suggested that internal threat should be dealt with carefully. However, academics have 

argued about what should be addressed as internal threat and why and how would IS be 

affected by insiders. Few of researches concentrated on insiders with malicious desire (e.g., 

Siponen & Vance 2010) have illustrated that most of the insiders were planning to do a 

negative actions. Few of them did violate the information security policy. 

According to Sun & Bertino (2011), internal threat can be described in three categories; these 

three categories are based on intent and employees’ motivation: 

 Steal information for money, 

 Steal information for personal gain, 

 Sabotage Information Technology or Information System. 

In the other hand, (Cole & Ring 2006) have studied internal threat and presented other 

motives for the internal threat, such as, steal information for business gain, accidental, and 

even cultural differences. 

Furthermore, (Fugini & Bellettini 2004) have argued that there are insiders without malicious 

desire in the same time as others have, however, these type on insiders or internal threat does 

not deal with IS issues properly. In the other hand, (Waugh 2008) has defined insiders as not 

just an internal action with malicious desire, but more widely, any person or employee who 

caused that incident or threat in general, including his mistakes. Even more; (Von Solms, 

Thomson & Maninjwa 2011) have categorised insiders into malicious type of persons by 

nature and non-malicious type of persons that may accidentally do any harm. According to 

Quigley (2005), poor or noncompliant behaviour of the employees is the main cause for 

security issues in any organisation. Also, careless employees could be considered as internal 

threat in some cases when they actions cause security mistakes or lead to security breach. 

 

4.2 Internal Threat Behaviour 

According to Siponen & Vance (2010), careless security behaviour and noncompliance 

mostly cause or oppose a threat within organisations and this kind of threat is called internal 

threat. Siponen & Vance have suggested that in order to mitigate this kind of threats which is 

the most dangerous and affected threat is to study the behaviour of the organisation’s 

employees. It is important to inform the employees about the security countermeasures when 

deploying the information security policy as this action influences the employee’s attitude 

and behaviour to commit to the information security policy and help to mitigate the internal 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100448525&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81409594658&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
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threats even before it happens (Sun, Li & Bertino, 2011), also, employees’ acceptance is 

equally important. 

Many academics described that human being has emotions and this may affect their 

behaviour to comply in some point. Few researches described that human behaviour is 

directly connected to his attitude, and attitude is mainly based on the humans’ emotions 

(Siponen & Vance 2010). 

Furthermore; (Tipton & Krause 2008) have proposed and illustrated a model that represent 

employees’ attitude toward IS issues, known as ABC (see Figure 1). This figure contains 

three components as shown below: 

A – Attitude emotional component. 

B – Behavioural component. 

C – Cognitive. 

Affect 

 

 

 

 

 

 

 

 

 

   Behaviour    Cognition 

 

Figure 1: ABC framework, cited from Tipton and Krause (2008) 

 

There have been other researches that suggested another factors to be considers and 

categorised, these factors may affect the employees’ behaviour as well. A study by Alfawaz, 

Nelson and Mohannak (2010) concluded that employees’ behaviour toward IS may be 

affected by positive and negative motivations. Positive motivations may be achieved through 

rewards that would be given to hard workers, while, negative motivation may occur when 

punishing or given out penalties to employees. 

 

4.3 Behaviour Compliance Frameworks 

The behaviour of the employees has been and always be a vital and important factor for any 

organisation that looks forward to maintain and improve the IS resources and management 

(Carroll 2006), he has suggested that in order to avoid or mitigate the IS risks employees’ 

behaviour and security countermeasures should be identified before implementation. 

According to Carroll (2006), behaviour of humans can be classified based on four factors as 

follows: internal or external and not stable or stable. These human factors or feelings may 

determine the behaviour of the employees. 

Attitude 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100448525&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100475364&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81409594658&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470654005&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100407909&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470652688&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81407592386&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
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Furthermore, (Montelibano & Moore 2012) have argued that there have been another factors 

may affect the behaviour of the employees, these factors can be classified into two classes; 1
st
 

class comprises the background knowledge and what do they can give to the organisation. 

And 2
nd

 class comprises the employees’ compliance and commitments. 

Even more, According to Alfawaz, Nelson and Mohannak (2010), employees’ knowledge of 

the IS objectives and rules along with having the basic skills to achieve specific tasks are vital 

and equally important within any organisation. (Alfawaz, Nelson & Mohannak 2010) have 

categorised the employee’s behaviour towards the IS into 4 modes as follows: 

 Knowing/Doing, 

 Knowing/Not doing, 

 Not knowing/Doing, 

 Not knowing/Not doing. 

Furthermore, table 1 consists of the 4 modes summary with description and real world 

examples for these 4 modes of the employees’ behaviour as follows. 

 

Table 1: The Modes if IS Behaviour, adopted from Alfawaz, Nelson and Mohannak (2010) 

Modes (Behaviour) Description Examples 

Mode One The employees doesn’t know the IS objectives and 

the requirements of the organisation and doesn’t 

have IS knowledge. And he’s not doing the right by 

not following the rules. 

IS policy hasn’t been deployed 

and shared with the employees 

properly 

Mode Two The employees doesn’t know the IS objectives and 

the requirements of the organisation and doesn’t 

have IS knowledge but he’s doing the proper IS 

behaviour by following the rules. 

Although no support is being 

offered, employees volunteer 

to do the right things. 

Mode Three The employees know the IS objectives and the 

requirements of the organisation, but they aren’t 

doing the right thing by violating the IS rules. 

Although the deployment of 

the IS policy, employees aren’t 

compliant to the IS rules (Risk) 

Mode Four The employees know the IS objectives and the 

requirements of the organisation and they’re doing 

the right thing by following the IS rules. 

IS Policy is deployed and 

shared. And employees are 

compliant. 

 

Even more, figure 2 below shows the 4 modes and the relationship between each other. The 

arrows define the dynamic relationship between the 4 modes, which draws the knowledge 

and skills that may affect the behaviour, and then the outcomes as follows. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: The Modes of IS Behaviour, adopted from Alfawaz, Nelson and Mohannak (2010) 

Practices 

Mode One Mode Two 

Mode Four Mode Three 

Mode One 

Mode One 

Mode One 

Mode One 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Montelibano,%20J..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Montelibano,%20J..QT.&newsearch=partialPref
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470654005&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100407909&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470652688&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470654005&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100407909&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470652688&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470654005&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100407909&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470652688&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470654005&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100407909&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81470652688&coll=DL&dl=ACM&trk=0&cfid=79191478&cftoken=51403727
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4.4 Internal Threat Consequences 

Researchers say that after analysis and studies, most of internal threats come from end-users 

as result of their human errors’ actions or mistakes, while, the minority of internal threats 

come from employees who work in the technical field, sector, or departments (Martinez-

Moyano, Conrad, Rich & Andersen 2006), they have illustrated that most of the insiders are 

legitimate employees. It is worried that some of the employees are not abiding the IS rules 

and they are not following the information security policy compliance. Also, (Carroll 2006) 

has argued that some of the insiders who committed or violated the information security 

policy within the organisation have been convicted or suspected in bad actions before. 

4.4.1 Motivation 

In the other hand, what has been the motivation behind such actions to violate the 

organisation’s policies by not following the information security rules? According to 

Alexander, French, Taylor, and Sutton (2008), the motivation or reasons behind such actions 

or behaviour is; financial advantages, revenge purposes, or disagree and dissatisfaction with 

the organisation’s management and policy. Even more, particular events or actions may be 

behind such actions too, such as, contract termination, punishing, forcing not to take holiday, 

or undesirable department transfers. 

Although most of the researchers just focused on insiders or employees with malicious desire, 

other reasons that may cause or lead to internal threats may be the result of carelessness 

towards the employees that may leave them as useless workers, this factor should be studied 

and get more attention from researchers, professionals, and people with a decision making 

positions within organisations (Von Solms, Thomson & Maninjwa 2011). 

Human errors or mistakes may be considered as an internal threat, as well as, they may be 

categorised (Siponen & Vance 2010). According to Siponen and Vance (2010), human errors 

can be described as follows; human error that is caused because of a mistake from a skilled 

user or employee, and human error that is caused because of not fully aware of how to follow 

a specific rule, also, that may happen when an user or employee is not able to troubleshoot, or 

solve problems within the organisation. 

Few researchers have gone further (Sun & Bertino 2011) in analysing the human errors and 

user mistakes into defining interrelationships elements and factors that could lead to cause 

these kind of mistakes, these elements or factors could be workplace, organisational, task 

factors or elements, these additional factors may cause IS violations. In the other hand, (Cole 

& Ring 2006) have argued that human errors and user mistake may be recognised by 

technology professionals within the organisation, such as, network, database and system 

administrators in order with security officers. Therefore; this argument or model could be 

only used or applied to spot, mitigate or prevent human errors that may be caused by end 

users. Unfortunately, this model or suggestion does not applicable for the other kinds of 

human errors or mistakes, such as, non-technology issues, ethical issues, temporary workers, 

and ordinary visitors within the organisation. Therefore; this model or suggestion could not 

be applied as general model or multipurpose. 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100448525&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81409594658&coll=DL&dl=ACM&CFID=88809402&CFTOKEN=93660680
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4.4.2 Information Security Compliance 

How organisation makes its employees to abide with the information security rule and change 

the behaviour of the employees to achieve information security compliance? 

This question is one of the main commonly asked questions within organisations recently, 

and indeed it is one of the main reasons behind this study. Employees’ knowledge 

background, awareness and quality training of information security are the main aspects to 

positively change employees’ security behaviour towards information security behaviour 

(Klaic & Hadjina 2011). According to Fugini, and Bellettini (2004), employees’ background 

knowledge is the main aspect that positively change the employee’s behaviour toward 

information security compliance. Academics say that end-users, administrators, and security 

officers agree with the necessity of IS training courses in order to raise the awareness and 

knowledge about the emerging threats and countermeasures (Quigley 2005). 

Also, (Straub, Goodman & Baskerville 2008) have argued that definition of knowledge 

differs from the security knowledge in terms of information security compliance and 

information security polices documents. Security knowledge is an important aspect in this 

study as it is directly related to the security behaviour that needed to achieve the information 

security compliance. In the other hand, educating only the information security officers and 

professionals about the information security and not all the end-users and employees can be 

ineffective, where, end-users and employees are one of the main elements and the people who 

are dealing, working, and contributing within the organisations, therefore, they are always 

should be included and their view about the information security should be sought (Klaic & 

Hadjina 2011).  

According to Fugini, and Bellettini (2004), the people who are responsible about the 

organisation’s information security, such as, information security officers and professionals 

should set up a list of punishments if any user or employees think or act wrongly as deterrent 

to their future actions, for example; fear of being caught and being fined.  

In the other hand, rewards should be equally set up for the employees’ who have 

commitments and abide the information security rules as motivation (Quigley 2005). Also, 

(Waugh 2008) has suggested that rewarding the positive security behaviour employees is one 

of the successful ways to improve the security behaviour for the awarded employee and for 

the others where this rewards give the others motivations to improve themselves and change 

their security behaviour positively. 

Sometimes, focusing on success is better than focusing on mitigating the security risk (Tipton 

& Krause 2008). In the other hand, some researchers disagree that the motivation aspect can 

reducing security violations from some users or employees (Caruso 2003), even more; 

According to Caruso (2003), managing information security may result in unclear output 

where these kind of outcomes are unmeasured as sometimes security issues and risks cannot 

be predicted. Therefore; punishments and rewards system or framework is difficult to 

achieve. 

 

 

 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
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4.5 Information Security Countermeasures 

In order to minimise the effect of the internal threat, risk analysis and information security 

management is the solution (Al-Hamdani 2009), he has suggested that risk analysis must be 

implemented and managed by information security professionals or IS officers. According to 

Bodin, Gordon, and Loeb (2008), risk analysis comprises identifying the risks and controlling 

or managing the risk. 

Some risk management methods which have been applied caused or created another type of 

risks, specifically the internal threat (Schneider 2010). Therefore, many countermeasures 

techniques have been applied to help in minimising the internal threat within organisations. 

According to Peng, Yingwu, Sen and Guoqing (2011), minimising the harmful effect of the 

insiders or internal threat is not impossible, however, it is complicated method to implement 

or apply where it needs a multifactor methodology that is based on the cultural, technical, 

procedural, and political factors within the organisation. They discussed that there are many 

recent and on-going ways that could be applied within the organisation that lead to internal 

threat detection. These ways represent the security countermeasures that could be given to 

employees and end-users within the organisation. (Bodin, Gordon and Loeb 2008) have 

suggested that it is very important to implement and deploy an information security policy 

within the organisation to control the employees behaviour towards the security rules and 

what are the forbidden actions that they may take and cause a threat or harm the organisation 

in any way so that the employees will be informed of the consequences in taking such action 

or trying to violate the information security policy in purpose or not. Regular training courses 

onsite or outside about the information security policy goals and organisation’s objective in 

order to protect the information assets is equally important so that end-users will be kept 

informed about the emerged security standards and to raise their awareness of security 

requirements. 

Also, implementing such security countermeasures could be helpful in detecting threats not 

just minimising the caused effects and preventing the threat from happening. Detecting 

threats in other words means monitoring the employees and end-users in case of suspicious or 

malicious behavioural changes (Breier and Hudec 2011). According to Breier and Hudec 

(2011), monitoring or such actions should be applied not only on the current employees and 

end-users, it should even applied during the employment process to find out and track the 

future employees and end-users that may be employed by examining their background of 

security, work history, behaviour instability, and financial shortages in order to prevent or 

minimise the internal threat. Implementing these types of security countermeasure help to 

detect or prevent end-users when they get their hands on confidential data by accident or even 

on purpose. As well as, end-users activities on the web should be monitored regularly (Peng, 

Yingwu, Sen and Guoqing 2011). 

In the other hand, (Schneider 2010) has found that choosing such security countermeasures in 

monitoring the employees and end-users activities either online or normal regularly could 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81309498783&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100576477&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100576477&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81488669669&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81488669669&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
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affect the employees and end-users privacy which may lead to security risk in case of one or 

some of the employees or end-users turn into an insider that cause an internal threat. 

Furthermore; in order to protect the organisation’s information assets, there is need to 

consider all aspects of information, data, and assets in general, not just documents and 

confidential information, it is equally vital to protect the data as well (Al-Hamdani 2009). 

(Miles, Rogers, Fuller and Hoagberg 2004) have argued that it is vital to set up security rules 

for the organisation’s hardware assets in order to protect the data. Therefore; Hardware assets 

must be protected physically in order to minimise the risk that may be caused by an insider 

with an authorised access as an employee or end-user. 

Even more; (Miles, Rogers, Fuller and Hoagberg 2004) have suggested that forcing 

employees and end-users to set up or create a strong periodic passwords may enhance the 

level of security within the organisation. Also, (Bodin, Gordon and Loeb 2008) have 

illustrated that deploying account management groups with different roles, privileges, and 

power level for the employees and end-users are well known ways in order to control and 

monitor employees and end-users access to the organisation’s systems. 

Furthermore, in order to minimise the internal threat in another important aspect or scenario, 

when an employee wants to leave the organisation in case of a resignation or contract 

termination, the employee’s account or end-user’s workstations needs to be deactivated 

immediately (Peng, Yingwu, Sen and Guoqing 2011). 

Shigematsu, Bin-Hui Chou, Hori and Sakurai (2008) have presented that security 

countermeasures could be categorised into two categories – technical security 

countermeasures and non-technical security countermeasures. Technical security 

countermeasures comprises software, data, network and hardware security techniques, while, 

non-technical security countermeasures comprises regulations, physical locations, and risk 

analysis security methods. Some researchers have argued about successful security 

countermeasures, (Tipton and Krause 2008) have argued that there is no an effective method 

or mechanism that can be implemented or followed in order to minimise the internal threat 

risk, because security countermeasures are not a technical system or material, they are rather 

concept or set of rules that needed to be followed in order to ensure the secure management 

of risk or information assets within the organisation. Also, (Pak and Cannady 2009) have 

argued that end-user security behaviour could be enhanced when the users understand and 

aware of the security rules and information security policy. Furthermore; (Miles, Rogers, 

Fuller and Hoagberg 2004) have studied and suggested that security countermeasures should 

be implemented based on all aspects of security, they have presented that typical security 

countermeasures should contain the following five elements as follows: 

 Risk analysis, 

 Technical security countermeasures, 

 Non-technical security countermeasures, 

 Monitor, 

 Control. 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81309498783&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100576477&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Shigematsu,%20T..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Shigematsu,%20T..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Hori,%20Y..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Sakurai,%20K..QT.&newsearch=partialPref
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81377592724&coll=DL&dl=ACM&CFID=70034146&CFTOKEN=45681769
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100650766&coll=DL&dl=ACM&CFID=70034146&CFTOKEN=45681769
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According to Waugh (2008), carious technical and non-technical security countermeasures 

are required to either prevent or minimise the internal threat risks. (Siponen & Vance 2010) 

have suggested that control mechanisms are vital in order to improve the information security 

policy regarding this topic and information security policy could be considered as a control 

mechanism. Also, risk analysis is equally important, not only to define expected risks or 

threats, it is very important to define and recognise points of control internally (Breier and 

Hudec 2011). Technical security countermeasures track and maintain the flow of technical 

tasks within the organisation (Grama 2011). Even more; (Kant, Meixing Le and Jajodia 2011) 

have illustrated and concluded that firewalls, intrusion detection systems, proxy, and anti-

virus programs are somehow old technologies for nowadays risks and threats. (Kant, Meixing 

Le and Jajodia 2011) have suggested that forensics, intrusion detection and prevention 

systems, and filtering are some of the modern technologies for preventing and minimising the 

risks and threats. 

Therefore, managing IS and risks depends on the implemented information security 

countermeasures as this directly affect the end-users’ security behaviour (Ward & Peppard 

2002).  

4.5.1 Security Countermeasures and Behaviour Interrelationship 

Therefore; (Klaic & Hadjina 2011) have studied that there is a relationship between 

employee’s knowledge, informal rules, and organisation’s information security policy so that 

when employee’s knowledge is poor, IS policy and informal rules are key aspects to control 

the employee’s security behaviour, while, without a strict IS policy and informal rules is 

poor, employee’s knowledge is the main control key. 

In order to minimise the internal threat risks, the employees’ security behaviour needed to be 

studied against the security countermeasures, this may affect the employees’ security 

behaviour as some employees may not fully understand it. Therefore, (Pieters and Coles-

Kemp 2011) have illustrated that there is a strong relation amongst human being factors, 

internal threats and security behaviour& countermeasures. Figure 3 below simply shows this 

relationship. 

 

 

 

 

 

 

 

 

 

 

Figure 3: internal threat, security countermeasures, human factors, and security behaviour 

relationship, adopted from Pieters and Coles-Kemp (2011) 

Internal threat 

Security countermeasures 

Human factors 

Employees’ behaviour 

http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81488669669&coll=DL&dl=ACM&trk=0&cfid=79964877&cftoken=58224667
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.Klaic,%20A..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=Authors:.QT.%20Hadjina,%20N..QT.&newsearch=partialPref
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100060465&coll=DL&dl=ACM&trk=0&cfid=100448644&cftoken=40358918
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81448597617&coll=DL&dl=ACM&trk=0&cfid=100448644&cftoken=40358918
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81448597617&coll=DL&dl=ACM&trk=0&cfid=100448644&cftoken=40358918
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81100060465&coll=DL&dl=ACM&trk=0&cfid=100448644&cftoken=40358918
http://0-dl.acm.org.brum.beds.ac.uk/author_page.cfm?id=81448597617&coll=DL&dl=ACM&trk=0&cfid=100448644&cftoken=40358918
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5 Methodologies 

The fifth chapter comprises the research methodologies that have been used to verify and 

evaluate the data and why is it effective to choose one specific method regarding this study. 

This chapter consists of assumption discussions, the basis behind choosing case studies 

option, the national payment system in Libya. According to Berndtsson, Hansson, Olsson, 

Lundell (2008), choosing a case study as an approach requires site selection, academics or 

professionals’ roles, and analysing & evaluation of data. Table 2 consists of the thesis 

methodology summary. 

 

Table 2: thesis methodology summary 

Task Description 

Goal of the research The goal of this is to improve and raise awareness about the 

IS policies, internal and external threats within 

organisations. 

Study methodology Case study. 

Research method Organisation’s employees’ expectations, behaviour toward 

their expectations and the security countermeasures. 

Analysis method Empirical studies analysing techniques. 

Organisation’s case study selection The selection of the case study is based on my personal 

experience as an organisation’s employee with colleagues 

willing to participate in this study. 

Information sources Literature reviews 

Personal experience 

Informal interviews 

Internal documentations 

Thesis evaluation criteria Adopted principles for evaluating case studies (Kaplan, 

Truex, Watell, Wood-Harper and DeGross 2004; Klein 

and Myers 1999) 

 

5.1 Considerations 

Every individual has his own expectations, assumptions, and perceptions that could be based 

on what he has experienced. When studying and doing a study or research, these perceptions 

‘drive and lead the way of observing and studying the objects’ (Kaplan, Truex, Watell, 

Wood-Harper and DeGross 2004, p. 257), basically it is kind of driving the beliefs (Klein and 

Myers 1999). While expectations affect the method’s selection by which background could 

be formed and analysed (Huang, Yang, and Calmet 2006), the beliefs affects the real life 

thinking (Subramanian 2008). In the other hand, there are different considerations for the 

information systems fields of studies. (Vacca 2009) has presented that interpretive, positive 

and vital are the considerations factors for the information systems studies. In this research, 

academics usually choose the interpretive factor so that we concentrate on this approach. 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Dong%20Huang.QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Dong%20Huang.QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Calmet,%20J..QT.&newsearch=partialPref
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5.2 Selecting the Case Study 

The criteria of choosing the research methods is based on decision making choices that is 

related to the knowledge, beliefs and expectations as discussed above. Also, the study or 

thesis questions could affect the way of selection (Berndtsson, Hansson, Olsson, and Lundell 

2008). Even more; case study method is concerned about a specific aspect, system, or 

organisation (Mardziel, Magill, Hicks and Srivatsa 2011), as well as, it is specifically useful 

in case of studying less understandable situations (Vacca 2009). 

Quantitative and qualitative research methods could be chosen or selected based on the 

research or study methodology (Huang, Yang, and Calmet 2006). Also, (Subramanian 2008) 

has presented that knowledge, expectations and perceptions of individuals are important, and 

ideal study approach for the information systems studies is the qualitative approach. 

Therefore, in this research, case study methodology is meant to be the typical approach. 

Interpretive is part of many philosophy science types of researches (Matsumoto, Hayano, 

Kudo, Yoshida, Imai and Ohshima 1991). According to Kaplan, Truex, Watell, Wood-Harper 

and DeGross (2004), academics must try to make their thanking basis and ideas of their 

researches easy to ready in the customer or reader side. Also, the case study research method 

in this thesis is following the default framework that is used worldwide by following the peer 

reviewed documents (Klein and Myers 1999), along with, the background knowledge that has 

been earned during the postgraduate study and the work experience that had been earned 

during working as information systems (IT engineer and team leader) professional in the 

selected site as case study for this research, during the twenty first century via high level of 

education and super intensive work experience around the same field of study (information 

systems) have reflected the views, way of thinking and expectations. 

The main part in the case study is the case. Khosrowpour (2000) presents it as ‘a phenomena 

that occurs in the texture’ (p. 945). Practically, a case is in the heart of analysing a study. 

According to Chakrabarty, and Tan (2008), the analysing samples could be humans, software, 

companies, or even incidents. Few employees or end-users could be chosen as analysing 

samples when there are many critical and shared characteristics (Khosrowpour 2000). In this 

study, we would like to study employees’ and end-users’ expectations of information security 

policies within the organisation. It is better to study various groups of employees as a single 

case study rather than study one specific group of employees in many case studies. Therefore, 

this study focuses on the understanding and awareness of employees and end-users toward 

the information security policy, security countermeasures, internal and external threats. This 

is along with deploying a case study in seeking for better explanatory study, so that, studying 

one case with detailed concentration is better than studying various ones (Subramanian 

2008). 

Therefore, this study comprises theoretical framework which concentrates on analysing the 

internal threat in order to minimise the risks, along with, studying end-users’ expectations 

towards the security countermeasures. In the other hand, an empirical study concerned about 

a single case study where IS policy is currently deployed within a chosen organisation. 

http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Mardziel,%20P..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Mardziel,%20P..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Hicks,%20M..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Hicks,%20M..QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Dong%20Huang.QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Dong%20Huang.QT.&newsearch=partialPref
http://0-ieeexplore.ieee.org.brum.beds.ac.uk/search/searchresult.jsp?searchWithin=p_Authors:.QT.Calmet,%20J..QT.&newsearch=partialPref
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5.3 Organisation’s case study selection 

The case study’s location was chosen based on my own experience as an employee (Since 

December 2004) at the selected site, along with, colleagues willing to participate in this 

study. The organisation, the central bank of Libya (hereafter, CBL), has an national payment 

system that was a project around ten years ago and took place as a live system around four 

years ago, however, there have been security concerns about the NPS information assets as it 

had been transformed from just a project to a live system serving many banks with their 

branches around the country in a centralised huge data centre. Also, employees, end-user and 

even decision making persons have been suffering a lack of information security awareness. 

Even more, culture, lack of security roles, penalty fines, and many more factors are still 

affecting the employees compliant toward the information security policy. Furthermore, 

security professionals and officers are not qualified to manage security at the bank; training 

about security has not been offered to employees neither security officers, as well as, 

knowledge background about security is poor. 

Although Bashir (2008) implemented and deployed an information security policy around 

four years ago, there have been security concerns due to security breaches that happened 

either accidentally and on purpose. Also, internal threat and security threat has not been 

mentioned in the existing information security policy.  

Therefore, conducting this study is essential, as well as, employees’ participation in the study 

is important, this reflects the employees and end-users expectations about the information 

security policy importance, along with, their awareness about the internal and external threats 

risks and the importance of the regular training about security. 

As an early step towards understanding the study, choosing four groups of the organisation’s 

employees whom work in different positions to study is typical (Barratt, Choi, and Li 2011). 

Three employees have been selected as group of the responsible employees; system 

administration duties are critical for the CBL either database or production servers 

administrators. These employees have information system and security’s experience, and they 

are responsible for ensuring the secure management of the CBL’s information assets. Some 

of them are located in the main datacentre which is at the CBL’s main headquarter, and 

others are located in the backup site. The group forms 3 various organisation’s levels: IT 

manager, system administrator and end-user (see Figure 4). 

 

 

 

 

 

 

 

 

 

Figure 4: groups of the organisation’s structure, adopted from Ward and Peppard (2002) 
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Later, I realised that at least one security professional employee should be consider along 

with the others, and it would be ideal if an inside look from the information security policy 

could be provided by one an information security policy’s creator. Although IS professionals 

work at the CBL’s headquarter, there is no IS professionals or officers at the bank up site. 

When choosing an interpretive research, academics must define their roles relating to the case 

study (Bloom and Van Reenen 2010). (Bloom and Van Reenen 2010) have presented that 

academics included in the interpretive researches could be considered as observers to a 

legitimate researchers. It is meant to be said that although informants’ understanding or 

participated employees within an organisation usually influenced by researchers (Ward and 

Peppard 2002), in this very situation, the researcher is a colleague of informants. However, I 

cannot consider the observer term for me as the study was initiated by IS professionals; these 

employees have been suffering lack of training along with the employees within the CBL. 

Therefore, the interviews that were conducted for this study were friendly and transparent. 

 

5.4 Data Sources 

Klein and Myers (1999) suggest that main source of information for a case study research is 

conducting interviews. Also, interviews are the main source of information in this thesis, as 

well as, personal experience at the CBL as a responsible IT engineer and team leader, 

informal contacts and documentation at the CBL. Furthermore, I had noticed myself how 

some employees dealt with the information security policy for the NPS, so that, observation 

was onsite by the researcher in this study. Table 3 shows the study’s data sources summary 

gathered in the period between January and May 2012. 

 

Table 3: the study’s data sources summary (between January and May 2012) 

Task Description 

Literature reviews 

 

Reviews of literature on internal & external threat and IS 

policy. Security countermeasures and principles peer-

reviewed journals. 

Personal experience 

 

Own experience at the selected site for this research as a 

case study from a technology point of view (IT engineer and 

team leader) for six years. 

Informal interviews 

 

Informal conversations and interviews about the NPS 

information security policy with employees from within the 

organisation. 

Internal documentations Access to the internal documentation of the NPS and the 

information security policy. 

  

 

Interviews are considered to offer a qualitative method for researches that are set to study the 

understanding and awareness of informants or employees and to express their field or work 

experience in particular field or area (Kaplan, Truex, Watell, Wood-Harper and DeGross 

2004). In this research, including the different employees’ expectations in various positions 
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of the information security policy for the NPS along with considering the personal experience 

at the CBL assisted perfectly to a better understanding, as well as, the conducted interviews 

helped in picturing the whole ideas about the background knowledge of the informants or 

even for the organisation. According to Cagiltay, Aydin, Aydin, Kara and Alexandru (2011), 

informal interviews should not be too friendly nor high weight questions. So that, the 

conducted informal interview is either a telephone conversation or light weight questions by 

Email. Also, these conducted interviews present a basic framework and highlight the subject 

and tasks that need to be covered; this may better improve the quality of information given by 

informants, employees or interviewees Klein and Myers (1999). This approach is perfect for 

this research as the relationship between the interviewer and the interviewee is good and 

based on a long term relationships as colleagues. In the other hand, without a good 

relationship between the interviewer and the interviewee and experience mostly do not lead 

to consistent data or lack of information to finish the purpose of the research (Kaplan, Truex, 

Watell, Wood-Harper and DeGross 2004). 

Informal interviews and the documentations of the CBL along with my personal experience 

at the bank for around six years in the information system field have offered me a complete 

background about this specific organisation. Even more; myself and the informant whom 

have been in contact to offer informal interviews are aware of the existing information 

security policy at the bank which has been implemented for the national payment system 

before it has been implemented during the NPS implementation stages as a huge project until 

it has been gone live. The documentation of the NPS – documentations of finance and the 

CBL presentation documentation have been useful for this research as key and vital areas 

have been spotted, these areas could be used or in other words included during the informal 

interviews. Therefore; these informal interviews with these documentations along with my 

personal experience were all used in gathering information and data collections as data 

sources which lead to a better understanding of the weak points in the current information 

security policy for this organisation. 

According to Becker and Burke (2012), in order to receive better results to do the analysis 

and comparison more accurately from the informal discussions, a better knowledge and 

understanding of the organisation’s objectives and information security policies along with 

using various techniques to do such informal interviews were essential. Even more, one short 

highlighted interview and one long detailed interview were made with two system 

administrators to practice the different techniques and gather some data for this research in 

the system administrator point of view. Five semi-long interviews, around thirty minutes 

each, were made between March and April 2012. All the informal discussions took place 

during more or less one month, in a friendly and frankly manner, were close to the 

organisation’s information assets and security management. Also, individuals were chosen 

from different positions based on the variety to receive a different data to achieve a better 

comparison. Even more, (Sinkovics and Penz 2011) have suggested and concluded that using 

an interview guide when conducting informal discussions are essential, so that, indirect and 

direct queries were used.  
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5.5 Analysis of the Gathered Data 

Data sources have offered informal discussions and interviews documents along with the 

personal experience as practical notes right on-site. Understanding and Background 

knowledge amongst the all the sides of the data sources and literature reviews and peer-

reviewed journals of the analysis if the gathered data all together helped in forming the 

theoretical framework for this research. Also, one of the most used data analysis techniques 

in researches that use interviews and documentation as data source is matrix (Miller and 

Horowitz 2006); matrix technique could be done in case of visualisations needed. During the 

analysing process, queries have been made against the results, data sources, and conclusion in 

the end and reform was necessary to make as data appeared to be inconsistent with the output 

when a better understanding was achieved in a short time according to the university schedule 

for this study semester, the research was set up and scheduled for around thirteen week. 

Regarding the theoretical basis for this research, security countermeasures, internal and 

external threats were included in the interviews as questions and queries to consider the 

employees’ understanding, background knowledge and expectations toward these aspects 

when implementing the information security policy within the organisation. Various 

informant or employees were selected and interviewed based on the variety of positions 

(Gershman, Fink, Bin Fu and Carbonell 2009), the applied variety offered a various sources 

of data to be taken from the individual point of view based on his own job description starting 

from an end-user to a decision making officer which allowed categories to be created based 

on the individual’s position or job description. These categories were studied separately and 

then comparison was made between these categories to find out the difference and variety of 

data sources from different views. Furthermore, these categories were studied along with 

their given data against the analytical templates (Lindgren 2009). The comparison and study 

resulted into three categories that used to refer to the previous categories.  

According to Cohene and Easterbrook (2005), analysing the gathered data must be achieved 

by examination, studying, testing and categorising the gathered data from the data sources. 

Therefore, analytical patterns have been used in this study. As mentioned earlier, 

countermeasures, internal and external threats were the main purpose and under focus during 

the conducted informal discussions and interviews, so that, individual’s expectations and 

security countermeasures were analysed against the categorised analytical pattern templates 

and resulted into two set of data identified in tables that contain categories and descriptions. 

These tables comprise categories and their given data. The analysis resulted in, given data 

was less identical. Categories along with the presented ideas and discussions were discussed 

with the individuals with the goal of examining the proposed solutions and ideas to the 

problem (Kemp and Ots 1998). In the end, the theoretical framework in this study was used 

to analyse and study these categories against the security countermeasures, internal and 

external threats aspects. 
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5.6 Study Evaluation Criteria 

Academics have advised various ways to evaluate the case study researches. The key point in 

the information security field of science is to form a group of principles for this type of 

researches (Kaplan, Truex, Watell, Wood-Harper and DeGross 2004; Klein and Myers 1999). 

These method has been a standard to evaluate this type of researches recently, case study 

researches always need to be examined to verify the quality of this type of research, the set up 

method or principles are directly related to case studies (Kaplan, Truex, Watell, Wood-

Harper and DeGross 2004). According to (Klein and Myers 1999), discovering the right goal 

is needed along with validation and examination of the study results. Also, the interpretive 

research does not have specific goals in the nature of science (Kemp and Ots 1998). 

Therefore, regarding this research, the results of this research are based on our understanding, 

background knowledge, studies and researches and then the goals of this study. Despite of the 

researcher introduction and the set up goals of the researches, also in the valuable useful 

researches, the researcher’s point of view may have been seen as unbiased point of view in 

terms of the study as a whole research, but rather it should be considered positively 

(Sinkovics and Penz, 2011). This may affect in finding or examining the outcomes of the 

study negatively, also, in this assumption, it would not be appropriate to use validation to 

evaluate. In the other hand, positive studies ‘valuable efforts are widened in order to increase 

the quality of validation of the results and outcomes’, in interpretive studies ‘valuable efforts 

are widened to raise awareness of own expectations, so that, the object idea becomes 

transparent and clear’ (Kaplan, Truex, Watell, Wood-Harper and DeGross 2004, p. 84). 

This research and its outcomes must be validated via various criteria. Although using some 

criteria to validate interpretive study may violate the nature of such research (Kaplan, Truex, 

Watell, Wood-Harper and DeGross 2004), this type of researches are still should be evaluated 

and validated, this could be achieved by using standard principles (Klein and Myers 1999). 

Even more, (Kemp and Ots 1998) have argued that using and applying any standard 

principles or criteria decrease the risk of validation the interpretive research inappropriately. 

Researchers have followed various criteria for interpretive researches; however, the standard 

worldwide principles used in this research have been suggested by (Kaplan, Truex, Watell, 

Wood-Harper and DeGross 2004; Klein and Myers 1999). Also, these principles are typically 

sat up for case study of interpretive research evaluation (Kemp and Ots 1998). Even more, 

from a former employee point of view, this type of studies or researches need the researcher 

to live and practice in the selected research site for as long periods as possible in order to do a 

better study those researches and get more accurate information about the selected site and 

individual, such criteria is suitable in this case as the researcher is a former employee of the 

studied organisation. 

Klein and Myers (1999) and Kaplan, Truex, Watell, Wood-Harper and DeGross (2004) have 

presented seven principles for interpretive case study research analysis, validating and 

evaluation. Klein and Myers (1999) have developed the following seven principles: [1] the 

basis; [2] contextual; [3] academics and subjects interactions; [4] generalisation; [5] dialogue 

logic; [6] multi translations; and [7] suspiciousness principles (Klein and Myers 1999). Even 

more, I think that [8] internal objects principle should be added to these seven principles in 
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this case study specifically as I personally was a former employee at the organisation. 

Therefore, this point of view should be considered during the evaluation process. 

The first principle is the basis of these criteria; all other principles are based on the 

fundamental principle. This principle is based on the philosophy of the studies and it was 

discussed earlier in this chapter. Principles two and three represent the pros and cons of the 

study in specific situations. The fourth principle represents the study socially in order to 

explain to the viewer’s how this this research was emerged. Inter-relationships amongst 

organisation, information systems and employees are not static, as well as, organisations are 

dynamic in nature, not fixed; every research is different. Therefore, the interaction principle 

needs the interviewee, individual, and researcher to be in a social situation. The interpretive 

studies do not just offer a sort type of data to be gathered, but these types of data is a result of 

social communications amongst the interviewees, individuals and researchers (Klein and 

Myers 1999). Also, the principle needs vital study about how the study’s documentations or 

information are socially conducted during the interviewees, individuals and researchers 

interactions (Kaplan, Truex, Watell, Wood-Harper and DeGross 2004). The generalisation 

principle is dependant to the general context of the research outcomes. The dialogue logic 

principle is dependent on the interpretive research understanding and expectation, as well as, 

background knowledge and all of these factors are essential (Klein and Myers 1999). Also, 

the researcher must be unbiased and present the research’s philosophy in a transparent 

manner and clear understandable material to the viewer or to the other researchers, as well as, 

for the researcher (Kaplan, Truex, Watell, Wood-Harper and DeGross 2004). Furthermore, 

this principle says that there are possible conflicts between the final outcomes and the study’s 

theoretical basis, so that, the researcher must be keep this in mind. The multi translation 

principle, in other words interpretation, it needs considering all aspects of the interviewees on 

how they may perceive the same question in different cases. The seventh principle, it 

represents discovering the untrue expectations and conceptions, it asks the researchers to 

clear the unclear aspects that were caused due to social or cultural reasons of the interviewees 

or the participants (Kemp and Ots 1998).  

In the other hand, the thesis was scheduled and managed for thirteen week due to the 

university schedule and regulations for this study semester. Therefore, the evaluation process 

may not be optimal or ideal due to the short time that has been offered to gather the data, as 

well as, to analyse and evaluate the data afterwards. However, this could be achieved quite 

well in terms of doing a primary research that needs future work and further reading in the 

near future. 
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6 Case Studies 

Chapter six comprises the theoretical and practical parts of the research. According to the 

contextual principle by Klein (1999) and his colleague, the chapter introduces the context of 

the research by presenting the organisation briefly, as well as, presenting a glance about the 

information security policy of the organisation. By following the proposed presentation 

briefly, the reader or the viewer of this study could understand the existed state at the 

organisation and how educating the organisation’s employees about the internal and external 

threats, along with, presenting the studying targeted groups at the organisation should give 

out a clear understanding about this study.  

Furthermore, how well this study could be for improving the current information security 

policy since it was implemented lacking enough information about the information security 

policies standards, as well as, lack of awareness about the internal threats and security 

training courses. In addition, this chapter comprises the targeted groups to be studied in order 

to understand their behaviour toward the IS policy at the organisation. 

 

6.1 CBL 

The main purpose of the case study is to present and study the expectations of the targeted 

groups toward the IS policy of the organisation in the biggest data centre in Libya. The NPS 

is a national payment system that comprises three different systems within; Real-time gross 

settlement, automated clearing house, automatic check processing, automated teller machines 

and point of sales. These systems hardware reside in a large main and backup data centres. 

These systems offer banking services to more than four banks with more than three hundred 

branches all over the Libyan cities, as well as, the located data centre at the Central Bank of 

Libya provides network access and support services.  

The NPS went live in 2008 (The Central Bank of Libya, 2008), so that, an information 

security policy was needed in order to secure management of these systems (Bashir 2008) 

and to secure the information of the NPS in general from the various threats. Although the 

information security policy was implemented in 2008 (Bashir 2008), it has not been improved 

since then, as well as, internal threat has not been included in the information security policy. 

Even more, there has been a great concern about the securing the NPS information assets sue 

to lack of security awareness due to lack of regular information security trainings (CBL 

2008). CBL has a small department looking after security as a whole, however, there many 

huge systems that running under the central bank organisation, as well as, the inside own core 

system for the central bank branches. 

 

6.2 Information Security Policies at the CBL 

In this study, the study is concerned about the NPS system as a sample or sector of the CBL 

organisation due to the limited time that has been offered on behalf of the university in order 

to start in finish the study in thirteen months. Generally, the adoption of the information 

security policy for the central bank was initiated by the CBL’s governor in 2008 (Bashir 

2008), Bashir has presented that in order to secure the information assets of the central bank, 
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all the systems and processes, hardware, software and resources need to be secured by setting 

up roles and attach responsibility to every role. 

Furthermore, information security policy based on the international standards is essential and 

crucial in this case in order to secure the management of the information assets in the central 

bank, therefore, he suggested a security plan that comprises seventeen items representing the 

terms of the security plan for the central bank (Bashir 2008). According to Bashir (2008), the 

security plan terms consist of; security policies for employees and contractors, information 

assets protection levels, access control, password and users management, physical security, 

Email server accounts security, personal security, encryption, remote access, maintenance, 

anti-virus, backup systems, response management, network security, continuity, 

telecommunication security, and security monitoring.  

Various important aspects have been mentioned and included in the information security 

policy. However, countermeasures, training, internal and external threats have not been under 

the scope when the information security policy was implemented in 2008. Therefore, changes 

and improvement in the current information security policy for the CBL in general are needed 

urgently as precautions, as well as, risk analysis.  

The information security policy is issued by a separate department that concerns about 

securing the information assets of the central bank. The information security policy 

instructions, or in this case study, the security plan terms have been approved and in place for 

around four years, these instructions or terms are in the security plan document version one, 

so that, it has not been improved nor changed for around four years. 

The information security policy in the CBL was initiated by the CBL’s governor due to the 

nature of banking businesses and services in the modern’s information systems field. There 

has not been a systematic methodology or process to follow this information security policy 

within the organisation, but as a guidance to follow the security international standards. 

However, these set of term and security regulations have not considered the internal and 

external threats.  

Also, there has been just one general information security policy for the CBL concerning all 

the information assets of the central bank in general, but not specifically, this means that 

there are no separate documents or guidance dedicated to the various sectors within the bank, 

such as group security guidance; separating the security regulations and guidance based on 

the nature of the job description, department or position (Klein and Myers 1999).  

There have not been a clear security countermeasures and punishment system in case of a 

security breach employee’s incompliance behaviour towards the information security policy. 

However, the security of key information systems have been checked regularly through team 

leader and line managers in terms of information technology processes and tasks, such as, 

password management, backup operations, health system check and maintenance. 
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6.3 The CBL Organisation’s Groups 

There various organisational groups in the central bank of Libya, however, due to the short 

time that has been offers for this study as well as the available informants that have been 

contacted from the central bank to participate in this study led to categorising the participants 

into four categories based on the study of their expectations about the current information 

security policy as well as their positions at the central bank. This study is specifically 

concerned about the information security policy for the NPS at the central bank, therefore, all 

the informants and participants are either responsible about the security, or managing 

information systems for the NPS. These informants and participants represent various 

organisational levels at the central bank. These employees are described as; information 

technology officer or manager, system administrator, and end-user. These are the job 

description roles, or positions related to the information systems, as well as, the information 

security policy. Information security officers would be the fourth level in this case, they are 

responsible for securing the organisation’s information assets, as well as, they are responsible 

for information security policy implementation and management (see Figure 4). All 

participants and informants are located at the central bank headquarter. 

Information security officers are employees of the central bank and they are located at the 

central bank headquarter, however, the backup site for the NPS information systems are 

located in another location where there no information security officers at that location. 

Choosing in informant or participant from the security department (IS Officer) was necessary  

(Kaplan, Truex, Watell, Wood-Harper and DeGross 2004), so that, information security 

experience was needed for this study as the rest of the informants and participants suffer a 

lack of information security experience or security background as this study is concerned 

about the information security policy and information systems, therefore, choosing both 

experiences informants each one in his field was important for this study. 

IT managers as well as team leaders at the central bank are the ones who responsible for 

information systems at the organisation; hardware, software, programs, systems, databases, 

and network maintenance and upgrades. This point of view comes from a personal experience 

at the central bank where I used to work as team leader and system administrator, even more, 

I worked as coordinator between the information technology department whose responsible 

about the NPS system’s implementation and the third executive party whose responsible of 

executing the project and building the data centres for the whole project. Since the team 

leaders have been reporting the security status, the understanding of reporting about security 

has been based on an IT point of view due to lack of information security background.  

System administrators were expecting that information security policies would bring up 

advantages for me and them, saying that, the expected outcome was seen as truth moment 

and these information security policies would help discovering the amount of responsibilities 

that are related to managing the information security and how critical that could be. They 

only viewed the information security policy for once when they had to declare and sign that 

they aware of the new information security policies that need to be applied for the NPS. 
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IT team leaders have been concerned about the information security policy in terms of that 

these policies should offer ways to guarantee that information systems are secured, so that, 

they would be less worried and less nervous in terms of the amount of responsibilities that 

related to the security issues and risks. Their perception is seen as they think that information 

security policies are widely related to the information systems, rather than, the organisation’s 

assets as general. 

End-users have been the suffering in terms of information security awareness as they have 

not had any training about information security. They have not been following the 

information security policy as there have not been a strict security countermeasures and fines. 

 Documentation 

The documentations that have been used for this study are; CBL information security 

handbook (Arabic version) and web documents that are available on the CBL web page (i.e. 

security plan’s terms and NPS information page (Bashir 2008)). 

 Informal interviews 

In order to define the internal threat, interviewing the organisation’s employees was 

necessary. The interviews were made informally, either by informal emails and conversations 

with three different levels of employees in terms of responsibilities. End-user, system 

administrator and team leader were interviewed and asked by the same questionnaire in order 

to find out the employee’s background knowledge and expectations of the security 

countermeasures if applied, as well as, the internal and external threats awareness.  

 Observations 

Due to my personal experience as a former employee at the selected organisation as case 

study for this research, my personal previous observations along with interviewing the 

participants who are already working there currently together helped to perform accepted and 

useful observations (See Appendix B, C). 
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Analyses 

In this study, my personal experience at the chosen case study, along with, the selected 

groups that were willing to participate in this study toward the expectations of the 

information security policy are analysed via the theoretical framework that is based on 

literature reviews of information security policies standards, security countermeasure, 

internal and external threats awareness. The analysis has been performed using the gathered 

data that is based on the information on Chapter six. 

The organisation is a bank, in face, the central bank of Libya, it regulates, monitors, provides 

services to all the banks in Libya either, public and private banks with their branches. The 

central bank comprises various production systems, however, in this study; the focus has 

been on the NPS systems due to my personal experience working for around six years at the 

bank regarding this system’s implementations.  

Since, we are concerned about information security in this study; there has been a great 

concern about the information assets and managing information security in terms of 

information security policy at the bank. Also, there has been a great concern about 

information security at the bank due to all information is centralised in a big data centre 

which located at the bank headquarter where I personally worked. Therefore, security 

countermeasures along with internal and external threats awareness amongst the employees 

and how they expect and perceive toward the information security policy was necessary. 

The IT department of the organisation has various sub-departments related to the various 

production systems, however, the security department which responsible for the security 

regulation’s issuing and monitoring is separate.  

NPS department comprises of three different departments; each sup-department comprises 

end-users, database administrators, system administrators, and team leaders, however, there 

are no information security officers, so that, the team leaders are responsible of secure 

management of the systems. The number of employees in the NPS department is around 

twenty five employees. 

There has not been a security breach reported so to speak, however, there has been a great 

concern about the organisation’s information assets security due to lack of background 

information about information security, security countermeasures, internal and external 

threats. This concern is understandable as malicious actions from insiders and security 

breaches happen at any time.  

Therefore, the organisation should be concerned about it and care about it by following the 

international standards of security in general and information security policies standards 

particularly (Kemp and Ots 1998).   

Furthermore, after analysing the gathered information from the informants about these 

aspects of this study, we found out that, employees are not fully aware of the risk of the 

internal and external threats may cause, as well as, there has been no employee fined or 

punished of security incompliance. 

Despite the organisation was founded around fifty years ago, as well as, the NPS system was 

set around ten years ago, the information security policy was approved, implemented, and 

distributed only in 2008 (Bashir 2008). Information security officer was not expert enough to 

implement an information security policy within the organisation, so that, various aspects 
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have not been included in the information security policy such as, security countermeasures, 

internal and external threats, as well as, there have not been any improvements on the 

information security policy since it was implemented in 2008. 

In this case, the lost data or information is considered a financial loss, so that, this is very 

critical. Also, failing to deliver is considered a financial loss in terms of banking services and 

systems. Therefore, security countermeasures and safety should be considered, approved and 

applied to all departments, services, processes and businesses in order to achieve risk 

mitigation. 

The interviews along with my personal experience helped to understand that a set of security 

related documents are needed in order to explain to the employees that they would be hold 

against a security breach.  

These documents are security related and should be distributed amongst the organisations 

employees who are working in the IT field in order to mitigate the risk and improve the level 

of security within the organisation. 

According to my personal experience and some interviews, the leaving employees rate is very 

low or almost zero, so that, most or even we could say all the employees work in the 

organisation until they retire, therefore, there has not been a security regulations in the 

information security policy concerning the fired or left employees case which I believe now 

there has to be mentioned in the information security policy as some fired or employees that 

leave the organisation may commit a security breach in order to gain a finical advantage or 

even as a revenge. 

Regarding physical countermeasures, according to my personal experience and the 

interviews, many countermeasures have been defined; username/password, access control, 

physical security to the organisation’s datacentre, network monitoring and CCTV cameras. 

According to the interviews, they have not had regular information security training, as well 

as, personally, I did not have any information security training during six years working 

between IT engineer, system administrator, and team leader. Also, decision making persons 

within the organisation are not fully aware of the need of organising regular information 

security training for the IT employees, user-entry, system administrators and even employees 

in general in order to educate them about the modern threats and secure management of the 

organisation’s information assets in general.  

According to the ISO, he has had an information security training three years ago, there was 

not a regular scheduled training, and however, the rest of the different employees have not 

had any regular scheduled information security training. 

Each employee has been offered a training about his job description, in some departments 

and cases, some employees are offered a regular training about his job position either, once 

every year or two years, such as, database administration, server maintenance, backup and 

upgrades. However, there has not been regular information security training. 

According to the interviews, the security culture within the organisation is tight and strong, as 

well as, number of employees is small and quit or fire rate is small. Therefore, this affected 

the information security policy within the organisation in a good way, where, employees’ 

security behaviour is stable. However, the security department is separated from the IT 

department, and the IT department itself is dispersed in terms of management level and 

administration level. 
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According to the interviews, as well as, my personal experience, IS has not been on great 

focus in the CBL due to the physical separation between administration, security, employees’ 

departments. Therefore, IS behaviour is difficult to monitor, end-users do not feel the 

importance of the information security policy. Also, there has not been an annual rewarding 

system to motivate the employees. However, the rewarding system improves the employees’ 

production, knowledge, security behaviour, as well as, it improves the level of security within 

the organisation. 

Four different groups have been selected to participate in this study, some of them they 

understand the importance of information security policies within the organisation in order to 

protect the organisation’s information assets. According to the interviews, as well as, my 

personal experience, table 4 shows the employees’ expectations of the information security 

policy and differences of these different groups within the organisation. 

 

Table 4: Employees’ expectations of the information security policy and differences 

Group Interview’s Information Description 

IT Managers 

 

I think that my security 

background tells me that 

everything is alright. I have a lot 

of work to do and always busy 

with the paper work and 

meetings. I believe that we have a 

good level of information 

security. 

IT managers or in this interview 

team leaders expect that 

information security policy 

offers a tool to check and ensure 

the proper level of information 

security within the organisation. 

System 

Administrator 

 

As System Administrator pint of 

view how is looking after the 

production servers, I can tell you 

that information security policy is 

essential to inform and force 

employees to comply. 

IT level engineers are more 

aware of the information 

security policy as they are in 

direct contact with critical 

systems as a daily job work 

nature. Also, some of them 

manage user accounts such as 

DBAs. 

End-users 

 

Honestly, I do not have a security 

background; however, I think that 

doing the daily housekeeping job 

is just fine. 

End-users expected that 

imposing the information 

security policy would not affect 

their work in anyway. 

Information Security 

Officers 

Well, I am working in a separate 

department with few employees 

looking after the security as 

whole, so that, we have to spot 

any incompliance to the 

information security policy and 

fix it by educating the employees 

about this specific security issue. 

IS Officers were expecting that 

information security policy 

would help to improve the 

employees’ security behaviour 

by informing them that these 

instructions are ‘a must follow’, 

so that, they will comply with it. 
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IT Manager or IT team leader in this case has read the information security policy from his 

own point of view and perceived it from a narrow perspective, he expected that information 

security policy would provide and offer some tools that lead to a steady state of the 

information security state within the organisation.  

IT level engineers are more aware of the information security policy as they are in direct 

contact with critical systems as a daily job work nature. Also, some of them manage user 

accounts such as DBAs.  

End-users expected that imposing the information security policy would not affect their work 

in anyway. Finally, IS Officers were expecting that information security policy would help to 

improve the employees’ security behaviour by informing them that these instructions are ‘a 

must follow’, so that, they will comply with it.  

Therefore, after all these different expectations, of course, all of them have been concerned 

about the responsibility matter and who should be held accountable when a security breach 

happens. 

The participants in this study have been working for five to seven years at the organisation. 

Two of them stated that employees have never been a threat to the organisation’s information 

assets; however, another two employees stated that employees could be a threat to the 

organisation’s information assets without having background knowledge about the term 

internal threats.  

There has not even been a single security breach reported from an insider within the 

organisation so far, however, some employees believe that employees could impose a threat. 

In the other hand, there has been some level of threat due to some careless employees mainly 

because lack of awareness about the information security goals, objectives and policies.  

According to the interviews, expectations and awareness of the security countermeasures are 

shown in the table below (See Table 5). 

 

Table 5: Security countermeasures awareness and comparison 

Group Awareness Rewards IS Policy 

IT Managers 

 

Training Achieved Yearly Viewed Once, when 

received 

System 

Administrator 

 

Never Usually Viewed Once, when 

received 

End-users 

 

Never Never Never 

Information 

Security Officers 

Regular Training Never Issued Once since 2008 
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Security countermeasures have been only applied in terms of technology, such as; access 

control, physical control, passwords, etc… however, it has never been applied in terms of 

punishments, such as; fines and firing.  

Even more, as noticed from my own experience and interviews, the current information 

security policy has never been updated nor improved since it was implemented in 2008, as 

well as, most of the employees who were ordered to hand over and sign the information 

security plan within the organisation are either, have viewed it once or have never received 

one.  

Also, the employees’ security behaviour is related to their own experience and learning from 

the others. However, lack of awareness about information security is a fact within the 

organisation as most of the employees have never had training about information security. 

Furthermore, the security behaviour mainly comes from their experience working as IT 

engineer, database administrators, and system administrator as well as their skills in these 

aspects. However, these employees who work mainly in the IT field, they are not fully ware 

about the modern threats such as; internal and external threats, as well as, attacker’s 

techniques due to lack of awareness.  

Therefore, information security training should be scheduled in a regular basis. 
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8 Conclusions 

The main goal of this thesis is to increase the employees’ awareness and understanding of 

information security policy through studying their expectations of the information security 

policy within organisations, as well as, how security countermeasures and employees’ 

awareness may help to decrease the internal threat risk within organisations. In order to 

achieve this goal, I have used the literature on information security policies and collected data 

from the selected case study.  

The answers to the research questions in the beginning of the study have been solved and 

clarified through this thesis by adopting a case study. Interviews were conducted with 

employees within the organisation to clarify, verify, and evaluate this study. Therefore, 

security countermeasures must implemented and applied along with clear statements of tasks 

and fines or penalties in case of security incompliance, so that, employees will be informed 

clearly as their satisfaction and contribution is essential to decrease the internal threat risk as 

well as security breaches in order to achieve a better level of security within organisations. 

Although many organisations (e.g. CBL) worry more about external threat rather internal 

threat, internal threat impact could be vital within organisations. Therefore, considering 

employees’ perceptions when planning and implementing information security policies is 

essential, as well as, information security training should be scheduled in a regular basis 

considering employees’ profession; IT Managers, IT engineers, end-users, etc… 

The findings and conclusions from the selected case study; without a regular awareness and 

training about information security goals and objectives within the organisation, information 

security policy itself is useless as well as employees’ security behaviour is affected in 

negative way. Security countermeasures have been only applied in terms of technology, such 

as; access control, physical control, passwords, etc… however, it has never been applied 

properly in terms of punishments, such as; fines and penalties in the critical cases. Most of 

end-users and user entry employees have never seen nor received an information security 

policy or information security terms plan, however, they have been following the information 

security policy due to informal norms and cultural factors. Furthermore, privacy issue in 

terms of information security in case of their work would be monitored by various tools has 

been discussed with the interviewees and they agreed that these tools are useful and help in 
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protecting the organisation’s information assets in a certain way, we would accept after 

discussion and under our knowledge. 

Finally, Deploying and distributing a successful information security policy within 

organisations is not easy and studying new ways that lead to practical improvements to the 

information security policy has been always a concern amongst academics and information 

security professionals. Information security policies have been shared and concerned amongst 

executives and high level managements, however, academics have been focusing more on the 

lower levels within organisations, such as end-users and how they perceive the information 

security policy by suggesting methods to motivate them to comply to the information security 

policy, so that, they do not turn into an internal threat, or even help to decrease the internal 

threat risk.  

Therefore, in this thesis, the final conclusion is, employees’ perception of information 

security policy should be sought and included when implementing information security 

policy within organisations, as well as, information security training should be scheduled in a 

regular basis. 

8.1 Research Limitations 

In this thesis, research and study schedule has been made to start and finish in around three 

months’ time only. This time window has been set by the university for this semester from 

March 2012 to May 2012. Therefore, I managed to interview four interviewees regarding the 

selected case study, there has not been enough time to consider and ask more informants who 

are willing to participate in this study from the selected case. Also, I focused on one 

particular department within the selected organisation to study in terms of information 

security policy and employees’ security behaviour, however, if I had more time, I would have 

included at least another department or even another branch of the organisation that is 

physically located in a different location than the headquarter to be able to make a 

comparison and better quality findings. 

Even more, the selection of the case study was based on my personal experience and 

observation as I was a former employee at the selected organisation for this study, so that, I 

was the best to spot the problems and obstacles in terms of information security policy as 

well as to conduct those interviews. However, I also have been facing some difficulties in 

contacting some more informants due to the situation in Libya. 
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Finally, the findings in this study may not be considered as general or global outcomes that 

could be used worldwide, because of the selection of a single case study, as well as, small 

number of interviews. However, these outcomes could be used for some countries that share 

similar culture. 

 

8.2 Further Study 

Researches usually result in more inquires than answers. Of course, after answering the three 

main questions in this thesis, more questions and inquiries have come up. However, this 

could be considered as a positive matter as it inspires materials for future work or further 

study. So that, some questions related to this study’s topic that worthy to establish studies for 

are; In this study, I focused on employees’ expectations as general or shared point of view for 

all within the organisation, however, research on ISPs should be deeper, that means different 

organisational employees should be split into different groups so that studying employees’ 

expectations of ISP deeply would result in a better understanding. 

Since, the selected case study for this thesis was the CBL, and the CBL itself has not 

implemented online banking system so far so to speak, therefore, in terms of this study’s 

topic, there is a need to further studies and future work about the external threat risk (Caruso 

2003). Although the internal threat has been considered more harmful impact on 

organisations than external threat, external threat risk’s impact, effect, and analysis should be 

performed before announcing the internet banking service or even before implementation. 

Furthermore, according to (Gibler and Douglas 2010), ‘some external threat risks affect 

potential politics specifically’ (p. 54). Since, the CBL is a large central organisation that 

offers banking services to the entire banks in Libya as well as the CBL manages and regulates 

them, therefore, in this aspect, external threat is considered a vital threat as this type of risks 

could happen from overseas. 
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Appendix B: Interview Questionnaire 

 

The interview questionnaire was adopted from (Klein and Myers 1999). 

 

Background 

- Roles and responsibilities. 

- What is your background knowledge about information security? 

- How do you rate the security at the CBL? 

- What is the relation of your work toward information security? 

 

Day2day work 

- Could you describe, how do you follow the security plan terms at the CBL? 

- How do you describe your information security experience? 

- How security instructions may affect your data to day work? 

 

Information security importance 

- Do you agree with CBL’s information security plan terms? (Why) 

- Are you satisfied with CBL’s information security plan terms? (Why) 

- What do you know about CBL’s information asset secure management? 

- Do you think your decisions have ever been affected by the CBL’s security terms? 

- How important do you think to follow security plan? 

- How do you follow the security plan terms? 

- Do you think your security behaviour may influence your colleague? 

- Do you know how your colleagues think about security plan terms? 

 

The new set of security plan terms 

- What would you do to improve the current security plan terms? 

- How would these new improvements benefit the CBL’s services and you work as 

well? 

- Can you give me alternatives to the current security plan terms? 

- What type of security plan terms could be beneficial for the information security? 

 

Debriefing 

- Ask the interviewee to highlight the interview in number of points and let him/her 

comment about them. 
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Appendix C: ISP Interviews Summary 

 

Title Interviewee             Notes 

Information 

Security 

Policy 

(ISP) Use 

IT Manager 

 

- ISP is useful in protecting the organisation’s 

Business 

- It is a part of day to day work within the 

organisation 

- It is a clear and understandable plan that 

contains set of rules 

 

 System Administrator 

 

- ISP should be used, followed, and distributed 

to all over the organisation 

- It is used for information systems to ensure 

that IT administration tasks is secured 

- It should be practically suitable for day to day 

tasks 

 End-user 

 

- None 

 Information Security 

Officer 

- ISP is useful for the organisation’s security 

image 

- It is an important part of my job as an ISO 

- It should include security countermeasures 

concerning the internal threat 
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Appendix E: Form for Research Ethics Projects (CATSethicsform) 
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I had been working for the CBL (Central Bank of Libya) since 2004 for six years; I 
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SECTION B Check List 
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Does the study involve vulnerable participants or those unable to give informed consent (e.g. 
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Appendix F: Thesis Poster 


