
 

1 

                      

 

 

 

 

 

 

 

 

 

 

 

 

Thesis Title: Evaluating the Quality of Service in VOIP and 

comparing various encoding techniques 
 

Submitted by: Selvakumar Vadivelu 

MSc, Telecommunications & Business management 

ID No: 0924648 

Net mail: 0924648@beds.ac.uk  

 

Department of Computer Science 

University of Bedfordshire 

Mode of Study: Full-time 

MSc Thesis 

Supervisor: Dr. Tim French 

13
rd

 January 2011 

 

 



 

2 

 

 

Abstract 

 

Technology in which the communication done using IP (Internet protocol) as an alternative 

for the traditional analog systems is “Voice over internet protocol”(VOIP). One of the 

emerging or the attractive communication systems in the present era is VoIP.. Several 

technologies within VoIP are emerging and there are more to come in the near future. 

Services offered by this technology need Internet connection and/or telephone connections. It 

offers services that allow making calls such as long distance calls, local calls, wireless calls 

and International calls. VoIP acts as a medium that changes the analog signal (Telephone 

signal) to digital signal. The converted signal travels through the Internet medium to the 

destination. In this dissertation, main encoding techniques are considered based on the level 

of the security they provide and their usage in the present market. Encoding techniques 

considered are G.711, G.723 & G.729. The usage of these techniques can be done in various 

networks however; one should know the Quality of service (QoS) that these techniques 

provide. With the QoS, one will know where these techniques fit, what level of security they 

provide, where they can be used and how efficient each technique is. In this dissertation, an 

implementation is done in OPNET to compare the characteristics of each encoding technique. 

Implementation is done by designing two scenarios with a network that connects different 

networks over a wide area and the second scenario with a small area network. VoIP service is 

configured in both the scenarios. Each scenario is then implemented with the encoding 

techniques considered. Finally the characteristics of the encoding techniques are evaluated 

and analysed using the graphical results obtained. There are several QoS parameters in place 

but Throughput, Load, MOS (mean opinion score), Jitter and PDV (Packet delay variation) 

parameters are measured in this implementation as the characteristics can be evaluated for 

encoding technique comparisons graphically. These comparisons would allow us to carefully 

design the encoding techniques for security enhancements in future. 
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Introduction: 

Voice over Internet Protocol, which is familiarly known as VOIP, is the technology which 

transmits the voice packet over the internet by using packet switching technique. This 

technology is one of the most emerging technologies in the field of telecommunications. 

Quite similar to the other technologies, this VOIP provides many new opportunities along 

with the security risks. Most of the security issues raised due the reason that the architecture 

of this VOIP is quite different from traditional telephony of circuit based technique. Most of 

the organizations adopt this technology due to its promises like greater flexibility for lower 

costs, but those must consider many security problems during installation of VOIP for 

efficient and secured communication. (Goode, 2002) Many of the network administrators 

may assume that plugging the VOIP components is enough to provide the VOIP facilities for 

the network user, but it is not that easy to install VOIP. This thesis gives the real time 

challenges faced by the commercial users and organizations for VOIP security. (Rosenberg, 

2010) 

 

1.1 Aims and Objectives: 
The main aim of this project is to evaluate to QoS of VOIP technology and encoding 

techniques are to be compared. 

 To discuss about VOIP which specifies the Quality issues, cost and speed, and 

equipment used for VOIP 

 To discuss about the real time applications of VOIP. 

 To find out the differences between the VOIP standards like SIP and H. 323. 

 To design a network and deploy VOIP technology. 

 To evaluate the encoding techniques experimentally. 

 To discuss about the security solutions like VPN tunnelling, decryption latency, 

encryption latency, IPSec and expansion of packet size.  

 To list out the vulnerabilities, risks and threats of VOIP 

 To provide suggestions for the researchers and organization which are planning to 

deploy VOIP 

 

 

1.2 Problem definition  

Today in real world VOIP is mostly technology for communication. Anyone can 

communicate with anyone in the world by using appropriate VOIP service provider. Due to 

advantages, features and number of service providers, cost of VOIP is also reduced to very 

less. So the main concern about this technology is QoS and security provided for the users. 

Among these two main concerns, this project mainly focuses on security term. This document 

analyses the available encoding techniques of voice signal and suggest the efficient technique 

for the network developers. QoS term is studied theoretically and from the research of the 

previous papers, main point of those research papers are reflected in this document. 

   

1.2.1 System requirements 

 OPNET modeller 16.0 (wireless lab) 

 Library and Internet 

 IEEE resources 

 PC  
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1.2.2 Expected Results 

 Best encoding technique is suggested for the networks researchers and developers. 

 How to deploy VOIP in organizations? 

 A list of vulnerabilities, risks and threats of VOIP 

 Final conclusion on the security considerations of VOIP like VPN tunnelling, 

decryption latency, encryption latency, IPSec and expansion of packet size  

       

1.3 Chosen Methodology 

        

1.3.1 Methodology  
OPNET is the simulation tool used for designing the network and deploying VOIP 

technology. Theoretical research is done on H. 323, SIP and security solutions. Market 

survey is done on the awareness and requirements of the users from the VOIP service 

providers. 

       

1.3.2 Scenarios 
Small and large scale network scenarios are designed for implementation. Traffic in the 

networks is varied by using the various combinations of links.    
      

1.3.3 Simulation parameters 

 Network area, packet size, node type, DES statistics, encoding techniques, network 

topology and time of simulation. 
        

1.4 QoS parameters 

1.4.1 Throughput 
Amount of data received at the destination is termed as throughput of that communication. It 

is calculated in the terms of bits/sec or Kbit/sec. For any network to be more efficient, it must 

have more throughput value. We can say that throughput of the network is directly 

proportional to performance of the network. 

1.4.2 Load 
The amount of data that a network can carry in the intervals of time is termed as load of that 

communication network. Let X is the maximum load of the network, then there is will be a 

network link failure if the communication tries to carry more than X. It is calculated in the 

terms of bits/sec or Kbits/sec. For any network to be more efficient, it must have less load 

value. We can say that load of the network is inversely proportional to performance of the 

network. 

1.4.3 Delay 
Time taken by the info, send by the source, to reach the end node (destination). It is 

calculated in the terms of sec or min. For any network to be more efficient, it must have less 

delay value. We can say that delay in the network is inversely proportional to performance of 

the network. 

1.4.4 Jitter 
It is the value which represents the difference in the time taken by the packets to reach the 

destination. This variation is caused due to the route changes, timing drift or network 

congestion. It is calculated in the terms of sec or min.  

1.4.5 Packet loss 

Number of packets lost during the propagations process is termed as packet loss.  
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1.5 Organization of document 
This section gives the basic info about the thesis. This section covers the introduction, aims 

and objectives, methodologies, expected results, system requirements and few basic concepts 

of QoS parameters. 

Section 2: Literature review 

This section gives the complete background of the thesis. This gives the introduction to the 

VOIP concepts and its evaluation, few basic concepts of QoS, standards of VOIP, security 

concepts and VOIP encoding techniques. 

Section 3: Market Survey 

This section gives the analysed market survey results conducted through online and by paper 

survey. Graphical view of the analysed results is given in the appendix. 

Section 4: Network design and Implementation 

This section gives the complete explanation of the network designs and the configuration 

process of each and every node of the network design. Implementation steps are also given in 

this section. 

Section 5: Results and Analysis 

All the results collected in the implementations done in the section 4 are analysed in detail in 

this section 5. Few important notes are dragged from those graphs. 

Section 6: Conclusion and Future work 

Final conclusions of the entire thesis are presented in brief here and based on those final 

conclusions few recommendations and suggestions are given for the network designers. 

 

1.6 Summary 
These are basic information of the thesis. This section covers the introduction, aims and 

objectives, methodologies, expected  results, system requirements and few basic concepts of 

QoS parameters. 
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2 Literature Review          

2.1 Voice Over Internet Protocol (VOIP) 
VOIP systems can be built up in numerous forms and these systems include mobile units, 

conferencing units and telephone handsets. Along with this equipment of end users, these 

VOIP systems also contain many other components like call mangers, call processors, 

protocols, firewalls, routers and gateways. Numbers of difficulties are added to the existing 

networks and these issues are extravagated by security considerations. To meet the quality 

expectations of users, one of the fundamentals for the operations of VOIP network is quality 

of service. (Shankar, 2004) As we need to implement many security measures to make the 

VOIP system secure, these implementation degrade the QoS of the network. So the network 

administrator must be able to balance these issues efficiently. 

 

IP telephony, also known as VoIP, is the public Internet through an Internet Protocol (IP) or a 

private data network which uses real-time transmission of voice signals. Stated simply, VoIP 

travels through the Internet from your telephone into a digital signal, converts the voice 

signal. One of the most important advantages of VoIP over a traditional public (one of the 

telephone network (PSTN switch - also called a legal networks) may bypass is a long-

distance phone call to the toll charge for the integrated voice / data solution for large 

communities. Companies (from a legacy network, with funds to be transferred to the VoIP 

network) take their existing data network voice applications. The development of this 

technology has a huge impact on the traditional telecommunications industry, which is a price 

change, and the circuit - switched services (another name for legacy networks), compared to 

more traditional telephony vol.2, cost structures, IP networks, from 5 to 10 times the number 

of voice calls over the same bandwidth may have. 

  

2.1.1 History          

There are two basic technologies necessary for the existence of VoIP. The first, and the 

telephone is the most widely used. The second technology is the Internet. Alexander Gram 

Bell and Elisha Gray over the telephone in 1870 the (independent) on a direct result of the 

work. The first regular telephone exchange in New Haven was founded in 1878. Early 

telephones were leased in pairs of subscribers. Another sponsor was required to put up with 

to connect to their own line. In 1889, Almon B. Strowger, a Kansas City, The Undertaker, 

Relays, and sliders are connected to a switch using the 100 lines found in any one line. The 

switch on the "Strowger switch" and well over 100 years later, it became common practice in 

some offices on the telephone. To make a call, the user receivers' phone number, dial the 

phone number is required to push a button and the required times. This button is replaced by 

in 1896. Interestingly, the dual service in Philadelphia in 1943 (Rotary and Button) is to give 

up the last of the city. 

 

In 1968, the Internet was the first established in 1957, the United States Department of 

Defense ARPANET (Advanced Research Projects Agency Network), have been developed. 

The potential can be disrupted by World War II, ARPANET, a network developed to provide 

a decentralized communication. In 1970, and in parallel with the development of Internet, 

when they lay almost unused during evenings and weekends, rent out their large mainframe 

computers of the time, owned by large companies - a partnership of computer networks. 

CompuServe users in 1979, is a time in the evening, during downtimes - Share Computer 

service started. PC was established to provide management information and the most popular 

email services, online service companies (eg, Prodigy and AOL) are changed. Their 

telephone lines to provide a service for subscribers to pay an hourly fee to dial into the 

network. 
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Despite the presence of the key to Internet telephony and VoIP, there is another technology 

that can, and only the most important. Net technology, the protocol defines the form of data 

packets to travel to their destinations - Dr. Vint Cerf in 1972 Transmission Control Protocol / 

Internet Protocol (TCP / IP) was found to be a person. Document groundwork now, we can 

examine the precise use of the small VoIP. From most accounts, VoIP, Israel is a small 

company Vocaltec, Inc., for their production, Internet Phone that a user on their computers, 

which began in February of 1995, is allowed to call another user via a microphone and 

speakers set. In addition to the caller and receiver have the same software setup, the 

application / product can only be worked on. By 1998, some entrepreneurs to market PC-to-

phone and phone-to-phone VoIP solutions began. Phone calls are "free" country - a wide 

range of long-distance calls were made to the market. Caller that he / she was forced to listen 

to advertisements before the call begins when the call is connected. Another development of 

the hardware market in 1998, the switch has three IP routing equipment in their software to 

create a standard for the exchange, including the introduction of VoIP. VoIP calls at the end 

of 1998 and has a total of 1% of all calls. 

 

2.1.2 Real time application  

 

To add a special challenge for the deployment of a VoIP network, integration and detailed 

information about the characteristics of each, is to maintain the position of the phone. This 

information is often performed manually in a spreadsheet or database of some type. This 

information is required to keep on working hard and expensive, making the time to manage 

the VoIP deployment, represents a significant labor cost. Phones to connect to a network 

increases as the number of time and effort required to keep accurate information about the 

growth. As a result, the rule will no longer have to wait for new phones or change times will 

move to approve by an inability to control systems, and the entire process. 

Siemens Enterprise Communications and Enterasys Networks Enterasys NMS NAC Manager 

(also known as NetSight ® NAC Manager), and Siemens that allows XML (Extended 

Markup Language) protocol by using a service oriented architecture using web services 

(SOA) based solution to the development of the HiPath Deployment Service (DLS) 

automatically share information (Enterasys Networks,2009). This is an IP infrastructure 

quickly or telephone numbers of all the IP phones allows administrators to retrieve detailed 

information. By assigning a new telephone number for such a phone, the phone automatically 

changes to the movement or state change which is regulated by the Reconfiguration. The data 

is always up-to-date, and greatly reduces the effort to ensure that VoIP deployment is 

associated with manual administration. 

2.1.3 Pros and cons  

When you are using PSTN line, you can usually use the time you pay a PSTN line manager 

company: more time for you to stay on the phone and the more you will pay. In addition, you 

cannot talk with the other person at a time. In opposite with VoIP mechanism you have in 

addition to, and as far as you want (money independent), each person you want (the other 

person is connected to the Internet at the same time) with and can talk all the time, at the 

same time you can talk to many people. If you are still not convinced that you can at the same 

time, you have people you have pictures, graphs, and sending videos, you can exchange data 

with and are speaking with, that may be considered. 
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 Leading edge (not bleeding anymore) technology 

 QoS and capacity for network gear need to know (no matter what the sales guys) 

 If the cost of driving force behind integration, do not fool yourself - you can spend a 

great deal, in some cases a complete set of services 

 Redundancy and time must be carefully engineered: you can "email down", "Internet 

down", or how often you need to hear? You can "phone does not work" and how often 

you need to hear? 

This is what you want them to run you over your phones more redundant networks, and to be 

consistent with the meaning.        

2.1.4 Hardware and software requirements      

Hardware required to build a small VOIP network are: 

 Internet connection or any source that can make communicate between two PCs. 

 Two or more PCs (Nadeem Unuth, (2010). 

We can choose any one of the operating systems from windows 9 and Linux. 

2.1.5 Cost, speed and quality  

VoIP is the cost of the feature that attracted the attention of the - has the potential to save. By 

moving away from the public switched telephone networks, with that long-distance phone 

calls are very cheap. Configurations throughout the process instead of the traditional 

commercial telecommunications line, voice traffic travels over the Internet or private data 

networklines. 

A lower price because of all the company's electronic Est aussi VoIP traffic a year (on the 

phone, and data) with commas pbx bypassing the need for tie lines, condensed into a physical 

network IS. Growing digital / data Centered around the world in the year to continue a legacy 

telephony system requires a significant initial start of a year, the cost of such an organization, 

managing only one network, and has resulted in savings from a severe net Cdn. So they are 

now also focus on the same network, reduced the burden on the network administrator. Eat a 

voice network, and another to manage a data network has a number of teams will no longer 

be required. Simplicity of the VoIP system, we intended to see the shell of a company / a 

Network, is convincing, this is much more complicated to integrate into security architecture 

oftheestimates. 

In theory, VoIP and reduce bandwidth utilization and providing higher quality than its 

predecessor, the traditional PSTN. That is, the digitized voice with high quality, high-

bandwidth media, the use of common data communications, VoIP for a comfortable 

alternative to transmit speech. In practice, however, the situation is more complicated. The 

causes of traffic congestion on the same network for all routing traffic over the year and 

delivered an important speech on the Internet by sending the cause of delay. Also, the use of 

bandwidth codecs, circuits, or software that can be processed by the voice of the digitization 

of the code and decode data for transmission. Greater savings in production, encoding and 

transmission techniques allows the speed on that bandwidth (D.RichardKuhn,ThomasJ.Walsh). 
      

2.2 Quality of Service (QoS) 

Delay variation, also known as jitter, and latency are the QoS terms effected by the 

complications of VOIP like delaying the firewall and call setups are blocked for the 

encryption process. Many of the security measures which are implemented in old and 

conventional data networks are not applicable in these VOIP networks due to its time critical 

nature. (Yang, 2006) Specified systems for intrusion detection, firewalls, and few other 

components must be used for VOIP.  
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2.2.1 Requirements 
VoIP H.323 and sip a series of frameworks which are based on the current implementation of 

the two types of structures. It is a sip of the IETF MMUSIC Working Group as defined in 

RFC2543, creating modifying, and terminating sessions with one or more participants for an 

application - layer control signaling protocol. Regardless of their differences, these two 

implementations are the same basic structures. Server and signaling gateway, a terminal [4]: 

There are three main logical components. They voice coding, transport protocols, control 

signaling, gateway control, and call management consists in the specific definitions. VoIP 

QoS requirements of packet loss, delay, and delay jitter are. H.323 and sip QoS management 

interfaces of the current frameworks (eg, H.323, and one between RSVP) support, they do not 

provide functional QoS management policies. Data plane and control plane: VoIP's QoS 

management architecture can be divided into two flights. Aircraft in data processing for the 

system, designing, and packet classification, buffer management, scheduling, loss recovery, 

and error concealment. They are different class of services to implement the network, to take 

the necessary action to implement the user packets. In aircraft control systems, resource 

provisioning, traffic engineering, access control, resource reservation and connection 

management, are etc. 

 
 

Fig 2.1: Sample VOIP network(Chris Gallon, (2003). 

2.2.2 Solutions          

2.2.2.1 Integrated services  

Integrated services, or Intserv, to provide a method of quality of service is clearly based on a 

per flow bandwidth reserving the use of a protocol. The protocol for the Internet Reservation 

Protocol, or RSVP is. Intserv and RSVP application architecture is described in IETF 

RFC2210. RSVP and Intserv in itself is important for the Middle Division. Intserv structure 
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used as RSVP is a signaling system. It is possible to use RSVP for other reasons, is an 

example of where it is used to facilitate traffic engineering for MPLS networks, RSVP-TE, 

and is another example of the proposed dynamic Diffserv service contracts, and discovered 

that the average of the RSVP. When RSVP is used as part of Intserv, the deposits are in 

effect, a certain quality of the service request for a session of a user session time provides a 

method of network bandwidth. Voice is a voice stream of the session (such as a sip client) of 

the sender of a user (intended receiver) to send a message to the network by way of a case of 

RSVP. Path message in a way that each node represents a new RSVP session, and (probably 

the last modified one) before sending a message in a way that recognizes that its resources. 

Refreshes the path of each node to route a certain reservations in Intserv ability to hold the 

session must be sent periodically by the network and to RSVP is required for storage in a soft 

state. Path message to the user once an item, check the message and the user of such a session 

were involved in the traffic parameters, or wishes to support, not to modify the session, sent a 

message to the network by RSVP reservation will be sent back. RSVP reservations in one - 

directional, because the process of setting up a bidirectional voice circuit can be valid in both 

directions(ChrisGallon,(2003). 

 

Connectionless networks, IP networks, but the route through a network of RSVP reservation 

message of a session at the time of formation, however, provides a mechanism to ensure that 

the messages returned by the same route. RSVP "Path" as well as its available resources in 

each router checks the message against the reservation RSVP reservation request, and decides 

to support it. If it is to meet the request, then the reservation will be sent to the sender of the 

message data, otherwise send an explicit way of clearing reservation tear message. 

 

Once established, each router in the path of a session by session Intserv should be 

maintained. RSVP path and reservation messages in routers to prevent the soft state time-out 

session (refresh messages) of the route (IETF once every 30 seconds is recommended) should 

be sent periodically. During the soft state refresh messages out of the number of routers in a 

given time, in this case is clearly down to jam or not to continue the session(Chris Gallon, 

(2003). 
       

2.2.2.2  Differentiated services 
 

But it is Quality of Service QoS support to the Diffserv QoS method is designed to make it 

easier to see a structural framework for a particular protocol is fundamentally different from 

that in the Intserv. Described in IETF RFC2474 and RFC3260 have been updated in the 

Diffserv architecture(Chris Gallon, (2003). 

 

Diffserv QoS setting and policy implementation in a network of networks (or users, and 

networks) is a set of Service Level Specifications (SLS) proposes to be given by providing 

effective service level agreements (SLA). Diffserv architecture, key features are as follows. 

The network is divided into one or more Diffserv domains. Users of Diffserv domain outside 

of the traffic sources and sinks are considered, and how much traffic and they usually pass 

into, and did not receive any type of Diffserv domain to a proper service level specification 

was defined. It is important to note that these sources are not possible for individual users, but 

an entire network. diffserv domain is made up of edge of the Diffserv border routers. A 

Diffserv classification, traffic conditioning and policing the border router implements traffic. 

This access control, policy enforcement functions must be provided for. Implement the 

general characteristics of the service level and shape, and to identify traffic for transport 
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across the rest of the Diffserv domains, Diffserv network to maintain the integrity of the 

intent of the border router Diffserv. 

 

Than Intserv, Diffserv QoS functions, the user does not apply to the same flow. A series of 

Diffserv classes (otherwise known as the hop behaviors), and a class under the classification 

of traffic into the same treatment applies to all traffic. Diffserv domain is made up of a core 

of the Diffserv core routers. How Diffserv core routers based on the received packet, each 

packet processing at Diffserv boundary, only to be focused on traffic management. Diffserv 

core routers to provide QoS Diffserv classes of traffic are likely to have a number of 

scenarios. Diffserv prioritization of a specific service within the competitive service, and 

traffic levels associated with each service so as to guarantee service level characteristics can 

be met, defines a mechanism whereby handled by the core routers. Diffserv architecture, 

rather than a complete solution because it would be in favor of supporting a voice service, the 

relational aspects of the order must be added to the solution. The key aspect of access control 

and network bandwidth to provide managers with a way is to fix it. The bandwidth manager 

of the most frequently used word, but that one is rarely well defined. In the case of network 

bandwidth manager, as a MSF requests for bandwidth from applications that are considered 

to be an entity, the state of the underlying network compares with the requests or accepts or 

rejects the requests(Chris Gallon, (2003). 

 

       

2.2.2.3 MPLS traffic engineering  

MPLS traffic engineering capabilities of MPLS extends into the quality of the service, to 

support voice services, such as a network operator, provides a useful tool. Points in the 

network between the ingress and egress MPLS label switched path setup can be used within a 

network, the effect of traffic flows in the appropriate way; it is down to the tunnels, creating a 

tag. 

 

For more information about MPLS IETF RFC3031, Multiprotocol Label Switching 

Architecture and IETF RFC3270, Multiprotocol Label Switching support can be found in a 

variety of services. The bandwidth manager is one of the benefits of deploying the network, 

the spread of AIDS, which it greatly in the group reserving the ability of the underlying 

network and the ability of individual flows from that, because it acts as a QoS aggregation 

function. Without consulting a number of routers is that the bandwidth manager, traffic and 

take an immediate decision about a new session can be done because it is so important. It has 

a very detailed view of the network topology is required or not required for all the bandwidth 

requests are controlled by the same company, however, caution is required defining the role 

of a bandwidth manager. The former approach leads to duplication of the topology 

information, and limit the spread of the latter approach creates a bottleneck(Chris Gallon, 

(2003). 
      

2.3 VOIP Standards  
SIP (Session Initiation Protocol) and H. 323 are the two standards of VOIP that are used in 

the present VOIP systems, apart from those we can built VOIP systems by using proprietary 

protocol. Both the standards have the equal priority in the market, but when coming some of 

the research paper says SIP has more popularity in the market. (Luca, 2011) MGCP (Media 

Gateway Control Protocol) and Megaco / H. 248 are the other two standards of VOIP which 

are used for the deployments of larger gateways. 
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2.3.1 H.323 
The LAN client endpoints that provide real time, there are two way communication. All 

H.323 terminals,, Q.931 H.245 support for the Registration Admission Status (RAS) and the 

Real Time Transport Protocol (RTP) are. Channels that can be used to allow the usage of 

H.245, Q.931 call signaling and call set up is required, RTP RAS is used to interacting with 

doorman, but the voice packets in real time transport protocol in the network. Protocols have 

been discussed later in this paper. H.323 terminals are T.120 data conferencing protocols, 

which may have support for video codecs and MCU. An H.323 terminal, H.323 terminal to 

another, or communicate with an H.323 gateway, or MCU. 

 

An H.323 gateway provides real-time for one last point on the network, IP network and other 

ITU terminals on a two way communication between H.323 terminals, the switch-based 

network, or to another H.323 gateway. Eg, between different transmission formats from 

H.225 to H.221 to translation, the show is a "translator" of the tasks. They are also capable of 

translating between audio and video codecs. It is the coordination between the PSTN and the 

Internet gateways. They take voice from circuit switched PSTN and place on the public 

Internet, and the contrast in the same way. Gateways in the same LAN can communicate with 

each other directly to the terminals are optional. Some of the other terminals in the network, a 

network was needed to communicate with an endpoint, they are communicating through 

gateways using the H.245 and Q.931 protocols.  

 
Fig 2.2: Components of H.323 

2.3.2 SIP 
The IETF's standard for establishing VoIP connections. Modifying one or more participants, 

and the end of the session, create an application layer control protocol. Sip of the structure of 

HTTP (client - server protocol) is similar. Sent by the client and server requests, then 

processes the client requests the server sends a response. It responses to the request and also 

request is to make a transaction. Welcome and may be approved by the sip call control 

messages, the process is to define a reliable channel of ACK messages( J. Rosenberg and H. 

Schulzrinne, (2010).) 
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Makes minimal assumptions about the underlying transport protocol SIP, this protocol 

provides the reliability and credibility for it is not based on TCP. For carrying out the 

negotiation for codec identification sip session description protocol (SDP), is based on. Sip 

session descriptions that allow participants agree to a set of custom media types are 

supported. Proxying and redirecting requests to the user's current location, it supports user 

mobility. Sip provider of services [RFC2543] are:  

 

 User Location 

 Call Setup 

 User Availability 

 User Capabilities 

 Call handling 

          

2.3.3 MGCP  

It is the call control elements (Call Agents), and a protocol that defines the communication 

between the telephony gateways. Call agents are also known as Media Gateway Controllers. 

Monitor events in IP phones and gateways, which allow a central coordinator, a control 

protocol, and can be set to send media to specific addresses. Simple Gateway Control 

Protocol and Internet Protocol Device Control is a result of accession. External call control 

elements, gateways, call control intelligence is outside of a call handled by an agent. The call 

control elements or Call Agents MGCP gateways under their control and synchronize with 

each other to send coherent commands that can predict. This is where the gateways are 

expected to call agents and sent commands to the master / slave protocol, it is .(D. Richard 

Kuhn, Thomas J). It has two participants, and calls for establishing and tearing down for 

events, and the signals were set up connections between the vocal lines and the introduction 

of the endpoints of the elements. The main focus is on simplicity and reliability of MGCP 

call agents are concentrated in and allows programming difficulties, so that service providers 

can take to develop a reliable and cheap local access system. 

 

MGCP media gateway control interface makes the implementation of the transaction as a set. 

Transactions have a command and a mandatory response. There are 8 types of command: 

 

CreateConnection: Create - Connection command to attach a specific IP address and port can 

be used as an endpoint. To create a connection, a need to create a connection request to the 

remote endpoint. The connection request is successfully recognized as the gateway to the 

grateful, especially when there is a ConnectionId. 

 

ModifyConnection: Call agent to modify the parameters of this command is used to take an 

active connection. Id connection to determine the connection is approved. 

 

DeleteConnection: The command or by a call agent or gateway that is used to remove the 

existing connection. The response contains a list of parameters about the connection status. 

 

NotificationRequest: Call agent to be a final point about the occurrence of events specified in 

the gateway, then it will send the request. Events can be: Off hook transition, flash - hook, 

continuity tone detection, tone detection, etc. Further, in a statement, a gateway may be 

requested for the event. 
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Notify: Notification - In response to the request sent by the gateway via the Notify command. 

A list of observed events to notify the gateway consists of a command. 

 

AuditEndpoint: This command is an endpoint / number of endpoints to obtain details about 

the status of the requested information in response to the call agent has been used, and the 

gateway 

 

AuditConnection: One of the last point to obtain information for a specific connection, the 

call agent uses this command. Id connection by connection to the requested information has 

been identified and the response from the gateway. 

 

RestartInProgress: This command is the last point or a group of endpoints Service In by the 

gateway can be used to refer to. This is a parameter that indicates the type of restart (graceful 

restart / forced restart / restart delay) of the       

  

2.3.4 Megaco/H.248 
IETF MGCP and MEGACO MDCP began working as a compromise between the protocols. 

After the ITU-T SG16, H. GCP (H-series, Gateway Control Protocol), H.248 MEGACO 

version 0.1 in April 1999 and adopted as the initial description. In June 1999, IETF 

MEGACO WG and ITU-T Media Gateway Controllers (MGCs) and media gateways (MGs) 

MEGACO/H.248 a standard protocol for describing the connection between came out with a 

single document. MEGACO/H.248. Forced to divest itself of two released by the IETF and 

the ITU-T standard for the broad industry acceptance of the official gateway structures is 

expected to win. From MEGACO/H.248 MGCP, many similarities, for example, is: 

 The semantic similarity between the two properties in the directions. 

 Description of the media stream characteristics is similar in syntax to specify the 

session description protocol (SDP) is par for the ABNF grammar for MGCP 

application. 

 Media streams and events in the signal processing is the same in MEGACO as in 

MGCP 

 And a protocol that allows for easy extension of the definitions of the incident signal 

is received from the package  

 MGCP concept. 

 UDP as specified in MGCP messages on the MEGACO specification for transport is 

the same.  

 Three ways - hand shake, MEGACO and MGCP are also described in the calculation 

of the retransmission timers specified in the Annex within the definition of e-ALF 

explained.  
      

2.4 Security 
          

2.4.1 Threats and vulnerabilities: 

 Eavesdropping: when an attacker eavesdrops on private communication. It describes 

a method, by which an attacker is able to monitor the entire signalling and/or data 

stream between two or more VoIP endpoints, but cannot or does not alter the data 

itself.( Angelos D. Keromytis, (2010). 
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 DoS: it is the denial of service threat. It consists in interruptions of service which are 

classified into Specific Denial of Service, General DoS, Physical Intrusion, Loss of 

External Power, Resource Exhaustion and Performance Latency.(Angelos D. 

Keromytis, (2010). 

 Vishing: it is a a combination of VoIP and caller ID spoofing. Vishing attacks are 

often hidden behind false financial companies which asking for confidential 

information such as credit card numbers. Unlike most phishing scheme that direct the 

recipient to a fraudulent site, this scam instructed victims to call a phone number, 

where they were asked to divulgue account information. 

 Fraud: or Toll Fraud means to access a VoIP network and to make unauthorized calls 

(usually international or intercontinental). Hackers exploit weak passwords and user 

names. The toll fraud is one of the most frequent attacks to VoIP.( Angelos D. 

Keromytis, (2010). 

 Masquerading: when a perpetrator is able to impersonate a VoIP Server and trick the 

victim to send requests to the masqueraded server, the victim will not be able to 

receive any services from the server that has been masqueraded. 

 Physical Intrusion: this threat could compromise of lock and key entry systems, alarm 

systems, surveillance systems, and security guards can seriously impact VoIP Service. 

A number of possible interruptions of service arise when physical access is gain to 

components within the VoIP Network, such as ARP spoofing/ poisoning and IP 

spoofing, Unauthorized configuration changes and Intentional loss of power. 

 Spam over Internet Telephony: SPIT stands for Spam over Internet Telephony and 

indicates a common variant of spam for email. Spit is a social threat. The social 

threats are attacks ranging from the generation of unsolicited communications. These 

kinds of communications disturb the users with unwanted calls and advertisements 

unsolicited. Spit calls can be telemarketing calls used for influencing callees to sell 

products. There have been disclosed many real SPIT attacks and it was pointed out 

since 2004 a substantial increase of sending Spit that within a few years could lead to 

considerable discomfort. Meanwhile, It’s important to prevent and protect the 

infrastructure(R. MacIntosh and D. Vinokurov, (2005). 

2.4.2 Firewalls  

A useful feature of the firewall, in this case, a central location for deploying the security 

policies is provided. When designed properly, without any traffic through the LAN firewall 

enter or exit, because this is the ultimate bottleneck for network traffic.This may take a VoIP 

network infrastructure and of the immense burden. Note that the price falls, the abstraction 

and simplification of security measures. The introduction of VoIP network firewalls VoIP, 

especially in the dynamic port trafficking and call setup procedures of the various aspects of 

the complex. This chapter describes the various problems with the introduction of firewalls 

into the system. But the most important and frequently already implemented part of a 

sophisticated network firewalls, because we also examine the implications of some of the 

solutions proposed and applied. 

Security in today’s IP networks, firewalls is a staple. A LAN, wan protection of a DMZ 

encapsulating, or whether to protect a single computer, a firewall is usually the first line of 

defense is attack. From flowing through the firewalls is dangerous, inappropriate, or plain 

work by blocking traffic deemed malicious. If networks are castles, firewalls are 

drawbridges. No traffic was removed from the needs of the firewall. Processing of network 

traffic through the firewall administrator is determined by program rules. "Allow HTTP 

traffic (port 80)" "(port 21) block all FTP traffic," or may have, such as commands. A more 

complex rule sets are available in almost all firewalls.     
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2.4.3 Encryption  

Studies performed by Barbieri et al., as a bottleneck for the transmission of voice traffic over 

IPsec cryptographic engine reported. Section 8.6, the driving factor in product performance 

intelligence degraded crypto-engine cover is also on the scheduling algorithms. However, due 

to significant internal encryption and decryption is still original. Barbieri et al., To measure 

the influence of a controlled experiment was set up encryption and decryption throughput. 

They are as plain in the form of a benchmark using the same traffic on a 100Mbps link (the 

maximum number of problems with the show) dedicated to VoIP on the network with a fully 

tested, four cryptographic algorithms. Tested algorithms (in order of increasing 

computational cost) DES, 3DES, NULL (no encryption) + SHA-1, and 3DES + SHA-1 are. 

Simple algorithms are computationally expensive and their results showed better than the 

throughput achieved. For each algorithm for computing the time difference between the 

algorithms associated with each representing the respective latencies. DES and 3DES 

throughput in the range of high traffic volume of about 500 packets a second between AT + 

SHA-1 with the difference, is unique. 

It results from the computation time required by the underlying encryption because the 

encryption / decryption and internal to a problem with any of the cryptographic protocol. A 

fast rate of small packets, packet loss and intolerance to the use of VoIP, increasing 

throughput is critical. DES, the encryption algorithms are the fastest, but it also lets it to 

crack, however, in this, the price falls. The current rules prohibit the use of DES for the 

protection of federal government information. Thus, designers will toe the line again between 

security and voice quality.       

2.4.4 Address translation  

Network Address Translation (NAT) hides internal network addresses and the same share of 

a LAN is a powerful tool that can be used to enable a number of endpoints (external) IP 

address. For the purposes of this document, NAT actually a network addresses and port 

translation (NAPT) refers. It is literally defined by NAT, the outgoing IP headers converted 

to private LAN IP addresses from the router in the world. In NAPT, TCP / UDP headers 

themselves from the exchange share of the global IP address of the router allows several 

computers simultaneously. Also, do not need Internet access to the machines and the 

differences cannot be taken up for production, or needlessly IP address to local addresses is 

assigned to the intranet. A number of areas with a shortage of IP addresses, this is one of the 

most useful functionality. 

NATs also indirectly on the public Internet from internal IP addresses, making less available, 

which enable security for a LAN. Thus, all attacks against the network, the NAT router must 

be at the focus. As firewalls, access must be protected because of this protection is only a 

point, and the router is usually connected directly to the Internet to a PC (open ports, 

malicious programs, such as low probability) is more secure than that. NAT from the Internet 

via a LAN network capability also makes it easier to manage. A decided to change their ISP, 

for example, only needs an external router configuration changes. Internal network 

addressing scheme and can be left untouched(AVAYA Communication, 2001)  .  
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2.4.5 IPsec 
Preferred form of tunneling IPsec is VPN over the internet. Encapsulating Security Payload 

(ESP) and Authentication Header (AH) (Figure 11 for details): IPsec are defined in two basic 

protocols. Two schemes for connectionless integrity, source authentication, and anti-replay 

service provide(G. Egeland,Eurescom). ESP and AH increased trade between the internal and 

common encryption and decryption of ESP in the data (G. Egeland,Eurescom), but Ike ESP 

header can be "outside" IP header ESP does not protect a "thin" authentication, the secret 

keys corresponding to the security association (SA), to negotiate can be used. In this case, the 

header (transport mode) or the new / outer header (tunnel mode) and indirectly addressed in 

the SA / encrypt or decrypt packets is only authorized to provide the consulting firm, are 

protected. Authentication, such as the two schemes is for the purposes of an IPsec packet 

header (and optionally other information) insert. 

Transport and Tunnel: IPsec also supports the delivery of the two modes. Transport mode, the 

payload (data), and encrypts the IP packet headers in the upper layer. IP header and the new 

IPsec header are left in plain sight. An IPsec transport mode, so if an attacker to intercept a 

packet, it is not possible to demonstrate that they have; but they do not allow for the initial 

traffic analysis, it cannot tell where the leadership. VoIP on a network entirely devoted to 

this, when the parties, and for how long, is also equal to each other without calling the 

logging will be there. Tunnel mode encrypts the entire IP Datagram, and put it in a new IP 

packet. There are two encrypted payload and IP header. IPsec header and the encapsulating 

IP header for packet data only are left in the clear. Usually each "tunnel" as a router or 

gateway between two any network elements. In some cases, such as for mobile users, in the 

tunnel on a router / gateway, and for an end to the other end will be between a client. IP 

addresses of the nodes at each hop can be used to encrypt the IP address. So, we sent out at 

any time of the source and destination IP, two is a plain IP header. So if an attacker to 

intercept packets as they are unable to identify the packet contents or the Origin and 

Destination. Gateway addresses are readable because some of the traffic analysis, is also 

possible to note that the tunnel mode. Specifically for use as a gateway to a particular 

company, the identity of an attacker or a gateway to communicate with companies, make sure 

both addresses from. Nodes in the network, only the IPsec transport mode security protocol, 

and defines a security policy, as explained previously, but can also be used to negotiate an 

encryption algorithm and the algorithm is the key allows you to define a security 

associationG. (Egeland,Eurescom) 

.         

2.5 VOIP Encoding techniques        

Encoding techniques play main role in affecting the performance of the VOIP networks. In 

general there are 12 encoding techniques available in the markets, out of those encoding 

techniques G.721, G.723 and G.729 are the mostly used encoding techniques for many of the 

real time networks. G.721 is the traditional encoding techniques, and this technique is still 

best when compared to the other techniques. (Benyassine, 2008) Market survey is done to 

fine out the efficient encoding technique for the users’ point of view. 
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VoIP is based on the use of available bandwidth and encryption. Rates, even when provided 

with adequate bandwidth and packet encryption, and encryption algorithms that require the 

bandwidth of the rules, the packet can be lost in the interior, and will be reduced. Overall, the 

results may be degrading the voice quality of the implementation of encryption algorithms is 

not enough bandwidth. The use of VoIP, to reduce business costs, lower costs and reduced 

maintenance and less expensive to support network infrastructure, there are a variety of ways. 

Back to the current practice, the most current security solutions for VoIP applications, the 

service provides a reasonable voice quality. While hackers have access to the Internet or a 

VoIP call, VoIP is voice information technology, office use, but the methods used to secure 

the network, through a better chance. As security issues that arise from it, as long as IP 

networks, shared media, the development was broadcast. 

 

Recently, VoIP technology is used in a wide range of new infrastructure in the public phone 

network. Codec, VoIP, G.711, flexible codec available, and many of the most common one 

and is now expected to do so for the immediate future. G.711-coded, packet loss concealment 

and bandwidth extension of speech, such as have been many attempts to expand. This data is 

coded by the codec G.711 speech enhancement methods; need to be added to the data side. 

Downward towards the desired set of information that is compatible with G.711 speech data 

coded by the development of normal speech, the data contains additional information, it is. 

Solves this problem with an approach based on data hiding. Without significantly degrading, 

the quality of data, VoIP, such as image and speech data into the original media, as a method 

of some of the additional information into the original media data. Steganography and 

watermarking methods are similar to the system for use; however, is an important difference. 

Data hiding and the embedded information is not kept secret to be used for the detection of 

some additional value. From the same reason, the data are not required to consider any attack 

against hiding. 

 

VoIP, QoS of the configuration, we need to consider the main term. User's expectations or 

estimates, will reach users of the technology, and we need to check to make sure that the 

most important technological change. Intrusion detection by firewalls, and in particular it is 

the need for some of the other elements of the VoIP technology. VoIP technology is one of 

the current standards, sip (session initiation protocol) or H.323, or uses a proprietary protocol. 

Benefits compared to other protocols sip even more popular in recent years, but none of these 

protocols in the context of a dominant market. Using H.323, and MGCP gateway and the 

other two standards are mostly distributed in the expansion. To configure a large number of 

process parameters for efficient operation is based on packet networks. Parameters such as: 

the processors, the firewall address, router address, MAC and IP address of the VoIP call 

managers, and can be used to route calls, and some specialized software programs, to 

connect. Establishment of these parameters on the restart and restart it when the time was 

when the VoIP or mobile phone to the VoIP network to the mobile network. QoS 

requirements, protocols, and a VoIP network are deploying the main ideas of encoding 

methods. Sip, RTP, and the protocols used for H 323 VoIP networks. Encoding methods are 

also provided by the network plays a central role in changing the quality of services. G 711, 
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G 723, and G 729 Encoding methods are available for  VoIP network(Benyassine, 2008). G 

711  in the market, the first encoding technique, but until now it is one of the more efficient 

protocol. Nature Network description varies depending on the encoding technique.  

 

 

2.6 Summary:       

This section gives the complete background of the thesis. This gives the introduction to the 

VOIP concepts and its evaluation, few basic concepts of QoS, standards of VOIP, security 

concepts and VOIP encoding techniques. 

 

3.Market Survey 

         

3.1 Service providers 

 
Skype, Gtalk, Yahoo Messenger, Tango, Viber, Vonage, Fring, Jumblo and etc., 

        

3.2 Encoding techniques  
G. 721, G. 722, G. 722.1, G. 723.1, G. 726, G. 728 ,G.711, G. 729, Speex and iLBC 

(Benyassine, 2008) 

       

3.3 Standards 
H 323, SIP (Session Initiation Protocol), MGCP (Media Gateway Control Protocol), 

and Megoca/H 248. (Porter, 2006) 

          

3.3.1 VOIP equipment 

 

ATAs (Analog 

Telephone 

Adapters) 

Telephone sets VOIP Routers PC 

Handset

s 

PC Headsets 

i. Linksys 

PAP2 

Phone 

Adapter 

ii. D-link 

DVG 

1402SL 

iii. Sipura 

SPA 3000 

iv. Cisco 

ATA 186 

i. Linksys 

WIP 300 

ii. Cisco 

7920 

iii. ZyXEL 

Prestige 

2000W 

iv. NetGear 

SPH 101 

v. Linksys 

CIT200 

i. Linksys 

WRT54G 

ii. Belkin 

wireless 

Pre-n 

iii. Buffalo 

smart 

router 

WHR 54S 

iv. NetGear 

WGR826 

v. D Link DI 

624M 

Super G 

Any 

normal 

handsets 

available 

in 

market 

can be 

used. 

i. Linksys 

CIT200 

ii. IPEVO 

iii. RTX Dual 

Phone 

iv. VoIP 

Voice 

Cyber 

phone W 

v. IPFones 

IP-700m 
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3.4 Questionnaire and  analysis 

Questionnaire is prepared by using surveymoney.com and it was mailed to all the students of 

the University. Few of the students responded to the survey and following are the results of 

the survey. As the questionnaire is forwarded by using the student mail, most of the people 

responded to the survey are of age group 16 to 24. 

47.1% of the people are rates their knowledge of VOIP with 3. 17.6% for the scale of 4 and 5. 

These results shows that the people responded to this survey have good knowledge about 

VOIP. Further questions are about the services providers, VOIP standards and requirement of 

users of VOIP. This question shows how VOIP is gaining importance in day to day life of 

people. 52.9% of the people are using this VOIP service daily for communicating. 29.4% are 

using weekly. From the rating average, most of the users of VOIP are expecting best voice 

quality (3.44). This shows that the first priority of any VOIP service provider is voice quality. 

Next to that quality of service (3.29), security (3.25), and low cost (3.19) are ordered in the 

priority levels. Jumblo, Gtalk, Skype, Vonage, Fring, Viber, Tango, and Yahoo Messenger 

are the options given in questionnaire. Among these services providers Vonage, Viber, and 

Tango are the mobile applications, whereas the others can be used in both PC and Mobile. 

58.8% of the people are connected to Skype and 64.7% rated the Skype as the best VOIP 

service provider. 

Among the available standards of VOIP, like H.323, SIP, MGCP and Megaco/ H.248, people 

rated H.323 and MGCP with 31.3% and SIP with 25%, whereas remaining 12.5% goes to 

Megaco/ H.248. From the rating average, most of the users of VOIP are expecting best 

throughput (3.56). This shows that the first priority of any VOIP service provider must be 

throughput. Next to that packet delay variation (3.33), jitter and load (3.06), and delay (2.94) 

are ordered in the priority levels. Even though G. 721 is the trditional endoing technique, 

most of the organiztion inthe real world are still usign this endoing technique more, next to 
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this G.729 is the mostly used endoing technnlogy. Analysed questiannaire with all other 

quations is given in the appendix. 

Silicon Beach Police: Silicon beach police network is the wireless network used by the 

police. Here all the police vehicles are connected with the head office wirelessly and the can 

communicate with the people in the head office. This network provides both voice and video 

applications, which means that cameras attached to the police vehicle can be viewed in the 

office which reduced the risks. Police people also communicate with each other by using the 

internet which is nothing but the VOIP applications.  

 

Questionnaire and  analysis 

This was given in the appendix IV. 

3.6 Summary 

This section gives the analysed market survey results conducted through online and by paper 

survey. Graphical view of the analysed results is given in the appendix IV. 

 

4  Network designs and Implementation 

4.1 Network design 
OPNET modeller 16.1 is the software tool used for designing the networks and implementing 

them. This tool is very user friendly and easily understandable for everyone. Numerous 

advantages of this tool make this more popular when compared to the other network 

simulation tool like NS1, NS2, OMNET, etc. Structure of OPNET simulation tool is divided 

into three main classifications or domains: network domain, node domain and process 

domain. Basic computing languages like C and C++ are used for building the components of 

OPNET, so these codes can be changed according to our requirements and we can build our 

own components based on the requirements. These network simulation tools are very useful 

for the researchers and network developers for developing the new network and also to test 

the network that are going to be built in the real world. These procedures save the money for 

the organization. Network administrators can find the problems in the network and they can 

be rectified before going into the real time. Existing networks can also be analysed in regular 

time periods and they can be updated in efficient manners with the use of network simulators.  

In the present thesis, two scenarios are built for testing the performance of the encoding 

techniques. Scenario 1 is the small scale network, which can be treated as one country. This 

network resembles the network of the organization or a company which has few branches in 

same country. Scenario 2 is the large scale network, which can be treated as worldwide 

network. This network resembles the network of the organization or a company which has 

few branches in different countries around the world. During constructing the networks, 

different scenarios are designed by using the facilities of the OPNET. From the designed 

network efficient networks are presented in this documentation. Following sections gives the 
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detailed explanation of both scenarios, there configurations and the implementation process. 

Results collected from these scenarios are analysed in the next section.  

4.2 Requirements and components 
General requirements for this implementation are OPNET 16.1 modeller and a PC. OPNET 

16.1 modeller can’t be installed in our personal computer, so the lab resources of University 

of Bedfordshire are used. Few books are referred before starting the implementation process, 

which can be helpful for me to get better implementation steps. This OPNET is the included 

syllabus for wireless technologies of my masters’ course, so the practical sections helped me 

mostly in getting the basics about this simulation tool. 

All the components required for the implementations and design processes are available in 

the object palette of OPNET modeller. There is vast availability of objects in object palette, 

which resembles the real time components and performs the same functionality as the real 

time components. General components required here are application definition node, profile 

definition node, IP QoS node, subnets, end users (wlan workstations), connecting links, 

routers, and servers. For any network application definition, profile definition and IP QoS 

nodes are the configurations nodes. These nodes are enough to be configured for providing 

the additional features to the network. These nodes contain the info like applications provide 

to the network, different profiled applications for the specific users and maintain the quality 

of the network. Applications and profile definition nodes are needed to be configured 

according to our requirements, whereas the IP QoS node is self configured. All the 

components are available in the object palette, it is enough to drag and drop the required 

components into the work space. After the required objects are dragged into the workspace 

we need to configure them for making the network to function. Configuration of components 

must be done carefully and correctly, or else the functionality of the network changes.  

4.3 Scenario 1 
Scenario 1 is the small scale network, which can be treated as one country. This network 

resembles the network of the organization or a company which has few branches in same 

country. For the organizations like University of Bedfordshire or any another organization 

which has few branches in same country can use this network for implementing the VOIP 

technology into their existing network or they can also build a new network by 

following the configuration and implementation steps presented in this document. 

Along with the VOIP application, for making the network little complicated, few other 

applications are provided for the users. File transfers and Video conversations are 

other additional application along with voice over IP application. As the main aim of 

this presentation is to test the performance of the encoding techniques, so from the 

available encoding techniques of OPNET G.711, G.723 and G.729 are selected for 

implementation, as these are the mostly used encoding techniques in the real time 

applications.  

 

 



 

29 

4.3.1 Design 
Following is the network layout of scenario 1.  

 

Fig 4.1: Network layout for Scenario 1 

Router-1 and router-2 are the node which represents the two branches of the organizations. 

Here in this scenario, users of these two branches are communication with each other. Those 

users are provided with VOIP, FTP and Video applications. Router 1 contains three users and 

router 2 contains two users along with one server. This server is used to save the data and this 

can be used by both router 1 users and router 2 users for storing there data. Here the data or 

the info travelling along the network is also stored in this ftp server temporarily still the info 

reaches the destination, so this will be helpful when there is data loss during the 

transformation and the nodes can retrieve data from this ftp server. Other three nodes 

presented on the top of the network are configuration nodes. These three nodes plays main 

role in configuration process and providing the applications and maintaining the quality of 

the network and there connection links. Configurations all nodes are briefly explained in the 

next section. 

4.3.2 Configuration 
Application node: 

As we discussed in the above section VOIP, FTP and video are the application provided for 

the users of this scenario 1, so those application are needed to be configured. Open the edit 

attributes section of the application node by right clicking on the node. In the opened popup 

window we need to set number of application that we are going to provide for the users. Here 

as we are providing three applications it was set as 3. Next step is to specify the application 

types. Following diagram show the description of voip application. In the same way we need 

to edit all the three descriptions of the applications as shown in the figure. VOIP application 

helps the users of the network to make the voice communication over the internet. FTP 

application can be used to transfer the files between the users and also to send the files to the 

ftp server to save them. Video application can be used to make the video conferencing 

between the two branches.   
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Fig 4.2: Configured application definition node 

Profile node: 

For making the network more efficient and to perform the better communication between the 

users, we need to allow the communication between the users based on the priority of the 

users. To perform this task, all the applications are projected into particular profile and based 

upon the importance of the user, user was provided with the particular profile. This makes the 

sense like, video users are provided with the video profile with contains the video application 

in it. Following diagram shows the profiles created. Here three profiles are created, which has 

its own application in it as their name specifies. Open the edit attributes section of the profile 

node by right clicking on the node. In the opened popup window we need to set number of 

profiles that we are going to create. Here as we are creating three profiles it was set as 3. Next 

step is to specify the profile name and the application it need to carry. 
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Fig 4.3: Configured profile definition node 

IP QoS node: 

This node need not to configured, it is a self configured node. It is enough to put in the 

workspace, based upon the other configurations and network specifications is maintain the 

QoS of the network by itself without any configuration. 

 

End user nodes: 

From the scenario 1 layout, there are six end users (three for each router). Configuration of 

both video users is same and also configuration of VOIP users is same. Ftp server and ftp 

client has the different configurations. Following figures shows the configurations of all these 

nodes. 

For the VOIP users, application supported profiles must be configured with VOIP profile. In 

the same way for the video users, application supported profiles must be configured with 

video profile. For ftp client application supported profiles must be configured with ftp profile. 

For ftp server, application supported server must be configured. This is the only main step we 

need to perform for configuring these nodes.  
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Fig 4.4: Configured VOIP user 

 

 
Fig 4.5: Configured Video user 
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Fig 4.6: Configured ftp client 

 

 
Fig 4.7: Configured ftp server 
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4.3.3 Implementation 
Following figure shows how to configure the encoding technique to the network. Here in the 

application node double click on the voice application configured previously, and then show 

pop up window will be opened. In that window, column named encoding scheme must be 

configured with the required encoding technique. All the encoding techniques available in the 

OPNET network simulator are show in the scroll done menu. For every network we need to 

configure the encoding technique before simulation the network. Here first configure the 

network with G.711 and run the simulation. Once the simulation is completed repeat the same 

process for configuring the network with other encoding techniques.  

 

Next figure shows the configuring the traffic and simulation time for the simulation process. 

We can change the traffic flowing in the network in this window or there is another process 

to change the traffic. In the other process of changing the traffic, we use the inner concepts of 

OPNET. We use the concept of throughput of the connecting links. We configure the network 

with two different links which has two different throughput levels. PPPDS1 and PPPDS3 are 

two different links we use in this simulation. for configuring this link, enter into the edit 

attributes of the links connecting the routers and change the name of the source from the 

scroll down menu.  

 
Fig 4.8: configuring the links 
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Fig 4.9: configuring encoding techniques to network 
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Fig 4.10: Running the simulation 

 

4.4 Scenario 2 
Scenario 2 is the large scale network, which can be treated as worldwide network. This 

network resembles the network of the organization or a company which has worldwide 

branches. For the organizations like Universities or any another organization which has few 

branches throughout the world can use this network for implementing the VOIP technology 

into their existing network or they can also build a new network by following the 

configuration and implementation steps presented in this document. Along with the VOIP 

application, for making the network little complicated, few other applications are provided 

for the users. File transfers database storage and http browsing are other additional 

application along with voice over IP application. As the main aim of this presentation is to 

test the performance of the encoding techniques, so from the available encoding techniques of 

OPNET G.711, G.723 and G.729 are selected for implementation, as these are the mostly 

used encoding techniques in the real time applications. 

  

4.4.1 Design 
Following is the network layout of scenario 2.  

 

Fig 4.11: Network layout for Scenario 2 
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Fig 4.12: subnet-1 

 

Fig 4.13: Subnet-2 

Subnet-1 and Subnet-2 are the two subnets which represents the two branches of the 

organizations. Here in this scenario, users of these two branches are communication with 

each other. Those users are provided with VOIP, FTP and Video applications. Router 1 

contains three users and router 2 contains two users along with one server. This server is used 

to save the data and this can be used by both router 1 users and router 2 users for storing there 

data. Here the data or the info travelling along the network is also stored in this ftp server 

temporarily still the info reaches the destination, so this will be helpful when there is data loss 

during the transformation and the nodes can retrieve data from this ftp server. Other three 

nodes presented on the top of the network are configuration nodes. These three nodes plays 

main role in configuration process and providing the applications and maintaining the quality 

of the network and there connection links. Configurations all nodes are briefly explained in 

the next section. 

4.4.2 Configuration 
Application node: 

As we discussed in the above section VOIP, FTP, database, email and http are the application 

provided for the users of this scenario 2, so those application are needed to be configured. 
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Open the edit attributes section of the application node by right clicking on the node. In the 

opened popup window we need to set number of application that we are going to provide for 

the users. Here as we are providing five applications it was set as 5. Next step is to specify 

the application types. Following diagram show the description of VOIP application. In the 

same way we need to edit all the three descriptions of the applications as shown in the figure. 

VOIP application helps the users of the network to make the voice communication over the 

internet. FTP application can be used to transfer the files between the users and also to send 

the files to the ftp server to save them. Database application is to store the data of the 

network; it can be used as database for the whole network. Http application can be used for 

the browsing the internet for the users of the network. email server application can be used to 

send the emails between the users of the network.  

 
Fig 4.14: Configured application definition node 

Profile node: 

For making the network more efficient and to perform the better communication between the 

users, we need to allow the communication between the users based on the priority of the 

users. To perform this task, all the applications are projected into particular profile and based 

upon the importance of the user, user was provided with the particular profile. This makes the 

sense like, video users are provided with the video profile with contains the video application 

in it. Following diagram shows the profiles created. Here three profiles are created, which has 

its own application in it as their name specifies. Open the edit attributes section of the profile 

node by right clicking on the node. In the opened popup window we need to set number of 

profiles that we are going to create. Here as we are creating three profiles it was set as 3. Next 

step is to specify the profile name and the application it need to carry. 
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Fig 4.15: Configured profile definition node 

IP QoS node: 

This node need not to configured, it is a self configured node. It is enough to put in the 

workspace, based upon the other configurations and network specifications is maintain the 

QoS of the network by itself without any configuration. 

 

End user nodes: 

From the scenario 2 layout, there are six end users (three for each router). Configuration of 

both video users is same and also configuration of VOIP users is same. Ftp server and ftp 

client has the different configurations. Following figures shows the configurations of all these 

nodes. 

For the VOIP users, application supported profiles must be configured with VOIP profile. In 

the same way for the video users, application supported profiles must be configured with 

video profile. For ftp client application supported profiles must be configured with ftp profile. 

For ftp server, application supported server must be configured. This is the only main step we 

need to perform for configuring these nodes.  
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Fig 4.16: Configured VOIP user 

 

 
Fig 4.17: Configured Video user 
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Fig 4.18: Configured ftp client 

 

 
Fig 4.19: Configured ftp server 
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4.4.3 Implementation 
Following figure shows how to configure the encoding technique to the network. Here in the 

application node double click on the voice application configured previously, and then show 

pop up window will be opened. In that window, column named encoding scheme must be 

configured with the required encoding technique. All the encoding techniques available in the 

OPNET network simulator are show in the scroll done menu. For every network we need to 

configure the encoding technique before simulation the network. Here first configure the 

network with G.711 and run the simulation. Once the simulation is completed repeat the same 

process for configuring the network with other encoding techniques.  

 

Next figure shows the configuring the traffic and simulation time for the simulation process. 

We can change the traffic flowing in the network in this window or there is another process 

to change the traffic. In the other process of changing the traffic, we use the inner concepts of 

OPNET. We use the concept of throughput of the connecting links. We configure the network 

with two different links which has two different throughput levels. PPPDS1 and PPPDS3 are 

two different links we use in this simulation. for configuring this link, enter into the edit 

attributes of the links connecting the routers and change the name of the source from the 

scroll down menu.  
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Fig 4.20: configuring encoding techniques to network 
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Fig 4.21: Running the simulation 

4.5 Summary 
This section gives the clear explanation for configuring the networks and implementing them. 

Next section analyses the graphs collected for the implementation done in this section. 
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Results and Analysis  

 

5.1 Throughput 

Following are the graphs of traffic received and sent in the both scenario 1 and 

scenario 2. These two traffics must be same for any network to be more efficient. This 

graph is drawn between the time and number of bytes in the network, so those are 

represented in the X and Y axis’s respectively. Traffic received by the network with 

G.711 and G.723 is more deviated from the traffic sent, whereas coming to the G.729 

network this deviation is very less. This analysis indicates that the noise added in the 

G.729 network is less when compared to the other networks, so we can say that this 

network is more efficient.  

 

Fig 5.1: Scenario 1 throughput 

 

Fig 5.2: scenario 2 throughput 

5.2 Delay 

Time taken by the info, send by the source, to reach the end node (destination). It is 

calculated in the terms of sec or min. For any network to be more efficient, it must 



 

46 

have less delay value. We can say that delay in the network is inversely proportional 

to performance of the network. Following are the graphs of the delay in the scenario 1 

and 2. This graph is drawn between the simulation time and basic time, which is 

termed as delay of the network. From both the graphs G.711 network has less delay 

when compared to the others, so we can say that this network more efficient in this 

delay term. 

 
Fig 5.3: Scenario 1 Delay 

 

 
Fig 5.4: Scenario 2 Delay 

 

 

   

5.3 MOS value  

MOS (Mean Opinion Score), it is the term which is given to the network based on the 

all QoS parameters. This can also be said as the rating score. In general this MOS 

value will be with the limits of 1 to 5. Following graph shows the graphs of the MOS 

values of the scenarios 1 and 2. As this is the rating given based in the all QoS 

parameters, this should be more. From the graphs G.711 has the more MOS value, so 

this network is more efficient. 
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Fig 5.5: Scenario 1 MOS value 

 

 
Fig 5.6: Scenario 2 MOS value 

5.4 Jitter 

It is the value which represents the difference in the time taken by the packets to reach 

the destination. This variation is caused due to the route changes, timing drift or 

network congestion. It is calculated in the terms of sec or min. Following are the 

graphs of the jitter in the scenario 1 and 2. This graph is drawn between the 

simulation time and basic time, which is termed as jitter of the network. From the 

graphs in the scenario 1, both G.711 and G.729 has the same jitter value and this 

value less from the other network, so these networks are better in this jitter terms. 

Coming to the scenario 2 graph, G.711 has the less jitter, so this network is better in 

this jitter terms. From both the graphs G.711 is much better. 
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Fig 5.7: Scenario 1 Jitter 

 

 
Fig 5.8: Scenario 2 Jitter 

 

5.5 Packet Delay Variation 

PDV is the other name of latency. Delay term of the network has more effect on this 

PDV. This value must be low when for any network. Following graphs shows the 

PDV values of scenarios 1 and 2. From both the graphs G.711 has the low values 

which specifies that this network is efficient than the others. 

 
Fig 5.9: Scenario 1 PDV 
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Fig 5.10: Scenario 2 PDV 

5.6 Summary  

From the analysis done on the all the graphs, following graph is drawn based upon the 

rating given to the network by considering all the QoS parameter. On the scale of 

1(worst) to 3 (best), these encoding techniques are rated. 
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6. Conclusion and Future work 

VOIP is one of the emerging technologies used for communication where one can 

communicate with whoever they intend to in the world by using appropriate VOIP service 

provider. Due to advantages, features and number of service providers, cost of VOIP has 

become less expensive. So the main concern about this technology is QoS and security 

provided for the users. Among these two main concerns, this project mainly focuses on 

security. This document analyses the available encoding techniques of voice signal and 

suggest the efficient technique for the network developers. Encoding techniques considered 

are G.711, G.723 & G.729. The usage of these techniques can be done in various networks 

however; one should know the Quality of service (QoS) that these techniques provide. With 

the QoS, one will know where these techniques fit, what level of security they provide, where 

they can be used and how efficient each technique is. In this dissertation, an implementation 

is done in OPNET to compare the characteristics of each encoding technique. Implementation 

is done by designing two scenarios with a network that connects different networks over a 

wide area and the second scenario with a small area network. VoIP service is configured in 

both the scenarios. Each scenario is then implemented with the encoding techniques 

considered. Finally the characteristics of the encoding techniques are evaluated and analysed 

using the graphical results obtained. There are several QoS parameters in place but 

Throughput, Load, MOS (mean opinion score), Jitter and PDV (Packet delay variation) 

parameters are measured in this implementation as the characteristics can be evaluated for 

encoding technique comparisons graphically. These comparisons would allow us to carefully 

design the encoding techniques for security enhancements in future. 

Based on the implementation carried out in OPNET, the main objectives are achieved. The 

characteristics are captured graphically and this implementation concludes that G.711 is the 

best among the encoding techniques. This is proven with the help of the artefact at different 

traffics. Setting up a network with different traffics (High and Low) would give the variations 

in the characteristics. Few techniques work good at low traffics and few at high traffics. This 

measure would help a designer to analyse the behaviour of the techniques similar to the real 

time scenarios. Also the security threats on VoIP and it standards are briefed in this 

document. Graphical results obtained show that throughput for G.711 is high when compared 

with the other two encoding techniques however, it clearly shows that the Jitter, Packet delay 

variation, Mean opinion score and delay is less when compared in both the scenarios. This 

proves that G.711 is the best encoding techniques. Designing an encoding technique would 

be my future work. In this design this implementation plays a vital role as the behaviour of 

each technique is known in different scenarios and traffics. This design would undergo an 

attack that is designed to enhance several security measures. 
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 OPNET modeller 16.0 (Wireless Lab), 

 Library and Internet 

 PC 

Have you completed & 

submitted your ethics form? 
Yes No 

 



 

56 

II. Interim Report 

 

Table of Contents 

 

1 Introduction          3 

1.1 Aims and Objectives        3 

2 Literature Review         3 

2.1 Voice Over Internet Protocol (VOIP)      3 

2.2 Quality of Service (QoS)        4 

2.3 VOIP Standards         4 

2.4 VOIP Encoding techniques       4 

 

3 Problem definition         4 

3.1 System requirements        4 

3.2 Expected Results         4 

4 Chosen Methodology        5 

4.1 Methodology         5 

4.2 Scenarios          5 

4.3 Simulation parameters        5 

5 Market Survey         5 

5.1 Service providers         5 

5.2 Encoding techniques        5 

5.3 Standards          5 

5.4 VOIP equipment         5 

6 Conclusion          6 

7 References          6 

Appendix A: PPF          7 

Appendix B: Ethics Form         9 

Appendix C: Project Plan         11



 

57 

Introduction: 

Voice over Internet Protocol, which is familiarly known as VOIP, is the technology which 

transmits the voice packet over the internet by using packet switching technique. This 

technology is one of the most emerging technologies in the field of telecommunications. 

Quite similar to the other technologies, this VOIP provides many new opportunities along 

with the security risks. Most of the security issues raised due the reason that the architecture 

of this VOIP is quite different from traditional telephony of circuit based technique. Most of 

the organizations adopt this technology due to its promises like greater flexibility for lower 

costs, but those must consider many security problems during installation of VOIP for 

efficient and secured communication. (Goode, 2002) Many of the network administrators 

may assume that plugging the VOIP components is enough to provide the VOIP facilities for 

the network user, but it is not that easy to install VOIP. This thesis gives the real time 

challenges faced by the commercial users and organizations for VOIP security. (Rosenberg, 

2010) 

 

1.1 Aims and Objectives: 

The main aim of this project is to evaluate to QoS of VOIP technology and encoding 

techniques are to be compared. 

 To discuss about VOIP which specifies the Quality issues, cost and speed, and 

equipment used for VOIP 

 To discuss about the real time applications of VOIP. 

 To find out the differences between the VOIP standards like SIP and H. 323. 

 To design a network and deploy VOIP technology. 

 To evaluate the encoding techniques experimentally. 

 To discuss about the security solutions like VPN tunnelling, decryption latency, 

encryption latency, IPSec and expansion of packet size.  

 To list out the vulnerabilities, risks and threats of VOIP 

 To provide suggestions for the researchers and organization which are planning to 

deploy VOIP 

 

 

2 Literature Review: 

 

2.1 Voice over Internet Protocol (VOIP): 

VOIP systems can be built up in numerous forms and these systems include mobile units, 

conferencing units and telephone handsets. Along with this equipment of end users, these 

VOIP systems also contain many other components like call mangers, call processors, 

protocols, firewalls, routers and gateways. Numbers of difficulties are added to the existing 

networks and these issues are extravagated by security considerations. To meet the quality 

expectations of users, one of the fundamentals for the operations of VOIP network is quality 

of service. (Shankar, 2004) As we need to implement many security measures to make the 

VOIP system secure, these implementation degrade the QoS of the network. So the network 

administrator must be able to balance these issues efficiently.  

 

2.2 Quality of Service (QoS): 

Delay variation, also known as jitter, and latency are the QoS terms effected by the 

complications of VOIP like delaying the firewall and call setups are blocked for the 

encryption process. Many of the security measures which are implemented in old and 
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conventional data networks are not applicable in these VOIP networks due to its time critical 

nature. (Yang, 2006) Specified systems for intrusion detection, firewalls, and few other 

components must be used for VOIP.  

 

2.3 Standards: 

SIP (Session Initiation Protocol) and H. 323 are the two standards of VOIP that are used in 

the present VOIP systems, apart from those we can built VOIP systems by using proprietary 

protocol. Both the standards have the equal priority in the market, but when coming some of 

the research paper says SIP has more popularity in the market. (Luca, 2011) MGCP (Media 

Gateway Control Protocol) and Megaco / H. 248 are the other two standards of VOIP which 

are used for the deployments of larger gateways.  

 

2.4 Encoding techniques: 

Encoding techniques play main role in affecting the performance of the VOIP networks. In 

general there are 12 encoding techniques available in the markets, out of those encoding 

techniques G.721, G.723 and G.729 are the mostly used encoding techniques for many of the 

real time networks. G.721 is the traditional encoding techniques, and this technique is still 

best when compared to the other techniques. (Benyassine, 2008) Market survey is done to 

fine out the efficient encoding technique for the users’ point of view. 

 

3 Problem definition: 
Today in real world VOIP is mostly technology for communication. Anyone can 

communicate with anyone in the world by using appropriate VOIP service provider. Due to 

advantages, features and number of service providers, cost of VOIP is also reduced to very 

less. So the main concern about this technology is QoS and security provided for the users. 

Among these two main concerns, this project mainly focuses on security term. This document 

analyses the available encoding techniques of voice signal and suggest the efficient technique 

for the network developers. QoS term is studied theoretically and from the research of the 

previous papers, main point of those research papers are reflected in this document. 

 

a. System requirements: 

 OPNET modeller 16.0 (wireless lab) 

 Library and Internet 

 IEEE resources 

 PC 

 

b. Expected Results:  

 Best encoding technique is suggested for the networks researchers and developers. 

 How to deploy VOIP in organizations? 

 A list of vulnerabilities, risks and threats of VOIP 

 Final conclusion on the security considerations of VOIP like VPN tunnelling, 

decryption latency, encryption latency, IPSec and expansion of packet size 

4 Chosen Methodology: 
3.1 Methodology: 

OPNET is the simulation tool used for designing the network and deploying VOIP 

technology. Theoretical research is done on H. 323, SIP and security solutions. Market 
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survey is done on the awareness and requirements of the users from the VOIP service 

providers. 

3.2 Scenarios: 

Small and large scale network scenarios are designed for implementation. Traffic in the 

networks is varied by using the various combinations of links. 

3.3 Simulation parameters: 

 Network area, packet size, node type, DES statistics, encoding techniques, network 

topology and time of simulation. 

 

 

5 Market Survey: 

 
a. Service providers: Skype, Gtalk, Yahoo Messenger, Tango, Viber, Vonage, Fring, 

Jumblo and etc., 

 

b. Encoding techniques: G. 721, G. 722, G. 722.1, G. 723.1, G. 726, G. 728, G. 729, Speex 

and iLBC (Benyassine, 2008) 

 

c. Standards: H 323, SIP (Session Initiation Protocol), MGCP (Media Gateway Control 

Protocol), and Megoca / H 248. (Porter, 2006) 

 

d. VOIP equipment: (Nadeem Unuth, 2010) 

ATAs (Analog 

Telephone 

Adapters) 

Telephone sets VOIP Routers PC 

Handset

s 

PC Headsets 

v. Linksys 

PAP2 

Phone 

Adapter 

vi. D-link 

DVG 

1402SL 

vii. Sipura 

SPA 3000 

viii. Cisco 

ATA 186 

vi. Linksys 

WIP 300 

vii. Cisco 

7920 

viii. ZyXEL 

Prestige 

2000W 

ix. NetGear 

SPH 101 

x. Linksys 

CIT200 

vi. Linksys 

WRT54G 

vii. Belkin 

wireless 

Pre-n 

viii. Buffalo 

smart 

router 

WHR 54S 

ix. NetGear 

WGR826 

x. D Link DI 

624M 

Super G 

Any 

normal 

handsets 

available 

in 

market 

can be 

used. 

vi. Linksys 

CIT200 

vii. IPEVO 

viii. RTX Dual 

Phone 

ix. VoIP 

Voice 

Cyber 

phone W 

x. IPFones 

IP-700m 

6 Conclusion: 
This document provides the outline of the project. Aims and objective of the project are listed 

and brief introduction to VOIP, QoS, VOIP standards and voice encoding techniques are 

given. Market survey is performed on the VOIP standards, encoding techniques and mostly 

used VOIP equipment, results of that market survey is also provided in the document. Next 
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step of the project is to complete the primary and secondary research, and them to start the 

simulation part of the thesis. Questionnaire is prepared by using surveymonkey.com.  
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